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Preface

Stable 1. Firmly established; not to be easily moved, shaken or overthrown; firmly fixed or settled; as, a
stablegovernment; a&tablestructure. 2. Imphysics a term applied to that condition of a body in which, if

its equilibrium be disturbed, it is immediately restored, as in the case when the centre of gravity is below the
point of support. 3. Steady in purpose; constant; firm in resolution; not easily diverted from a purpose; not
fickle or wavering; as, atableman; astablecharacter. 4. Abiding; durable; not subject to be overthrown or
changed; as, this life is ngtable SYN. Fixed, established, immovable, steady, constant, abiding, strong.

Storagel. The act of storing; the act of depositing in a store or warehouse for safe-keeping; the safe-keeping
of goods in a warehouse. 2. The price charged or paid for keeping goods in a store.

Ogilvie’s Imperial Dictionary of the English Language, edited by Charles Annandale, 1895

It is not so surprising that after a hundred years the conjunction of the above two words now has a meaning
in the context of computer storage. This book describes work on stable storage technology undertaken within the
European Union ESPRIT project P5212 (FASST), as well as in the Basic Research Action QMIPS, and will be of
interest to both theoreticians and pragmatists.

The focus of the book is the problem of recovering processor failures in shared memory multiprocessors.
We propose an architecture designed for transparently tolerating processor failures. The main component of this
architecture iStable Memory S M), which provides a hardware-supported backward error recovery mechanism.
This technique copes with standard caches and cache coherence protocols and avoids rollback propagation.

That the FASST project, which suffered more than the usual quota of difficulties, most notably the bankruptcy
of its prime contractor, should have engendered more than the usual quota of high quality work, is a continuing
source of interest for those that were involved.

Brian Coghlan
Trinity College Dublin

Gernan Fabregat
LISITT
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1.1 Introduction?

Multiprocessor systems based upon standard microprocessors are becoming ever-more carenpmapiding
significant computational power at a fraction of the cost traditionally associated with systems of such power.
While multiprocessors with distributed memory have gained much attention due to their theoretical peak perfor-
mance claims, shared-memory multiprocessors continue to be the focus of development of several manufacturers,
primarily due to the ease with which such systems can support traditional computing environments and program-
ming paradigms. Nowadays, shared memory systems span the complete range of computing requirements from
the personal workstation up to the supercomputer, and with the advent of hardware for distributed shared memory,
shared memory has reclaimed a central architectural role.

The dominant organisation of a typical shared-memory multiprocessor is as shown in Figure 1.1, with a single
shared bus used to connect processing elements to the shared memory and peripherals. Caches private to the
processing elements together with various flavours of snoaplyeing protocols minimise thetbleneck effect of
the single bus. A discussion of the advantages and disadvantages of such architectures is not the concern of this
book, and we merely observe that shared bus systems are likely to continue to be constructed. What is of concern
to this book is how such systems can be constructed such that hardware faults affecting the processors in the system
can be tolerated so that a reliable processing service can be provided in spite of those processor failures.

CPU CPU CPU
cache cache e cache
e = =
| |
shared memory /0

Figure 1.1: A typical shared memory architecture

The need for enhanced reliability is becoming an ever-more critical requirement as computing systems are used
for applications where even short breaks in service are unacceptable. Moreover, it is simply infeasible with the
complexity and range of present-day software systems to expect that such systems can be enhanced to implement
hardware-fault tolerance. What is required is a hardware architecture that can transparently tolerate processor
faults, that is, without affecting the executing software and requiring no changes to be made to that software. The
presentation of such an architecture for shared memory multiprocessor systems is the primary purpose of this book.

The remainder of this book is organised as follows. First we examine the fundamental problems of providing
fault tolerance in a shared-memory multiprocessor, identifying the basic facilities that must be implemented and
exemplifying these facilities with examples from some of the fault tolerant multiprocessor systems which are
already available commercially, and discussing further the problems of error recovery in multiprocessor systems.
Results from simulations of various architectures are also discussed.

We then introduce a fault tolerant architecture which directly supports shared memory semantics. The concept
of stable memory, which implements some of the features necessary for transparent fault tolerance, and which is
the key novel feature in the architecture, is described in detail, along with associated architectural components.

For simplicity and brevity, the book concentrates on the problems of tolerating processor failures in a shared
memory environment and the novel solutions to these problems. Other hardware fault scenarios, such as bus
failures, are not covered here, although are clearly important for a complete system.

1.2 Fault Tolerance Issues

The basic principles behind fault tolerance are well understood [Lee et al 90]: a fault in a system will give rise to
errors; the starting point for fault tolerance is the detection of an error, and an exception can be raised to signal that

1This chapter contributed by Pete Lee, Department of Computing Science, University of Newcastle, Newcastle upon Tyne, NE1 7RU, U.K.



the fault tolerance provisions in the system need to be invoked. These provisions have to:

(a) deal with those errors, in particular to remove errors such that the state is no longer erroneous (error
recovery); and

(b) deal with the fault that caused the errors, by identifying its location (fault location), reconfiguring the
system to avoid the fault components (fault treatment), and switching the system back to providing its
normal operation.

If the above actions are successful, such that the behaviour of the system has not breached the specification of
the system, then the system will have successfully tolerated the fault and its effects, and no system failure will be
apparent. Preventing system failure is of course the aim of the fault tolerance provisions.

As mentioned previously, this book is concerned with tolerating the faults caused by failures of the micropro-
cessor processors providing the processing power in a multiprocessor with the structure as shown in Figure 1.1,
and will therefore concentrate on the application of the above basic principles in this situation. Thus, regarding
each processing element as a pament of the multiprocessor, we are concerned with providing reliable behaviour
in the face of failures affecting these components.

To provide fault tolerance, the first requirement is that the effects of a processor failure are detected. One
approach, adopted in the Tandem-16 system [Katzman 78], is to use a single CPU per processing element and to
assume that a failure will result in fail-stop behaviour, in that the processing element simply stops if something goes
wrong in its logic. The other processors will detect this cessation in service through the absendémhbthe
messages which an active processor regularly broadcasts to all other processors. Note, however, that the Tandem
system is not a shared memory multiprocessor, and such single-CPU configurations for a processing element are
not the focus of this book.

More active forms of error detection are provided by replication checks where the activity of a CPU is replicated
and the outputs from the replicas compared to detect an error. When duplicated CPUs are used, a comparator can
detect differences caused if one of the CPUs fails and can raise an exception (or interrupt) to inform the rest of
the system of the failure of this processing element such that the fault tolerance actions can be undertaken. This
organisation is used in the processing elements of both the Stratus [Wilson 85] and Sequoia [Bernstein 88] fault
tolerant systems.

Higher levels of replication, such as using triplicated CPUs in a TMR organisation, can also be used, for
instance as in the Tandem S2 system [Jewett 91]. Here a different approach to fault tolerance is being taken as will
be seen. In the case of the duplicated CPU discussed previously, a failure of a CPU results in the failure of the
processing element of which it is a part: this processing element failure is a fault in the multiprocessor system, and
actions elsewhere in the multiprocessor (as will be discussed shortly) have to provide the fault tolerance such that
overall system behaviour is not impacted. In contrast, the application of TMR (and higher levels of replication) is
simply the application of fault tolerance internal to the processing element such that failures of components within
the processing element are never seen by the rest of the system, and for this reason such applications of redundancy
are sometimes referred to as masking redundancy. Thus when a CPU fails in a TMR configuration, the divergence
of its results from the other two CPUs can be detected by a voter which rejeadddhman ou(error recovery),
ignores the suspect CPU (fault treatment) and passes on the result of the majority to the rest of the system without
interruption.

Returning to the situation of the dual-CPU processing element, errors in the system state (i.e. in the global
memory) will have to be dealt with if a processing element fails. Errors could have spread in the system by there
being a delay between the CPU failure occurring and the processing element actually stopping, during which time
erroneous results could have been generated in the shared memory and hence propagated through the system. In
the dual-CPU case, there is unlikely to be such a delay and consequent propagation. However, there may still
be errors since some of the state of the system will be contained within the failed processing element and this
information may be inaccessible. For instance, the contents of the CPU registers and indeed the pnaggerm c
are all part of the overall system state, and the caches on the processing element may also contain the up-to-date
values of some memory locations. Thus, the global memory state may not be consistent with the processing that
has been undertaken in the failed processing element, and some form of error recovery will be needed to cope with
these errors. Without such error recoverycaassful fault tolerance may not be achievable.

Two overall forms of error recovery could be applied: forward error recovery and backward error recovery
[Lee et al 90]. Forward error recovery would require the "patching” up of the system state to fix the problems
- for instance, if the failed processing element could be interrogated by another processing element to extract



the necessary values, then the system state could be updated appropriately. However, it is unlikely that such an
interrogation could take place reliably if a CPU failure has occurred - some of the information may be within the
failed chip (e.g. in on-chip caches). Even withplicated CPUs, it may be difficult to determine which of the pair
has failed with the aim of extracting the information from the remaining "good” CPU. The alternative recovery
strategy of backward error recovery requires the state of the whole system to be recovered to a prior known state
(simulating the reversal of time, and hence called backward error recovery) such that all of the errors are eradicated.
This approach is discussed in detail within this book.

The Stratus system effectively uses a forward error recovery scheme, but avoids the need to interrogate the
failed processing element by running a computation simultaneously on two processing elemaemntsf which
contains two CPUs (i.e. on 4 CPUs in total). If one processing element fails, then the other processing element can
be used to provide all of the "internal” values, such that a new processing element can be brought into lock-step
and the processing continued (alternatively, the computation can be continued on the single processing element
pair with the hope that another failure does not affect that processing element, in which case no error recovery
is required). In contrast, the Sequoia system effectively employs backward error recovery, and their scheme is
described in the next section.

After error recovery has been carried out, the errors caused by the processing element fault have been dealt
with, and so the next stage of fault tolerance is to deal with the fault itself. The location of the fault will be identified
by the exception raised in the dual-CPU configuration. If the fault was deemed to be transient (determined, for
example, by running diagnostic checks on the faulty processing element), it may be appropriate to permit that
processing element to continue to play a part in the system'’s activity. If, however, the fault is permanent, then that
processing element will not be used further, and the computation it was involved in can be restarted on another
of the processing elements in the system. If forward error recovery has been used, for instance as in the Stratus
system, no processing will have been lost, whereas if backward recovery has been invoked, as in the Sequioa
system, some processing will have to be repeated. Note, however, that in a shared memory environment it is a
relatively straightforward task to ensure that a computation can be picked up by another processing element - all
of the information concerning that computation can be in shared memory and is accessible to all of the processing
elements. In a distributed memory situation, as in the Tandem-16 system, this task can be much more complex.

Thus the designer of a fault tolerant multiprocessoriefl with typical engineering trade-offs. Indeed, the
different designs taken by Sequoia, Stratus and the Tandem S2 systems suggest that a number of engineering trade-
offs are feasible, and that each approach has its placed@tiag triplicated (or higher) levels of redundancy in the
processing elements, the need for error recovery can be avoided. However, the cost and difficulties associated with
this approach suggest that a design based on duplicated CPUs with provisions for backward error recovery might
be more cost-effective. In this book we concentrate on this dual-CPU, backward error recovery approach and on
the design of a special form of memory which supports backward error recovery in a shared memory environment.
First, though, the basic problems of, and terminology for, backward error recovery in this environment must be
discussed so that the facilities that must be provided can be identified.

1.3 Backward Error Recovery in a Shared Memory Environment
The basic functions required for backward error recovery are that a processor can:

(a) establish a recovery point;
(b) recover the state back to that recovery point (roll back); and

(c) commit a recovery point.

The time between the establishment of a recovery point and its eventual commitment is termed a recovery
region. A recovery point is thus a point in a computation to which the state can be reset and hence the computation
can be restarted from that point. If the establishment of the recovery point preceded the occurrence of a processor
failure, then recovery to that recovery point must eradicate all of the potentially erroneous effects of that fault (as
discussed in the previous section).

To provide recovery, recovery data must be recorded, for which one of several techniques can be adopted.
For example, a checkpoint can be taken when the recovery point is established, that is, a complete copy of the
state taken and kept somewhere safe. Since the complete state is likely to be large, and a processor is unlikely to



update a significant percentage of its state, more dynamic and optimal facilities can be provided. Shadow paging
[Reuter 80] provides a form of incremental checkpointing, by keeping a copy of only those memory pages that
have been altered. The recovery cache [Lee et al 80] also provided incremental recording of recovery data.

The Sequoia system makes use of a blockiaghe [Bernstein 88] to provide recovery: having established
a recovery point, a processor is not permitted to update main memory. Instead all writes are kept local to the
processor in a blocking (i.e. non-write-througiaiche. If the processor fails, then the state in the main memory
represents the state at the recovery point. The commitment of a recovery point by a processor consists of flushing
its cache and its internal registers to main memory. Modified data are flushed into two distinct meoclogsn
under processor control in order to handle memory and processor failures.

The CARER architecture [Wu et al 90] makes also use of a blocking cache with the assumption of fault free
memory and cache. Assuming that memory is fault free avoids the need for a second merdakhy for recovery
data and hence avoids the loss of time that would be necessary for copying modified data between the two modules.
Assuming that caches are fault free limits the work tadbee at commit time décause blocks residing in cache
can be included as recovery data. At commit time, all processor registers are first flushed to the cache and then
all modified blocks in the cache are markeavritable This terminates the commit operatidsnwritableblocks
belong to the recovery point and have to be written back to memory if they are subsequently modifiedoadrepl
(i.e. copy on write).

While the changes a processor makes to memory can be undone by state restoration techniques such as those
described above, not all of the manipulatable entities in a system can be recovered. For instance, as discussed in
the previous section, the processing element itself may be unrecoverable in that its contents (registers etc.) may not
be accessible if that element has failed, so these have to beitxpicorded when a recovery pointis established
(e.g. the program counter must be recorded to allow the computation to be restarted from that point). Also, a
processor may manipulate other unrecoverable objects, such as peripherals, and the fault tolerant system must
cope with the problem of backward recovery in this situation also.

Since recovery data occupies some system resources, it is normal to commit recovery points at some interval,
to allow this recovery data to be discarded. For example, in CARER a recovery point is comeaittedime
modified data in the cache has to be replaced, while in the@a system a recovery point has to be committed
when the blocking cache of a processor becomes full. For the tolerance of processor faultsitis, in general, sufficient
to allow a processor to have a single extant recovery point such that the commitment of a recovery point can be
synonymous with the establishment of the next recovery point, and thus two distinct operations (establish and
commit) are not needed. In a more general situation, for instance if providing software-fault tolerance by recovery
blocks [Horning et al 74], nested recovery regions and hence multiple extant recovery points and separate establish
and discard operations make sense. As will be seen, even in the simple case it is useful to be able to separate the
completion of a recovery region from the commencement of the next.

In a shared memory multiprocessor, there is another complication to recovery that must be dealt with, con-
cerning the parallel processors that will be executing simultaneously and the possible flow of information between
these processors via shared memory. Consider the following simple situation: two processors P1 and P2 have sep-
arately established recovery points, and P1 has written to a memory location that P2 has subsequently read from
and acted upon. Now if P1 fails and backward recovery has to be applied, then it izeéssary to recover P2
to its recovery point which preceded the interaction with P1. Only by recovering P1 and P2 is a consistent system
state restored. The recovery points of P1 and P2 which correspond to a consistent state are termed a recovery line
[Lee et al 90].

One strategy for identifying a recovery line is to ensure that all processors establish recovery points simultane-
ously - that is, a system-wide recovery point. If recovery is then required because a processor fails, all processors
have to be rolled back. This strategy has the disadvantage of unnecessarily recovering processors when no interac-
tions between a processor and the failing processor have occurred. To avoid this disadvantage effectively requires
processors to be recovered independently (rather than globally), and hence requires some other means for solving
the problem of interdependencies (i.e. the problem of identifying a recovery line). One method is to avoid the need
to identify a recovery line by ensuring that there are no inter-processor dependencies. This can be achieved by
not actually providing shared memory (a strategy adopted in the Sequoia architecture) or by committeaghfter
interprocessor interaction in order to remove the dependency (this is essentially what happens in CARER where
a processor has to commit its recovery point each time one of its modified blocks in cache is accessed by another
processor).



The Sequoia architecture prohibits direct data sharing between processors, leading to significant complications
being imposed on the operating system software. While all memory modules eaedssed by all processors,
shared data structures must be accessed within explititatrsections protected by test-and-set locks, and the
operating system has to carefully establish and commit recovery points and flush the blocking cache appropriately,
to ensure the correct semantics [Bernstein 88].

An alternative solution to identifying recovery lines, which removes the need for the software complexities of
the Sequoia approach and the frequent commitments of the CARER approach, is to actually compute a recovery
line if recovery is required [Lee et al 90]. In order to do this it is necessary to record inter-processor dependencies
which can be used to determine the set of processors which are dependent upon the processor which has failed
[Banatre et al 90a].

It should also be noted that in the Sequoia system it has Emssary to provide custom caches to provide the
blocking behaviour. This precludes the use of standard snocagyes and protocols in such a system. However,
the speed of the latest generation of RISC chips is such that their manufacturers provide cache control logic (and
chips) as part of their offerings, and it is increasingly difficult (and cost-ineffective) to design custom cacheing
systems (and CPUSs). Hence, it is desirable that standard processors, caches and cacheing protocols can be used in
a shared memory multiprocessor, while still allowing fault tolerance using backward error recovery to be provided.

One may conclude that the concepbaickward error recoverys now well established as a means of restoring
a consistent state to a fault tolerant system should some faults occur [Randell 75]. Several algorithms have been
proposed in the literature for providing backward error recovery depending upon the type of faults to be tolerated,
the system characteristics, and the fault tolerance strategy.

In a system of communicating processes, should a fault occuretbgery control protocomust determine a
set of process states which together constitute a consistent state of the system. Many recovery protocols that assume
message passing communication have been proposed in the literature (see for instance [Wood 85, Strom et al 85]).
In contrast, the recovery protocol discussed below relies on the fact that communication takes place through shared
data, and that the memory itself tracks directly the dependencies between the processors’ references to the shared
data.

1.4 A Basic Recovery Protocol for a Shared Memory Environmertt

Before we present a basic recovery protocol for processes communicating through shared data, we must first intro-
duce some definitions and background notions concerning backward error recovery in a system of communicating
processes.

1.4.1 Definitions

A recovery points establishedby a process at a point in time at which the state of the process is saved for possible
regeneration in the event of recovery action. A proasamitsa recovery point when it no longer requires the
capability to initiate recovery action to that point. The period of process activity betweastdigishmenof a
recovery point and the commitment to it is called pnecess transactioassociated with that point (notice that the
meaning of the word transaction here should be distinguished from the one which is usually given in transactional
systems [Gray 78] where a transaction may refer to a consistency unit preserving some invariant of the system).
The most recently established recovery point of a process is saidactibeor equivalentlycurrent A recovery

point which cannot possibly be recovered to as a result of a recovery action initiated anywhere in the system is said
to bediscardable Some of the above definitions are borrowed from [Lee et al 90].

We assume a model of computation of communicating processes where processes implement a succession of
non-nestedransactions, establishing a recovery point immediately on commitment to the preceding one. This is
depicted in Figure 1.2 where vertical bars denote the bounds of process transactions. The recovery control man-
agement offers the primitiddewProcessTransaction(fr committing the active recovery point and establishing
a new recovery point for proceggas a simplification, initialization is not considered). Information flows between
processes are assumed to be directed (unidirectional), and are represented by arrows in Figure 1.2 when occurring
between distinct processes. It is further assumed that all information sent out by a process is dependent on all
information previously received by that process.

2This section contributed by Michel Batré, Maurice dgado, Philippe Joubert and Christine Morin, Campus universitaire de Beaulieu,
35042 Rennes Cedex, France



Definition 1 For any two recovery pointgp andrp’ belonging to processgsandp’ respectivelyyp is adirect
propagatorto »p’ if and only if information flows frony to p’ while rp andrp’ are the respective active
recovery points of the two processes.

As a particular case, a recovery point of a process is a direct propagator to the next recovery point of the
same process (for example, in Figure 1.2, recovery pBiftis a direct propagator td.2 andC'.3 while A.1 is
a direct propagator td.2). For convenience we will sometimes refer to the propagator relation between process
transactions instead of recovery points. A process transaftisna direct propagator t&, if the recovery point
established at the beginning#afis a direct propagator to the initial recovery point of

Definition 2 For any two recovery points andrp’ belonging to processesandp’ respectivelyyp is apropa-
gatorto rp’ if and only if the following holds : Eitherp is a direct propagator tep’ or else, recursively,
there exists a recovery poing” belonging to procesg’ such thatp is a direct propagator tap’’ andrp’’
is a propagator tep’

For example, in Figure 1.2, recovery poiBit2 is a propagator to1.2, C'.2, C.3 and D.2. As an obvious
consequence of the notion opeopagator we will often refer to the recovergncestorand recovergescendants
of a recovery pointyp:

Definition 3 An ancestor recovery point @p is a propagator tep. Conversely, if a recovery poinp’ is descen-
dant ofrp, rp is a propagator top’.

For example, in Figure 1.2, recovery point2, B.2, C.2, C.3andD.2 are ancestors df.2, and in Figure 1.2,
recovery pointsi.2, C.2,C.3, D.2 and B.2 are descendants @&f.2. As a particular case, notice that a recovery
point is both ancestor and descendant of itself.

L(B

A.l A2 ®)
A

B.1 / B.2
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c |
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Figure 1.2: Communicating processes and recovery

A recovery protocol must ensure that the system reverts to a consistent state in the event of one (or many)
process(es) initiating recovery action. As stated in [Wood &p}ocess initiating recovery must cause recovery of
the descendants of its active recovery pgimtluding the active recovery pointitself) in order to reach a consistent
state. Another way to say this is that the recovery control protocol must lookroaery linedelimiting the
boundary of aratomic activityjRandell 75].

Definition 4 An atomic action conveys both the meaning of (i) an action which doesterfere with its en-
vironment, and (ii) a unitary action which has a or nothing effect despite failures, where the first of
these properties is referred tosatomicity(synchronisation) while the second is referred to.@agomicity
(unitary). The word atomic alone conveys both meanings.



Recovery lines are depicted as curved lines in Figure 1.2. Not all the processes need be represented on a
recovery line, reflecting a situation where one process is not affected by recovery initiated by another. For instance,
in Figure 1.2, the recovery lind.( D)) associated to proce$3 entails this single process only. Notice also that
recovery may in general cause recovery of a process beyond its active recovery point. For instance, in Figure
1.2, recovery initiated by proceds will lead to recovery line.(B) thus causing the restoration of procésso
recovery point_.2 even thouglC'.3 is the active recovery point @f.

A process may belong to several recovery lines. For instance, in Figure 1.2, ptbbekmgs to both recovery
linesL(D) andL(B). As far as recovery is concerned, we are interested in the recovery line which will lead to the
minimal undo of computatior’(( D) in this example). This recovery line will be referred talasrecovery line of
the process.

No information flow crosses from the inside of the recovery line to the outside but the converse is not the
case. This requires that the recovery mechanism be capable, in case of recovery, to reproduce the information
entering into the domain delimited by the recovery line. For instance, should ptbaes®ver in Figure 1.2, the
information which has been produced by procgssust be available after recovery takes place.

Recovery protocols fall into two broad categories nanmgnnedandunplannedLee et al 90, Randell 75].
Planned (or pessimistic) protocols bound the amount of system activity to be undone in case of recovery at the
price of slowing down failure-free computation. In contrast, unplanned (or optimistic) protocols do not slow down
failure-free computation but are prone to the so-catledchino effec{cascading rollbacks) which in the extreme
case could invalidate the whole computation in case of recovery.

A recovery protocol must provide the garbage collection of the discardable recovery points that are no longer
required to provide backward error recovery capability. While we do not expand on this issue, it should be noted
that this might be surprisingly difficult to implement when an unplanned approach to recovery is taken, as illus-
trated in [Wood 85].

1.4.2 The protocol principles

Assume that processes implement a succession of non-nested transactions. A proeesessay local state (the
process registers) and a shared state represented in shared memory. Processes communicateatiecbdgta

of the shared memory. In other words, the significant events produced by a process consist of a trace of accesses
to private registers and shared memory.

As a requirement of the protocol, the amount of recovery data must be bounded and limited to a single recovery
point per process. Consequently, the protocol must adopt a planned approach to recovery and satisfy the following
condition:

R : Recovery of a process must not go beyond its active recovery point

From theR condition, we infer:

(a) the domino-effect is prevented, and

(b) itis easy to determine when a recovery point becomes discardable - it is discardable when it is commit-
ted.

In order to implement thé? condition, the recovery protocol may implicitly establish a recovery point for a
process. Notice that this contradicts somewhat the characteristics of the model of computation above since then the
decision to establish a new recovery point may be not only explicitly performed by a process but also implicitly by
the recovery protocol itself. However, this distinction does not affect the following argument, in which we assume
that a process implements a succession of non-nested transactions without further refinement.

In order to give insights into the protocol development, we will use an execution model based on
traces and dopt similar notations to those of [Best82]. An executibnis modelled as asequence
500051 ...550;5)41...au—15, Wherea; (0 < j < u) denotes an action and as well ass;, denote states. The
state space' is defined as the set of mappings from the shared variables space to values. Each;astiam
s.atomicaction belonging to a component procesél < ¢ < n) denotedcomponent(a;). An action ofp; is
either a write of a value into a shared variable denotedw; (v, ) or a read of a shared variabledenotedr; (v)
or a commitment action denoteg(). The accesses of a process to its local state are not modelled since these are
not relevant as far as communication is concerned. It should be noted that processed pgynclumously, and
therefore flows of information between them amn-deterministi¢this model may result from the implementation



of an abstract model of computation not detailed here; we may understand non-deterministic flows of information
in the model proposed as an implementation property of the abstract model [Gries 81]).

Let s’ belonging toS be an arbitrary initial state. The semantiasof the actions performed by a process is a
relationS x S which can be characterized as follows:

(@) s" m(w;(v,e)) s wheres(v) = e ands(w) = s’(w) for all elementsv of the state space different to
(b) s" m(r;(v))) s wheres = s’ (the read action is supposed to deliver the valije) not modelled here).
(¢) 8" m(c;()) s wheres = s'.

A projectionof an execution/ onto a component process, denotedprojection(p;,U), is obtained by
deleting fromU all statessy...s,, and alla; such thatomponent(a;) # p;. We calllU a standard(or correct)
execution if it satisfies the two following properties [Best 82]:

(P1) : forall i, projection(p;, U) is a sequential control sequence of proggss
(P2) : (s;,s;41) belongs tan(a;) for all 5.

A standard execution is said to bempletef projection(p;,U) for all i is a complete control sequence of
processy;. While propertyP1 captures the control aspect of an execution, prop@ycaptures the semantic
aspects with respect to data (further information can be found in [Best 82]).

Let us turn our attention to recovery now. Should a progessll back when an execution has reached the
sequencd’/, the recovery protocol builds a new sequene(by undoing the effects of all actions performed
within the current transactions of the processes belonging to the recovery line of the process invoking recovery)
from which post recovery computation will start. The post recovery computation concatenated’ wilst be
identical to a complete standard execution that would have taken place if recovery did not occur.

To better understand the computation of the recovery line of the process invoking recovery, and more generally
into the necessary recovery actions to be taken, let us model the undoing of the effects of a single rolled-back
process as the computation of an outptiing I/’ from an input stringl/. The stringlU’ is such thatl’ =
[q0b0[qa].--[g5]0; (g5 41]-- - [gu—1]bur—1[gqu’] Where[g;] denotes chains of states, andactions. As a particular case,
notice that a sequence is a string. The stfitigs obtained by:

(Stepl) : Erasing fromlJ the actions performed within the current process transaction of the rolled back
process (but not the states), and

(Step2) : Appending if necessary a final state to the string denoting the effect of the state restoration applied
to the variables of the state space whose values must be recovered by the protocol.

The final output/’ of the recovery protocol (after having possibly executed the procedure above for several
processes including the process invoking recovery) muefjbévalento a standard sequengg satisfying prop-
ertiesP1 andP2. This is defined in the following. Lét’ = tqbg...¢;0¢541 ... 0w —1by—1¢y Such that:

(a) the string of actiong; of W is identical to the string of actions 6f', and
(b) the initial statey of IV is equal to the initial statéirst(qo) of U”.

The stringl/’ is said to be equivalent to the standard sequétiaé

(Q1) : last([qu]) (final state of/’) equalst,: (final state ofit’), and
(Q2) : for each read actioby, last([¢;])(v) equalst;(v) assuming that is the variable read biy;.

If U’ is equivalent to the standard sequenieas defined above, it is clear that the output of the recovery
protocol is correct; the post recovery computation concatenatedtithill be identical to a complete standard
execution that would have taken place if recovery did not occur, since the rolled back processes will redo their
computation from their current recovery points.

The previous characterization of a correct output of the recovery protocol gives a direct insight into the protocol
development. For example, consider the sequéheesqc; ()s1¢;()saw; (v, €)ssr;(v')sar; (v')ss and assume that
process; initiates recovery. Let/’ be the string obtained by erasing the actions performed within the current



process transaction @f and appending a final state (result of state restoration) such tha{v) = s¢(v) and
se(w) = ss(w) for all w # v. More preciselyU’ = [qo]ei()[q1]c; () g2]7;(v")[gs] where[go] = [so], [¢1] =
[s1], [g92) = [s2; s3], [g3] = [sa4; s5;s6]. The recovery line op; entails this single process sinté is obviously
equivalent (as defined above) to the standard sequé&nheetqc; ()t1¢;()tar; (v’ )ts wherety = sg.

In practice, things might be more difficult than illustrated by the example above, since processes can be depen-
dent. How the protocol deals with this situation is discussed below in a non-formal way by considering in turn the
so-called write read and write write dependencies.

1.4.2.1 Write Read dependencies

Let v be a variable written to within the current process transactign,dhe first subsequent access to this variable
being a read action gf; within its current transaction. Erasing only the write access ftowill not be sufficient
to produce a correct stririg’ since the read action efby p; would then not deliver the previous value written to
vinU’, and hencé/’ would not be equivalent to the standard sequéiicas defined previously (the prope®2
above would not be satisfied). Processs in this case a direct propagatorip(or equivalentlyp; is dependent
onp;), denoted by; — p;, and meaning that rolling bagk should cause a rollback pf. More generally, any
process which reads a non-committed value writtep;ig wr dependent op;.

Recall that we do not want recovery of a process gmhd its active recovery point (thé condition). In order
to ensure thisthe commitment of a process transaction will force the commitment of all its ancéstaestors’
recovery points are referred to as potential recovery initiators in [Wood 85]). If this were not the case, an ancestor
initiating recovery might require some of its descendants to rollback beyond the current recovery point.

1.4.2.2 Write Write dependencies

Let U’ denote the string obtained by erasing fréhall actions performed within the process transactions that are
descendants of the current recovery point (as explained above) of a pppdessking backward error recovery.
Let v be a variable which has been written tdlin If the last write tov in U is not erased i/, the value ofv in

the final state of/’ (as given byStep2 above) is correct, but elsewhere the value @ not correct, sinc&” would

not be equivalent to the standard sequelitas defined previously (the prope®l would not be satisfied). Let

U = [qo0]...wi(v, €)...[qu] Wherew;(v, ¢) denotes the last write toin U’ and assume that the last write:itan

U has been erased Ii’. A correct string could be obtained by appendind/tathe result of a state restoration
re-establishing the valueof v and repeating this for all variables whose last write t&/ihas been erased .

The difficulty here resides in finding out the valuevithin the whole history of the values taken by the variable
How this is achieved is discussed in the following.

Definition 5 A proces is said to be thactive writerof a variablev if p has been writing te within its current
(active) transaction anghas not been subsequently written to by other processes.

The protocol does not maintain the whole history of a variable but oclyrentvalue and aecoveryvalue.
At commitment of a process, the recovery value of a variable is replaced by the current value if the process is the
active writer of the variable. Symmetrically, at rollback of a process, the current value of a variable is replaced
by the recovery value if the process is the active writer of the varidblerder to re-establish a valid final state
of the stringl/’ above, the protocol ensures that the last write action,ta; (v, €), of the stringl’’ is committed
and will thus restore the recovery valaef v. This implies that a process committing its current transaction must
force commitment of the active writers of the variables written within the committing transaction, while rollback
of a process transaction must cause the rollback of all transactions which have been writing to a variable whose
active writer is the rolling back transaction. A simple way to achieve this goal is to record a depepﬂé”n%)pj
(i.e. p; == p;) when a variable is successively written by two procegsesndp; within their current process
transaction; this dependency will have the same effect ashelependency as far as commitment and rollback
are concerned. Notice that theé> dependency is a predecessor relation, as opposed-&thgependency, which
captures a successor relation.

1.4.3 A more rigorous approach to the protocol

In this section, we attempt to give some proof arguments of the protocol whose operational principles have been
described above. The properties of a standard execution have already been given. We require a weaker property



for exceptional sequences than for standard sequences, neafidiyy. An executionl/ is said to bevalid if it
satisfies the following properties:

(P'1) : The same as properfyl above.
(P'2) : For all read actions; of U, s;11(v) = s;(v) if v is the variable read by;.

(P'3) : LetU = spay...a,_15, followed by an optional state restoration action on behalf of the recovery
process £, denoting the final state df). There exists a standard executidn = #gag...ay—1ty
(satisfyingP1 andP2) wheret denotes a state such that= s, andt,, (final state ofit) is identical
to s, (final state ofU/).

While P2 captures the exact intermediate states of a standard execution, prop&ttéesi P'3 together say
that we only need to have a partial knowledge of the intermediate states for checking the validity of an execution.
The intuitive rationale behind this is that we wish to be allowed to erase a write action from an execution without
being obliged to systematically consider invalid the following sub-sequence, as would be so when assuming prop-
erty P2. It should be noted that formally, a standard execution is valid but the contrary might not be the case; we
will, however, construct exceptional valid sequences in such a way that an exceptional execution will correspond
to an equivalent standard execution (in fact the standard exeddtidascribed irP’3).

Let U be a valid execution (equivalent to a standard execution) wheolls back. Letremove(U,p;) be
the sequenc& from which are deleted all; 5,1 such thatomponent(a;) = p;, wherea; has been performed
within the current process transactionggf Let us attempt to prove that the sequenteobtained by applying
successivelyremouve for all processes that are descendants of the current transactign@fcording to both
relations— and— defined above) is valid, i.e. satisfies properfies, P'2 and P'3.

Theorem 1 The sequencE’ satisfiesP’1.

Proof : Sincel is valid (satisfyingP'1), removing the accesses of the rolled back processes within their current
process transactions will lead t@ojection(U’, p;) being a prefix ofprojection(U, p;) for all i, so thatP'1 is
maintained.

O

Theorem 2 The sequencE’ satisfiesP’2.

Proof : Assume that/’ does not satisf{P’2: there exists a substringr;(v)sy 41 of U’ such thatsy: 41 (v) #

sg(v). By constructionsg:41 (v) is the result of the last write toin U, say byp;, before the read action by p;

took place. This write has been erased/inand thus has been performed within the current process transaction

of p;. Two cases arise. First, the read action might have been performed within the current process transaction of

p;, but in that case a depender}gy% p; would have been recorded, and the rollback pWould have forced

the rollback ofp; and therefore the case cannot arise. Second, the read action might have been performed within a
process transaction of which is not the current transaction, but then the write cannot have been erased since the
commitment of this process transactiornpofiwould have forced the commitment of the process transactign of

in which the write would have been performed.

O

Theorem 3 The sequencE’ satisfiesP’3.

Proof : Let I’ be the standard sequence built fréthby P'3. Assume that,,: (v) # s, (v), thereby invalidating
P’3. Two cases arise. First the last writedan U7 might not have been erasediifi, but in that case the state
restoration action would not modify, since the active writer to would not have been rolled back, and therefore
7’3 would be valid, withs,, (v) = s, (v) = s!.(v). Second, the last write toin I might have been erased in
U, which would force the removal of all the write operationsitsince the last committed write todue to the
relation—=. But it is this value of the last committed write which must be the recovery valug®f®established
by the state restoration action, since commitment induces the commitment of all ancestors, including the active
writer tov, thereby updating the correct recovery value of
O

Thus ap; —» p; dependency is recorded whgnreads a variable whose active writepiswhile ap; & D;j
dependency is recorded whepwrites to a variable whose active writersis (p; becoming then the new active



writer). Rollback of a procesg; will induce a rollback of its descendanscording to both relations”s and

2% the recovery values will be re-established for those variables whose active writer is a process member of this
group. Commitment of a process will induce the commitment of all its anceatomding to both relations™

and —; the recovery values will be logically replaced by their current values for those variables whose active
writer is a process member of this group.

1.5 Summary

We now have defined the essence of the FASST Recovery Protocol : a conatipointprocesses as outlined
above, and a rollbadlestorescheckpointed process state, again as above. All of the above is process oriented, and
says nothing about where the processes are executing, as leaghaprocess has a consistent view of the shared
memory.

For the simplistic case where a separate processor is dedicated to each process, the above principles may be
applied simply by mapping process transactioto aprocessor transactiarWe will examine this, and the more
realistic case where a multiprocessor may support the execution of an arbitrary number of processes competing for
a limited number of available processors, in Chapter 7. For the moment, let us assume that all of the above remains
valid if we replace procegs with processorP;, where a commit checkpoinpsocessorss outlined above, and a
rollback restores checkpoint@docessorstate, again as above. This is a basic, but very important, assumption of
the FASST architecture.

In a symmetric multiprocessor (SMP) all of this is made more interesting by the behaviour of the coherent
caches. Before inbducing the FASST architecture, we will examine this behaviour, and try to quantify what
happens when it is coupled with a recovery protocol.
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2.1 SMP Cache Coherence Protocols

A cache system is said to lseherentif every read of a memory location returns the value most recenttyenr
to that location [Censier et al 78]. In a shared memory multiprocessor where procassess shared memory
through privateeaches, there can be potentially as many copies of the same memory location as there are processors
in the architecture. Inconsistencies may occur when several processors access writable shared data. When data
is modified, the modification has to be reflected into all the other caches which hold a copy of the data. The unit
of information managed by the caches is referred to &ag while a processor accessesed (e.g. 4 bytes).
Typically a cache line size ranges from 4 to 32 cells.

The protocols for avoiding cache inconsistencies are often referredcche coherence protocdlthe term
cache consistency protocatan also be found in the literature). These protocols divide into two main classes,
directory-basedandsnoopy The less common of the two classdggectory-basecprotocols, rely on a directory
structure to identify the location of any cache line and its st&eoopycache coherence protocols are by far
the more common, and rely on the fact that broadcasted bus traffic can be monstooegdd onby all the
caches. Boopycaches maintain tag fieldstored along with each loaded line to indicate the line state in each
cache. The tag field generally encodes whether the line is modified with respect to shared memory and whether the
line is loaded into another cache. Two main classesi0bpingcache coherence protocols can be diptished,
depending upon the actions performeddaghes when a shared line is modified:

Write Invalidate protocols cause an invalidation message to be broadcast on the bus whenever data poten-
tially present in other caches ipdated. Allcaches Boop these invalidation messages and invalidate
their corresponding entry. A further read miss will cause the up-to-date data to be loaded into the
cache.

Write Update protocols broadcast the new value whenever data potentially present in other caches is up-
dated. All cachesr®op the write and update their copy of the dataordingly.

These protocols mainly differ by their relative hardware cost and their performance in terms of bus traffic
generated to maintain coherence (see [Archibald 86] for a survey and performance evaluation of those protocols).

2.1.1 Berkeley Cache Coherency Protocol

The Berkeley coherence protocol [Katz et al 85] was originally designed for the SPUR workstation at the Univer-
sity of California at Berkeley; it is a write invalidate protocol. This protocol introduces the notion of ownership of a
line, the owner being responsible for writing the line back to main memory as well as for supplying the line directly
to any other cache requesting it. In this protocol, the tag field of a memory line of a given cache can be in one of
the following four states (line states are described according to the terminaogg fin [Sweazey et al 86]) :

Invalid (7) : The cache copy is not up-to-date.

Non-modified Shared &) : The line has not been modified since it was loaded into this cache. Other
caches may also have agy; one of these copies might be in st&evhile others must be in state

Modified Exclusive (1) : The line is modified with respect to shared memory. No other copy exists. This
cache is the owner of the line.

Modified Shared (O) : The line is modified with respect to shared memory. Other caches may have a copy
(in stateS). This cache is the owner of the line (hence the abbreviabipn

Figure 2.1 depicts the state transition diagram for the Berkeley protocol.

ProcessorP; performs a Read Miss If there exists a cache with a copy of the line in stafeor O, this cache
must supply a copy of the line to the requestdaghe and set its statedh Otherwise the line comes from
shared memory. In both cases, the line is loaded in staethe requesting cache.

1This section contributed by Michel Batré, Maurice dgado, Philippe Joubert and Christine Morin, Campus universitaire de Beaulieu,
35042 Rennes Cedex, France
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Figure 2.1: Berkeley state transition diagram

ProcessorP; performs a Write Hit If the line is already in stat&/, the write proceeds wibut delay. Otherwise,
(in stateS or O) an invalidation signal must be sent on the bus (see figure 2.1). All other caches invalidate
their copy if they have one that matches the line address. The line state is chardded the originating
cache.

ProcessorF; performs a Write Miss Like a read miss, the line comes from its owner or from shared memory.
All other caches invalidate their copy if any. The line is loaded in stéte

Similar principles to those discussed above in the framework of Write Invalidate protocols also apply to
Write Update protocols, such as the Firefly protocol [Thacker et al 88]. In fact, quite a number of both types
of snoopy coherence protocols have been proposed and implemented (e.g., [Goodman 84, Fielland et al 84,
Rudolph et al 84, Katz et al 85, Archibald 86, Archibald et al 86, Goodman 87]). These range from the sim-
ple Write-Throughprotocol [Fielland et al 84, Goodman 87], whereby every waiteess to a cache line is ac-
companied by an update of main memory, to the rather complex, such @rdfen and R4000protocols
[Archibald et al 86, Mirapuri et al 92] (and tiizerkeleyexample above), which delegate most of the book-keeping
operations to the caches and attempt to minimize memory accesses. The idea behind the latter designs is to exploit
the fact that a cache-to-cache transfer is generally faster than a cache-to-memory one.

2.2 Analytical Modelling of SMP Cacheg

By way of example, let us illustrate the effectsaafche behaviour by mollieg and evaluating the performance
of cache coherence protocols. Two distinct versions will be considered, both resembling the Berkeley protocol
but also differing from it in some important respects. These will be referred to devhkdateand theUpdate
protocols. The difference between them lies in the way they handiéta hit access to a shared cache line: the
former broadcasts a signal which causes all other caches to invalidate their copies, whereas the latter broadcasts
the new content of the line and all other cachigslate their copies. There are non-trivial trade-offs involved in
choosing one or the other of the two variants, and the model can be used to assess the effect of various system
parameters.

A two-stage approximate analysis, similar to the one introduced in [Greenberg et al 88] in the cowifeitéof
Through Write-Backand Dragon is applied to the evaluation of thevalidateand Updateprotocols. First, the
behaviour of an individual cache line is modelled by a finite-state Markov process. Its parameters are the number
of processors, the ratio ofadto write accesses and the ratiohuf to missaccesses. The protocols exhibit certain

2This section contributed by Ekaterina Ametistova and Isi Mitrani, Department of Computing Science, University of Newcastle, Newcastle
upon Tyne NE1 7RU, UK



complications which were not present in the cases examined in [Greenberg et al 88]. Here one has to resort to
a fixed-point approximation, since in order to reflect properly the interactions between processors, the generator
matrix of the Markov chain needs to depend on its own stationary distribution.

The solution of the cache line model, together with the various access time characteristics of the hardware,
provides the relevant bus traffic parameters: rate of bus requests per processor and average service time per request.
In the second stage of the analysis, the bus is modelled as a single-server, finite-source queue, in order to determine
the system power and other performance measures.

The two protocols are described in section 2.2.1. The approximate analyses of the cache line states and of the
bus are presented in sections 2.2.2 and 2.2.3. Section 2.2.5 contains humerical and simulation results, while some
generalizations and extensions of the approach are outlined after that.

2.2.1 Protocol Definitions

The system contain&™ identical processors and their caches (by ‘cache’ we mean the medium-sizatjasc

memory unit associated with a processor, rather than the small, primary one which is really part of the processor
itself). These are connected to each other and to the large main memory by means of a bus (Figure 2.2). Exchange
of information between processors, or between a processor and main memory, takes place thcadgeshe

shared memory /0

Figure 2.2: A multiprocessor system

Each cache consists of ‘lines’. The size of main memory &/ lines, which we shall assume, for simplicity,
to be a multiple of theache sized = mN for somem > 0. There are thug: main memory line addresses which
are mapped onto a given cache line address. At any time, one of thosg&n memory addresses is associated
with the cache line. If, when referring to a cache line, a processor accesses the main memory address currently
associated with it, then the access is said to big; atherwise it is aniss In addition, the access may beaad or
awrite (aload or astore.

When the same main memory address is associated with cache lines in several caches, the latter are said to be
sharinga line. The content of such a line must be the same in all sharing caches)gitit need notecessarily
be the same as the corresponding main memory line. S@dtesses by one processor to its cache may have
implications for other caches and/or main memory. The precise consequences of each access depend on its nature,
on the current state of the line, and on the cache coherence protocol that is employed.

2.2.1.1 The Invalidate Protocol

A cache line may be in one of the following states:

State/ : The lineis invalid (it does not contain useful information).

State D(n) : The lineis dirty (main memory does not have an up-to-date capgiher caches have a copy
of thatline @ = 0,1, ..., K — 1), but this cache is its ‘owner’ and is msnsible for saving it should
the processor makeraissaccess to it. Also, this cache willipply the line if a processor outside the
sharing group accesses it.

StateS(n) : The line is dirty;n other caches have a copy ofit &€ 1,2,..., K — 1); this cache is not the
owner (in one of the other caches, the line is in stafe(n) ).



StateC'(n) : The line is clean (main memory has an up-to-date copyjther caches also hold this line
(n=0,1,..., K — 1), but there is no owner. Main memory supplies the line if a processor outside the
sharing group accesses it.

It should be noted that the hardware implementation of the protocol does not involve the inteyeache
line is tagged as being either ‘invalid’, ‘clean exclusive’, ‘dirty exclusive’, ‘dirty shared’ or ‘shared’. The first
four of those tags correspond to our stafeg’'(0), D(0) and D(n) (n > 0) respectively; the tag ‘shared’ may
correspond to states(n) or S(n), for n > 0. We need the more detailed state description given above in order to
model the evolution of line states, and also to keep track of the different types of bus operations. For example, if a
processor makesraad missaccess to a line and joins a sharing group where all members are i'$tatethen
main memory supplies the information and a bus operation of type “main memory to cache” is performed. On the
other hand, if the processor joins a sharing group where one member is ivétatéthe others being it (n) ),
then a cacheupplies the information and a bus operation of type “cache to cache” is performed. Those operations
take different times.

It should also be pointed out that, while bus operations involve whole lines (e.g. 16 bytes), a processor can
load or store information into part of a line (e.g. 4 bytes). This discrepancy implies thatiaegiccess, even a
write one, requires a new line to be brought into tdaehe.

An access by a processor to a line in its cache is said todaif it does not involve the bus. Otherwise it is
remote All read hitaccesses to lines in statdn), D(n) or S(n) are local and do not change the statéite hit
accesses to lines in staté0) or D(0) are also local and the resulting statdif)). All other accesses are remote
and have the following effects:

(a) A read misdo one in state€’(n), D(n) or S(n), results in a line in stat€'(j) (for some; that may be
0) if main memory supplies it, or in stat#(j) (; > 0) if another cache does so. The remote operation
is “main memory to cache” in the former case and “cache to cache” in the lattefadAmissaccess
to aline in stateD(n) also causes a “cache to main memory” operation saving the old line. In this last
case, the othet lines in the old sharing group change their state fte{n) to C'(n — 1), otherwise
only the integer in their state description changesite- 1.

(b) A write access to a line in any state results in a line in sfag@). All other cache lines in the old
sharing group (if the access isnaite hit), or the new one (if avrite mis3, enter statd. The effect of
awrite misson the old line and its sharing group is the same as thated@ miss The bus operation
is ‘broadcast invalidate signal’ if the access iwidte hitin states other thafi'(0) and D(0); ‘cache to
cache’ ifwrite missand the new line comes from another cache; ‘main memory to cache’ otherwise.

2.2.1.2 The Update Protocol

A cache line may be in one of the statB$n), S(n) andC(n), whose definition is the same as in the previous
subsection. The statedoes not exist. The effect ofread access is the same as for tiwalidateprotocol. A

write hit access to a line in staté(0) or D(0) is local as before, and the resulting stat®i®). All other write

accesses are remote operations, the content of the new line being broadcast on the bus. The following state changes
and additional bus operations take place:

(a) A write hit access causes a line to change its state figm) or S(n) to D(n), and to remain in state
D(n) if it was there before. In all cases, the othdines in the sharing group enter (or remain in) state
S(n). The “cache to cache” broadcast of the line is the only bus operation.

(b) A write missaccess causes a line to join a new sharing group of somej gjzessibly; = 0), and
to enter statéD(j). The otherj lines in that group enter statf(j). If the state of the accessed line
was D(n), then the other lines in the old sharing group change their state ftgm) to C'(n — 1),
otherwise only the integer in their state description changessto- 1. The bus operation consists
of saving the old line (“cache to main memory”), if its state w2@:) ; bringing the new line, part of
which is to be overwritten (“main memory tache” or “cache to cache”, depending on the nature of
the new sharing group); broadcasting the new lfeache to cache”).



2.2.2 Cache Line States

We assume that th& processors are statistically identical, and that their accesses are uniformly distributed over
cache and main memory addresses. Those assumptions can be generalized, but at the expense of considerable
increase in complexity. A processor ‘computes’ for an interval of time of average duratigthe end of that

interval, which will be referred to as a ‘think period’, it accesses any one of its cache lines with flitpblatdv . If

the access happens to be local, a new think period starts immediately; otherwise the processor joins the bus queue
and remains passive until the required bus operation is complete.

Denote the steady-state probability that a given processor is ‘thinkingt,.by¥hen the average number of
thinking processors i¥ = K« . This quantity, which indicates the total rate at which useful work is being carried
out, is called thesystem powerit is the performance measure of principal interest and the main object of the
analysis.

An access to a cache line isr@ad with probability o, so awrite occurs with probabilityl — «. Also, and
independently, &it occurs with probabilityy and amisswith probability1 — ~. These probabilities are assumed
fixed and known. Since: main memory lines are mapped onto one cache line, the uniform addressing assumption
implies that amissaccess will request any of the other— 1 lines with probabilityl /(m — 1).

Consider a particular line in one of the caches. Because of the symmetrical assumptions, we can concentrate
on linel in cachel. The state of this line at timeis assumed to be a Markov process. Transitions between states
may occur when either processbor one of the other processors make various kinds of accesses fo liffe
instantaneous rates of all these transitions have a common fgttdtr) (the rate at which a processor emerges
from a think period and accesses life Since the steady-state distribution of a Markov process does not change
if all elements of its generator matrix are multiplied by the same number, we shall ignore this factor and include
only those components of the transition rates which depend on the state. The two protocols have to be considered
separately.

2.2.2.1 Equations for the Invalidate Protocol

Assuming the steady-state probabilities that the line is in gtatgn), D(n) or S(n) arepr, pc(n), pp(n) and
ps(n), respectively, let us consider state Any access by processorto line 1, be itread or write, causes it to
leave that state. On the other hand, it can enter $thtem states” (n), D(n) or S(n), n > 0, if :

(a) one of the othen processors in the sharing group makegrée hit access to line 1;

(b) one of thek” — n — 1 processors outside the sharing group is in stated makes arite access to line
1 which hits the main memory address currently in line 1 of processor 1;

(c) one of theK — n — 1 processors outside the sharing group is in a state other/thad makes avrite
missaccess to line 1 which hits the main memory address currently in line 1 of processor 1.

Note that transitions (b) and (c) depend on the states of caches outside the group encompassed by the integer
We approximate that dependency by introducing the steady-state probabilities into the transition rates. Moreover,
the probability that a line is in a particular state, given thatéshe is outside a sharing group of sizg- 1, is
different from the corresponding unconditional probability. For example, such a line cannot be ifi(g}ater
values ofj exceedingk’ — n — 2. To take account of this, the unconditional probabilities are multiplied by the
‘renormalization factor’a(n), given by:

a<n):{p,+ T [pc<€>+pD<£>+pS<£>]} | 2.1)

Here and from now orps(0) = 0 by definition.
As a consequence of the above approximations, the equation balancing the transitions into and out isf state
non-linear in the steady-state probabilities:

pr= 3 lpe(n) + po(n) + ps()] { a1 - a)y + (K —n - 1)(1 - a)a(n)



K—n-2

it > (o) +po () +ps N0~ 7)) (2.2)

m—1
7=0

Analogous arguments lead to equations concerning stitel S(n) and D(n). To write them, we need the
probability,qc (¢, j), that after leaving a sharing group of size 1 (as a result of anissaccess), the line enters
stateC'(j). This is approximated as:

pc ()

TS e (0) + ps (0]

Similarly, the probabilitygs (¢, j), that after leaving a sharing group of siz¢ 1, the line enters stat&(;), is
approximated as:

ps(j)
o " pe(0) + ps(0)]

The balance equation for statén) has the following form:

qs(1,J) = y J< K —1. (2.4)

pe(m) {(1 = a) +a(l=2) + n(1 — a)y +n(l =)+ (K ~n ~ Da(n)
[pf—+KZ“pc )+ 2o () P51 7)1}

D= e+ 1)+ (1= s+ 1)+ pragc(0,m) + a1 1)
Ij :[pc + i)+ ps(@lgc(in) + (K ~ maa(n — 1)

po(n—1) {pr—+ Z o) + o () +ps (D1 = 1) ——11 . (2.5)

m—1

The first term in the right-hand side of (2.5) reflects a reduction of the sharing group(freml) to n. The
second corresponds to a transition from stéte + 1) to C'(r) when the line in the sharing group which is in
stateD(n + 1) gets amissaccess. The other terms are concerned with either the line in cache 1 moving out of its
old sharing group into a new one, or another line joining the sharing group from outside. This equation holds for
n=0,1,... K — 1, with the understanding that: (—1) = pp(—1) = ps(—1) = 0.

The equation for stat&(n) is very similar:

ps(m){ (I —a)+a(l=7) +n(l—a)y+n(l—7)+ (K —-n-1a(n)

[P1—+ Z (pc() +po(d) +rs() (1 —v)——=1}
= n(l —ps(n+1) + prags(0,n) + ol — )

S Ipeli) + p (i) + ps(i)las (i, ) + (K ~ n)oa(n 1

K—-n-1

psin—1) {pr-+ Z o) + o () +ps (1 —7)——11 . (2.6)

m—1

In order to combine the staté3(n) (n > 0) and D(0) into a single equation, léiz be the indicator function
of conditionB : itis 1 if B holds and O otherwise. Then we can write:

po(n) { (1 = a)dnso + a(l =7) +n(l —a)y +a(l —7) + (K —n—1)a(n)
K—-n-2 1

[P1—+ Z pc(i) +po(d) +ps()(1 —v)—]}

m—1



=+ 1)1 =)pp(n+1)+ (1 =) =pp(0)]dn=0 + (K — n)aa(n—1)
K—-n-1
. 1
(n—l){P1—+ Z [pc(7) +pp () +ps (DL =) —11 (2.7)
Equations (2.2) - (2.7) can be easily rewrltten in a way that expresses the vector of steady-state probabilities,
p=(pr;pc(n),0<n< K—1;ps(n),1 <n<K-1;pp(n),0 <n < K—1),interms of itself. That is, they
can be written in the form

p=f(p) (2.8)

Fixed-point equations of this type are normally solved iteratively: starting with an initial gpgsshe computes
successivelyp; 1 = f(p;), until two consecutive iterations are sufficiently close to each other. Of coursegsince
is a probability vector, its elements must be re-normalized at every iteration to ensure that they add up to 1.

2.2.2.2 Equations for the Update Protocol

Remember that statedoes not exist in th&lpdateprotocol. The specification in subsection 2.2.1.2 leads to the
following set of approximate equations.
StateC'(n) :

pC(”)[(1_0‘)‘1‘0‘(1—7)+n(1—Oz)’y—l—n(l—'y)—i—(K—n—l)(l_»y)ﬁ]

=+ =Ypc(n+1)+ (1 =7)ps(n+1)

H(K = mja(l = )pe(n — 1)
Z[Pc +pp (i) + ps(i)]ac(in) (2.9)
whereqc (i, n) is defined as in the previous subsection.
StateS(n):
ps(n) [(1 =)+ a1 =)+ n(1 = o)y (1l =) + (K —n = 1)(1 = 7)—
=n(l=7)ps(n+1) + n(l = a)ylpc(n) + pp(n)]
(K — )1 —7)% {psn—1)+ (1= a)lpe(n— 1)+ po(n - 1)] }
Z[Pc +pp (i) +ps(i)]as(i,n) . (2.10)
Again,¢s (i, n) is defined as in the previous subsection.
StateD(n):
pp() [(1 =)+ n(l =y + (1 =) + (K~ 0~ 1)(1 =) —]
= (n+ (L= )pn(n + 1) + (1= a)ylpe(n) + ps(m)] + (K - ma(1 - 522
H1=a)(1=2) Y e )+ po (i) + ps(ilan(im) @11)

whereqp (4, j) is defined as:

po(J)
Yz, pn(0)
Once more, the vector of unknown probabilities can be expressed, through equations (2.9) - (2.11), in terms

of itself. The fixed-point problem is solved iteratively, starting with an initial guess and re-normalizing at every
iteration.

api.j) = <K



2.2.3 Bus Queue Metrics

The bus can be modelled as a single server FIFO queue which is fed with requéstaiig sources (Figure 2.3).

processors

bus queue

| (—

' bus

Figure 2.3: The cache queue

If a processor is in ‘think’ state, then the rake at which it makes a request for bus service is equal to the rate
at which the think period is completed, multiplied by the probability that the resuttinbe access is not local. In
the case of thénvalidateprotocol, this gives:

A= {1 31— p) — (1= allpe(0) + po(0)] )

For theUpdateprotocol, that rate is equal to:

/\:%{1— ay — (1 —a)ylpc(0) +pp(0)] } .

Bus service times may have different averages, depending on the protocol and on the kind of operation that is
carried out. These differences could be taken into account by introducing multiple request types. However, the
resulting model would not have a product-form solution and its number of states would rise very quickhy.with
An acceptable approximation is obtained by using a common average service time, taken as a weighted mean of
the possible bus operation times. Thus, if a bus operation of average lgngtfequested with probability;, for

j=1,2,...,J,thenthe the overall average bus service titnes equal to:
J
b = Z ijj .
j=1

Clearly, in order to determine the probabilitigsit is necessary first to solve the appropriate cache line model.
The weighted averages for thevalidateandUpdateprotocols are evaluated below.

2.2.3.1 Average Bus Service Time for Invalidate Protocol

Denote byr;, 7 andrs the average lengths of the ‘cache to cache’, ‘cache to main memory’ (or ‘main memory to
cache’) and ‘invalidate signal’ operations, respectively. Tineder thdnvalidateprotocol, there are 5 types of bus
requests, with service timés = 1, b2 = 7, bs = 1 + 7, ba = 27 andbs = 75. These occur in the following
circumstances and with the following probabilities:

Type 1 : A missaccess in stat€'(n) or S(n) or any access in state after which the line joins a sharing group
where one of the lines is in stafg(j). Letd(n) be the probability that a line is in stafg(;), given that it is
outside a sharing group of sizet 1:

d(n) _ Zf(:_on_zpD(i) .
S 2 e (i) + ps (i) + po ()] + pr



Then we have

. d(n) . d(0)
Z[PC ) +ps()](1 =) (K —n—1) == +pr(K-1)——
Type 2 : A missaccess in stat€'(n) or S(n) or any access in state after which the line joins a sharing group
where there is no line in sta@( ).

Z[pc )+ ps(m)](1 =1 — (K —n—-1)

Type 3 : A missaccess in stat®(n), after which the line joins a sharing group where one of the lines is in state

D(j).
rg_ZpD WK —n—1) d(il)l
Type 4 : A missaccess in stat®(n), after which the line joins a sharing group where there is no line in state
D(j).
r4_ZpD 1—(1(—71—1)7765(7_1)1].

Type 5 : A write hitaccess in any state other tharC'(0) and D(0).
rs = [ = pr = pc(0) = pp(0)](1 =)y .

2.2.3.2 Average Bus Service Time for Update Protocol

Under theUpdateprotocol, there are 7 types of bus requests, with service thinesr,, by = 7, bs = 7 + T,
by = 21, bs = 2m, bg = 27 + ™ andb; = 27 + 7. The circumstances in which these occur, and their
probabilities, are as follows:

Type 1 : A write hitaccess in any state other thaii0) and D(0), or aread missaccess in statesS(n) or S(n),
after which the line joins a sharing group where one of the lines is in Statg

d(n)

r1 = (1 —a)y[l = pc(0) +Z[Pc ) +ps(n)]a(l =) (K —n—1)——=.

Type 2 : A read missaccess in stateS(n) or S(n), after which the line joins a sharing group where there is no
line in stateD(j).

Z[pc T ps(ma(l = [ — (K —n— 120

m—1

Type 3 : A read missaccess in stat®(n), after which the line joins a sharing group where one of the lines is in
stateD(j), or awrite missaccess in stateS(n) or S(n), after which the line joins a sharing group where
there is no line in stat® ().

rg = Z_: pp(n)a(l —y)(K —n—1) ()

+ Z[PC ) +ps(n)](1—a)(l =7)[1 = (K —n—1)—



Type 4 : A write missaccess in stataS(n) or S(n), after which the line joins a sharing group where one of the
lines is in stateD(j).

7“4—2[1)0 +rs(m)](1—a)(1-7)(K —n—-1)

Type 5 : A read missaccess in stat®(n), after which the line joins a sharing group where there is no line in state
D(j).
d(n)

m—1

= Z_:pp(n)a(l—'y)[l—(l(—n—l) ].

Type 6 : A write missaccess in stat®(n), after which the line joins a sharing group where one of the lines is in
stateD(j).

d(n)

m—1

pr )1 —a)(1—4)(K —n—1)

Type 7 : A write missaccess in stat®(r), after which the line joins a sharing group where there is no line in
stateD(j).

d(n)

m—1

m—ZpD )1 —a)(1 =1 = (K —n—1) ]
2.2.4 Performance Metrics

Assuming that the service times and think periods are exponentially distributed, the steady-state propgbility ,
that there aré requests in the bus queue is equal to (e.g., see [Mitrani 87]):

(Ab) o, (2.12)

where:
-1

Po = [Z (AL_'Z),(/V’)Z

=0

The following performance measures are then obtained [Mitrani 87]:

Bus utilisation U :

U=1 —Po -
Average response timé/’ for a request :
o Kbl
U
Probability = that a given processor is thinking :
m = % = U
s+ W KbA
System powerT :
T=Knr= 2



2.2.5 Comparison to Numerical Simulation Results

Several numerical experiments have been carried out, where the performancéneétiteteandUpdateproto-

cols was evaluated as described in the previous sections. The ratio of main memory size to cache size was taken as
m = 11, and the average think periozl,was 1. In the first, and larger group of results, the following average bus
transfer times were used: ‘cache to cache’=1/6; ‘cache to main memory’=‘main memory to cache’'=1/4; ‘invalidate
signal'=1/54.

Figure 2.4 shows how the performance of the the two protocols, measured by the system power, varies with
the number of processors. The fractionredd accesses, and the fractionhif accesses, are quite high, at 0.85
and 0.8, respectively. In this case, tpdateprotocol gives better throughout. Moreover, thealidateprotocol
displays clear symptoms of ‘thrashing’, whereby having reached a maximum, the power begins to deteriorate if
the number of processors continues to increase.

The figure also includes performance curves obtained by simulation, for both exponentially distributed (with
the above mean values) and constant bus transfer times. The analytical approximations and the simulations are
very close.

For Figure 2.5, the number of processors andhit@robability were fixed, while theead probability was
varied between 0 and 1. It can be seen that when most accessesi@rthelnvalidateprotocol is better (because
it takes less time to send anvalidatesignal than a whole line), whereas the situation is reversed when most
accesses aread (because there are fewer transfers between cache and main mementheJpdateprotocol).

Figure 2.6 shows that the effect of fixing the probabilityedd and varying that ofit is similar. When the
hit probability is low there is no advantage in broadcasting the new content of changed lines, only the penalty of
longer bus operations.

Figure 2.7 is of the same type as Figure 2.6, but deals with a system where the bus operations are much longer
relative to the processor think periods: ‘cache to cache’=6; ‘cache to main memory’=‘main memory to cache’'=8;
‘invalidate signal'=2. Now thénit probability needs to be almost 1 before the system power rises above 2. The
processors spend most of their time waiting for the bus, @edlse thenvalidatesignal is faster, that protocol is
slightly better.

These figures show that rather complex cache coherence protocols can be analysed approximately and their
performance can be evaluated with acceptable accuracy. Such approximations are certainly worthwhile, because a
numerical solution, even one involving fixed-point iterations, is several orders of magnitude faster than a detailed
simulation.

The methods described above can be applied to different protocols and different computer architectures, e.g.,
two multiprocessing nodes connected to a single shared memory as in Figure 2.8, a likely scenario in a fault
tolerant system (and a minimalist example of a distributed shared memory system composed from more than one
multiprocessor). Moreover, these models can be extended to cover other aspects of system behaviour, in addition
to cache coherence.

The difficulty with this analytical approach to modelling is that if the mathematics is not appropriate to a new
architecture, or even a new variant of an architecture already being studied, then a new mathematical formulation
may be needed, and this is not conducive to the rapid evaluation of a number of disparate alternatives within the
design process. This has led most designers to more direct numerical simulation methods using commercially
available software tools based on queueing models. It is to this approach we now turn.



System power

System power

20

18

16

14 o o

12

10

8

6 —o— inval. (analysis)
-V— inval. (simulation,exp)

4 —0— inval. (simulatation, const)
—&— update (analysis)

2 - update (simulation,exp)
~O— update (simulation,const)

2 4 6 8 10 12 14 16 18 20 22 24 26 28 K

Figure 2.4: System power versus number of processord).85,v = 0.8

2 -—-~inval. (analysis)
——update (analysis)

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 o

Figure 2.5: System power versigad probability, K =25~ = 0.8



System power

16

System power

——-inval.(analysis)
——update(analysis)

0.1 0.2 0.3 0.4 05 06 0.7 0.8 0.9 Y
Figure 2.6: System power vershis probability, K = 25,« = 0.5
-——inval
——update
)
]
!
]
]
]
]
]
!
]
]
[/
0.8 0.9

Figure 2.7: System power vershis probability, K = 8, = 0.95



Processor Processor Processor

module 1 module 2 module M
Bus
Memory
| Bus
Processor Processor Processor
module 1 module 2 module N

Figure 2.8: Two multiprocessing nodes connected to a single shared memory

2.3 Queueing Models that include Checkpointing and Recovery

The great virtue of numerical simulation is that it is supported by a wide range of computer software, such as the
QNAP2 and SMPL packages. This immediately allows more complex structures to be evaluated. We now present
extended cache coherent queueing models that incorporatepciieitng and recovery operations.

Checkpointing and recovery involve tleaches, so the system behaviour muiditlse studied at the lowest
level. The basic component of the workload is still taehe line, while the basic cgranents of the simulation
model remain the processors, the caches, the cache controllers, the bus and the shared memory. The processor
module will generally incorporate an internal or primagche and an external or sedarycache, as in Figure
2.9, but we may simplify this model by assuming that the internal pipelined structure of modern RISC processors
allows the access to the internal cache to proceed in parallel with the instruction execution, yielding the processor
model shown in Figure 2.10.

For comparison, five different types of multiprocessing systems have been simulated, three with different
checkpointing and recovery mechanisms, plus two that do not include checkpointing and recovery. The multi-
processors that include checkpointing and recovery are a CARER system [Wu et al 90, Ahmed et al 90], a system
using the FASST Recovery Protocol as described in Chapter 1 [Morin et al 92], and a system that uses the SMRC
protocol [Ors et al 944, Ors et al 94b]. The latter two assume specialized recoverable shared stainl@rynem-
ory). The two systems without checkpointing and recovery differ by their use dbtagonandBerkeleycache
coherence protocols respectively.

The three recoverable architectures are represented by the queueing model of Figure 2.11. The stations repre-
sent the processor$y), the external cacheg'(H,,), and the bus. The recoverable shared memory is modelled by
three stations. The model includes some sources to simulate unrecoverable operations (interrupts and 1/O’s) and
rollbacks. The sources connected to the processors simulate the establishment of a checkpoint due to an atomic
operation, which is generally of two types:

Explicit Recovery Points : The main source of these checkpoints are interrupts and 1/0O operations.
Implicit Recovery Points : These arise from to the special characteristics of the recovery protocol.

3The following sections contributed by R. Ors, J.J. Serrano, V. Santonja and P. Gil, Universidadride Valencia, and AeRéz and
S. Rodrguez, Universidad Poétnica de Madrid
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Figure 2.10: Simplified Processor Model

These models have been simulated firstly with QNAP2 and later with SMPL [MacDougall 89], which is three
times faster than QNAP2. A Smalltalk version has also been developed. In all cases the the mean number of active
processors in the system, tReocessing Poweris used as a performance index, since it is representative for a
comparative analysis. In general the analyses assume the following input parameters:

Cache size (lines) : 128
Program size (lines) : 5120 (40
Shared memory size (lines) : 51200 (490
Number of Processors : 20
Probability of repeating aline: 0.5

Read probability : 0.8

Relation table size : R

Threshold for dirty lines : 0.756

Atomic operations rate : 1073
Workload parametes : 5

Locality parameteé : 25



The performance analysis is highly dependent on the workload used, so the workload needs to be much more
carefully specified. Four kinds of test workloads have been used to analyse these models, one called WL-I that is
based on a probabilistic model, one fixed workload or natusaktrcalled WL, for debugging and testing, and
another two, called WL-IIl and WL-1V, based on a synthetace. In the first, WL-I, the workload is characterized
by the following parameters:

(a) The probability”,., of making an access to the same block,
(b) The probabilityP;, of making an access to a shared block, and
(c) A uniform distributionin the interval( S4) for shared data andf ., NV S4) for private data.

The latter workloads, WL-11l and WL-1V, are taken from [Thiebaut et al 92], adapted to the models under con-
sideration. WL-1V is used when the number of shared lines is limited, otherwise WL-1ll is used. These workloads
simulate, based on a hyperbolic distribution, the jumps made by the program counter during the execution of a
program, and are parameterized by:

(a) Cache capacity,
(b) A constant that characterizes the load, and
(c) A parameter that characterizes the spatial locality and the memory size.

Since these are simulations, it is relatively easy to examine the sensitivity of the results to the various workload
parameters. In Figure 2.12 we can see the influence of cache size on the performance of the tkpeantihgc
and recovery systems and the multiprocessors. The performance is obviously sensitiveatththeize and the
influence is similar for all the systems.

Figure 2.13 illustrates the influence of the program size on the performance of the different systems. When the
program reaches 16 times the cache line size, the performance does not change anymore. Tl igesiadilar
for all the systems.

Figure 2.14 shows the influence of the read probability on the performance of the different systems. As reads
produce fewer dependencies than writes, the best case arises when we do not have writeg),.i.e. fdr. We
can see that in all the systems this parameter has a significant influence on the system performance.

Figure 2.15 shows the influence of the checkpointing rate on the performance of the different systems. Obvi-
ously CARER is the better at high checkpointing rates.

2.4 Dependability analysis

Performance is an important issue for any computing system, but at the heart of a fault-tolerant computer system
must be its ability to survive when a non-fault-tolerant system would fail. This gives rise to notions of depend-
ability, reliability, availability and performability (see [Lee et al 90]). Reliability and availability can be analysed
using Markov chain models. Performability can be analysed using Reward Markov models, where the reward is the
Processing Poweti.e. the mean number of active processors in the configuration considered. Each configuration
has a queue equivalent model with the number of processors that are not in a crash state. The parameters used in
the reliability, availability and performability models are:

P,  Permanent fault rate

fe Transient fault rate

Ae Fault rate for a processor module
Ap Fault rate for the bus

An  Fault rate for the shared memory
) Repair rate

C Transient fault coverage

D Permanent fault coverage

E Shared memory fault coverage
1/« Average time between two recovery points
1/5  Average time for a recovery point
1/p  Average time for a rollback

N Number of processor



2.4.1 Multiprocessor system without checkpointing and recovery

By way of reference, let us first consider a multiprocessor without checkpointing and recovery, so that the effects of
introducing these features can be clearly seen. Figure 2.16 shows the time evolution of the reiéifiby such
a system. We can see two sets of lines on the graph, corresponding to two fault,ydtasthe shared memory.
The influence of the fault rate. for processor modules can be more clearly observed for one of these sets than the
other.

In Figure 2.17 we can see the availability/V') versus the number of processd¥fsusing the fault rate,,,, for
the shared memory and the fault ratefor processor modules as parameters. The influence of these parameters
on the availability is similar to their influence on the reliability.

In Figure 2.18 we can see the time evolution of the performab#ity) of the system. We can observe that
this evolution is similar to the time evolution of the reliabili(t) shown in Figure 2.16. Figure 2.19 shows the
influence of the number of processad¥son the time evolution of performability (¢) for such a system.

2.4.2 Non-degradable multiprocessor system with checkpointing and recovery

Now let us consider a CARER system, which is degradable in the sense that it cannot survive permanent
processor faults. This will allow us (later) to more easily assess the effects of introducing degradability. Figure
2.20 shows the time evolution of the reliabilify(¢) for such a system, while in Figure 2.21 we can see the
availability A(§) against the repair raté

Figures 2.22, 2.23, 2.24 and 2.25 show the time evolution of the performabifity In Figure 2.22 the
processor and memory fault ratesand),,, are used as parameters, in Figure 2.23 the transient fault cowerage
is a parameter, in Figure 2.24 the permanent fault Fatis a parameter, and finally in Figure 2.25, we can see the
influence of the number of processd¥son the performability.

2.4.3 Degradable multiprocessor system with checkpointing and recovery

Finally, let us now consider a degradable multiprocessor system (i.e. one that can survive permanent processor
faults) with checkpointing and recovery, such as is proposed for FASST. Figure 2.26 shows the time evolution of
the reliability R(¢) for such a system, parameterized by the transient fault covérage

Figure 2.27 shows the availability(d) for such a system versus the repair rat¥Ve can see two set of lines,
one for each memory fault rats,,, indicating the influence of this parameter on the availabilityeach set the
lines are very close, indicating that the processor faultxateas very little influence.

Figure 2.28,2.29,2.30,2.31 and 2.32 show the temporal evolution of the perform&itlityn Figure 2.28 the
processor and memory fault ratesand,,, are used as parameters. In Figure 2.29 the transient fault cov€rage
is a parameter, in Figure 2.30 the permanent fault coveraggea parameter, in Figure 2.31 the permanent fault
rate P, is a parameter, and finally in Figure 2.32 we can see the influence of the number of progéssors

2.5 Summary

In Figures 2.33 and 2.34, we can see the temporal evolution of the system performability. As one might expect, a
basic multiprocessor system without checkpointing and recovery initially has the best performability, but quickly,
due to its low reliability, becomes the worst system. Systems with checkpointing and recovery but no degradation
again have good initial performance, but since they do not tolerate permanent faults, their reliability decreases and
their performability is affected as a result. Good long term performability is offered only by systems that tolerate
permanent and transient faults, like those that use the FASST or SMRC recovery protocol. The FASST and SMRC
protocols have the same functionality; the improved performance of the SMRC protocol is due to migration of
most of the algorithms into the recoverable shared memory, which then becomes a system bus master to establish
a recovery point by using the cache coherency mechanisms to broadcall state from the processors.

Bear in mind that these performability results are for a siroglehe coherent nftiprocessing node. The
situation is a little more complex with more than one multiprocessing node, in that a mechanism (let us call it a
bridge) must be constructed to carry coherence traffic between the busses of the nodes, since although there is more
than one bus, there is only one set of common data. bFiggefunction can be modelled probabilistically or with



a boundary analysis that considers only the upper and lower bounds of the system performance [Yang et al 88]; let
us just briefly consider this last option for a minimalist dual-node configuration.

The upper bound is obtained by assuming that the two busses don't have any shared data, i.e. the bridge is
never used, so that there are, in effect, two independent busses (see Figure 2.36). For the lower bound we assume
that all the data is shared, so the bridge is always used, and effectively the system has only one bus (see Figure
2.37). The sources and sinks in these models represent the extra load due to the cache coherence protocol.

These models have been studied vilhite-Once[Goodman 84]Write-through[Fielland et al 84] Berkeley
[Katz et al 85],SynapséFrank 84],lllinois [Patel et al 84]Firefly [Thacker et al 87], an®ragon[McCreight 84]
cache coherence protocols. As an example, the results favtite-Onceprotocol (using the workload parameters
fr=07fw=03h=09md=0.2umnd =01, Nsb =32,¢95s = 0.2,S5¢c = 2K, 7 = 2,tcc = 1,tcb = 1
andtcm = 4) are shown in the Figure 2.35.

As we shall see in the next chapter, however, the FASST architecture is defined for just a single multiprocessing
node; extension to more than one such node is really beyond the scope of this book.

MODULO DE PROCESO 1

\_» H1

v!
)
-
_'
m
a
o
Py
@)
-
_‘

MODULO DE PROCESO 2 .

|
\_} CH2 — i O
el
s

°

AA A4

MODULO DE PROCESO n : g

; Hn ) -
—>L’ Dadl © RN I =

Figure 2.11: FASST queueing model
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Figure 2.13: Influence of program size on performance
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Figure 2.19: Influence of the number of processors on the performability of a multiprocessor system without
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Figure 2.20: Reliability for a non-degradable (CARER) multiprocessor system with checkpointing and recovery
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Figure 2.22: Influence of processor and memory fault rates on the performability of a non-degradable (CARER)
multiprocessor system with checkpointing and recovery
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Figure 2.23: Influence of transient fault coverage on the performability of a non-degradable (CARER) multipro-
cessor system with checkpointing and recovery
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Figure 2.24: Influence of permanent fault rate on the performability of a non-degradable (CARER) multiprocessor
system with checkpointing and recovery
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Figure 2.25: Influence of the number of processors on the performability of a non-degradable (CARER) multipro-
cessor system with checkpointing and recovery
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Figure 2.26: Reliability for a degradable (FASST) multiprocessor system with checkpointing and recovery
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Figure 2.27: Availability for a degradable (FASST) multiprocessor system with checkpointing and recovery
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Figure 2.28: Influence of processor and memory fault rates on the performability of a degradable (FASST) multi-
processor system with checkpointing and recovery
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Figure 2.29: Influence of transient fault coverage on the performability of a degradable (FASST) multiprocessor
system with checkpointing and recovery
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Figure 2.30: Influence of permanent fault coverage on the performability of a degradable (FASST) multiprocessor
system with checkpointing and recovery
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Figure 2.31: Influence of permanent fault rate on the performability of a degradable (FASST) multiprocessor
system with checkpointing and recovery
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Figure 2.32: Influence of the number of processors on the performability of a degradable (FASST) multiprocessor
system with checkpointing and recovery
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Figure 2.33: Performability comparison with memory fault rate = 10=°
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3.1 The FASST Architecturet

This chapter elaborates on the salient features of the FASST architecture, and then attempts to further model its
performance. The general architecture of Figure 3.1, which is designed to transparently tolerate processor failures,
mainly consists of processing elements, a bus, and a recoverable shared netaineyntemoryor S M) which

provides normal memory functionality as well as a backward error recovery mechanism.

recoverable shared memory

Figure 3.1: The FASST architecture

The architecture has been designed to require specialised hardware only fov/th&tandard processors,
caches and cache coherence protocols can be used, and thus memory can be freely shared between processors. In
particular, the recovery protocol avoids the use of dedicated blocking caches which require custom hardware and
penalise the overall performance of the architecture. In principle, it should be possible fHiglbgards into an
off-the-shelf shared memory multiprocessor to provide an error recovery mechanism for that system.

In the following, we further explain the FASST backward error recovery protocol that was introduced in Chap-
ter 1 (see Section 1.4), and discuss how this protocol is implemented BWth& he basic features and operation
of the SM are introduced in 3.1.1 with the simplifying assumption that there are no caches interposed between
the processors and tht&l/. The additional complexities added when snoepghes are incorporated into the
multiprocessor are discussed in 3.1.2.

3.1.1 Basic Features of the Stable Memory

As discussed in 1.4, the backward error recovery protocol has to permit recovery points to be established, re-

covered to and committed, and must permit a recovery line to be identified when recovery is required (also see

[Bandtre et al 92a, Joubert 93]). The basic mechanism insthe for providing recovery is to record recovery

data for each memory location, essentially by maintaining two copies of each location. When a recovery point is

established, each copy contains the same data. Subseguadeits to a location are made to only one of the copies

and thus the second copy retains the state of that location at the time the recovery point is established. As only a

single extant recovery pointis needed for tolerating processor faults, only two copies of a location are ever needed.
To permit the identification of recovery lines it is necessary for the recovery protocol to:

(a) detect and record the existence of inter-processor dependencies which arise through their sharing of data
in the memory; and

(b) synchronise the recovery protocol operations of those dependent processors.

The synchronisation is a vital part of the recovery protocol. In Chapter 1, for instance (remembering the final
assumptions of Section 1.5), we showed that if procesjarads a cell previously modified by processgér
within its current recovery region, then H; is recovered because the processor on which it was executing fails,
then P; must also be recovered. We also showed that if proce8surrites into a cell previously modified by
processorP; within its current recovery region, then#; is recovered the; must also be recovered, since the
value written by”; has been overwritten bi; and so cannot otherwise be recovered. In both previous cases, an

1This section contributed by : Michel Batre, Alain Gefflaut, Philippe Joubert and Christine Morin, IRISA/INRIA, Campus universitaire
de Beaulieu, F-35042 Rennes cedex France, and Pete Lee, Department of Computing Science, University of Newcastle, Newcastle upon Tyne,
NE1 7RU, UK.



extant recovery pointis required fé} so that the recovery line linking; and P; actually exists. Thus dependent
processors have to synchronise their actions on establishing, recovering to, and committing recovery points. One
simplification can be obtained by ensuring that a processor always has an extant recovery point, by ensuring that
a new recovery point is automatically established when a previous one is committed or restored. Thus the
protocol does not provide a separattablishoperation.

Clearly, a key part of the recovery protocol is in detecting and tracking interprocessor dependencies. This is
achieved in the&s M by means of recordingependency relationship#\ dependency has to be recorded by the
SM in two cases :

(a) Whenever a processat; reads a cell previously modified by procesggrwithin its current recovery
region.

(b) Whenever a processét modifies a cell previously modified by procesggrwithin its current recovery
region.

A processoP is said to be thactive writerof a cellc if P has written tac within its current recovery region
andc has not been written to subsequently by another processor.

This dependency information is stored within & and used to compute recovery lines, or more specifically
the dependency groupf processors involved in the commitment or restoration of a recovery point. Recovery
of a processol’; must induce recovery of its dependency group; this requires the values of all of the memory
locations which have been updated by any processor in that group to be restoredsBy toetheir prior values,
using the recovery data recorded by th&/ for this purpose. Similarly, commitment of a process will induce
the commitment of all processors in the dependency group; in this case the values of all of the memory locations
which have been updated by any processor in that group must be committed. This entail$ thenaking the
two copies of the memory location identical.

One important assumption for dependency tracking is thatstieis only connected to the bus of the ar-
chitecture and dependencies are tracked/ypping bus information, i.e. it requiresroadcastednformation;
non-broadcast mechanisms (for instance some of those used in distributed shared memory systems) will require
redefinition of the recovery protocol. In order to record dependencies, when a memory locatioaessed by a
processor, th& M needs the following information:

(a) The identity of the processor performing thecess. This requires that each processor has a unique
identifier which is transmitted whenever that processor generates a read or write request.

(b) The type of access (read or write)
(c) The identifier of the processor that is active writer of the cell if any.

The commitment of a recovery point by a processor obeys a simple distritwepghase comm[Gray 78]
protocol. Processors are participants while $ti¢ is the coordinator of the protocol. In contrast to the standard
two-phase commit protocol where the coordinator is responsible for triggering the protocol, it is a participant which
initiates commitment; yet it is the coordinator itself which is responsible for actually committing data. When a
participant wishes to issue a commit request, it must first flush its internal registers ousttfgnce the values
in these registers, which form part of the global state, cannot otherweechesed). It can then sendacommit
command to thes M and wait for an interrupt signalling that commitment has terminated and that the processor
can resume processing.

Upon receiving alo.commitcommand, theés M scans its dependency information (to determine the recovery
line) and informs all of the processors in the dependency group. A dependent processor can then flush its registers
into the SM if necessary and must acknowledge its completion of the first phase of the protocol. When all
acknowledgements from the participant processors have been receivety/tiemters the second phase of the
commit protocol. During this second phase, the recovery data of the cells whose active writers belong to the
dependency group is discarded. Once this has been achieved, commitment is complete and a new recovery point
is established for each processordrgjing to the group. Thus the processors in the group are no longer dependent
uponeach other, and the dependency information in§i¢ can be discarded and the participants allowed to
proceed with their computations.

Let us consider now the implementation of &/ in greater detail.



Servicing read and write requests

The SM actions are best described by a finite state automaton. The automaton includéSdisation state
together with aservice andcommit_phase2 states. In the service state of thé/, most of the work is concerned
with dependency management. Assume that dependency data is stored iml@oolean matrixi/; n being the
maximum number of processors in the architecture. A matrix iléi, j) is set to true when processéy is
dependent or®;.

While read and write requests may refer4é/ cells, theSM itself may record dependencies on a larger
granularity. In the following, it is assumed that tB@/ physical space is divided into a set of contigubligk s
of identical size that is a power of two of the cell size. There is no constraint that the block be, say, the size of a
cache line or a memory management page; it may be either or neither. Each block consists of:

(a) current values of the cells,
(b) atag field containing either the identity of the active writer to the block (if any) onthgalue, and
(c) recovery data.

Basically a read request involving celtequires thes' M to compute the identity of the containing target block
b, record a dependency between the processor making the request and the active writer of the block (if any) in the
matrix M, and deliver the current value of the cell. A write to a eelill compute the target block, record a
dependency with the active writer if any, change the active writer of the block, and update the current value of the
cell within the block.

First phase of the commit protocol

Upon receiving ado.commitcommand from processadr;, the SM has to scan the dependency information it

has recorded in matri¥/ during F;’s current recovery region to determine theup of processors which are
required to commit atomically witl¥?; according to the recovery protocol. Once the dependency group has been
computed, each processor in that group has to be informed that it is required to participate in this commitment, by
means of grepareto_commitinterrupt. This can be implemented in a variety of ways, using interrupt or message
passing facilities provided by the bus. THé/ could generate such interrupts directly. Alternatively, thg

could broadcast on the bus a bit vector conveying the group of dependent processors, with dedicated logic on each
processor board checking whether the processor it is attached to has to participate to the group and generating the
prepareto_commitinterrupt appropriately (this checking could also be implemented in software). Each processor

in the dependency group must also issmaommitcommand in acknowledgement, meaning that as far as it is
concerned, the first phase of the commit protocol is OK.

It should be noted that within the interval between the indi@mtommitcommand and the receipt of acknowl-
edgements from the dependent processors, some new dependencies may have been createdS &lncarthe
continue servicing read and write commands from processors that are not blocked waiting for the end of the com-
mit protocol. These processors have to be added to the dependency group if this concurrency is permitted. It may
also occur that a processor not already part of the group decides to commit its current recovery point and sends
a do_commitcommand to thes M. This processor is added to the (current) group as well as all the processors
dependent upon it. This mechanism provides a simple means for implementing multiple concurrent processor
groups.

One crucial point is that computation of the dependency group has to be atomic with respect to read and write
accesses to theéM . If it is not atomic, the group could be incorrectly calculated by $tié. A simple way to
implement this atomicity is to serialise the group computation and normal read and write accesses.

The dependency group computation algorithm is given in the C programming language in Figure 3.2, with
the assumption that the number of processocan be encoded within an integer variable, and the matkiis
implemented by an integer array where each array element is considered as a bit vector indexed by a processor
identifier. Upon reception of do_.commitcommand, the&S M/ executes thelo.commitprocedure. The bit vector
group denotes the processors which are members of the dependency groupdavdil@mit_received is the
bit vector denoting the processors that have completed the first phase of the commit protocdb_cbimemit
procedure of Figure 3.2 will cause a state transition of $ii¢ automaton into theommit_phase? state that
implements the second phase of the commit protocol if the following condition is verified :

Q : ((group = do_commit_received) A (Vi : i € group : immediate_ancestors(i) € group)



This condition expresses the requirement that all processors belonging to the group of dependent processors
have completed the first phase.

© may not be satisfied in two situations. Firstly, some processors that have already been informed that they are
group members have not yet completed the first phase, in which caséthaust wait for the reception of their
do_commitacknowledgement commands. Secondly, some new processors have become group members since the
last computation ofroup and thus must be informed. Notice also that the dependency computation algorithm
must avoid interrupting a given processor more than once.

int state; /* current state of the automaton */
int group; /* dependency group computed so far (bit vector) */
int do_commit_received; /* bit vector of do_commit commands */
/* received from the processors */
int M[n]; [* dependency matrix */

INITIALISATION:
do_commit_received = 0; group = 0;
for(j=0;j<n;j++) M[] = (1<<j); [* a processor is an ancestor of itself */
state = SERVICE;

SERVICE:
read(address) {
/* create a dependency if necessary and return the value stored at address */

}

write(address, value) {
/* create a dependency if necessary and perform the write */

}

do_commit(int i) /* i is a processor id */

/* the processor i is willing to commit or acknowledges a request of
the SM following a commit request from a dependent processor */

{

int dependent_members;
int j; [* processor id */

/* add processor i to the group */
group |= (1<<i);
do_commit_received |= (1<<i);

/* compute new dependent members */
dependent_members = group;
for(=0; j<n ; j++)
{ if ((group & (1<<j)) != 0) /* if processor j is a member */
[* of the group */
dependent_members |= M[j]; /* add immediate ancestors */

/* {dependent_members = group ==> group is exact} */

/* check for termination condition Q and inform new members if necessary */
if ((do_commit_received == group) && (dependent_members == group))
state = COMMIT_PHASEZ2;
else if (dependent_members != group)
{ /* broadcast (dependent_members& group) onto the bus */
group = dependent_members;

}

} /* do_commit */

Figure 3.2: Computing a dependency group

There are many ways to devise an algorithm satisfying the previous requirements. In Figure 3.2, a simple
solution is given. The algorithm checks tfjecondition and as a side-effect computes a new valug-ofip. If
the new value ofjroup is different from the last value, the new members are informed. The complexity of the
algorithm isO(n), with thedo_commitprocedure being executed at mestimes. The first phase of the commit
protocol is thusD(n?). Note that termination is obvious from Figure 3.2 assuming that a processor acknowledges



aprepareto_commitrequest within a finite time and since the number of processors is bounded.

Second phase of the commit protocol

The basic actions which have to be performed in the second phase of the commit protocol are the following:

(a) Discard the recovery data of all the blocks whose active writers belong to the dependency group and
establish a new recovery point. This can be achieved by setting the active writer field of those blocks
to thenil value and by setting the recovery data values to the current values.

(b) Break the dependencies by updating the dependency nidtdappropriately.

(c) Broadcast @ommitdoneinterrupt to the processors belonging to the dependency group to permit them
to restart computations.

As in the first phase of the commit protocol, these operations need to be atomic with respect to read and write
accesses.

The implementation of the second phase of the commit protocol has a great impact on the overall performance
of the architecture since a processor must not modify a block for which the new recovery data has yet to be recorded.
Several implementations of the second phase can be devised. A trivial solution would consist of sequentially
checking every block of the M/ and copying the current value of the block to its recovery counterpagtdéssary.

This leads to the second phase of the commit protocol taking a time proportional to the size5éf thehich
may not be desirable. Moreover, the processors must be prevented from restarting before this copying has been
completed.

Several refinements to this straightforward algorithm can be made.STheould maintain a per processor
linked list of modified blocks. The time needed to perform the second phase is then proportional to the number of
memory blocks which had been updated by the processor group, but at the cost of extra storage within the

Alternatively, it is possible to permit th€ )/ to restart normal memory operations, and to delay the effective
copying of a block (to provide recovery data for the new recovery point) until it is really needed, that is, if a
processor attempts to modify that block. This copy on write mechanism allows the second phase time to be
interleaved with normal processor accesses, and processors do not need to be stalled untibgifitigehas
been done in one fell swoop. However it is stifdaessary to mark blocks within th#&Y/ to determine whether a
given block has to be copied or not on a subsequent write access. One approach isheckpeint identifiers
[Wu et al 90]. In this approach, a checkpoint identifier is associated withii Mievith each block and with each
processor. When a block is modified, the current value of the checkpoint identifier of the active writer is stored
along with the block. When a processor commits, its checkpoint identifier is incrementedeblgowrite access,
if the checkpoint identifier of the block is less than the checkpoint identifier of its last active writer, the current
value of the block is needed for recovery data and so needs to be copied. Before allowing the write to perform, the
block is copied to its recovery counterpart and the active writer and checkpoint identifier fields of the block are set
accordingly. Similar optimisations were provided in various implementations of the recovery cache [Lee et al 90].

Tolerating processor failures

In this paper we have assumed that the processors usédilestop[Schneider 87], and that a failed processor

can be easily identified. This is not a severe constraint on the architecture, for fail-stop processors are common
practice in the field of hardware fault tolerance (e.g. through the use of duplicated processors). In case of failure,
the processor ideally will signal a failure interrupt on the bus which will be caught by one of the live processors.
This processor can trigger the recovery process by issudtgrallback(i) command to the A7, wherei denotes

the processor that failed.

Upon reception of thelo_rollback(i) command, the dependency groupiaf computed by thes' M, thus
identifying the group of processors which must be recovered in order to reset the system state to a consistent state,
that is the state at a recovery line, in a manner similar to the second phase of the commit protocol discussed earlier.
However, the values of the blocks modified by the members of the dependency group have to be reset to their prior
state by copying the values held in the recovery data associated with those blocks. Each dependent processor must
be interrupted by #oll _backinterrupt to cause them to abandon their current processing. The dependencies are



broken by resetting matriX/ appropriately, and th8 M/ reenters the service state. Recovering back to a recovery
point is a simple protocol requiring a single phase compared to the commit protocol which requires two phases.

A particular situation may occur if group commitment is in progress when recovery is demanded. Since the
same processor may belong both to a recovery group and a commit grouggcéssary to check for this at the end
of the recovery procedure. Members of the recovery group are removed from the commit group. If the remaining
commit group is not empty, thé_commit procedure of Figure 3.2 is executed taking one member of the commit
group as an argument.

Finally, after recovery has taken place, the global system state is consistent, and the processors which have
been recovered can recommence execution of normal computations. The computation that was running on the
failed processor can be re-executed on one of the remaining processors and hence a system failure will have been
averted. Moreover, the processor failure will have been tolerated transparently, since no alterations were required
to the software of the application to provide these tolerance actions.

3.1.2 Influence of cache coherence protocols

Now we know the basic operation of tlé/ and how the recovery mechanisms work, we must examine what the
complexities arise when the architecture contains cohegattes, as is the case with any realistidtiptocessor.

As we shall see, the primary changes needed t&'ftieconcern the dependency tracking mechanisms, so we must
examine the influence of thmche coherence protocoh these mechanisms.

Most hardware cache coherence protocotppsed so far rely on the fact that broadcasted bus traffic can be
monitored énoopedi by all caches attached to that bus; the remainden{broadcast protocols such as directory
protocols, or some of those used in distributed shared memory systems) behave differently.c8obepynaintain
a tag field stored along with each loaded line to indicate the state of that line. The tag field generally encodes
whether the line has been modified with respect to the contents of the corresponding shared memory location,
and whether the line has been loaded into another cache. As discussed in Sections 2.1 and 2.2, two main classes
of snoopingcache coherence protocols can be digtiished, depending upon the actions performeddnhes
when a shared line is modifiedVrite Invalidateprotocols cause an invalidation message to be broadcast on the
bus whenever any data potentially loaded into other cachggdated, to cause tleache lines to be invalidated
elsewhere Write Updateprotocols broadcast the new value whenever data potentially resident in other caches is
updated. As in Section 2.1.1, we shall examine Bleekeleyprotocol [Katz et al 85], as a representative of the
write invalidate family of protocols. In thBerkeleyprotocol, a cache line can be in one of the four states: Invalid
(1), Non-modified Shareds), Modified Exclusive {/), and Modified SharedX), as shown in Figure 2.1.

Recall that thes M maintains dependencies on memory blocks. In contrast to the previous section, where the
block granularity could be as small assa/ cell, when caches are present t#h& must record dependencies on
at least a cache-line size granularity, since a cache-line is the minimal unit of transfer on the bus. Therefore, let us
examine the operations performed by the cache protocol and the various actions takets by fiveas to track
the dependencies when a processor performs respectively a read miss, a write hit, and a write miss on its cache (a
read hit does not generate any action on the bus and thus does not need to be considered further).

ProcessorP; performs a Read Miss If there exists a cache with a copy of the line in stafeor O, this cache
must supply a copy of the line to the requestoaghe and set its statedd Otherwise the line must come
from shared memory. In both cases, the line is loaded in statehe requesting cache. If the target block
containing the line has an active writgy, a dependency must be created in$lié¢ between?”; andP;. As
far as dependency management is concerned, no distinction is made whether the requested line comes from
another cache or from the\/, although the intecache transfer must be detected by $he& snooping on
the bus.

ProcessorP; performs a Write Hit If the line is already in stat&/, the write proceeds wibut delay. Otherwise,
(in stateS or O) an invalidation signal must be sent on the bus. All other caches invalidate their copy if they
have one that matches the line address. The line state is chandédinahe originating cache. The
invalidation signal is snooped by th&l/. If the corresponding block has no active writ€f,becomes its
active writer. Otherwise, if?; was the active writer, a dependency is created betwgeand £; and F;
becomes the active writer of the block.

ProcessorF; performs a Write Miss Like a read miss, the line comes from its owner or from shared memory.
All other caches invalidate their copy if any. The line is loaded in statéThe S snoops the data transfer



if the line comes from another cache. As above, if the cpording block has no active write?; becomes

the active writer; otherwise, a dependency is created betWeand P; and F; becomes the active writer

of the block. Since cache lines can contain several processor addressable cells and the line is now cached
by P; in stateM, the SM cannot detect a further read on a different cell of the lieednse it would not
generate any bus traffic. So, a dependency betwtemd 7; is also created to prevent the case in which a

cell previously modified by?; would be locally read by’;. In other words, the&; A/ adopts a conservative
approach by creating some dependencies which are not strictly required by the protocol to preserve the
coherence of processor checkpoints.

It should be noted that the&d! must keep pace with the information exchange rate on the bus due to the cache
coherence protocol. If this were not the case, ¢ might miss some dependencies that need to be recorded.

The commitment of a recovery point when caches are present is similar to the situation where no caches
are present. What is required is that when a participant processor initiates commitment or acknowfgdges a
pare to_commitrequest from the M/, the processor must flush its cache as well as its internal registers. Similarly,
recovery must cause a cache invalidation.

In summary, no special purpose caches or coherence protocols are needed in the architecture being presented
here, which can accommodate standard cache behaviour withithperforming dependency tracking by snoop-
ing the bus traffic. This is a notable difference with other proposals for fault tolerant shared memory multiproces-
sors [Bernstein 88, Wu et al 90, Ahmed et al 90].

3.2 Performance Evaluation

In the light of this, we may now extend the performance evaluation to a shared memory multiprocessor machine
that incorporates &M, i.e. to the FASST architecture. Through simulation, the performance of FASST has been
compared against the performance of a standard multiprocessor architecture without any fault tolerance capabilities
and against that of two other approaches for fault tolerant shared memory multiprocessors, namely CARER and
Sequoia.

3.2.1 Methodology and workload

The simulations were conducted using an instruction level simulator driven by a set of memory references gener-
ated by instrumenting application code with the Abstract Execution technique [Larus 90]. The simulator imple-
ments an efficient execution driven simulation method similar to that described in [Davis et al 91] (further informa-
tion on the simulation tool may be found in [Gefflaut 92]). Execution driven simulation controls the address trace
generation to ensure that the trace corresponds to that which would be obtained if that application was actually
executed on the architecture being simulated. This technique thus supports the derivation of simulations which
accurately model the architecture. The simulation models were parameterized with the characteristics of Sun mul-
tiprocessor SparcServers, with a 320MBytes/sec synchronous bus, 64KBytes unified direct-caappsdvith

32 bytes lines and IEEE write invalidate cache coherence protocol. To simplify the performance comparison, all
of the fault tolerant architectures were modelled with these parameters in common.

For FASST, the error recovery protocol is that described in Section 3.1. For the second phase of the commit
protocol the stable memory implements the copy on write mechanism described in Section 3.1.1. Since the extent
of recovery regions in the FASST architecture is not controlled by any hardware or application parameter, it is nec-
essary to fix a rate for the frequency of recovery point establishment (and hence commitment) for the simulations.
The only situation where FASST may be forced to commit a recovery point and to establish a new one is to prevent
the loss or duplication of an operation on an unrecoverable object, for instance, 1/0 devices [Lee et al 90]. This
classical technique for dealing with unrecoverable operations is used by CARER and Sequoia, and ensures that an
I/O operation cannot be repeated. Thus, for the FASST simulagaih, I/O operation leads to the establishment
of a recovery point. To obtain an average 1/O rate, the interrupt rate on a NFS file server was measured, and from
this measurement a rate of 1000 interrupts per second was used in the simulations.

For the CARER simulation, a recovery point is committed and a new one established whenever a modified
line in a cache needs to be replaced and whenever a modified line is read by a different processaudtar Se
recovery points are established and committed as described in Section 1.3, that is, whenever addobkitig



full or a modified cache line needs to be flushed, or on exit from aitigadrsection which requires coherence of
the shared memory.

The workload comprises four parallel applications drawn from the SPLASH benchmark suite [Singh et al 91].
The applicatiorcholesky performs sparse matrix factorisationp3d simulates rarefied hypersonic flowghor
simulates digital circuits at the logic level; amthter simulates the evolution of a system of water molecules.
Only the parallel phase of the computation was simulated, resulting in 65 to 80 million memory references for
each application. The four applications were simulated on the four architectures for 1 to 8 processors.

3.2.2 Experimental results
3.2.2.1 Performance of the architectures

Figure 3.3 shows the MIPS (million instructions per second) performance of the four architectures for the four
simulated applications. The performance degradation for FASST compared against the standard (non fault-tolerant)
architecture is relatively small, despite a high commit rate for FASST (1000 per second). Performance degradation
with eight processors remains below 15% exceptiipBd where it is about 30% (for reasons discussed below).

For the other fault tolerant approaches, the performance of CARER is relatively close to that of FASST for
cholesky andwater (10% performance degradation) but the degradation grows to 65% fior and mp3d.

CARER achieves these results despite the restrictive failure hypothesis (i.eactines are faulree) that per-

mit a very efficient implementation of its commit protocol. The Sequoia approach appears to offer the lowest
performance of all three fault tolerant architectures. Performance remains below 100 MIPS independent of the
application or number of processors used. The performance degradation for this architecture always exceeds 20%
for one processor and can be as high as 8% with 8 processors).

These results are very encouraging for the FASST approach to fault tolerance. Some degradation in perfor-
mance over a non fault tolerant architecture is inevitable, due to the error recovery provisions in FASST archi-
tecture. Nevertheless, these simulations suggest a relatively modest degradation in general. When compared to
the other fault tolerance approaches, the simulations suggest that the FASST approach provides the best overall
performance.

3.2.2.2 Behaviour of the applications

It may be observed from Figure 3.3 that for all the architectures considered, the performance degradation varies
significantly and is application dependent. Figures 3.4 and 3.5 show, for each application, the distribution of bus
transactions for 10000 memory references:

(a) misses serviced by shared memory;

(b) misses serviced by caches;

(c) write invalidations;

(d) write backs arising from the replacement of a modified cache line (only for FASST sigcei8end
CARER use blocking caches); and

(e) write backs arising from cache flushes for FASST angudé or from the reglcement ofinwritable
cache lines for CARER.

The figures also show the number of recovery points established for 10000 memory references. Three reasons
for establishment are distinguished: the recovery points establisggwaige of interrupts (only for FASST), the
recovery points established before replacing a modified cache line (for CARER guodi&eand the recovery
points established because of data sharing. For FASST the latter are the recovery points established because of
dependencies; for CARER they are established because of a miss on a cache line that has been modified in another
cache; and for Spioia they are the recovery points established upon exit from a critical section.

Cholesky

The standard architecture attains good performancetf@isky, with a speedup of 6.8 with 8 processors. This
good behaviour is caused by a higdiche hit rate of 99.2%. Data sharing is at a coarse granularity in this appli-
cation. Although the 6% write ratio is comparable to other applications;dbbes contain a low pportion of
modified data due to the good locality of write references. Only 30% oécephents require a write back.



These characteristics allow performance degradation for FASST to remain always below 10% for this applica-
tion. The caches do not contain a lot of modified data; on average with 4 processors, 360 cache lines are flushed
at each commit. Also, the data sharing pattern of the application only creates a small number of dependencies (the
average size of the group of dependent processors is 2.8 with 8 processors). These two factors explain the good
performance of FASST for this application.

The performance of CARER is close to that of FASST for this application despite disproportionate recovery
point establishment rates (CARER establishes 15 times more recovery points than FASST), due to the low cost
of establishing a recovery point in CARER. Most recovery points are established when modified cache lines are
replaced; only a few result from data sharing.

Sequoia suffers from an even higher recovery point establishment rate than CARER, mostly caused by critical
sections that require frequent cache flushes. Moreover, the invalidation of unmodified cache lines on entry of a
critical section contributes to lowering the hit rate from 99.2% to 98%.

mp3d

The behaviour ofnp3d is clearly worse thamholesky for the standard architecture with a speedup of 5 for 8
processors. The cache hit rate is lower (98.3%) due to a worse writgyaoad to a 10% write ratio with 70% of
replacements leading to write backs. Data sharing is very prevalent in this application; 77% of reads and 87% of
writes reference shared data. Due to this heavy data sharing, half of the misses are serviced by caches. The large
number of cache-to-cache transfers lowers the performance since a cache servicing anoissecgice requests

coming from its processor.

Of all four applications, FASST has the worse performance degradation for mpd3. Performance degradation
is 13% for one processor and reaches 33% for eight processors. The major factor contributing to this result is the
large amount of modified data residentdaches when a recovery point is coitted; with four processors, an
average of 125@ache lines are flushed to memory. Moreover, due to the heavy data sharing, all processors are
dependent. This considerably lengthens the duration of the first phase of the commit protocol.

CARER also does not behave well for this application because the heavy data sharing forces the establishment
of a large number of recovery points. Moreover, a high number of modified cache lines are replaced.

Although synchronisation operations are infrequent, Sequoia suffers from the large number of ncadfizd
lines replaced.

pthor

The standard architecture obtains low performance fopther application, with a speedup of 4 for 8 processors.
The cache hit rate is low (97.5%) due to a large working set, and the caches perform a significant number of write
backs. Data sharing, although less intensive tham#@d, contributes to limiting performance.

Performance degradation for FASST is much lesgfbpr than formp3d (13% degradation for 8 processors).
This behaviour is caused by the different amount of data flushed to memory when a recovery point is committed.
With 4 processors, 570 cache lines are flushed, compare2bi@formp3d.

For CARER, although data sharing is less intense@fbapr than formp3d (38 cache-to-cache transfers8&
for 10000 memory references), the number of recovery points establigicadde of data sharing is higher for
pthor than formp3d (12 vs5 for 20000 memory references). This is caused by the data sharing pattern which
is different for the two applications. Ipthor, shared variables are accessed within short, but frequeétitatr
sections, thus leading to the establishment of a lot of recovery points.

The large number of locking operations and the large data set that causes a lot of replacements severely limits
Sequoia performance for this application. No improvements of performance are achieved above 3 processors. Due
to data cache invalidationgon exit of critical sections, theache hit rate is lowered (84% instead of 97.5%).

water

The water application offers high performance for the standard architecture because of a high hit rate (99.88%)
and a small data set. Moreover, data sharing is negligible.

As might be expected, FASST performance is very good for this applicaticause of the small asant of
modified data resident in caches when recovery points are @tedmand of the few dependencies (2.6 dependent



processors on average for 8 processors). CARER also behaves well for this application because of the small
working set that only causes a few replacements of modified cache lines.

For Sequoia, only a small number of recovery points are establigtealibe of the replacement of modified
cache lines, since the working set is small. Most of the recovery points are established becatisal skations.

3.2.3 Stable memory implementation

As there are several ways in whichSa/ could be implemented, it is important to consider the influence such
implementations would have on the performance of a system incorporatifig.aOf particular concern is the
potentially expensive operation of copying the current valueS &f cells for use as recovery data whenever a
recovery pointis established.

Figure 3.6 shows the influence of this aspect of #ti¢ implementation on performance degradation. Three
implementations are considered: one using copy on write, one using a per processor list of modified memory
blocks and the last which is a control case where the copying time is assumed to be nil, i.e. instantaneous.

As can be seen, and as might be expected, the different implementations greatly influence the performance
degradation suffered by an application. However, the degradation ratio between the different implementations
remains constant independent of the application. The copy on write implementation behaves better than the imple-
mentation using a per processor list of modified memory blocks, although the number of blocks to be copied (and
so the time needed to copy those blocks) is the same for both. With the list of modified blocks, the duration of the
copy is concentrated at the end of the first phase of the commit protocol. Although the processors can restart their
computation at the end of the first phase, they are not allowed to perform bus transactions until all blocks have been
copied, and so quickly become stalled waiting for the copy to be completed. If copy on write is used, the copying
can be interleaved with normal memory accesses. Thus the processors are onlyitkegtfavashort periods of
time resulting in better overall performance. The performance is naturally the best for the control (instantaneous
copy) case, which indicates the upper performance bound fdt the

3.2.4 Dependency management

Dependency management adds some complexity to the implementation%fthén a simple implementation,

all processors could establish a global recovery point, thus avoiding the burden of dependency management within
theSM. In this case, a standard memory interface is sufficient fosthiesince it no longer needs to snoop bus
transactions to log dependencies. The commit protocol is also simpler. However, the potential gain of dependency
tracking is in minimising the number of processors that have to be recovered in the event of a failure of one
processor. Thus, it is useful to examine the impact of dependency management on performance to investigate
whether it is worth the added implementation complexity.

Figure 3.7 shows, for each application, the performance degradation observed with eight processors, with and
without dependency management. The figure also shows the average number of dependent proesstors at
commitment of a recovery point. Fpthor andmp3d, the performance of the two versions of thi&/ are nearly
identical since for these applications all processors are dependent, and hence the presence of dependency tracking
isirrelevant. In contrast, fatholesky andwater, where the average group size never exceeds three processors, the
dependency management shows its efficiency since it reduces the performance degradation by a factor of two. The
main reason for this is that with dependency management less data is flushed when a recovery point is committed,
since fewer processors are dependent. For example, withdhe application, 190 cache lines on average are
flushed to memory each time a recovery point is catred. When dependency management is suppressed, the
number of cache lines flushed increase3360.

3.3 Summary

These simulations have demonstrated that the CARER and Sequoia approaches to implementing a fault tolerant
shared memory multiprocessor both exhibit similar performance behaviour. Both require the commitment of a
previous recovery point and the establishment of a new recovery point each time a modified cache line has to be
replaced, as well as when data sharing occurs (fgu8ia, data sharing is enforced explicitly by means of the
locking protocol). The difference in performance of these two architectures primarily results from the differing
costs of recovery point operations. A realistic implementation of CARER should consider the possibility of errors



within caches and so would obtaioughly the same performance as Sequaeabise of the consequent cache
flushes. The rate at which recovery points are established and committed is contratbehbyparameters (size,
associativity, replacement policy) and by the data sharing pattern of the application programs. This results in a
high, uncontrollable and unpredictable frequency of recovery point establishment (between 25 and 100 times more
than for the FASST approach). Some memory access patterns in the applications can even force the establishment
of a recovery point at each data reference.

The FASST approach to implementing fault tolerance in a shared memory multiprocessor eliminates most of
these disadvantages. The need for commitment/establishment of a recovery point is controlled primarily by the
interactions of the architecture with its external environment (e.g. for 1/0) independently of any architectural
parameter. These interactions are much less frequent than cache line replacement. Recovery points are also inde-
pendent of the communication patterns of the application programs, owing to the dependency tracking mechanism.

The fault tolerance overhead is concentrated in the commitment phase of the recovery protocol. Three factors
can influence this overhead:

(a) the amount of modified data,
(b) the number of dependent processors,
(c) the bus load of the machine.

The amount of modified data is the major factor that influences performance degradation. The duration of the
commit is directly proportional to the amount of data that has been modified. In turn, the amount of data is governed
by the number of processors that are dependent upon the processor that issued the commit. Thus, the dependency
management mechanism in tid/ minimises the number of processors that are affected by the commit (except
of course if they are all dependent). The dependent processors impose another overhead on commitment, since
some modified data may be resident in their caches, and commitment requires the modified lines in the caches to
be flushed back to th8 M. Thus, the importance of the dependency tracking mechanism ifi theéncreases
with the number of processors in a system, in that minimising the number of dependent processors will minimise
the amount otache flushing and data corittad. Note, of course, thaache flushing is required in an ordinary
shared memory multiprocessor.

The bus load also influences the performance degradation. Performance degradation grows with the number
of processors as does the bus load. Ideally the bus is lightly loaded, so that cache flushes can prhoaeed wit
interfering with the activity of the processors that do not participate in the commit protocol, and in this case the
performance degradation remains constant whatever the number of processors.

As stated in [Janssens et al 91], the key issue in obtaining good performance is to keep the frequency of re-
covery point operations independent of any architectural parameter. This is what the FASST approach attempts to
do. The FASST architecture presented here allows processor failures to be tolerated transparently, that is, without
affecting the software being executed on the architecture. The only specific hardware component required is the
SM, and itis believed that th€/ can be implemented at a reasonable cost. Ihkecopes with standard caches
and cache coherency protocols, and this provides an advantage over the other approaches studied, such as CARER
and Sequoia. The dependency tracking mechanism provided jithallows shared memory to be provided for
and to be used by the software. In contrast, the Sequoia system only permits memory sharing within the operating
system, and requires complex software structures to ensure the correct semantics.

From a performance point of view, simulation results show that the FASST architecture offers better perfor-
mance than the Sequoia and CARER approaches, mainly due to a lower frequency of recovery point committments.
Moreover, the amount of data copied in a commit operation is kept as low as possible by the fine-grained recovery
protocol presented in Section 3.1 together with the dependency tracking mechanism.

The following chapters discuss the design of &, as well as a fail-stoplual-processing uni¢(> PU) and
a stable disk(S D), before considering the system software issues. This chapter has only considered the case of
parallel applications which consist purely of computation, with no input/output operations. Providing backward
error recovery in the face of unrecoverable operations such as I/O is a further challenge. Extensions to the recovery
protocol are necessary to provide the required abstraction of backward error recovery with both shared memory
and other unrecoverable operations being executed by applications programs.
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4.1 FASST Recovery Protocdl

This chapter describes more precisely the FASST recovery protocol and discusses issues in the design of a stable
memory M), which is the main agent of the protocol (also see [Morin et al 92]).

We assume the FASST architecture as shown in Figure 4.1. A cache is associated with each processor, but we
do not need to distinguish betweeache levels (e.g. between primary andosetarycaches). Thes M may be
composed of several memory modules. For the purposes of this discussion, we assume that it is not possible to
insertSM modules during system operation (i.e. hot-inser), so that to change the memory configuration the
machine must be stopped and then restarted in a cold start mode.

CPU CPU CPU
cache cache e cache
e = =
| |
stable memory /0

Figure 4.1: The FASST architecture

4.1.1 Stable Memory

EachSM module has the logical structure depicted in Figure 4.2, with two DRAM banks of the saméusizé,
andbank?2, represented by an array of cells

type t_bank = array[0..bank_size-1] of block ;
t_bank Bankl, Bank2 ;

In the following, we assume that tt€l/ physical space is divided into a set of contigubligk s of identical
size. Each block consists of a current valuehimk1 and a recovery value ihank2. While read and write
commands refer t&' M cells, theSM records dependencies on a block granularity.

Various attributes need to be stored with each block, e.g. the processor identifier of the last writer to a block;
this information is stored in theectorstructure, which may be represented algorithmically as a record :

type t_vector_elt = record
t_owner owner ;
.. additional information ....
end ;
type t vector = array[0..block_nb-1] of t vector_elt ;
t_vector Vector ;

The ownerfield contains either the identity of the active writer to the block (if any) ortliesalue.

The SM also maintains a dependency matvbxwvhich records dependencies between processors which share
memory blocks. This matrix is updated whescessary during read and write operatiohsis an * n Boolean
matrix; » being the maximum number of processors in the architecture. A matrix/if¢im;) set totrue means
that processop’; is dependent o’;. Once a dependency group is computed by a processor it is stored in each
SM module in thegroupfield.

In order to optimize bank to bank copy during phase 2 of the commitStife maintains a list of blocks
modified since the last commit in thpdatelist. The ends of thepdatelist are pointed to by thapdate ptrs.

1This chapter contributed by : Christine Morin, IRISA/INRIA, Campus universitaire de Beaulieu, F-35042 Rennes cedex France, and
Cornelius Frankenfeld, Stollmann GmbH, Hamburg, Germany
2For the C dialect used here, a Boolean vdhlseis represented by zero, while a Boolean vatue is represented by a non-zero
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Figure 4.2: Stable memory structure

4.1.2 Dependency management

Data sharing between processors implies processor dependencigsl/THistinguishes between :

(a) read after write dependency, and
(b) write after write dependency.

In the FASST recovery protocol, dependencies are recorded by Mhewvhen processors access memory
blocks. TheSM also records some dependencies by snoopingdlbe coherence traffic on the bus. First let
us assume that process@ris independent from all other processors. Whgrtommits then it flushes its cache
to bank1 and copies all the blocks it has modified since its last commit frenk 1 to bank2. When processab;
rolls back then all the blocks it has modified since its last commit are copiedifzak® to bank1 and its cache
is invalidated. To detect which blocks have been modified’hyeach time a block is vitten to by a processor
its identity is recorded with the block in thewvnerfield. In other words, thewnerfield associated with a block
contains the identity of the last writer to the block. A commit or a rollback of procelsimnplies a bank to bank
copy of blocks whose last writer i5;.

4.1.2.1 Read after write dependency

Consider that processadf; writes to a memory bloclB. Later processof’; reads the same blodk (see Figure
4.3). If the reader oB, P;, commits at time then the writer oB, F;, must also commit dependently withy. In
fact, if this was not the case then a subsequent rollbagk @fould imply that”; would have read a value &
which was never written, leading to an inconsistent state.

Symmetrically, if the writer oB, 7;, rolls back at time then the reader @, P;, must also rollback dependently
with P; (see Figure 4.4). IP; does not rollback whet®; rolls back, then”; possesses a value Bfwhich was
never written. Bcause ohon-deterministic behavior in a system, nothing guarantees that (after rollBaaki)
write the same value tB as it wrote before rollback.
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In summary, when?; reads a block previously modified by; then P; is said to be dependent ad#, i.e.
(P;—F;). A commit of P; implies a commit off; and a rollback of’; implies a rollback ofP;.

4.1.2.2 Write after write dependency

Consider that processét; writes to a memory blocB. Later processof’; writes to the same blodR (see Figure
4.5). If the first writer,P;, commits then the second writd?; must also commit. The commitment &f implies

that it is the value written by’; which is copied frombank1 to bank2. If P; does not commit whe#; commits,
then a subsequent rollback Bf implies thatB is restored to a value which was never written (the value committed
by P; was written toB by P;, which has rolled back).

W Commit
Pi I | %

P {
W
| Time

t

Figure 4.5: Write after write dependendgommit

Symmetrically, if?; rolls back thern?; must rollback (see Figure 4.6). The rollbackifimplies that it is the
value of blockB contained irbank2 which is restored, which in the general case is different from the one written
to by ; or P;. If P; does not rollback whet; rolls back, then in generd?; possesses a value Bfwhich is
different to the one it wrote.
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In summary, wherP; writes to a block previously modified b¥; then F; is said to be dependent dr, i.e.
(P—P;). A commit of ; implies a commit of; and a rollback of”; implies a rollback off;.
4.1.3 Synchronization

In the following algorithms, commits or a rollbacks are caltedoveryoperations, and are begun by a processor
called theinitiator. Timeouts are used to guarantee their progress. The following data structures are used:

int p_nb ; /* number of processors */

int sd_nb ; /* number of stable devices, so number of SM modules */

int active_p[0..p_nb-1] ; /* array indicating which are the active */
/* (valid) processors */
[* active[i] = = 1 : processor i is active  */
[* active[i] = = 0 : processor i is inactive */

The processor antlM behaviours can be described by two interdependent state automatons.

4.1.3.1 Processor synchronization states
Processor synchronization variables are not stored ifi #ie When they are accessed, no dependency is recorded.

[* Synchronization registers - one per processor */
type t_p_synchro = array [0 .. p_nb-1] of p_synchro_state ;
t_p_synchro Sync ;

/* Processor synchronization states */
type p_synchro_state = (stopped, stopping, recovery, restart,
atomic_operation, failure, error_handling, waiting, normal) ;

A processor may be in the following states (see Figure 4.7):

normal The processor is not involved in a recovery operation, nor has it failed.

stopping This is the state thimitiator adopts once it starts recovery (commit or rollback). All other proces-
sors have to transitate into teppedstate. Thenitiator remains in statstoppinguntil it knows that
all other processors are in teppedstate oitimer(2) expires. Only one processor is allowed to be in
this state; this is enforced by a lock operation.

stopped All processors excepting thmitiator are in thestoppedstate during the computation of the depen-
dency group; they wait in this state until either the bank to bank copy begtiraen(1)expires.

recovery Theinitiator remains inrecoverystate until either th& A/ communicatesopydoneor timer(3)
expires. The next normal transition is either to #temic operatiorstate or to theestartstate.

restart Theinitiator stays in this state until it has restarted all the other processors and has released the lock.

atomic_operation Theinitiator is in this state if an operation is to be atomically executed and committed.
It remains in this state until the end of this operation, and then returns tecbeerystate. If it fails
in this state, then a recovery procedure takes place (see Section 4.1.8).
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Figure 4.7: Processor automaton

waiting This is the state of any processor, exceptingitiitéator, that is waiting for completion of the bank
to bank copy. It waits in this state until it is restartediarer(4)expires.

failure This is the state of a failed processor. Any processor that is in this state is denied access to the bus.
It remains in this state until it is physically removed from the system.

error _handling This state is reached by a processor when a timer expires. It may also be reached if some
other system failures occur, but these cases are beyond the scope of this book. At least one valid
processor enters this state after a processor failure, and normally all of them do. From this state,
rollback recovery will always take place. It is possible that more than one processor can fail; one of the
failed processors may be tir@tiator itself. In this state, a newitiator is chosen, and then the new
initiator enters thestoppingstate, while all other processors enter sh@ppedstate. Once irstopping
state, the newinitiator has to compute a rollback group incorporating the newly failed processors.

4.1.3.2 SM synchronization states

Synchronization betweef/ modules is implemented via status and command registers, which can be represented
by a single synchronization variable per module.

/* Synchronization variables - one per stable device */
type t_sd_synchro = array [0..sd_nb-1] of sd_synchro_state ;
t_sd_synchro sd_state ;

/* Stable device synchronization states */
type sd_synchro_state = (normal, ready, commit_copy,
rollback_copy, failure) ;

If we assume that the processors are not allowed to restart their execution before the end of the bank to bank
copy, this leads to a relatively simple state diagram for§hé (see Figure 4.8). The bank to bank copy (states
commitandrollback) occurs when thénitiator is in therecoverystate. The transition betwe@ormalandready
states occurs after reception of the dependenaymrThe transition fromeadyto commitor rollback state occurs
when theS M receives aommitor rollback command, respectively.
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4.1.3.3 Timeout protection

In the following algorithms, thevait primitive is utilized to synchronize concurrent activities. It is is used to stop

a processor until the condition given as a parameter is verified by a set of devices or the timer has expired. It is
structured as 2 imbricated loops. The internal loop is a loop on the number of devices to benteistdte(number

of processor or of stable devices depending on the condition which is checked). Inside the loop, there is a case on
the condition to be tested felach device. As soon as all devices respect dmelition, or if the timer expires, the

most external loop is terminated.

Wait (condition, nb, t_max)
{
timer_expiration = false ;
set_timer (t_max) ;
do
{
one_not_ready= false ;
for (i = 0; i < nb; i++)
switch (condition)

{
case all_stopped :
/* condition to be tested = Sync [*] == stopped */
one_not_ready = ((active_p[i]) &&
(Sync[i] != stopped) &&
(Syncfi] != stopping)) ;
break ;
case all_have_flushed :
/* condition to be tested = Sync[in group] == waiting */
one_not_ready = ((group & (1<<i)) &&
(Sync [i] !'= waiting)) ;
break ;
case all_sd_ready :
/* All stable devices must be in the ready state */
one_not_ready = (sd_state[i] != ready) ;
break ;
case all_sd_copy_done:
/* All stable devices must be in the normal state */
one_not_ready = (sd_state[i] = copy_done) ;
}



while ((one_not_ready) && ~(timer_expiration))
if “(one_not_ready) unset_timer ;

}

Let us examine the different timers used in the protocol (see Figure 4.9).

Pother l:)initiator M
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normal commit interrupt mal
nor
stopped stoppin ;
Timerl P9 Timer2
Stop phase
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commit_group_mb .
N — Timer5 group
waiting waiting ready
. Flush phase Timer6 ready
Timer4 SM prepareto commit phase commit
recovery commit
Termination phase Copy phase | Timer3
copy_done copy_done
normal normal normal
normal normal

Figure 4.9: Timeout protection

In order to assure fault tolerance, at least two timers must be active during the sostafigthase After
checking which processors are alive, thiiator "sends” a commit interrupt to all of them and statitaer(1),
which covers the maximum duration of this phase. All other processors start their own timers after receiving the
commit interrupt. These timers ensure that a failure ofniitetor can be detected by at least one other processor.
The commandsommit group. mb, rollback_group. mbandnot.group. mbstop these timers when tkeop phase
is finished in order to avoid exceptions due to timer expiration. Without these commands, we would have either
to deal with exceptions on every other processor, or to use just the timer omtthmr (which would not assure
fault tolerance).

The expiration otimer(3)means that & A/ module has failed during the bank to bank copy. Recovery from
this requires processor access$da k2.

Timer(5)allows theinitiator to detect the failure of a processor while it is flushing its cacfimer(6)allows
theinitiator to detect the failure of & M/ module which does noerct to the reception of the dependenayugr.

Concerning timer durationimer(2)must be longer than any critical section in the system software that is not
interruptible by the commit interrupTimer(1)covers the duration dfmer(2). Timer(3)covers the duration of the
copy phase, and its duration can be calculated byrtitiator if it knows the top and the bottom pointers of the
updatdist. The duration ofimer(4)has to cover the maximum bank to bank copying time.

Outside these phases, the failure of a processor is detected by some other processor-specific mechanism.

4.1.4 Read and Write Commands

Let us assume that thel/ is in normalstate, i.e. no commit or rollback is in progress, and that a processor is not
allowed to issue read and write commands during the bank to bank copy. hotimal state, most of the work
concerns dependency management. A dependeney is noted for:



M[i] & (1<<)) == 1)

Let us also assume that the conversion between a cell address and a block number is doabbyrittéon, a
very basic function implemented in hardware using relevant address lines, and that only line values are exchanged
between memory and caches.

Let us further assume that the processor is identified bgeafield, and that the direction of the transfer is
given byread or write indicators:

user & read_op <=> reader
user & write_op <=> writer

41.4.1 Read

A read from a celk will compute the target block, record a dependency with the active writer of the block (if
any) in the matrix/, and will deliver the current value of the cell. Thus:

Read (address, reader)
{
block = atb (address) ;
owner = Vector[block].owner ;
if (owner != NIL)
/* recording a dependency */
M[reader] |= (1<<owner) ;
return (bankl[address]) ;

4.1.4.2 Write

A write to a celle will compute the target block, record a dependency with the active writer (if any), change the
active writer of the block, and update the current value of the cell within the BlotiKhis is the first update to
the block since the last commit, the block number is appended to the endwgfdhedlist

Write (address, writer, value)
{
block = atb (address) ;
owner = Vector[block].owner ;
if (owner == NIL)
[* first time this block is modified since the last commit */
*update_ptr++ = block ;
else
/* recording a dependency */
M[owner] |= (1<<writer) ;

Vector[block].owner = writer ;
Bankl[address] = value ;

4.1.5 Behaviour of the processor initiating a commit
4.1.5.1 Body of the initiator
We assume in the following algorithm that timétiator of the commit protocol is a member of the commit group.
Initiate_Commit ()
{
/* ensure that there is only one initiator, */
/* i.e. only one commit in progress at a time */
Obtain_Commit_Lock () ;
Sync[my_pid] = stopping ;

/* Stop all other active processors */
send (commit_interrupt, all_other_processors) ;



Wait (all_stopped, p_nb, timer2) ;

/* Every processor is stopped except the initiator */
/* The dependency group is computed by the initiator */
Compute_Group (commit, my_pid, group) ;

/* Inform members of the dependency group that they are */
/*  involved in the commit *
Inform_p (group, commit_group_mb) ;

WriteRegisters () ;
Flush_Cache () ;
Flush_TLB () ;

/* Wait for all members of dependency group to finish saving */
I*  registers and flushing caches */
Wait(all_have_flushed, p_nb, timer5) ;

/* Inform non group members to stop timerl and start timer4 */
Inform_p (“group, not_group_mb) ;

/* Copy dependency group to all stable devices */
Broadcast (group, stable devices) ;

/* What is important here is that all stable devices commit */

/* or none of them does. Problems may arise if the initiator */

/* fails while it is requesting the stable devices to commit. */

/* Some stable devices may commit while others may rollback, */
/* leading to an inconsistent state. */
/* Wait until all stable devices are ready to commit */

Wait (all_sd_ready, sd_nb, timer6) ;
Sync[my_pid] = recovery ;

/* Commit stable devices */
Inform_sd (commit) ;

/* Wait until all stable devices have finished the */

I* bank to bank copy */
Wait (all_sd_copy_done, sd_nb, timer3) ;

Inform_sd (normal) ;

Sync[my_pid] = restart ;

/* Restart all processors except the initiator */
Inform_p (((group ["group)& (1l<<my_pid)), normal) ;

/* end of the commit from initiator point of view */
Sync[my_pid] = normal ;
Release_Commit_Lock () ;

4.1.5.2 Group computation

When P; commits then all its descendants according to the dependency relation must commit. The commit group
is obtained by computing the transitive closure of the dependency relation. If progessmmits then every
which verifies the following equality has to commit too and recursively:

M[] & (1 << k) == 1)

Symmetrically, wher?; rolls back then all its ascendants according to the dependency relation must rollback.
The rollback group is obtained by computing the transitive closure of the inverse matrix. If progessiback
then everyk which verifies the following equality has to rollback too and recursively:



MK & (1 << ))) == 1)

The compute Group primitive forms the global dependency matrix from local dependency matrix located in
eachSM module and then computes the dependency ggooygprelated to the processpir(given as a parameter).
If the typeparameter equalsommitor rollback this primitive computes the commit or rollback dependency group,
respectively.

Compute_Group (type, p, group)
{
/* Computation of the dependency group from the dependency matrix */
/* -- Read all matrices from stable devices */
/* -- Build the global matrix */
/* -- Compute dependency group */

/* Initialization of M with no dependency */
for (i = 0; i < sd_nb; i++)
M[i] = (1<<i) ;

/* Reading all matrices from stable devices and building */
I* the global matrix */
for (i = 0; i < sd_nb; i++)
for (j = 0; j < p_nb; j++)
M[] [= Mif] ;

/* Compute dependency group */
group = (1<<p) ;

tempo_group = new = group ;

group_computed = false ;

do

for (i = 0; i < p_nb; i++)
if (new & (1<<i))

/* i is a new member of dependency group */
for (k = 0; k < p_nb; k++)

/* looking for dependencies *
switch (type)
{

case commit :
if (M[i] & (1<<k)) &&
(tempo_group & (1<<k)) == 0))

/* k not already in tempo_group */
tempo_group |= (1<<k) ;
break ;

case rollback :
if (MK] & (1<<i)) &&
(tempo_group & (1<<k)) == 0))

/* k not already in tempo_group */
tempo_group |= (1<<k) ;
}
/* Checking for termination */
if (group == tempo_group) group_computed = true ;
new = tempo_group & group ;
group = tempo_group ;

while (group_computed == false)

4.1.6 Behaviour of other processors

Let us assume that the rollback interrupt is the highest lé¥e) {nterrupt, that the commit interrupt is thel(-1)
level interrupt, and that all other interrupts have a lower level. When a commit or rollback takes plaitetoe



sends a&commit interrupt or rollback_interrupt interrupt, respectively, to all other processors; those processors
behave as follows:

handling commit_interrupt ()

{
int old = splx (COMMIT_PRIORITY) ;

/* Save registers in local scratch */
Save_Registers () ;

Sync[my_pid] = stopped ;

Wait ((Sync[my_pid] == commit_group_mb) ||
(Sync[my_pid] == not_group_mb), timerl) ;

switch (Sync[my_pid])

case commit_group_mb :
/* The current processor belongs to the dependency group */
/* save registers in SM and flush cache */
Write_Registers () ;
Flush_Cache () ; /* write_back and perhaps invalidate *
Flush_TLB () ;
Sync[my_pid] = waiting ;
Wait (Sync[my_pid] == normal, timer4) ;
break ;

case not_group_mb:
/* The current processor does not belong to the dependency  */
/¥ group. It waits for the end of the bank to bank copy *
Sync[my_pid] = waiting ;
Wait (Sync[my_pid] == normal, timer4) ;

~

}
spix (old);
}

handling rollback_interrupt ()

{
int old = splx (ROLLBACK_PRIORITY) ;

/* Save registers in local scratch */
Save_Registers () ;

Sync[my_pid] = stopped ;

Wait ((Sync[my_pid] == rollback_group_mb) ||
(Sync[my_pid] == not_group_mb), timerl);

switch (Sync[my_pid])

{

case rollback_group_mb :
/* The current processor belongs to the dependency group */
/* Invalidate cache */
Invalidate_Cache () ;
Invalidate_TLB () ;
Sync[my_pid] = waiting ;
Wait (Sync[my_pid] == normal, timer4) ;
/* Read registers from SM */
Read_registers () ;
break ;

case not_group_mb:
/* The current processor does not belong to the dependency  */
I* group. It waits for the end of the bank to bank copy */
Sync[my_pid] = waiting ;
Wait (Sync[my_pid] == normal, timer4) ;

}
spix (old) ;



4.1.7 SM behaviour during recovery operations

main ()

/* A recovery operation starts with a write by the initiator
/*  to the group register.
Wait (group != NIL) ;

/* Update dependency matrix
/* in order to break dependencies

*
*

*
*/

for (i=0 ; i < sd_nb ; i++)
for(k=0; k < p_nb; k++)
{
if (group & (k<<1)) Milk] |= (1<<k) ;

sd_state = ready ;

/* The initiator can observe that the bank to bank copy is */
/* progressing by the following mechanism. It reads the bottom */

/* and top pointers of the update list and by their difference */

/* can compute a value for timer(3). A very efficient method */

/* is to check if the working pointer is growing */
Wait ((sd_state == commit) || (sd_state == rollback)) ;

Phase2 (sd_state) ;
sd_state = copy_done;
Wait (sd_state == normal) ;

ThePhase2 procedure consists of the bank to bank copy of blocks whose last writer belongs to the dependency
group. If a commit operation takes place the bank to bank copy is donetfzaiil to bank2. If a rollback
operation takes place the bank to bank copy is done o2 to bank1. A description of this procedure is given
in Section 4.2.6.5.

4.1.8 Atomic operations

Here we propose a mechanism that allows implementation of, for example, critical sections for mutual exclusion
(see Figure 4.10). This mechanism requires no specific hardware but allows a good use to be madé/of the
functionality.

Such a commit begins like a standard one. When the copy is donritia¢or can decide if it wants to do
an atomic operation (i.e., before restarting other processors) or not; otherwise the standard commit sequence is
performed, which ends by restarting all processors. If an atomic operation is to be done, then the other processors
are not restarted immediately, but instead the operation is performed byitthtor, which then initiates another
copy to validate data modified by its atomic operation. At the end of this copy, the other processors are restarted.

If an atomic operation is to be performed then the intention has to be flagged in the first copy operation and to
be cleared at the end of the second copy operation, so that a rollback during the execution of the atomic operation
can use this flag to uniquely determine the consistent skdte (

4.1.9 Rollback due to a processor failure

Let us assume that procesd@rdetects the failure of processtg by some mechanism?; initiates the rollback
of the set of processors which are dependenPgnlTwo situations must be considered:

(1) A commit or a rollback operation is being executed. Consider if a commit operation is already in
progress:

(a) If a commit operation is in progress and a rollback operation is triggered before the bank to
bank copy phase and before the group has been sent¥d/| then the dependency matrix
is lost, so all the processors must rollback.

(b) If a commit operation is in progress and a rollback operation is triggered before the bank to
bank copy phase and after the group has been sent$d&dl, then the dependency group has
been computed, so the rollback can be executed (i.e. the commit operation is aborted).
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(c) If a commit operation is in progress and a rollback operation is triggered during the bank
to bank copy phase, then firstly the bank to bank copy must complete before handling the
rollback.

Similarly for rollback when a rollback operation is already in progress.
(2) No recovery operation is in progress. Two approaches are considered below:
(a) Rollback of only those processors that are in the dependency group.
(b) Rollback of all processors; this leads to a simpler algorithm.

These two algorithms are outlined below.

4.1.9.1 Rollback of the dependency group
This algorithm minimizes the number of processors thastoppecht the expense of algorithmic complexity.

Initiate_Rollback (k)

{
/* First, check if there is a commit in progress */
/* It seems that the commit-lock has to be acquired by the */
[* processor initiating a rollback if it is free in order */
/* to prevent the beginning of a commit operation (this does */
/* not appear in the following code) */
if ((test (commit_lock)) != 1)
{
/* No commit in progress */

Initiator = my_pid ;
Sync[my_pid] = stopping ;

/* Stop all other active processors */
send (rollback_interrupt, all_other_processors) ;



Wait (all_stopped, p_nb, timer2) ;

/* Every processor is stopped except the initiator */
/* The dependency group is computed by the initiator */
Compute_Group (rollback, k, group) ;

/* Inform members of the dependency group that they are  */
/* involved in the rollback */
Inform_p (group, rollback) ;

/* Check if the current processor is a member of the */
/* dependency group */
if (group & (1<<my_pid)) ==
{
[* Current processor belongs to the group and so must */
/* invalidate its cache */

Invalidate_Cache () ;
Invalidate_TLB () ;

/* Wait for all members of dependency group to finish */
/* cache invalidation */
Wait(all_have_flushed, p_nb, timer5) ;

/* copy dependency group to all stable devices */
Broadcast (group, stable devices) ;

/* Wait until all stable devices are ready to rollback */
Wait (all_sd_ready, sd_nb, timer6) ;

Sync[my_pid] = recovery ;

/* Rollback stable devices */
Inform_sd (rollback) ;

/* Wait until all stable devices have finished the bank */

/* to bank copy */
Wait (all_sd_copy_done, sd_nb, timer3) ;

Inform_sd (normal) ;

Sync[my_pid] = restart ;

/* Restart all processors except the initiator */
Inform_p (((group ["group)& (1l<<my_pid)), normal) ;

/* end of the rollback from initiator point of view */
Sync[my_pid] = normal ;
Release_Commit_Lock () ;

else

/* A commit is in progress */

4.1.9.2 Rollback of all processors

Alternatively, if we envisage that rollbacks will be infrequent, we can systematically stop all processors instead of
stopping only the processors belonging to the rollback group. This leads to a simpler algorithm, which minimizes
the algorithmic complexity at the expense of all processors Istouped

Initiate_Rollback (k)

/* First, check if there is a commit in progress */
if ((test (commit_lock)) != 1)



/* No commit in progress */
Initiator = my_pid ;

Sync[my_pid] = stopping ;

/* Stop all other active processors */
send (rollback_interrupt, all_other_processors) ;

Wait (all_stopped, p_nb,timer2) ;

/* Every processor is stopped except the initiator */
group = all_processors ;

Inform_p (group, rollback) ;

/* Current processor belongs to the group and so must */

/* invalidate its cache */
Invalidate_Cache () ;

Invalidate_TLB () ;

/* Wait for all processors to finish cache invalidation  */
Wait(all_have_flushed, p_nb, timer5) ;

/* copy dependency group to all stable devices */
Broadcast (group, stable devices) ;

* o same algorithm as the previous one ..... */

4.1.10 Various primitives used in the protocol description

The following primitives have been written in order to clarify the presentation of the recovery protocol.

4.1.10.1 Updating and consulting synchronization registers

Theinform _p primitive is used by théanitiator to update the synchronization registers of a set of procegsmup
with the valuestate

Inform_p (group, state)
for (i = 0; i < p_nb; i++)
if ((group & (1<<i)) == 0 ) Sync[i] = state ;
In the same fashion, theform _sd primitive is used to update the stable device synchronization variable.
Inform_sd (state)

for (i = 0; i < sd_nb; i++)
sd_state[i] = state;

4.1.10.2 Locking

Only one commit or rollback is allowed at the same time. This property is ensured by using a global lock.
/* Global lock preventing 2 concurrent executions of the commit */

/* or the rollback protocol */

integer commit_lock = 0 ;

Obtain_Commit_Lock ()

while (test_and_set (commit_lock) == 1) ;



Initiator = my_pid ;

}

Release_Commit_Lock ()

{
Initiator = NIL ;
commit_lock == 0 ;

}

4.2 Stable Memory Hardware

There are a number of ways to implemen$ &/. By way of example, we now look at one design that has not
been implemented, but is a good illustration of how/& could be made. TheM module is structured as two
identical boards which communicate over a Fast Serial Li¥8¢), and which are programmed symmetrically as
bank1 or bank2. Each board is organized as 4M x 64bits (32MBytes), protected by 8bits of ECC, using 16Mbit
DRAM chips. Table 4.1 estimates complexity, Figure 4.11 shows the board architecture, and Figure 4.12 shows
how two of them are interconnected.

4.2.1 Information flow

Figures 4.13, 4.14 and 4.15 illustrate the information flow for the following phases of the commit protocol:

Update The SM is in normal state, dependencies are tracked and the locations of writes to memory are
written to theupdatelist on thebank1 board. The same values are sent toltlwek2 board over the
Fast Serial Link to be written to itgpdatdist. After this operation, the contents of thpdatelists on
both boards are identical.

Commit The group register information is sent to the:£2 board, which also starts a commit operation
onbank?2. After this command, packets of block addresses and block data are sentde tH2eboard,
which compares incoming addresses to its copy infidatelist. If the comparison is successful, the
block data is written tdank2 and the packet is acknowledged; otherwisg4CK is sent tobank1,
which repeats the transfer. TISL protocol is responsible for ensuring the integrity of its communi-
cations.

Rollback In the case of rollback, the process is identical to that for commit, excepbdhat becomes
the active sender aridink1 compares incoming addresses, writes data, and reA@Kor NACK to
bank2. The description of the frame formats is given in Section 4.2.2

4.2.2 Fast Serial Link

Communication between the two boards ¢fi@ module is via the Fast Serial Link, in this case usingAbbahn

Il chip set. These have a data transfer rate of 400 MBytes per second (a whole bank to bank copy would take about
100 milliseconds) over a bidirectional multidrop differential coaxial connection (max.length 50cm) (see Figure
4.16). Alternatively the functionality can be emulated by the hardware shown in Figure 4.17. It is assufg&d the
utilizes the 32bit Autobahn frame format (see Figure 4.18), so that any 64bit information which is to be sent over
the FSL must be splitinto 32bit words.

4.2.3 Futurebus+ Interface

In this design the system bus is based on the IEEE-896 Standard Futurebus+ [Futurebus+ 94a], and uses a dedicated
interface chipset [Texas Instruments 94], for which the following has to be borne in mind:

Partial transactions The use of write-throughaches at byte level has to be avoided (uncached data are
used for instance for flags).
Split transactions are not supported.

Packet transactions Cache line transfers are possible only as packet transactions. Maximal size of a packet
is 8 memory cells (64 bits). Packets have to be aligned on the beginning of a block.



Master property The SM cannot become master of the Futurebus+, and so cannot generate interrupts.

User field There are several ways that thserfield could be provided over Futurebus+, for example, the
upper bits from the 64bit address could be used for this purpose, or some of the tag bits could be used.

4.2.4 Other considerations

The following issues need to be considered:

(a) As noted in 4.1.3.3, the expiration tifmer(3) means that &M module has failed during the bank

to bank copy, and recovery from this requires processor accelssif®. This requires a second
Futurebus+ interface.

(b) Given the power requirements for such a large memory capacity, the battery necessary for maintaining
power tobank?2 during mains AC power failures needs to be implemented externally.

(c) In order to increase fault tolerance, the connectiobutok 1 could utilize the Futurebus+ capability to
reduce the bus width in the event of a failure of some bus components.

(d) Thevectormemory,updatéist and dependency matri¥ are implemented using Static RAMs, and are
protected with ECC. Th®ATRXCTL andCOPYCTLunits that control these contain general logic, and
are implemented with FPGAs.

4.2.5 Copy-on-write

Copy-on-write is an optimization that allows processors to be restarted before the end of the bank to bank copy.
Such a mechanism could be implemented, but first it is necessary to establish whether global performance is
improved or not, because:

(a) During the requested memory transfer, it is possible to comparevtherfield in thevectormemory
with the dependency group information, and if the block belongs to the group, send the block directly
to thebank2 board. If a commit is in progress, and is interrupted to perform the copy-on-write, then
care must be taken that synchronization is not lost between the interrupted address and corresponding
data, especially if they are pipelined. On the other hand, it is possible to wait until the commit has
completed, at the expense of performance.

(b) Inthe case of copy-on-write, the operation to copyk 1 tobank2 has to be interrupted in order to allow
the old memory data to be copied even if tiplate ptr does not reach the corggnding location. If
the block has already been copied the new data (from the Futurebus+) can be copbed iitand
new dependency information can be generated. The Futurebus+ operation and the bank to bank copy

have to be synchronized, and consequently, some clock periods are lost for every Futurebus+ transfer
and for every location copy.

(c) Copy-on-write is only reasonable if the commit time is quite long.

Where Why What | Speed| bits/chip | quantity/32MB| I.. mA

bankl/bank2 | 4M locations

2 x 32MB 64bits data DRAMs | 60nS | 4M x 4bits 2x16 64/5
8bits ECC DRAMs | 60nS | 4M x 4bits 2x2 8/1

vector 256k locations

2x2MB 9bits data SRAMs | 70nS 1Mbits 4+ (4) 70
7hits ECC SRAMs | 20nS | 256kBits 16 + (16) 145

update 256k locations

2x4MB 22bits data SRAMs | 70nS 1Mbits 8+ (8) 70
7bits ECC SRAMs | 20nS | 256kBits 32 +(32) 145

Table 4.1: Assessment of chip courtessary to implementai/
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Figure 4.14: Commit information flow
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Figure 4.15: Rollback information flow
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4.2.6 System Interface
4.2.6.1 Command and Status Registers (CSR)

Processors interact with thel/ via the Futurebus+ CSR area, which is memory mapped. The communication
registers are shown in Figure 4.19.

31 21 20 19 16 15 0
reserved Direction Initiator Group information Command register

(write-only)

31 25 24 23 21 20 19 17 16 15 0

reserved | UPD | UPD Data Data | Warning acknowledge | Start regeneration Configuration register

clear | EDCM | clear | EDCM(2:0) (write-only)

31 30 29 26 25 24 23 22 21 20 19 16 15 0

VTOR| MTX |MXERRCNT | Initidize | MERR | Wamings | pecovery status | Group information Status register

MERR| MERR|  (3:0) B1 ‘ B2 | B1 ‘ B2 Bl‘ B2 (read-only)

Figure 4.19:5M registers

Two EDC chips are used, one for protecting data and the other one to protapttelist. The configuration
register contains the diagnostic registers for both EDC chips. Three configuratidelig,(2:0) select the EDC
mode. A fourth bitEDCM(3), clears the diagnostic registers.

For recovery purposes, dll/ modules involved in the recovery protocol have to deliver their current condition
in the status registerMXERRCNT(3:0)count the EDC correction operations on the dependency mafriand
vectorinformation. FOUrMERR bits indicate multiple bit errors ibank1, bank2, M andvector Additionally, 4
bits are used for recovery state and two bits (1 per bank) are used to control the initialization process.

The EDC units also allow diagnostic or error information to be read from two 64bit registers, the Error data
register and the diagnostic register.

4.2.6.2 Bank addressing

For theSM describedpank1 contains 32MBytes of memory. The position of this figse addregswithin the
global address space can be programmed into using a register in the Futurebus+ CSR area. 3¢ atltkess
spaces are described below.

4.2.6.3 Vectormemory

The nine active bits ofector(see Figure 4.20) are protected by ECC. The information is accessed during depen-
dency tracking via the Futurebus+ transfer address or during copying via the addressespdatetist. The
processor can address the information of teetor memory for read and write using the Futurebus+ two-step
indirect addressing; in the first step the location address is written into the indirect address register, while in the
second step, data is transferred via the indirect data register (see [Futurebus+ 91] pa¢eRri2B1and MERR
B2indicate a multiple bit error ihank1 andbank2, respectively.

4.2.6.4 Dependency matrix memory

Dependencies are tracked for normal accesses and cache coherency traffic. The dependency matrix memory is or-
ganized as an area of 16 x 16 bits (allowing up to 16 processors), protected by ECC, integratedAtRKETL
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Figure 4.20:Vectorinformation

FPGA. The information is updated during the normal activity of $e, and also can be read by the processor
viathe CSR area.

4.2.6.5 Update memory

Theupdatememory is a single list which records the block number of all modified blocks. A block number is kept
in theupdatelist until the two corresponding blocks gach bank are made identical lypying. Theupdatelist
management algorithm is a 2 pointer sorting algorithm implemented in hardware:

Gap_location = update ;
i = update ;
while (i < update_ptr)

block = *i ;
owner = Vector[block].owner ;
if (owner & Group)

{

switch on type

{

case commit : Bank2[block]

Bankl[block] ; break ;
case rollback : Bankl[block] ;

Bank2[block] ;

Vector[block].owner = NIL ;

}

else

*Gap_location = *i ;
Gap_location++ ;

}
i++

}

At the end of the reorganization of thupdatelist, the update ptr must be loaded witlap locationvalue,
which is initialized to point to the bottom of thepdatelist after power-on.

4.2.6.6 Snooping

The SM must snoop orcache coherency traffic for dependency tracking. Thizog interface is very system-
dependent, leading to questions about the compatibility oféiobe coherency protocol and the FASST recovery
protocol, and about the implications of this protocol for the dependency tracking, that are outside the scope of this
book.

By way of example, let us assume that a flush does not invalidate data in cache. Consider a cache line in the
exclusive modifiedtate of theBerkeleyprotocol, that is subjected to a flush atanmit. Consider also that this
line is not referenced in the interval to the nexinmit. The line must be invalidated after the flush by some other
mechanism, otherwise it will be flushed again at the meximit. Issues like this are very system-specific.

4.2.7 Initialization phase

After power-on the system can be in eitloeid-init or warm-init state. From th&'A/ point of view, acold-init
means that both banks must be cleared, and all previous history (e¥ven/in) discarded, whereasvaarm-init
means that all ofan k2 must be copied thank1 using theregeneratecommand. At the beginning of the bootstrap
the Monarchprocessor (see [Futurebus+ 94a]) must determine by some means whetharatdoawarm-init.
The system is organized such that an area of memoby:#k2 contains valid data which allows tidonarchto



make this decision. As this data is crucial to system integrity, it must be made proof against multiple errors, using
N-modular redundancy if needs be. The initialization phase is as follows:

(&) Bankl isfirstinitialized;bank?2 is not initialized.
(b) TheMonarchtries to find valid information ibank?2.
(c) If the Monarchdoes not find valid information iban k2, it assumes aold-init.

(d) If the Monarchfinds valid information then it assumesvarm-init Bank1 initialization will take up to
1 second; during this time, tidonarchpolls a status bit in the status register.

(e) System dependent information wector memory can then be restored from information contained in
bank2. Theowner andMERRfields are reset to NIL.

() TheMonarchsends the commanggenerateo theSM modules and waits for the whole &dnk2 to
be copied tdank1. Vectorandupdateinformation is ignored. The dependency mattixis cleared.

(g) At this point, the system is ready to be booted.

As it can be seen above, battery backup is not needeth:fgr1, vectoror the dependency matri¥/. The
consistency of data ibank2 must be assured by battery backup, and to assure refresh during power-down, the
bank?2 DRAM controller must also be battery-powered. There must also be a sufficient reserve of battery power to
accomodate a power failure during any copyehk1 to bank2; this requires dattery-power-faisignal at least
160mS before battery power fails (new recovery requests which arrive dfedtexy-power-faiis detected may
be ignored by all processors afd/ modules).

4.3 Faulttolerance issues

The processors request services from$hé and receive results. They can request to read or write data #the

or to readS M status, or to start &M command. The results can be in memory or CSR space. For the processors,
a.SM command and its results are atomic. It is important to look at the paths over which the information flows
(represented by arrows in Figure 4.21). We can distinguish between normal operations, where data is read or
written to memory, and status reads or command writes.

Normal activity The processor issues address, direction and size information, and for writes, data, to the
Futurebus+. This information flows through the Futurebus+ iaterfCOPYCTL unit, and EDC chip
to the DRAM. The resulting read data and/or acknowledgement flows back over the EDC chip and the
Futurebus+ interface to the processRTRXCTL tracks dependencies both for normal accesses and
cache coherency traffic.

Failures There is always a finite possibility of a failure of any functional unit, or of the connections between
them. The Futurebus+ interface can detect one bit errors on every byte of the address, command or data.
The EDC and memory bank can detect two bit errors and correct one bit errorCOP¥CTL can
compare memory address lines against the address information received from the Futurebus+ interface.
MATRXCTL counts corrections to errors i andvector, and the counts can been read from the status
register. A failure of theMATRXCTL, the COPYCTL or of the Futurebus+ interface is detected by
timeouts of the Futurebus+ interface.

Recovery operation The recovery operation additionally requires error-free operation of the Fast Serial
Link.

Notice that a second Futurebus+ interface is necessary to allow recovery from a failed Futurebus+ interface or
COPYCTLUNit.

4.4 Expected performance

The expected performance relates to the service$ fiemodules deliver. Mostly these depend on the timings
achieved by the Futurebus+ interface. Assuming a 50MHz clock for the bus activity, and that bus arbitration
is overlapped with data transfers as for the Futurebus+ parallel protocol, then we can expecting the following
performance:



Normal memory read or write Here we assume that dependency tracking is performed without loss of
performance.

write tAA >= 60nsec
tcyc >= 100nsec.

read tAA >= 80nsec
tcyc >= 100nsec.

Packetized memory read or write Assume that the packet begins at a block boundary. The cycle time
encompasses eight memory line transfers; the first of these needs a full DRAM access, but every
subsequent line can use the page mode capability of the DRAMSs, taking just 40nS.

write  tcyc >= 700 nsec
read tcyc >= 700 nsec

This timing assumes no correction activity is needed. If there are one bit read errors then three addi-
tional clock periods need to be added for every corrected memory line. Note that (a) partial transfers
are as slow as memory line transfers, because any modified data has ittée lvack to the memory,

taking an extra three clock periods, i.e. 60nS, for every partial write, and (b) if copy-on-write is im-
plemented (see Section 4.2.5) then two synchronisation states (ea@h®fluration) are needed for
every memory transfer, so that:

tcyc >= 140nsec

CSR operations (read or write) The CSR operations are assumed to have:

tcyc >= 100nsec for Registers
tcyc >= 200nsec for ROM reads

Recovery operation Recovery operations (commit or rollback) are assumed to occur without errors on data
or address transfers over tRsL, and without ECC errors during data reads frbam 41 for commit
or bank?2 for rollback, respectively. Times are calculated for one block. The total time is obtained by
multiplying the block time by the number of blocks to be recovered. A block transmission which is
NACK-ed takes the same time to be retransmitted:

tcyc >= 900nsec/block.

Initialisation This operation takes place after power-on. We assume that the initialisation uses the page
mode of the DRAMs (a page has 16384 memory lines) and takes:

tini(page) >= 82usec/Page
tini >= 170msec/bank.
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5.1 Fail-stop Processors

During normal system operation, tis&/ keeps track of dependencies between processing modules, both during
normal accesses to th€l/, and by snoopingache coherency traffic on the bus. This information is used to es-
tablish consistent checkpoints of dependent processors when it is required [Ahmed et al&36s Baal"90a] as
described in the preceding chapters, essentially by flushing processor and cachebstdté tf the stable mem-

ory and then copying modified data frdmank1 to bank2. When an error is detected, a rollback is performed in

the stable memory by copying the corresponding data back#warh2 to bank1, and invalidating the information

present in the processors caches. If any part of the system suffers a permanent failure, the system can reconfigure
itself by gracefully degrading (any processor could be disabled in a similar way) and only the system performance
will suffer.

With this approach to fault-tolerance, failed processing modules are not required to take any active part in
the error recovery mechanisms. The only requirement imposed on them is not to propagate erroneous data to
the system. Taking into account this philosophyad-stop or fail-silent design [Johnson 84, Laprie et al 90,
Schlichting et al 83] is enough to meet the desired degree of fault-tolerance in the system.

This chapter describes an example design of a fail-stop processor module for the FASST architecture, called
a Dual Processing UnitDPU). The DPU has been designed for use with a Futurebus+ backplane, as has the
exampleSM design of the last chapter. This bus standard is particularly suitable for fault-tolerant computer
systems, and perhaps it is now appropriate to discuss it in greater detail.

5.2 Futurebus+

Futurebus+ is a high performance, versatile backplane bus. Its specification [Futurebus+ 90, Futurebus+ 94a,
Futurebus+ 94b] is technology independent to take advantage of future improved technologies. A set of basic
configurations, suitable for different applications, have been standardiBrdfdss[Futurebus+ 91] that are sub-

sets of the options offered by the specification.

Futurebus+ includes two main logical busses, diaga transferand thearbitration bus, both using asyn-
chronous and distributed protocols.

The data transfer bus width is specified from 32 to 256 bits (in powers of two). The address bus, multiplexed
with the data signals, is either 32 or 64 bits wide. There are also parity signals, eight command signals, seven
general control signals and seven unspecified tag signals. The information present on each bus signal is relative to
the type of transaction and its phase, resulting in a very complete and complex data transfer protocol.

The arbitration bus is composed of seven signals onto wtoahpetition numberare issued, plus five addi-
tional control signals and parity. An undetermined number of signals should be added if centralized rather than
distributed arbitration is used. Also there are f@eographical Addressignals, a globaResetand two signals
for a serial bus. Futurebus+ uses theographical Addressignals to identify each odule’s address on the bus.

This allows for a maximum of 31 (one geographical address is reserved and not valid for any module) uniquely
identified modules oeach bus segment. Any of thesedules may be a bridge to another Futurebus+ segment,
arbitrarily extending the complexity of the interconnection network.

Futurebus+ uses the IEEE P1212 Control and Status Register (CSR) Architecture [CSR 91a, CSR 91b] to
provide a standard means for system reset and configuration, management of nodes with different capabilities and
functionalities, and system coordination activity such as messaging and interrupts. Each physical module of a
bus can host up to two nodes that are logical entities with their own CSR space in the system memory map. The
Futurebus+ memory map has an addressing structure that allows for a hierarchy of busses, modules and nodes
when assigning CSR space addresses (see Figure 5.1).

5.2.1 Data Transfer Bus

A Futurebus+ module requests the Data Transfer Bus to perform a system transaction, formed by a request and a
response. There are two basic types of transactions:

1The following sections contributed by Rafael Magz and Gregorio Mart, Instituto de Robfica, Universitat de Valnicia, Hugo de
Moncada, 4 Entlo., 46010 Valencia, Espaand Gerran Fabregat, Departamento de Infatioa, Universidad Jaume I, Campus del Penyeta
Roja sn, 12071 Castelt, Espaa.
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Figure 5.1: CSR Space Address Format

Connected transactions,when the request and the response take place during a unique bus tenure.

Split transactions, when the request and the response take place during two different bus tenures. The
responder module has to gain the bus and send the response to the requester.

In the latter case, a bus transaction is composed of two different bus tenures, each of them having the same
structure of a connected transaction. Each transaction occupying only one bus tenure (that is, a connected or both
halves of a split transaction) have the following structure:

(a) A connection phasavhen the master selects the desired slave and establishes communication.
(b) An optionaldata transfer phasevhere data communication is performed.
(c) A disconnection phasshen the master ends the transaction by disconnecting from the slaves.

The connection and disconnection phases of the transaction follow an asynchronous handshake protocol. The
data transfer phase can be performed in one of the following three ways:

Address only transactions, having no data transfer phase. All the information of the transaction is ex-
changed during the connection and disconnection phases.

Compelled transactions, where after the connection phase follows one or more data transfers to contiguous
addresses. Each data transfer is controlled by an asynchronous protocol.

Packet transactions, where after the connection phase follows a block of data of fixed size. Each individual
transfer is synchronous, being the frequency negotiated between the master and the slave during the
connection phase.

5.2.2 Arbitration bus and system coordination

The arbitration scheme offered by the Futurebus+ standard is one of the most powerful and versatile included in
any existing bus. There is a simptzntral arbitration scheme where the arbiter receives a pair of request signals
for eachnode capable of being a master, and givesach of them a bus grant and a preemption signal. iReésr

and arbitration policy reside in the central arbiter, although modules can request change of any of its two priority
numbers.

There is also distributedarbitration protocol, and the standard specifies the switch from central to distributed
arbitration in case the central arbiter fails. In this distributed protocol, each competitegwrites its arbitration
number into the corresponding signals of the arbitration bus, and a distributed algorithm, involving one or two
passes, starts. At the end, only the competing node with the higher number becomes the master elect [Howles 94].

The master elect can be deposed if another arbitration process is started before the tenure takes place, and
there is a new competitor with a higher priority number. Also a master can be preempted if it observes that the
master elect has a higher priority. These two characteristics make the Futurebus+ specially well suited for the
implementation of real time systems.

The arbitration bus and protocols are also used for the sending of messages along the system. Arbitration
messages are seven bit numbers, most of them left unspecified by the standard. When distributed arbitration
coexists with arbitration messages, the latter have higher priority than arbitration competition numbers. Among
the standardized messages areRbwer Fail (highest priority) and th@&roadcast Interrupts The two highest
priority messages are not maskable; all others than are maskable by means of the correspond CSR registers.



5.2.3 Cache Coherence

One of the most important features of Futurebus+ as a multiprocessor system bus is the specification of a com-
plete cache coherence protocol, merging the best characteristics of athesed protocols [Archibald et al 86,
Handy 93]. The Futurebus+ protocol is write-back, based on bus snooping. Four states are specified for configuring
MESI(Modified, Exclusive, Share, Invajigrotocols. The attributes of the states are:

Invalid : Any cache line not holding an up to date copy of the system value of the memory line. All lines
are placed in theéwvalid state after system reset.

Shared : Any cache line holding an up to date copy of the system value of the memory line, that is also
present in other caches of the system.

Exclusive : Any cache line holding an up to date copy of the system value of the memory line, that is
consistent with its value in main memory but is not present in any other cache of the system. The
module can write to the line privately, changing its statentified

Modified : Any cache line holding an up to date copy of the system value of the memory line, that is not
consistent with its value in main memory (that is, has been written to bgeittee’s nodule) and is not
present in any other cache of the system. Thoelute is theownerof the line, being responsible for
responding to transactions requesting it and copying it to memory in the caseafer@nt.

The specification also defines a set of coherent transactions, that are generated in response to internal activity
and cause, either by direct request or by snooping, the state transitions of the protocol. Figure 5.2 depicts the state
graph of the protocol. The following coherent transactions are specified as connected transactions:

Read Shared : Non-exclusive read of a line. It is most frequently used to request a line after a read miss.
The returned line enters tlelaredor exclusivestate. Snooping of this transaction forces any existing
exclusivecopy of the line change to theharedstate.

Read Modified : Read of a line requesting exclusivity. It is most frequently used to request a line after a
write miss. The returned line enters thedifiedstate. Snooping of this transaction forces invalidation
of all valid copies of the line.

Invalidate : Request for invalidation of other copies oSharedline. It is used to satisfy a write hit on a
sharedline. Snooping of this transaction forces invalidation of all valid copies of the line.

Copyback : Copy of the line to memory by the module that owns it. The action is mainly caused by a line
replacement forced by a miss.

Read Invalid : Read request of a line that iisvalid before and after the transaction. This transaction is
used by I/O devices.

Write Invalid : Copy of a line to memory whose contents have been created by a module not previously
having a valid copy of it. Every copy of the line beconiegalid after the transaction. It is used by I/O
devices.

For the Futurebus+, any snooping protocol that includes the concept of ownership should provide an inter-
vention mechanism to provide valid copies of modified lines. Wherotheer of a (modified line recognizes
a transaction requesting that line it must inhibit the memory from supplying the information, and respond to the
transaction by providing the requested line.

In addition, and to obtain higher performancesrarfingmechanism is specified. When a module waiting to
gain the bus to satisfy a read miss recognizes a hon-exclusive transaction involving the missing line, it is allowed
to load the line on the fly and then retire the pending reqsrfingis indicated by the assertion of a special bus
signal to prevent the snarfed line from appearingxasusiven the (possible) requesting cache.

5.2.4 Reliability

Futurebus+ specification pays special attention to the reliability of the systems. The specification defines two
levels of application of measures to improve system reliability. Firstly, a general policy is given for error detection
and management, to which standard compliant systems must adhere, and secondly, general recommendations and
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Figure 5.2: Futurebus+ Cache Coherence Protocol

preferred options are stated in the specification wherever reliability critical issues are presented. In addition, the
documentation of the standard includes specific examples for fault-tolerant systems.

Maintainability is a key point in Futurebus+. Mechanical and electrical specifications are provided for live
insertion and withdrawal of modules. In addition, a hierarchy of tests and verifications is detailed, establishing
the minimum coverage requirements for each type of fault for all levels. The main objectives of this system of
testing are unequivocal detection of faulty nodes, high coverage of system faults, and isolation of failures in the
replaceable units of eactode.

One of the main requirements is a Built In Self TeEBtYT) capability oneachnode. The basiBISTand the
extensions recommended by the specification are organized according to the following hierarchy:

Initialization Tests activated after system or node reset, to be buile&hnode and to be capable of
unambiguously finding errors in it.

Extended Testsneeding a buffer in system memory. These require a node that is capable of becoming a
bus master, and detect errors in the interface to the Futurebus+.

System Testsneeding a buffer in system memory, and the cooperation of two nodes. These are used to
detect global system functions such as parallel protocol, arbitration, etc.

Manual Intervention Tests requiring the intervention of a human operator, generally used to verify exter-
nal interfaces and devices (I/0O subsystem).

These tests include a set of executives, classified according to their characteristics and duration. A very useful
distinction is betweemlefault testghat last less than 10 seconds, dnllitestswithout specified time limit. The
interface between the tests and the system is a set of CSR registers that used to identify the test capabilities of the
nodes, to activate certain tests when written to, and to hold the results of those tests that have been performed.



Error management is also performed in a hierarchical, layered structure. When any level of the specification
detects an error, it tries to resolve it at the same level, and only when this is not possible does it store the information
about the error in the standard CSR registers, and send an exception to the upper level.

Futurebus+ is very well suited to fault-tolerant systems. Every Futurebus+ protocol includes basic means for
error detection. In addition, every set of bus signals is protected with transversal parity, and watchdog timers are
included to ensure the progress of the protocol phases. Furthermore, arbitration, cache coherence and message
passing are all distributed protocols, which are not affected by the failure of any of the nodes. In addition, a great
level of detail of the specification is dedicated to bus bridges (allowing for the implementation of duplicated bus
systems), to fault-tolerant power supplies, and to allowing for several levels of live insertion and withdrawal of
modules.

5.3 Dual Processing Units

The Dual Processing UnitXPU’) [Martinez et al 95] is the execution engine of the FASST architecture, but the
example design outlined below has also been designed as a research vehicle that had to satisfy other constraints:

(a) The system’s hardware had to offer, without conflicting with the FASST philosophy, the maximum
facilities to build an open fault tolerant multiprocessor.

(b) It had to be designed for future upgrading.
(c) Current standards had to be used where they did not interfere with (a) or (b).

In relation to the FASST architecture, the most important decisions regarding the desigrbaf thevere:

(a) The DPU had to be a fail-stop processing unit, based on two Intel i486/DX processors running in lock
step, for all the obvious reasons.

(b) The system had to be designed around the IEEE Standard P896 Futurebus+ bus, given its suitability to
the task.

(c) The Futurebus+ interface had to be implemented using a dedicated Texas Instruments chipset
[Texas Instruments 94]. This was a pragmatic choice.

At the time, the Texas Instruments Futurebus+ chipset was the most complete chipset available, but still did
not offer the full functionality required for the system. As a result of this, although the design follows the Future-
bus+ standard, it does not comply with any of the standard profiles, although almost every feature of profile B is
supported except central arbitration and a standactie coherence protocol.

The system is able to support up to 31 Futurebus+ modules, and the same number of nodes (the Texas Instru-
ments chipset does not allow for more than one node per module). These modules can be of any type with the
only restriction that at least one of them be capable of arbitration. The normal configuration of a complete system
would be a number oD PU modules, all of them capable of arbitration, a number of memory modules without
arbitration capability, and a number of /O modules capable of arbitration.

In general, as it will be explained later, a module needs to be capable of arbitration in order to be able to send
interrupts. A global interrupt scheme provides a common mechanism to broadcast interrupts to the system, or to
send interrupts only to individual modules, i.e. to a particular target. Targeted interrupts are supported using the
standard CSR registers and both the normal data bus and the arbitration bus. Interrupts can be broadcast using
arbitration messages (targeted interrupt messages) or sent to individual modalkxebsing them in a normal
write to the appropriate CSR register. This feature is fully supported by the Texas Instruments chipset.

Apart from stable devices like thteV/, the only other devices the FASST architecture requires to be specifically
designed for fault-tolerance are the?UU's. Nevertheless, The Texas Instruments chipset provides parity protection
to all local memory devices and local module busses, is able to detect longitudinal parity errors in Futurebus+
transactions and to retry any faulty transactions, and allows for level 2 live insertion-withdrawal as defined in the
Futurebus+ standard.

The DPU is designed to allow local or global memory checkpointing, to implement a suitable backward error
recovery scheme. As a small extension, the local resources of a faitdd module may be read by another
processor, assuming the fault is confined tofhel's processor/cache subsystem.



5.3.1 System Memory Map

The system has a 32 bit address physical memory map, thus allowing for a physical global memory of up to
4GBytes. The Futurebus+ standard defines an area of 256MBytes, at the top of the addressable memory, for CSR
use, leaving 3840MBytes for System Memory. This memory is distributed into three logical menaagssp

the System Memory; theocal Private MemorythelLocal Shared Memorgnd theGlobal Shared Memorysee

Figure 5.3):
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Figure 5.3:DPU System Memory Map

Global Shared Memory (GSM) This space is dedicated for memory modules or I/O modules that do not
need to be capable of arbitration. It is an external address for any Futurebus+ master, and is located
from the lowest address upwards.

Local Shared Memory (LSM) This space is dedicated for local memory of modules that are capable of
arbitration, and should be globakygcessible. The maximum amnt allowed is 8MBytes per module,
for a maximum of 31 modules (assuming there isG8M). LSM addresses are dependent on@e»-
graphical Addres®f the module they belong to, and are located from just below. ¢ downwards.

Local Private Memory (LPM) This space is dedicated for local, private memory such as for start-up and
diagnostics code, and should notdmeessible outside aadule. Itis allocated a maximum of 8MBytes
per module, all sharing the same global address space equalt®ttspace corresponding to the non-
existent module 31 (remember, module 31 does not exist in so that its address can be used for CSR
broadcast accesses). This space is located from just below the CSR reserved addresses downwards.

With this scheme, and mapping them for each nedule’s local memory and thePM for local extended units
using the standard CSR registers, most of the on- and off-module transaction address decoding is performed by the
Texas Instruments chipset, making the local decoding logic extremely simple.

5.3.2 Interrupt scheme

Interrupts are the most common mechanism of inter-module event signallingDPlé supportsUnit Specific
andUnit Broadcastinterrupts as defined in Futurebus+ profile B [Futurebus+ 91]. The interrupt scheme is based
on two standardized CSR registers: INFERRUPT. TARGET and theINTERRUPT._MASK. These two registers



allow for 32 prioritised interrupts, the highest order bit flagging the highest priority, and so fdnit Specific
interrupts are set by a normal Futurebus+ write to/IMEERRUPT. TARGET register in the selected module. The
contents of this register are bitwise ANDed with tIhRGFERRUPT. MASK register, and if the result is nonzero then
the local moduleNT* signal is activated to indicate an interrupt is pending.

Unit Broadcastinterrupts are set by using any of the 32 arbitration messages (0x80 to 0x9F) related with the
interrupt bits, which set the corresponding bits in tREERRUPT. TARGET register (0x80 sets the MSBit, and so
forth), and if the correspondin TERRUPT.MASK bit is set and the result is nonzero then the local mod\ite
signal is activated.

The Texas Instruments chipset provides a more complete set of registers for activating local interrupts in re-
sponse of general system events. These will be explained later. Among them there is a bit signalling the standard
Futurebus+Power Failarbitration message [Futurebus+ 91].

Since the mechanism for setting interrupts is through writes to CSR space or through arbitration messages, itis
clear that only those modules that are capable of arbitration will be able to activate interrupts. Therefore, any 1/O
device that needs to synchronise through interrupts must be arbitration capable.

5.3.3 Arbitration Messages

The DPU only allows distributed arbitration messages as defined in the [Futurebus+ 94a] and [Futurebus+ 91]
standards. These messages are broadcast over the arbitration bus, and receigddléy that are capable of
arbitration concurrently with normal Futurebus+ data transfer activity. Messages that are not targeted interrupts
are stored in a local FIFO if their message bit pattern meets the criteria defined by two sets of message mask
registers. These two sets allow classification of messages into two classes. Whenever a message is received in the
local FIFO, the localNT* signal is activatedINT* is also activated when a local interrupt is signalled, or when

the message FIFO is full.

Messages Oxfe and Oxff are not maskable; the latter is defined in the [Futurebus+ 94a] stanelaad. as
(Power Fail). Messages can be prevented from being lost by either stalling the arbitration process or signalling an
arbitration error when a message is being broadcast and any local FIFO is full. The Texas Instruments chipset is
also able to ignoring incoming messages, while still storing them in the local FIFO.

5.4 The Demonstrator

In order to demonstrate the assumptions made in FASST architecture and in the processor modules, a simpler
machine, composed of twp PUs and several standard boards, has been constructed. The implementation of
Figure 5.4 has twd)PU modules, a memory module, and an I/O module that acts as a bridge between the
Futurebus+ and a VME bus that contains a hard disk controller. Table 5.2 gives a more detailed description of the
non-D PU components.

As previously intimated, the memory map is software reconfigurable and also depends on the geographical
address of the module. Table 5.1 shows the memory map of the Demonstrator. The bus-bridge is inserted in slot 3,
the memory in slot 4 and the two PUs in slots 1 and 5.

Futurebus+ Global Memory

#Slot [  Board | Starting Ad. | Ending Ad. | Description
Slot 1 DPU 20 0000 280000 | Local Shared Memory|
Slot 2

Slot 3 | Technobox| 6000000 600 3FFF Two-port memory
Slot 4 Nanotek 10000000 | 1FFF FFFF Global Memory
Slot 5 DPU A0 0000 A8 0000 Local Shared Memory|

Table 5.1: Futurebus+ global memory map for the Demonstrator

5.5 DPU Prototype

The DPU is a fail-stop processing module intended to serve as building block for use in fault-tolerant shared
memory multiprocessors, using the Intel i486/DX2 processor. Its most unique characteristic is its ability to detect



MUPAC 512 series FB+ | 5 slots Futurebus+ rack with power

NMEM-1 16 MB of memory

Compliant with A, B and F IEEE 896.2 standard Futurebus+ profiles
32 bits addressing

Cache coherence protocols implemented

Data bus width of 32 and 64 bits

FBV68LC040 Futurebus+ to VME bus bridge

Motorola 68LC040 (25 MHz) processor

16 KB two-port RAM of 16 KB (Addressable from 68LC040, VME and Futurebus+)
512 KB SRAM (Addressable from VME and 68LC040)
RS232 Port

IEEE 1394 serial interface

ATX-630 Motorola MC68030 processor

2 MB two-port RAM

SCSI Controller

Floppy disk controller

2 serial ports

1 parallel port

Ethernet interface

Watch-dog

2 programmable timers

Table 5.2: Demonstrator noR-U components

Figure 5.4: TwaD PU's in the Demonstrator chassis (thé’U's are the modules with cables attached)

errors and isolate itself from the system bus once they occur [Fabregat et al 94]. Itis also able to be inserted into or
withdrawn from a live system, and it has two independ@&st Access Portonforming to the JTAG specification.

There are various different mechanisms for error detection. Data parity errors, timeout errors and processor
disagreement are all able to bring the®U to the faulty state. In addition, errors on accesses to local resources
are also detected and treated by means of an interrupt.

Having chosen the Texas Instrument chipset to interfacéXhé&’ to the Futurebus+, and given the require-
ments imposed by the Futurebus+ standard,/M&/ consists on a set of subsystems built around the several
busses of the chipset (see Figure 5.5), joined together by means of several EPLDs (which are key components in



the design).

Two of the subsystems relate to the i486/DX2 system iaterf theDual Processors and Compare Logand
the Cache Memory and ControlTwo others, thd-uturebus+ Interfacesubsystem and theocal Memory relate
to theHost Bus which is a local bus defined by the Texas Instrument chipset. Finally, there are Globkland
ResetandDiagnosticssubsystems. The interface between the i486 system bus aktbsh@®usis performed by
the FBLFPLAEPLD.

The Texas Instrument chipset also defines a 8I8R Buswhere, in addition to the standard CSR registers
and some non-standard ones required by itself, it expects any ROM or 8 bit I/O devices to be attached. The
interface between thidost Busand theCSR Busas well as part of the memory decoding task, is carried out by the
CSR LMC_FPLAEPLDs.

FBPLA
486 Bus N HOST BUS
486 =T write == %ost FB+
us Interface
DX2 I;Cl- ngﬁ%h |Interface |
] ICSR Bug —
! 486 Bus LMC CSR
Clock Vote Interface Jd Bus B
and and —
Reset Control
I i
I ‘ LPM LSM CSR
N
486 486 Bus ) ERROR uBis | ROM RAM
DX2
I\;( i— Error
NMI Control OEN
ERROR PAL

Figure 5.5: Block Diagram of th& PU

The core of the) PU is a pair of Intel i486/DX2 processors working in lock-step, whose busses are compared
to provide the fail-stop characteristic to the system. Each set of i486 signals is driven independently to each of
the comparators, and converted intSiagle i486 Buvy means of some appropriate transceivers and buffers that
allow incoming signals to reach both86s, while selecting only one of them to provide outgoing signals to the
system. One of the EPLDs that form the comparators is also in charge of activating the appropriate signals to
control the transceivers. Beyond the transceivers, and connected3mtiie i486 Busare two cache subsystems,
one per i486. These are based in the Htddhe controller and form a write-tsugh, direct-mapped, read-allocate
cache.

The rest of the) PU resources are located in thiost Buspart of the system, thus interfacing between both
busses is required. THeB_ FPLA performs this task, plus some others. Th& U module has 512KBytes dfocal
Private Memoryand 128KBytes of ocal Shared Memoryboth connected directly to théost Bus and mapped
to the lowest addresses of their respective spaces.

The Host Bushas only two possible masters; one is H& FPLA translating i486 requests; the other is the
Texas instruments chipset, comprised of the TFB2002, TFB2010 and TFB2022 devices. The TFB2002 performs
most of theHost Bushandshake protocol, while the TFB2022 supplies atgives data to/from both tiost Bus
and the Futurebus+. The TFB2002 and the TFB2010 are also connecte@®RHausas they contain some CSR
registers. The TFB2022 is in charge of address decoding for botHdkeBusand the Futurebus+ transactions,
and so it manages its CSR registers usingtbst Bus

The CSR LMC_FPLA controls partial local memory decoding and accessesC&# Busnterfacing. It relies
on the decoding information supplied by the TFB2022 to fully decode local memory and CSR space addresses. It
provides the protocol to interface local memory @8R Busiccesses with thdost Busprotocol.

All the local resources other than the local memory are mapped in the CSR spacenardted to th€SR
Bus(apart from the TFB2022 CSR registers). There are a DS1397 Timer, an 82510 UART, a 74BCT8373 register,



an 82C59-A Interrupt Controller, th€apability ROM(an 8Kx8 bits PROM), and the CSR registers within the
TFB2002 and the TFB2010ABC.

The system of Figure 5.4 contains twoPU modules, a Nanotek NMEM-1 16MBytes memory module,
and a Technobox FBVL68LCO040 Futurebus+ to VME bridge, where some standard VME communication ports
and SCSI Hard Disk controllers are connected. Everything is housed in a 5-slot MUPAC 512-series powered
Futurebus+ rack.

5.5.1 Intel i486/DX2 Bus Subsystem

This subsystem has two active devices: the two i486 microprocessgfa,andi486B8, working in lock-step. Any
disagreement between them must cause the module to stop and, in some cases, to isolate itself from the Futurebus+.

The Intel i486/DX2 has a 32bit synchronous system bus. The memory space is byte-addressed by 32 logical
address bits that are translated into 30 address signals and 4 byte enable signals. Data and address busses are
not multiplexed; they working in parallel during transfers, and can support overlapped address and data transfers.
The bus allows for single, multiple and burst transfers, and the type can be dynamically negotiated between the
processor and the slave during the transfer. The bus is mastered by the processor, and released in response to a
request by an external device. It also supports locked and pseudo locked cycles, interrupt acknowledges and several
other special cycles (cycle backoff and restart, cache invalidation...)

All data and parity signals are connected to the data bus without modification. The parity status pin is fed
directly into theERROR PAL which controls the response to errors. Although the bus width can be dynamically
adjusted, in theD PU it is always 32bits wide. 8bit devices are located on@&R Busand accesses to them
are converted to 32bit values as described later. The byte enable signals are useghy¥ i to generate the
low order address signals for thiost Bus The FB_ FPLA also uses the i486 cycle definition and control signals to
generate the corresponding activity on Hhast Bus and interfacing to the cache subsystem.

5.5.2 Comparators and error control

This subsystem contains five EPLDs that perform the tasks of comparing the 1486 busses to detect errors, of
signalling any such errors to tlERROR PAL and of managing the interface between the two i486 busses and the
Single i486 Bus

Four of these EPLDs behave as comparators. Data and address comparison has been duplicated, using com-
plementary logic, to give four pairs of error outputs, each of them coded in a 1-of-2ER€&[0:1Jand ERRb[0:1]
signal an address error, whiteRRa[2:3]Jand ERRb[2:3]signal a data error. These comparators fully adhere to the
standard i486 bus protocol.

The fifth EPLD, theComparators Controllerchecks the outputs of the comparators to signal an error in any
of the following cases:

(a) Any of the comparator pairs indicate an error
(b) Both comparators of the same pair give different results
(c) Any of the four error inputs do not follow the 1 of 2 code

This EPLD also uses some of the i486 control signals to validate the results of the comparison; this allows the
comparators to match the speed of the processors without introducing wait states.

A pair of watchdog timers increase the fault coverage of the module, on per processor. These timers are meant
to detect infinite loops that will not be detected by the comparators if both i486 execute the same code. These
watchdogs are constructed from two cascaded counters, and a retriggerable monostable multivibrator. An error is
signalled to theERROR PALwWhen the monostable output level goes low. To avoid this situation, the counters are
clocked by the i486. OCK# signal, and the monostable retriggered off one of the four outputs of the high order
counter. The.OCK# signal has been selected to control the time out as it is easily detected, frequently activated in
a multiprocessor system and not likely to appear in a loop.

5.5.3 Cache memory and controller

The DPU module contains 256KBytes of write-through direct-mappache, with 16 data bytes per line and 12
tag bits. Each line has an associated valid bit.



The cache system is controlled by a Headland HT44 chip. Basically this clpipmés with data on read hits,
updates its contents on write hits, and allocates lines transparently during read misses. The system is only able
of cacheing 1GByte out of the 4GBytes i486 address space. To select the cacheable aleaydheMapping
PAL acts upon th&EN* input of the HT44. Typically thélemory Mapping PALis programmed to only allow
cacheabity of the lower 1GByte of system memory, since this is whé&lebal Shared Memor{GSM) resides.

The 256KBytes oftache memory are implemented using two sets of four MCAB6 32K x 9bit SRAMSs.
Address signah17is used to select the set. Each set stores 8K cache lines, sd lits of tag storage is needed
per set, as well as 8K validity bits. This is achieved with four P4C164 8K x 8bit SRAMs (two per cache data set).
The HT44 does not provide parity over the tags. Address sigtiai$o A28 are used to form the tags. The 12th
tag bit is supplied by the Memory Mapping PAL, usiago.

5.5.4 Host Bussubsystem

The Host Bus[Texas Instruments 94] (dfost Interfaceaccording to the latest version of the Texas Instruments
Futurebus+ Interface Family Data Manual) is a 32bit synchronous bus used to interface the Texas Instruments
Futurebus+ chipset with the module built around it. It can also be configured as a 64bit bus, but only for burst
transactions). Thelost Busprovides 32 or 36 address signals, and allows for single and burst transactions. The
characteristics of the later (speed, data bus width and transfer length) are negotiated between the master and the
slave prior to the start of a transaction.

Arbitration is performed via bus request and grant signals, and a unique bus idle (bus grant acknowledge)
wire-ORed signal. There is no arbitration policy specified, as the arbiter should be desitgoeding to the local
module requirements.

The bus includes a lock signal to force Futurebus+ locked transactions, and the ability to group tdokiple
Bustransactions into a single Futurebus+ transaction. There is also an interrupt signal/anD&zt* signal to
prevent local transactions from propagating to the Futurebus+.

55.5 rB_FPLA EPLD

The FB_FPLA is the name given to one of the most important parts of the design. It is an EPM7064QC100-10
EPLD that provides many different functions, the most important of which is to act as the interface between the
i486 bus and thédost Bus Its remaining functions are to arbitrate for th®st Bus to manage the interrupt
protocol, and to manage cache line invalidation.

The HT44 invalidates cache lines duringn-cacheable read cycles in which tReUSH* signal is asserted,
regardless of the hit status. T8 FPLA participates in an invalidation procedure that also requires the collabo-
ration of special invalidation software, and it detects 486 interrupt acknowledge cycles from the cycle definition
signals (the rest of the interrupt handling procedure is carried out bg@$ReL MC_FPLA). The FB_FPLA s also
the arbiter of theHost Bus requesting the 1486 bus whenevelHast Busmastership request is issued. There are
only two possible masters of t#ost Bus the i486 and the Texas Instruments chipset. The latter will request use
of the bus only when the module is acting as a Futurebus+ slave, which is not likely to happen frequently. The
arbitration obeys &elease On Requgsblicy.

One of the most important tasks of th8_ FPLA is to provide an interface between tBengle i486 Busnd
the Host Bus taking into account the type of transaction in progress, the adaptation of some address signals and
some special behaviour given certain particular transactions. It translates every 1486 read or write cycle, except
cacheable reads, into the copeading non-burgtiost Buscycle.

The DPU Local Memory is formed of 512KBytes dfocal Private MemoryLPM) for ROM, and 128KBytes
of Local Shared MemorfL SM) for RAM. The two sets of memory are mapped to the lowest addresses idPthe
and LSM address spaces, respectively, as indicated inxké/ memory map. This local memory is physically
connected to thélost Bus The TFB2022 decodes the memory space by means ofiflfe:1] signals, and the
CSR LMC_FPLA generates the corresponding control signals. Buffers are used to drive the address and control
signals to the memory chips.

The ROM is composed of four AM29F010 128K x 8bit FLASH PROMs plus a fifth to store one parity bit per
byte. To simplify the design, and given that the four parity bits are stored together, there is only one chip select
signal for the five chips



The RAM is made of four CY7C188 32K x 9bit SRAMS, each one including a parity bit per byte. Each RAM
chip has its own chip select and a common write enable signal. CHReLCM_FPLA also generates an output
enable common to all the memory chips.

5.5.6 csr Lmc_FPLA and CSR Bussubsystem

The Configuration and Status Registers (CSR) are a set of standard registers specified by the Futurebus+ standard.
The standard specifies the CSR as a 32bit word-aligned address space (the two least significant address bits must
be zero), that supports only 32bit addresses. Unimplemented locations must return zeroes when read, and incorrect
writes (to read-only or unimplemented addresses) must be ignored. CSR registers shacdddsed a32bit
data transfers. The CSR memory map appears in Figure 5.6. As mentioned above, the Texas Instruments chipset
specifies a simple 8bit bus to access these standard registers.

The CSR LMC_FPLA controls the access to every local devianected to théHost Busother than the
TFB2022 CSR registers. It is divided into two main functional units,ltbeal Memory Controlle{LMC) that
controls local memory accesses, and the CSR contralieR(that handles accesses to CSR, decodes /O port
addresses, and interfaces with every device in the CSR address space (apart from2a822TiBernal CSR
registers). It is composed of an EPM7192QC160-12 and an EPM7032LC44-12 EPLD.
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Figure 5.6: Bus 0, Node 2, CSR memory map

To perform the decoding tasks, tl@&SR LMC_FPLA relies on theMemory Spacsignals provided by the
TFB2022; these provide easier decoding and allow for programmable system global addressingenidrg
SpacesignalsMS[0:1] distinguish between four different addresacgs:

Local CSR SpaceThis is the standard CSR address space.

Local Extended Units A programmable address space that in the case abth& module is used for the
Local Private Memory

Local Memory A programmable address space that in the case obth& module is used for theocal
Shared Memory

Futurebus+ Addresses The decoded address does not belong to any local resource, i.e. does not correspond
to any of the three previous spaces. This combination oftBf:1] signals is a don't care transaction
indication to the system. The TFB2022 signals this combination, rather thdrottaé CSR Spage
during any transaction to its own internal CSR registers.

The CSR registers are not programmed after reset, and thus the decoding cannot rely on the provided signals
at this stage. To accomodate this, &R LMC_FPLAincludes a simpl&RESETprocedure that allows ROM reads
and CSR programming before the Texas Instruments chipset becomes fully functional.



As each RAM memory chip stores its own parity bit, partial transactions are straightforward, activating only
the addressed chip enables. If the access is to the ROM, all five (four plus pavityjes are selected, since all
the parity bits are stored together, bearing in mind that the i486 to read only the bytes selected by BE[0:3]#.

The CSR Buscontroller part of the EPLD is in charge of decoding accesses to the CSR address space, by
selecting the appropriate device. Also it transforms the 32bét Busdata to the 8biCSR Buslata and vice-versa,
generating the corresponding address sigpatzandCA1, plus any parity bits not supplied by the devices (actually
only the Texas Instruments device's CSR accegpbes the parity bit, so the remainder must be generated by the
EPLD). When accessing to CSR registers or@apabilities ROM the CSR LMC_FPLA performs fourCSR Bus
accesses to consecutive locations. For simplicity, the rest of the CSR devices each have a byte address mapped
onto a 32bit word boundary, and tlsSR LMC_FPLA performs a single access)pplying zeroes for the upper
bytes during reads.

The CSR LMC_FPLA detects several kinds of errors during accesses. These include read accesmio a
implemented device or memory location, to a write-only device, or non-aligneddCg&éss, in which case the
EPLD will supply zeroes to thElost Bus write access to aon-implemented device or memory location, to ROM
or a non-aligned CSR address, in which case the write will be ignored; read orastiésses thocal Memory
where the size of the transaction and the least significant address signals form a non-valid combination, in which
case an interrupt is signalled via the5 signal of thelnterrupt Controller The EPLD also controls timing for
every device access, as well as generating the required handshake signalsifisttBas

As the I82C59A resides in theSR Busthe CSR LMC_FPLA collaborates with th&€B_FPLA during interrupt
acknowledge cycles to allow the 8bit interrupt number to reach the pameling 1486 data byte in keeping with
the 486 interrupt acknowledge protocol.

In addition to the TFB2002 and TFB2010 standard and non-standard CSR registers, there are a number of other
devices located in the CSR address space and physically connected8RnBus A brief description of these
devices and their applications in the system follows.

Capability ROM This is a 1K x 8bit ROM that holds the standard values specified in the IEEE P1212 documents
[CSR 91a, CSR 91b]. Most of these values hold the defaults to be loaded in the CSR registers to allow
proper system operation. Some module identification information is also stored in this ROM.

DS1397 Real-Time ClockThe DS1397 is a real-time clock device that contains 64bytes of data, including regis-
ters and some uncommitted RAM. It generategratinterrupt signal from three different sources: an alarm
interrupt, a periodic interrupt, and a cycle-end interrupt.

82510 UART The 82510 is a well known dual serial port controller. It activatesfsenterrupt signal when any
of interrupt conditions occur.

74BCT8373 Latch This device is a write-only register used to store various system information and configuration
bits. Bits 0 to 2 are used to control the illumination of the Futureb®®@#Ar, FAULT and RUN front panel
LEDs. Bit5 feeds the sigh®ATHSELuUsed to select the i486 that is to propagate its outputs tSititge i486
Bus this bit is fed into theComparators Controlleas explained above. Bits 6 and 7 are the configuration
signhalsERRSEL1andERRSEL Zhat modify the behaviour of thBRROR PAL as also explained above. Bits 3
and 4 are not used.

I82C59A Interrupt Controller The I82C59A Priority Interrupt Controller handles all the interrupt activity of the
DPU (with the exception olNMI, as explained above). It generates the maskable interrupt gigrrato the
i486, and supplies an 8bit interrupt vector for the interrupt acknowledge cycle. The interrupt acknowledge
protocol is carried out with the help of tl&8_FPLAandCSR LMC_FPLA, again as described above.

Various devices are able to generate interrupts. These are outlined below:

IRO TFB2010PFAIL*. The Arbitration Controller activates this signal upaception of aPower Fail
arbitration message.

IR1 TFB2010INT*. The Arbitration Controller activates this signal whenever any of the standard Future-
bus+ interrupt mechanism3grgeted InterruptsArbitration Messages.) sets an interruptondition
in the module. Some internal TFB2010 conditions can also cause this signal to be activated.



IR2 TFB2002INT*. The 1/O Controller activates this signal whenever any of the interrupt conditions as
specified by th&ERROR H| ERROR LOandINTERRUPT MASK ENABLECSR registers is active.

IR3 ExternalSWITCH. This interrupt is activated when a user toggles an external switch.
IR4 DS1397 TIMERIRQ. The TIMER activates this signal.
IR5 LMC_ERR TheCSR LMC_FPLA activates this signal to indicate a severe error as explained above.

IR6 82510 UARTINI. The UART activates this signal whenever any of the internal interrupt conditions
occur.

IR7 Not used.

5.5.7 Futurebus+ interface

The DPU module interéces to the rest of the system, based on the standard Futurebus+, by means of the Texas
Instruments chipset. This chipset conforms to the Futurebus+ profile B with the exception of a central arbitration.
It is composed of three devices that perform the bus arbitration, protocol handshake and transaction management,
plus a number of BTL transceivers.

The chipset behaviour is configurable using the required standard CSR registers and some other CSR registers
specific to the chipset itself. The CSR registers are distributed (and in a few cases shared) among the three devices.
A brief description of the devices, their functionality and their relation to/##&/ module is given below:

TFB2002 Futurebus+ 1/O Controller The TFB2002 performs protocol handshaking to both the Futurebus+ and
the Host Bus It translates incoming and outgoing transactions between both busses. It is also in charge
of participating as requester in ti#ost Busarbitration protocol. Several kinds of errors produced in the
transactions are detected by the TFB2002 and signalled (if not masked) to the host system by the activation
of the INT* signal (connected to the Interrupt Controll&e request input). This chip also generates the
global system reset sign8lvSRESET*o indicate that a global system reset is required. It interacts with the
TFB2010 and the TFB2022 to handle all incoming and outgoing transactions, andGSE8ugo allow
access to its internal CSR registers.

TFB2010 Futurebus+ Arbitration Bus Controller The TFB2010 is connected to the Futurebus+ arbitration bus.
It performs the distributed arbitration protocol to gain tenure of the bus (in distributed mode) and to manage
arbitration messages. It signals Futurebus+ interrupts to the module activating tregnal (connected to
the Interrupt ControlletR1 request input). It also activates tREAIL* signal (connected ttR0) on reception
of a Power Failmessage. The TFB2010 interacts with the TFB2002 to coordinate Futurebus+ requests and
master signalling, and to tH@SR Budo allow access to its internal CSR registers.

TFB2022 Futurebus+ Data Path Unit The TFB2022 is connected to the Futurebus+ Hodt Busdata and ad-
dress busses. It performs address decoding and high speed data transfer tasks. It is provided with an internal
FIFO memory to handle both compelled and packet modes, and the necessary CSR registers to perform
address decoding according with the system memory map. It provides the address space selection signals
MS[0:1] to the host module to simplify local decoding logiccdess to its internal CSR registers does not
involve theCSR Bussince that bus is managed by the TFB2022 itself. The TFB2022 interacts with the
TFB2002 to handle all Futurebus+ aHost Busdata bus transactions.

BTL Transceivers Futurebus+ uses BTL standard logic levels in its signals. All the signhals connected to the Fu-
turebus+ must then be translated to BTL from the TTL levels used within the module. The BTL transceivers
are also provided with special_¥t connections to allow, in conjunction with the Futurebus+ connector ge-
ometry, for live insertion and withdrawal. Three types of transceiver are used ih #i&; one of them,
theCompetition Transceivers a very specific devices that presents the module’s competition number to the
Futurebus+ arbitration bus.

The ERROR PALgenerates th&€RROR1*signal that serves to isolate the module from the Futurebus+ by
disabling the outputs of all the transceivers exceptQbepetition Tranceivemwhich is disabled by means of the
ERROR PALs OEBoutput. This is specifically because this is a fail-stop processatuhe; after module failure
the interface remains fully functional but is not able to compete for access to the Futurebus+ and thus is precluded
from propagating its erroneous behaviour to the system.



5.5.8 Support and Miscellaneous Logic

A MAX700 chip is used to generate two system reset signals, one active-low and one active-high. Each of these is
fed into a buffer and generates four pairs of buffered reset SigMRIBSET[1:4]JandMRESET[1:4]* The MAX700
is used to ensure the minimum reset period is met. It also ag¥esiETas soon the power supply voltage decreases
below an acceptable limit. RESETcan also be triggered from tt8SRESET*signal generated by the TFB2002,
or by the boundary scafRSTsignal.

The DPU requires two primary clock frequencies. These are 33MHz for the i486/DX2 processor®and
Bus and 40MHz for the Texas Instruments chipset as a clock for its Futurebus+ interface. These frequencies are
generated from a single AV9194 oscillator. In addition, these frequencies can be changed by means of a DIL
switch, principally for debugging. To reduce clock skew, and aklscabse there are two processors and thus
two different areas to propagate the clock signal to, the 33MHz clock is divided by 2 or 4 (selected by another
DIL switch, but normally 2) before being propagated to the processors. The divided signal will have half of the
skew and can be propagated with less problems than the original one. At the processors, CYB992 clock drivers
multiply the clock back to full frequency. These drivers are located nearest to the critical components. To solve
possible skew problems due to trace length, small additional skew variations can be introduced using some other
DIL switches.

To assist in debugging and testing, and also to test their usefulness, five 74ACDR@@4 Bus Monitors
have been connected in parallel with tHest Bus These devices can be programmed to trigger on certain events
and store the result internally to a limited depth. They are set up and interrogated via a boundary scan loop, but
because of the complexity of the setup and the possible volume of data being returned, a bepadsgy scan
loop is used to service them. Logically the two loops would be in operation at different times. The main boundary
scan loop is intended to be used early to test that data paths are correctly working. Having proven the electrical
operation of the card, thB PU software can then be debugged, usingdigital Bus Monitorto monitor certain
transactions to see that they complete as expected.

5.5.9 Error detection levels

As was indicated above, in order to obtain high dependability in the system, the data processing modules have to
detect errors as soon as possible to prevent corrupted data from contaminating the non-faulty parts of the system,
i.e. they must exhibit the fail-stop behaviour previously described. The design of the fault-tolerant mechanisms
and algorithms of thé> PU must be very carefully done to ensure both low fault detection latencies and a high
fault detection coverage. Let us now examine the different error detection levels that have been included in the
prototypeD PU . Figure 5.7 shows the structure of the hardware involved in this schema:
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Figure 5.7: Error detection hierarchy



(a) In the first level, the processor performs its basic fault detection. Whenever it raises an exception due
to an error in the execution of the current instruction, the processor is halted after showing diagnostic
information on the system console.

(b) The module is a fail-stop one, incorporating two Intel 486/DX2-66 processors running in lock-step. Both
processors execute the same instructions with identical data and most signals are compared at every
clock cycle in order to detect errors. In the event of an error it is assumed to be a transient condition and
the processor activity is stopped by asserting the sigaalkOFF#for 16 cycles. Following this the
last cycle is restarted to recover the transient fault. If the error is reproduced again then the Futurebus+
output transceivers and the arbitration transceivers are disconnected from the system bus.

(c) Inorder to detect comparator errors, inverted logic is used to build pairs of comparators that perform the
same function. In consequence, the main voter receives the information regarding processor errors in
a duplicate complementary code that allows differentiation between three possib@ikesrror in
the processoranderror in the comparators|f an error occurs the module is disconnected from the
system and the processor held inactive.

(d) Both data buses are protected with parity. The 1486 checks these bits at the end of every read cycle and
asserts the sign&@CHK#in the case of an error, which isolates the module from the system.

(e) Errors that affect the normal instruction flow of the processor are detected by the timeout of one or both
of a pair of watch-dog timers. The watch-dog internal counters are reset by assertion of the processor
LOCK signal. The operating system must be programmed to periodically activate this signal once the
watch-dogs are enabled. Again, an error results in the isolation of the module.

() A memory controller monitors the accesses inside the address space addoépand interrupts the
processor when an invalid address or an invalid transaction is detected, thereby aborting the transaction.

(g) The last protection level is part of the Futurebus+ chipset. These circuits incorporate a complex protec-
tion and monitoring facility that may be programmed via the CSR registers to interrupt the processor
in the case of an error. The processor can poll the state of the CSR registers within the interrupt routine
to determine the origin of the error.

5.6 DPU Demonstrator software?

The DPU incorporates a software monitor in EPROM in order to:

(a) Allow access to the whole addressing space of Futurebus+, including I/0O and CSR registers, in order to
configure the hardware of the system (interrupts, alarms, RTC, serial port, ROM, RAM and Futurebus+)

(b) Implement a set of low-level procedures within ROM to ease the application programming and driver
implementation. In addition the amount of memory required by the applications is drastically reduced
by using this ROM library.

On system restart, boot software in the EPROM switches the processor to 32bit mode, resets the segment
registers and programs the interrupt vectors, performs a local memory test and finally, if everything is correct after
the Power-ON Self-TegtPOST), it displays a welcoming message. Following this it checks for any key pressed to
start the monitor; otherwise the user’s application is executed. The most important utilities provided by the monitor
are:

(a) memory write, read, fill, compare and copy,

(b) write, read or dump the CSR registers,

(c) serial port configuration and checking,

(d) real time clock programming (time, alarms and interrupts),
(e) program loading and debugging (in S-Record format), and

2The following section contributed by Carlosez and Vicente Cerven’, Dpto. de Informtica y Electohica, Universitat de Valencia, Av.
Doctor Moliner, 50, 46100 Burjassot, Valencia, Espa”



(f) interrupt programming (enable register handlers and exceptions).

Another important alternative is the possibility of debugging the module using the GNU symbolic de-
bugger (gdb), which allows remote execution through serial port. Three debug funcgtiemsugChar()
getDebugChar()  andexceptionHandler() , allow communication with the serial port and control of the interrupt
handlers.

Figure 5.8 is a photograph of the Demonstrator, showing the/dwd’ s working in parallel, each executing
its own user tasks. When one module detects an error, the system is reconfigured, isolating the faulty module and
allowing the task to migrate to the other non-faulty module. This process is based on the establishment of recovery
points, the sending dfm alive messages and the use of watch-dog timers. The user can trigger an artificial failure
by activating an external switch which forces the cancellation of message generation. A further activation of the
switch returns the system to normal behaviour, simulating live insertion of the module.

Figure 5.8: Photograph of the application execution environment

The software that perform the system recovery and reconfiguration has been split into two modules that are
described in the two following sections.

5.6.1 Event-driven State Machine

An Event-driven State Machin&EM) performs error detection and reconfiguration and builds an interface to com-
municate with upper levels. Hardware interrupts are converted to events (see Table 5.3), which produce changes of
state. On power-ON one of thePUs is elected as thiglonarch which is responsible for system reconfiguration

and recovery when failure or live insertion occur. If tdenarchfails, the othetD PU takes on that role. For each

DPU, this state machine differentiates among the following states:

OK : The system is free of failures.

ALONE : The otherD PU has failed and now I'nMonarch

DEBUG : Test mode (I'm disabled during the test).

FAILURE : I've failed (until live insertion occurs).

READY : Debugging has ended or a new board has been inserted (I'm awaitlitg alive message).



When a module is live-inserted, it has to wait until Menarchactivates the master enable bitin the modules’s
CSR registelCSR LOGICAL MODULE_CONTROL Following this the board goes to tREADYstate and begins to
sendl’m alive messages. Thilonarchgoes from theALONE state to theOK state when it receives the finstn
alive message, and begins to send new messages. In the same way, when the new board receivEsithkvérst
message it goes to ti@K state. The changes of state can be seen in Figure 5.9.

System state is defined by four flageilAlive AmIOnline IsAliveandAmIMonarch and two variablesTics
andTicsLastAlivg. Ticscounts the elapsed time since system bootHosl astAliveholds the value oTicswhen
the lastI'm alive message was received. The timer interrupt handler detects an errofMiglernTicsLastAlivés
greater than a defined value, thereby forcing the state machine it @R E state.

Event Cause Action
I'm alive I'm alive received TicsLastAliveis updated
Alignment Monarchdetected live insertion the newD PU is configured
Timeout error detected system recovery is initiated
Exception debugger exception debugger is started
End of debug | debuggerended demonstration is continued
Power failure | power failure DPU is isolated from the system
nmi error detected DPU is isolated from the system
Live insertion | live insertion D PU waits forI'm alive message
Start-up power-up D PU waits for response after having sent
I'm alive messages

Table 5.3:ESMEvents

power up
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Figure 5.9:ESMmodule structure

5.6.2 Application Executor

The Application ExecutorAE) module does not deal with events nor system messages. It uses the stateSWNithe
to drive the user application, and can handle system reconfiguration through task migration since it establishes
recovery points in shared memory. Depending on the state &3 the AE performs the following tasks:



OK : TheAE executes thé) PU user application.

ALONE : TheAE recovers the state of the task of the failed module from the last recovery point and shares
the processor time among the two tasks.

ALONE — OK : TheAE informs theESMthat a new module is ready to continue with the task from the
last checkpoint.

The module first checks for the detection of an alignment, indicating that the module has been live inserted.
If this is not the case, then a system start-up must be in progress, so the monarch election phase begins. Every
module sends an arbitration message with its geographical address and waits for the arrival of a new message
which indicates the newlonarch The newMonarchperforms system configuration, programs the memory map
and initializes the CSR'’s of the other boards, allowing Futurelacsesses. If a adule has been live inserted, it
has to wait until théMonarchsets the corresponding bit of the CSR register to enable bus mastership.

5.7 Evaluation of the dependability of theD PU Demonstrator®

One of the most important aspects to consider in the design of a general purpose fault-tolerant computer is the
evaluation of the dependability of the system [Laprie 90]. The main objective must be to demonstrate that the
behaviour of the system conforms to its specifications. This process is an essential prerequisite to knowing how
well the system will tolerate faults; it also quantifies some parameters that allow comparisons to be made with
other systems. Any evaluation of fault-tolerant characteristics within the FASST architecture must recognize that
the dependability of the system strongly depends on the existence of fail-stop processors, and also depends on the
rollback recovery capabilities of the remaining processors. Whew & fails, firstly it has to be isolated from the

system in order to prevent it from corrupting the remainder of the system, and then eventually the other modules
have to detect its failure in order to begin the reconfiguration and recovery of the system. In this way, the evaluation
strategy needs to measure two important sets of parameters:

(a) Error detection latencies and coverages
(b) System reconfiguration latencies and coverages

These parameters are required to distinguish between several dependability models of the system, so that we
may calculate some dependability attributes, such as reliability, safety and availability.

We can apply many techniques to evaluate the system, depending on the level of the models and the set of
parameters and functions we want to calculate. [Siewiorek et al 92] considers these aspects in depth. In the fol-
lowing we choose to use Markov models to estimate reliability, availability and safety, since they easily allow the
inclusion of the coverage parameters [Carter et al 71] and also take into account the repairing process.

A Markov chain is composed from states which represent the system description (in this case the state will
show the number of processor modules that have failed) and a set of transitions based on probabilities which drive
the changes of state. Figure 5.10 depicts a macroscopic model of a fault tolerant system with two modules that
allows functional degradation and repair; it also takes into account any fail-stop violatiorig®f/a The model
represents the essence of i€/ Demonstrator.

In stateS2the two D PUs are working perfectly. Let us assume that eventually a failure occurs. If the error
is detected then the model evolves to statewhere the system is also operative but degraded. If the error is not
detected, we suppose that the system fails in a non-safe way, since we cannot predict the consequences of the error,
and the model evolves to staffSF. Lastly, the model evolves to sta&when the system safely detects the error
but cannot reconfigure itself, and as a consequence is inoperative.

In order to estimate the reliability function of the system, let us assume that whdhiafails (the model
enters stat&1), it can be live-withdrawn, repaired and live-inserted back into the systemp imdlrs. An analytical
solution of the chain will then give the probability of being in ste&dor S2as a function of the failure and repair
ratesi and:

R(t) = ps2(t) + ps1(t)

3The following section contributed by Rafael J. Magz Dus, Instituto de Robtica, Universitat de Vancia, Hugo de Moncada 4, Entlo.,
46010, Valencia, Espe; and Pedro Gil, Departamento de Ingemigé Sistemas, Computaaiy Autongtica, Universidad Pokttnica de
Valencia, Camino de Vera, s/n, Valencia, Bspa”
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Parameters Meaning Value
Cp Fault detection coverage of tHePU 69.7 %
Ci_p Fault no-detection coverage of thePU 8.3%
Cr Error recovery coverage of the system 72.7%
Cor Safe error recovery coverage of the system| 67.8 %
Cpii—-r) Safe error no-recovery coverage of the system.9 %
A Failure rate
1t Repair rate

Figure 5.10: Macroscopic model
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where anyk is a constant, and:

SO ) = VEAN kg + kop? (5.2)

The availability of the system can be calculated in the same way, but with care to avoid the absorbing states of
the model adding system repairing rates from the stakendNSFto the state§1andS2 A similar procedure
can be applied to obtain the safety of the system but by considering the probability of being in th® 5ta&snd
SF. The computations can be simplified by using the SHARPE software [Sahner et al 95]. In the steady state the

equations for availability and safety reduce to:

O . kioAp + kisp?
Availability = pgs + ps1 = —5~+—— 5.3
R Tow &3

k1aA? 4 kisA
Safety = psa+ ps1+psp =1 — pysp = 1 — 0 i\ 122/ (5.4)
f2( a/’L)
where:

P2\ ) = VkpA2 + kpAp + kpp? (5.5)

In order to quantify these functions, it is necessary to estimate the valugspfCp, C,_p, Cr, Cpr and
Cp1-r) by means of a process called experimental validation [lyer 95]. This can be done at several points in



the life of a system: in the design phase a system can be simulated to obtain the parameters; when a prototype is
available it can be stimulated with synthetic faults, using a complex process called fault injection [Hsueh et al 97],
and the consequences measfired

The DPU Demonstrator model has been validated using a pin level fault injector designed at the Universidad
Politécnica de Valencia [Gil et al 97], plus a DAS (Digital Analysis System) to avoid the noise induced by the
high frequencies and to trigger several events in the same injection. Figure 5.11 shows a diagram of the injection
environment.

SysReset
Reset Detected E. \L
Comparation E.
Fault Parity E. ) Injecti
Injector Injection Tolerant Logic njection
J Pod System WatchDog E. Analyser > Data
> Stop
Det. Stop
Effective Error T

Figure 5.11: The injection environment

The main purpose of validation experiments is to calculate the fault detection and recovery coverages, and
to measure the latency time of the fault tolerant algorithms and mechanisms within the system. In the following
paragraphs we show the progression towards the calculation of the most important dependability parameters of the
system. The experiment involves injecting a number of stuck-at faults in the n®8& the slave486B, the
Host Bus and the CSR Bus. The faults can be classified as permanent, transient or inteandteding to the
time of activation of the fault. Table 5.4 shows the experimental results.

Injection point
Master | Slave | Host Bus | CSR Bus
Kind Permanent| 2640 2640 750 630
of Transient 2640 2640 750 630
Fault | Intermittent| 2640 | 2640 750 630
Total: 7920 | 7920 2250 1890
Total injected faults: 19980

Table 5.4: Injected faults

Once the fault is injected, it is possible to determine whether the fault is detected by the comparators, by
parity or by the watch-dog timers included in the” U/, and also to measure the latency of the comparators in the
detection of the error, the time it takes to halt & (in order to analyze the fail-stop characteristics), and the
latency in the reconfiguration of the system. The results show that the system detects the fault 72.1% of the time
and successfully reconfigures 75.1% of the time. Figure 5.12 shows the coverages.

Detection Recovery

4.9 %

Figure 5.12:D PU Demonstrator coverages

The next step is to solve the analytical model discussed above, which depends on the failure and repair rates,
andy, of the modules of the system. Although these parameters can be roughly estimated using several reliability
standards (such as MIL-HDBK 217F), it does not make much sense to solve the model to obtain single numbers in

4The table of Figure 5.10 shows the values of the coverages obtained from fault injection experiments.



order to show the dependability of the system; it is more useful to compare several systems for similar failure and
repair rates, solving the respective models with the same values.

One of the most important steps in the experimental validation is the measurement of the latency times of the
error detection, module halt and system reconfiguration. This yields direct observation of the fail-stop character-

istics of the module, and also the real time capabilities of a simple application. Table 5.5 shows the measures
acquired in injection experiments:

Comparator| Parity Watch-Dog| Global
Error Detection 528,0000 | 5242,000| 1145,000 | 810,0000

Module halt 6697,500 | 5242,000| 1145,000 | 5170,000
System recovery 6,27E+08

Table 5.5: Median of the latency times in nanoseconds

To finish the analysis, the following graphs show the distribution functions of the several fault coverages versus
time, and also the reconfiguration time of the system. These show the fault detection coverage of the comparators,
parity errors, and also of the errors that modify the normal instruction flow (which are detected by the watchdogs).
Figure 5.13 shows a comparison of the three detection error mechanisms. The abcises show the elapsed time from
the activation of a effective error to the detection of the error. The ordinates measure the percentage of cases where
the error has been detected before the elapsed time.

The comparators exhibit the best coverage and the least latency time, as could be expected, since they have

been designed especially for tha? /. Adding the three functions yields the asymptotic fault detection coverage
of the DPU, covering about 70% of the injected faults.
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Figure 5.13: Error detection coverages versus time

The graph of Figure 5.14 shows the halt time of thBU , i.e. the time elapsed from injection of the fault until
the HOLD signal of the processor is activated, thereby isolatingid/ from the system. Again it is valuable to
differentiate between the errors detected by the comparators, the parity protection mechanisms and the watch-dogs.
The initial low coverage by the comparators is due to the activation of the transient error recovery mechanism when
a comparison error is detected; the module perforBa@KOFFcycle for 16 clock cycles to avoid the system
from halting due to a transient fault, and if the effect of the fault is still active when the processor executes the
previous instruction the module is stopped - this causes the halt percentage to be very low for the first 300 ns after
fault activation.

The last graph (Figure 5.15) measures the reconfiguration time of the system. This process begins with the
error detection phase. When the timer that accounts for the arriviainodlive messages expires, the system
reconfigures itself and the failed application is recovered. The figure depicts a histogram with the frequencies
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Figure 5.14: Module halt coverages versus time

of the several measured reconfiguration times, as well as the cumulative function of them, which represents the
asymptotic recovery coverage of the system.

A more detailed description of the experiment can be found in [iMert97].
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Figure 5.15: System reconfiguration coverages versus time

As can be seen, a fail-stop processor is not like a normal one; it requires considerable extra design effort and care,
and a lot more logic. In order to obtain the dependability attributes of the system and to demonstrate the efficiency
of the various algorithms and mechanisms, a complex high speed injection environment needs to be constructed so
that physical fault injection can be used to test the behaviour of the system in the presence of faults. Futurebus+
does not contribute to this, but does provide a relatively protected environment within which errors can be detected.
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6.1 Secondary Storage

Now we turn to an important secondary issue, not to stress the pun too far: that of secondary storage in a fault-
tolerant system. The primary concern here is to extend the ability to tolerate processor failures to secondary
storage, i.e. to extend the FASST architecture and recovery protocol to include secondary storage. This is done in
three steps:

(a) By using redundancy in secondary storage.
(b) By designing the disk controller cache as stable memory.
(b) By incorporating the disk controller cache within the recovery protocol.

First let us look at the use of redundancy in secondary storage, now a standard way of introducing fault-
tolerance, and a clear descendant of attempts to increase the performance of secondary storage. These attempts
arose from the disparity between the rates of improvement of processor and secondary storage performances. Bill
Joy predicted that processor performance would increase according to:

MIPS = guear—1984 (6.1)

While millions of instructions per second{/ P.5) have long since fallen from favour, Joy’s Law provides us
with a useful rule of thumb; that processor performance approximately doedxtbsyear. Advances in disk tech-
nology, relying on advances in mechanical and magnetic technologies, have shown relatively modest improvements
as Table 6.1 shows.

Areal Density 27%p.a.
Linear Density 13% p.a.
Inter-Track Density| 10% p.a.
Transfer Rate 10% p.a.
Seek Time 8% p.a.
Rotation Speed 8% p.a.

Table 6.1: Historical Rates of Improvement in Disk Technology

Amdahl's Law [Amdahl 67] calculates the effective speedupf a system when some fractighof the work
can be performed in a faster mode, the speedup in the faster modetbeing

g 1 (6.2)
(1= +%

This implies that for a given application, if 10% of its work is /O bound, then a 100-fold increase in processor
speed, in the absence of any improvement in disk performance, will only increase the performance of the applica-
tion by a factor of 10. In recent years, the growing disparity between CPU and disk speeds has been bridged by
increased main memory size, caches on disk controllers and improved file systewmiogy. All of these methods
are based on the observation that disk access patterns demonstrate temporal and spittjadecaf the most
compelling application areas today, multimedia, often requicesss to large amunts of data which araccessed
in a sequential manner. Clever cacheing and buffering alone will not be able to provide the high, sustained data
rates required by these applications.

6.1.1 Disk Arrays

One solution to the impending I/O crisis is to use multiple disks in parallel. This allows multiple small requests to
be serviced simultaneously, while larger requests can be carried out more quickly by reading data from a number
of disks in parallel. Cray Research used one such method, known as disk striping, to improve the 1/O performance
of their super-computers [Cray 85]. Disk striping involves interleaving data over a set of disks, that is, placing sub-
sequent blocks of data on different disks. The size of a block of data may vary from one bit to multiple kilobytes.

1The following sections contributed by Brian Coghlan, Jeremy Jones, Danny Keogan #pdoRBarroll, Department of Computer
Science, Trinity College Dublin



For IBM, Kim [Kim 85, Kim et al 85, Kim 86, Kim et al 87, Kim et al 91] argued that these super-computing tech-
niques could also benefit database applications. To address the concern for reliability in this context, she proposed
extending the striping approach to include a checksum disk. This checksum disk would store error correction codes
(ECC). She concluded that this approach would provide improved performance, parallelism through interleaving,
and a uniform distribution of requests over a set of disks.

6.2 Redundant Arrays of Independent Disks (RAID)

In 1987/88, Patterson, Gibson and Katz, a group of researchers at the University of California at Berkeley, pub-
lished first a technical report [Patterson et al 87], then a paper [Patterson et al 88] which built on Kim’'s work,
providing an analysis of the reliability of an array of disks, coining the term RAID and defining a set of RAID
levels. Disk manufacturers quote the reliability of their disks in terms of mean time to falllif&{F"). Patterson

et al asserted that for an array of N disks, the mean time to failure for an@i&y ,,..,, could be calculated in

terms of theM T'T'F for a single diskM 11" F ;51 thus:

MTTFgs

MTTFaM'ay = N

(6.3)

At that time, theM T'T"F' for a typical commodity disk was 30,000 hours, this meant that for a ten disk array
the M'T'T'F would be less than 20 weeks. Clearly, redundancy in disk arrays was not an optional extra. Patterson
et al. also developed an expression for the mean time to failure of a RMID] Frarp. If an array of D data
disks is arranged int®&/; groupseach protected bg' disks holding ECC information, and the mean time to repair
of adiskisMTT R then:

MTTFZ,,
(D+ G-Ng)(G+C—1)-MTTR

MTTFrarp = (6.4)
The above equation only deals with disk failures, and does not take into account failures in power supplies, ca-
bling, controllers or software. A more detailed analysis of possible modes of failure can be found in [Schultze 88].

6.2.1 Taxonomy of RAID

Patterson et al defined a number of schemes governing the placement of data and ECC information over an array
of disks. These schemas were referred to as RAID levels. Each RAID level attempts to redress some weakness or
flaw in a previous one. Before discussing the details of individual levels, some general concepts and terminology
will be introduced. The definitions below are slightly modified versions of those given in [E.K.Lee 90].

(a) A sectoris the minimal unit of data that can be read or written to a disk.

(b) A block is the unit of data interleaving, the amount of datageld on one disk before placing data on
another, also referred to as a stripe unit. A block is an integral number of sectors.

(c) A stripe is the set of blocks that ECCs are calculated over, also referred to as a parity group, or a parity
stripe.

(d) A rank is the set of disks a stripe is placed on.

(e) A string is the set of disks formed by taking one disk from each rank; a disk may not belong to two
strings.

Although it is common practise, particularly in software RAIDs, to attach more than one string to a disk
controller, the string becomes a single point of failure, and so we will confine the discussion to configurations
where every string is attached to a different disk controller.

Five RAID levels were defined. Additional levels have since been proposed, see [Katz et al 89, RAB 93].



6.2.1.1 RAIDO

RAID Level 0 could perhaps be more accurately referred to as AID 0 since this data placement scheme includes
no redundant (ECC) information. RAID O improves performance through parallelism and incurs none of the
performance or capacity overheads associated with redundant schemes. However, if one of the disks in the array
fails, data will be lost. As stated in section 6.2 this gives a mean time to failure which is inversely proportional to
the number of disks in the array. As the number of disks in the array increases, this quickly redudégsittieof

the array to an unacceptable level.

Data is striped over the drives. No parity is stored. The drive spindles may be synchronised, but this is not
mandatory. Each successive block of the disk subsystem is stored on a successive drive, with wraparound. Thus
logical block 1 will in all likelihood be on physical block 1 of drive 1, logical block 2 on physical block 1 of drive
2, logical block 3 on physical block 1 of drive 3, logical block 4 on physical block 1 of drive 4, and so on. At the
time that each block is being accessed from its drive, the other drives are free for other accesses. This in no way
precludes, say, a simultaneous access involving all drives. The advantage is that a number of disks can be seeking
and transferring data in parallel, giving improved throughput. The disadvantage is that since there is no parity or
any other form of redundant information stored, there is no tolerance to disk faults nor any increase in availability.

6.2.1.2 RAID1

RAID Level 1 mirrors each disk in the array to providelsmdancy and thus improve on the reliability of RAID

0. Data is still interleaved onto the disk in a similar way to RAID 0, &ath disk now has a mirror disk. Data is
written to both a disk and its mirror. Reads can be distributed to either disk so as to balance the load between the
two. The advantages are that this gives the very best tolerance to disk faults and availability of all RAID levels, and
that pairs of disks can be seeking and transferring data in parallel, giving improved throughput. The disadvantage
is that this yields the most expensive level of RAID with the least storage capacity.

For RAID 1 disks are paired and the data is duplicated on each drive pair. No parity is stored Gfte
redundant data is already available. The drive spindles may be synchronised, but this is not mandatory. RAID
1 shows better read performance than RAID 0 due to the possibility of distibuting requests over more disks.
Writes will incur the overhead inherent in transferring to two disks simultaneously. Recovery of a failed disk is
accomplished by simplyapying the contents of the remaining good disk onto aaeghent disk. Data losses
only occur in RAID 1 in the unlikely event of a disk and it's mirror disk failing simultaneously. RAID 1 effectively
solves the reliability problems of RAID 0, but at an extremely high cost. Only half the storage capacity of the
array is useable, doubling the cost per megabyte of storage sfhe remaining levels cut down on this capacity
overhead.

6.2.1.3 RAID?2

For RAID Level 2 the data is striped over the drives, with a number of redundant drives dedicated to storing
a Hamming code [Hamming 50] formed by bit or byte-interleaved parity over the data on the other disks. The
coding provides for single error correction and double error detection. This is similar to the ECC protection of data
in memory. The drive spindles may be synchronised, but this is not mandatory.

The advantages are that the redundancy improves tolerance to disk faults and availability over RAID level 0,
and that it is both less expensive and gives greater storage capacity than RAID level 1. The disadvantages are that
other disks cannot be seeking nor transferring data in parallel (sireecakses involve the saméuadant disks),
and that every write involves a parity read-modify-write.

RAID 2 reduces the capacity overhead of RAID 1 by using the Hamming code. If data is bit or byte-interleaved
onto a group of G disks, and C check disks, then for a given G the value of C is determined by choosing the lowest
integral value for which the following inequality is true:

(G+C+1)<2¢ (6.5)

For example, for a group of 10 disks, 4 check disks would be required; a group of 25 would only require 5
check disks. Although RAID 2 reduces the capacity overhead of RAID 1 with minimal degradation of reliability,
because it uses bit or byte interleaving, it requires that all disks in a rank be involved in each operation on that rank.
This reduces the ability of the system to perform multiple requests in parallel, since only requests which involve
different ranks can be executed simultaneously, causing small operations to be handled inefficiently.



6.2.1.4 RAID3

RAID Level 3 further reduces the capacity overhead of RAID 2 by taking a slightly different approach to error
detection and correction. Essentially, Hamming codes use one bit to indicate that a single bit error occurred; the
remaining check bits identify which one. For a disk array, it is not necessary to encode all this information. If a
disk fails, its controller will be aware of the failure, making the additional bits of the Hamming code superfluous.
RAID 3 uses parity to detect single bit errors, the additional information provided by the controller allowing it to
recreate the contents of a failed disk.

For RAID Level 3 the disks are accessed in parallel, with odemeant drive that stores the parity formed by
exclusive-ORing the data on the other disks (see Figure 6.1). The drive spindles should be synchronised to allow
all the disks to be accessed in parallel.
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Figure 6.1: RAID Level 3

The advantages are that the redundancy improves tolerance to disk faults and availability over RAID level 0,
that, along with levels 4 and 5, this yields the least expensive solution with the greatest storage capacity, and that
parallel access to all the disks gives the highest block transfer rate of all RAID levels. The disadvantages are that
there is no potential for benefit from other disks seeking in parallel (since all accesses involve all disks), that it
gives poor performance with small block sizes, and that the spindles should be synchronised.

RAID 3 suffers the same performance impediments as RAID 2 since it also uses bit or byte interleaving. Both
RAID levels perform particularly badly under workloads with many small operations, especially small writes. The
advantage of RAID 3 lies in the fact that bit and byte interleaving systems are easy to implement in hardware, and
applications which require streaming of data on and off disks in large blocks can be made to perform well.

6.2.1.5 RAID4

Low performance for small operations under RAID 2 and 3 is purely an artifact of bit or byte interleaving. RAID
Level 4 employs the block interleaving approach used by RAID 0 and 1 and combines it with parity for error
correction. Data is striped over the drives, with one redundant drive that is dedicated to store the parity formed by
exclusive-ORing the data on the other disks. The drive spindles may be synchronised, but this is not mandatory.
The advantages are that the redundancy improves tolerance to disk faults and availability over RAID level 0,
and that along with levels 3 and 5, this is the least expensive solution with the greatest storage capacity. The
disadvantages are that other disks cannot be seeking nor transferring data in parallel (atvessdls involve the
same redundant disks), and that every write involves a parity read-modify-write.



RAID 4 is more reliable than RAID 0, has a lower capacity overhead than RAID 1 or 2, and performs better
than RAID 3 for small operations. For large operations RAID 4 performs similarly to RAID 3. However, RAID 4
has one major disadvantage. All parity information for a rank is held on a single disk. This means that all writes
to any portion of that rank of disks must access the parity disk. This disk can soon becottierebk.

6.2.1.6 RAIDS5

In RAID Level 5, parity information is shuffled through the array of disks, as shown in Figure 6.2. Shuffling
the parity avoids the problem of the parity disks becoming bottlenecks in the system. A variegcefpht
patterns have been proposed [Muntz et al 90, Merchant et al 92, Holland et al 92, Chen et al 95], and it has been
suggested that for certain workloads paritaggment may have performance consequences, both in f&ibgre
state [E.K.Lee 90, E.K.Lee et al 91], and in failure state [Muntz et al 90, Chandy et al 93, Ng et al 92].

Data is striped over the drives. Parity is still stored on a drive, where the parity is formed by exclusive-ORing
the data on the other drives, but no particular drive is dedicated to store the parity. Instead the parity associated with
each data block is stored on a different drive. The drive spindles may be synchronised, but this is not mandatory.
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Figure 6.2: RAID Level 5

The advantages are that redundancy improves tolerance to disk faults and availability over RAID level 0, that,
along with levels 3 and 4, this is the least expensive solution with the greatest storage capacity, and that other disks
can be seeking and transferring data in parallel, giving improved throughput. The disadvantage is that every write
involves a parity read-modify-write.

6.2.1.7 Multiple-Rank and Multiplex-Controller RAIDs

Most disk interconnection technologies allow more than one disk to be attachadhalisk controller, which may

then control disks from several ranks. When multiple RAID controllers are connected to the same disk array in
duplex (see Figure 6.3), triplex or quadruplex configurations, this gives an increased tolerance to RAID controller
faults.
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Figure 6.3: Multiple Rank RAID with Duplex Controllers

6.2.2 The First RAID Prototype

The first RAID prototype, RAID-I, was built at the University of California at Berkeley [Schultze 88]. It consisted
of the following off-the-shelf components:

() 1 Sun-4/280 with 128MB of memaory.
(b) 7 32-bit VME-SCSI Host/Bus Adapters.
(c) 32 CDC Wren-1V 340MB 5.25 disks.
(d) 1 Ethernet Interface.

The Berkeley RAID group discovered a hierarchy of bottlenecks which limited the overall performance of their
system [E.K.Lee 90, Chervenak 90, Chervenak et al 91, Chervenak 91]. Performance was critically affected by a
pathological interaction between the Sun-4/280's memory system and the Sprite operating system. These problems
were addressed in their second generation RAID-II prototype [E.K.Lee 91], and strongly influenced the approach
taken below.

6.3 Stable Disk

A special disk subsystem has been proposed for the FASST architecture, initially intended for use in a Futurebus+
environment [Futurebus+ 94a], and subsequently retargeted for the EISA 1/O bus [EISA 92] of a shared memory
multiprocessor PC system manufactured by Corollary Inc. [Corollary 92]. The basic principles, however, are not
dependent upon any specific host bus features.

The Corollary machine is based on a dual bus architecture. An EISA bus provides support for normal PC I/O
cards while a proprietary Extended C-Bus (EC-Bus) provides access to shared global memory and implements
a proprietary multiprocessingache coherency protocol. The system is typicplhpulated with a base CPU
board, one asymmetric CPU board, and four symmetric CPU boards. Asymmetric and symmetric boards are
distinguished by the fact that only symmetric boards haseess to both the EC bus and EISA bus. All boards
have Intel i486/DX2 66MHz processors, and 1MB of second legehe. The system typically might have 64MB
of global shared memory.

The special disk subsystem, the Stable Disk [Coghlan et al 92a], has been developed by Tolsys Ltd., a campus
company of Trinity College, Dublin. It consists of one or more RAID Controllers, one or more companion Stable
Memories, plus a large array of disks (see Figures 6.4 and 6.5).

The Stable Disk is principally designed fostieamingenvironment, where data flows to and from disk in large
blocks, such as would be the case when using RAID 3 with a Log Structured Filesystem (LFS) [Ousterhout et al 88,
Ousterhout et al 89]. It is also designed to be integrated into the FASST recovery protocol.
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6.4 RAID Controller for the Stable Disk
Figure 6.6 illustrates the low level architecture of the RAID Controller, which includes:

(a) Plug-in SCSI modules that allow for 1 to 5 SCSI-2 ports.

(b) Plug-in array modules that allow for 8bit, 16bit or 32bit RAID strings.
(c) Hardware support for RAID levels 0, 1, 3 and 5.

(d) An EISA host bus interface that supports voting for nMR operation.
(e) A private 100MB/s VSBuUSs integce.
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Figure 6.6: RAID Controller Block Diagram

This RAID Controller is designed to allow high-performance fault-tolerant disk subsystems to be constructed
that have up to five 32bit RAID stringeach with up to seven ranks, and withltiplex controllers. In concept, it
comprises a host bus programming interface, an external VSBus interface for stream-like data transfers independent
of the host bus, an array data path that provides hardware support for RAID operations, and a set of disk controllers
for interfacing to disks.

The logic of the array and disk interfaces is separated. An ar@juie implements a byte-wide slice of the
array data path; up to four of these may be installed. A SCSI disk controller module implements a single disk
interface, five of which may be installed. This fleiity allows non-array disk subsystems, or array subsystems
that do not need the usual hardware support, to be constructed.

A SCSI disk controller module contains a 16bit SCSI-2 disk controller [NCR53C916a, NCR53C916b] plus a
SCSI bus extender [NCR53C932] that expands the SCSI bus width to 32bits. These are very comprehensive de-
vices, which supporta wide range of SCSI-2 operating modes. They may be set up for asynchronous, synchronous,
fast or wide SCSI bus protocols. Both low-level commands and high-level macro-commands are accepted. The
latter execute instructions to perform multiple-phase SCSI-2 sequences including phase and information decision



making, program flow control, status reporting, error recovery and progress indication. These eliminate many time
consuming interrupts and thus significantly reduce the overheads of managing the SCSI-2 bus. Nonetheless, per-
formance still suffers from close interaction between the disk controller and array data path actions, and therefore
would benefit from their decoupling via some form of randoadgessible buffering.

An array module implements an 8bit slice of the array data path, using a device [NCR53C920a, NCR53C920b]
that provides hardware support for RAID levels 0, 1, 3 and 5. These modules are not abs@ogslyany for
an array subsystem, but if configured without them, performance suffers badly. To construct a minimal array
configuration with hardware support, at least one array data path module must be installed. This will allow an
array with 8bit SCSI interfaces. Fd6bit interfaices, two array data pathogiules must be installed, whilst for
32bit interfaces all four rodules must be installed.
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controller controller controller controller controller
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TSMA200
array
data
path

3

TSMA200
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Figure 6.7: Layout of modules on the RAID Controller

Particular attention has been paid to provisions for redundancy. A single RAID Controller is clearly a single
point of failure, although it may well be reliable enough for certain applications. For fault-tolerant operation a
number of controllers can operate together in a nMR fault-tolerant arrangement. For example, 3 controllers may
work in a triple modular redundancy (TMR) arrangement. The host CPUs would broadcast data and commands
to all replicas, and would read data from all replicas (a gross simplification, since the nMR does not extend to the
SCSil interfaces). If a controller detected a difference between the data on the host bus and the dataut the i
to its output buffers, it would trap to an error handler. The faulty controller would isolate itself from the bus and
indicate that it needed repair. A tri-state host bus such as EISA is not entirely suited to this arrangement (a wire-OR
host bus such as the open-collector Futurebus+ would suit better), so the RAID Controller has a generic host bus
interface allowing a single active master with multiple passive slaves, with role reversal if needed.

Each RAID Controller is a member of a nMR group of up to three controllers, which all respond to the same
addresses and hence operate in parallel. Its operation is controlled by a number of memory mapped registers, and
is symmetrically redundant in that all the registers caadeessed from the host bus and the VSBus.

The control registers are located in window slots at the top of the companion Stable Memory’s address space.
The top 64KB of each Stable Memory is reserved for memory mapped I/O, and a RAID controller occupies 4kB
within this address space, located at a base address derivechfiéhgroup.no and nMR controller_no straps.



Accessing the control registers within this region allows commands to be written to a single RAID Controller
within a group or broadcast to all controllers in a group, or even all groupse#ses from the host bus can be
disabled if felt necessary; e.g. for the determination of which controller is faulty in a nMR group.

The companion Stable Memory is designed to be able to check on each access whether a processor is allowed
to access or modify the relevant memory page. By locating the RAID Controller’s control registers in slot windows
within the Stable Memory’s address space, this protection mechanism is automatically extended to the controller
whenever it is used in conjunction with the memory. Any accesses from the host bus will be checked by the
memory’s protection mechanism, and violations of that protection will be handled by that mechanism.

6.4.1 Information Flow

The array data path modules connect to a 128kB DMA buffer for read data, and another of the same size for write
data, which allow burst transfers to or from the array data paths. These buffers are structured as FIFOs. The DMA
buffers decouple the array DMA activity from any DMA activity on the host bus or VSBus, so that the two can
proceed at independent rates, and may even occur concurrently. Typically for transfers to disk, for example, the
transfer to disk of block/ of data would be conducted via DMA out of the DMA buffers to the array concurrently
with the transfer of block/ + 1 of data from the VSBus into the DMA buffers.

Normally DMA is used to transfer data on the VSBus from/to the VSBus in/out of the DMA data buffers.
However, a mode bit may be programmed to divert the DMA transfers so that they may be performed from/to the
host bus. In either case the DMA width is fixed at 32bits andTREHTOBUSOr TRSHFRBUSregister is written
to initiate the shift:

*TRSHTOBUS = count; -- word count

When the DMA is diverted via the host bus, it may proceeder hardware control or via host bus memory
mapped /O accesses TRHOSTDMA. In the first case the DMA proceeds automatically. In the latter case the
DMA accesses must be programmed:

for (i=0; i<count; i++)
*TRHOSTDMA = data[i]; -- loop doing DMA

DMA between the buffers and the array data path proceeder hardware control. ThERSHTOARRY or
TRSHFRARRYlocation is written to initiate the transfer:

*TRSHTOARRAY = count; -- word count

While DMA can be performed via the host bus, it is intended to be done to or from Stable Memories
via the VSBus. This bus is modelled on the DT-Connect Il standard proposed by Data Translation Ltd.,
and is defined as an open interface specification, a 32bit extension to their earlier 16bit DT-Connect standard
[DT-Connect, DT-Connect Il]. Generally these busses are used for connecting data-acquisition, frame-grabber and
image processing boards together by a ribbon cable, so that transfers of information between them need not involve
the system bus. The VSBus does likewise. Figure 6.8 illustrates how a number of RAID Controllers and Stable
Memories may be interconnected by the VSBus. Transfers along the VSBus take place at 100MB/s with negligible
reduction in host bandwidthq2%).

There can only be one master of the bus at any time, the others being either slaves or inactive. A master can
communicate with more than one slave, in broadcast fashion. The master and slaves must be selected as such by
the host via the host bus. There are no addresses on the bus, and data transfers occur sequentially (i.e. in burst
mode). It is up to the master and slaves to handle the data as necessary. The control algorithmis as follows :

{
set-up slaves
start master
wait for completion

}
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6.4.2 nMR Operation

Both the RAID Controllers and the Stable Memories contain an interesting voting circuit for use in nMR fault-
tolerant configurations. Groups of 2 or 3 RAID Controllers can be configured with the same group address;
similarly for the Stable Memories. One unit must be set up as the nMR master and the others as nMR slaves.

For all write accesses (memory and host bus memory mapped 1/O) all units in the group perform the writes.
For memory read accesses all units in the groupaes internally, but only the master drives the host data bus.
Both master and slaves compare the host data with their own internal data. If a discrepancy is found the host bus
error signal is activated before the host bus wait signal is released, an interruptis registered and possibly forwarded
to the VSBus or the host bus. The faulty unit must be identified and isolated. This can be performed by disabling
the host bus buffers and testing each unit in turn. A new master may need to be selected.

For host bus memory mapped I/O read accesses all units in the grqagmedeimiternally, but only the master
drives the host data bus bd80-dQ Both master and slaves compare these host data bus bits with their own internal
data. If a discrepancy exists, datadi®lis driven low by the unit(s) to indicate disagreement (no error or event is
signalled). This allows broadcall status reads where a CPU may busy-w@dloiWhend31==1 all units have
reached identical status. Obviously timeouts need to be used to limit the busy-wait duration. The special circuitry
generatingl31on each unit performs the following function:



MASTER: SLAVE:

if (agreement & d31) if (disagreement)
d31 = 1; d31 = 0;

else else
tristate(d31); tristate(d31);

For host bus memory mapped I/O accesses, @dHg30are checked. For memory accesdd4will be checked
as well, so eventually a faulty31 will be detected on memory accesses anyway. However, even if this were not
Sso:

(a) if d31should be 1 and itis 0, then a timeout will occur, so this is not a problem, since that unit would
then be identified by diagnostics and its host interface disabled. Note that a O will override a 1 for both
open-collector busses (eg. Futurebus+) and TTL busses (eg. EISA).

(b) if d31should be 0 and itis 1, then that unitis a nMR slave anyway, since only a slave aatiSate$
It is faulty, but does not affect the operation of the nMR master. If it is subsequently chosen as a nMR
master, this fault will not affect its behaviour as a master.

6.5 Stable Memory for the Stable Disk

The second step in extending the ability to tolerate processor failures to secondary storage is to design the disk
controller cache as a stable memory. The purpose of such a cache is to provide private memonjideninise
by the disk controller. The system would be simpler without this, but in the absence of a private path to memory
many disk interactions will unnecessarily consume system bus bandwidth. Unfortunately, too, the trend is to larger
disk caches. If they were small then they might be managed within the recovery protocol as a special case. For
larger disk caches it is more efficient if they are designed to have the same fulittiamanain memory (i.e. the
SM).

The Stable Memory of Figure 6.10 is designed with this in mind, and also as an experimental testbed. It has
the following interesting features:

(a) Itincludes 8MB (or 32MB) of ECC protected VRAM.

(b) It supports multiple checkpointing methods (intra-bank, interbank, log-mode and [optionally] instanta-
neous) that can checkpoint at rates from 100MB/s to 40GB}/s.

(c) Protection logic is optionally supported, with per pageess control & statugpdate, and CPU-CPU
centralised dependency tracking.

(d) Itis managed by an embedded controller with cache, that includes serial links that may be used for data
recovery.

(e) The EISA host bus interface supports voting for nMR operation.
() A private 100MB/s VSBus interface is also provided.

The Stable Memory is an intelligent memory system based on video-RAMs (VRAMSs). VRAMs are dual ported
memories having a parallel and a serial port. The host CPUs can access the VRAMs as normal memory from a
host bus using the VRAM's parallel port. The VRAM serial ports are interconnected via a local bus which also is
connected via buffers to the external VSBus, so that it can be used as a private path for high speed I/O (principally
disk 1/0).

The primary support for the recovery protocol is through checkpointing and rollback. Memory can be dynam-
ically partitioned into normal and stable 4KB pages. For a stable page, two pages are allocated. One page is active
and the other is the backup. After a system failure, data stored in a stable page is recoverable from the backup
copy.

A number of checkpointing methods are supported. Firstly, there are several checkpointing methods based
on physically copying between the active and backup pages [Coghlan et al 89, Coghlan et al 91, Coghlan et al 93],
the speed of which is greatly enhanced by the use of VRAMSs. Alternatively, log-mode checkpointing maintains a
log of the addresses and original values of all modified locations, which may be replayed in reverse order to return
to the previous checkpointed state. Finally, switch-mode checkpointing [Coghlan et al 92b] reverses the active and
backup roles by simply writing to a control register.
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As with the RAID Controller, a number of Stable Memories can operate together in a nMR fault-tolerant
arrangement, utilising the same mechanisms and protocols. If the bus itself turns out to be the point of failure, then
the data held in the VRAMs may be transferred to an alternate (perhaps clustered) system over high speed serial
links.

The Stable Memory has 8MBytes (or 32MBytes) of ECC protected memory organised as 8 banks of 10 VRAMs
each (see Figure 6.11), and hence each Stable Memory occupiegithatof address sge. Again as with the
RAID Controller, each Stable Memory is a member of a nMR group of up to three memories, whiclpahdgs
the same addresses and hence operate in parallel. The Stable Memory is located at a base address derived from its
nMR group.no, and successive 4KB memory pages reside in successive banks. The top 64KB of its address space
is reserved for memory mapped I/O, and its operations are controlled by a set of memory mapped control registers
located within this region at a base address derived iR group.no andnMR.memoryno straps. Again, the
addressing scheme allows accesses to or from an individual Stable Memory, broadcast to all memories within a
group, or broadcast to all groups in a system.

The Stable Memory has an embeddegDO0transputer [INMOS 88] controller. A Stable Memory’s address
space is accessible from both the host bus and 8@ so that its operation can be controlled by either. Access
via the host bus can be enabled/disabled by writing to the appropriate control regist@ts-EN, TVMEMEN &
TVMMIOEN), so that ther'800can be totally in control. Itis also possible f6800 firmwardn VRAM to execute
high level commands on behalf of the host CPUs. To reduce contention for VRAM access, a 32KB writgithr
cache is provided for the transputer. TF&00transputer links may be used for remote recovery of Stable Memory
state. AC012[InMOS 88] is also provided for compatibility with the Transputer Development System (TDS)
[InMOS 90].

6.5.1 Intra-bank Checkpointing

A VRAM is a DRAM with the addition of a seriahccess register and a serial port (see Figure 6.12). litiaald

to the standard DRAM cycles, transfer and shift operations can be performed on the serial access register and the
serial port. A transfer operation copies a complete memory row (typically 512 bits) between the memory array and
the serial access register or vice-versa. A shift operation selects the next data bit in the serial access register to be
output on the serial I/O port (or vice versa). These additional cycles can be used to copy data efficiently. Copying
data within a VRAM (device) is called an intra-bank transfer and copying between different VRAMs (devices) is
called an inter-bank transfer.
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Figure 6.12: Simplified VRAM Block Diagram

An intra-bank transfer within a VRAM requires a read transfer cycle followed by a write transfer cycle. Since
each bank of the memory is 32 bits wide (excluding ECC), there are 32 x 512 bit serial access registers so 2kB of
data is transferred in two memory cycles (approximately 400ns), as shown in Figure 6.13. Only complete rows can
be transferred using intra-bank transfers.
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If the two pages of a stable page are allocated in the same bank (VRAM devicedhbekpointingcan be
performed using VRAM intra-bank transfer cycles. A read transfer cycle followed by a write transfer cycle can
copy 2kBytes of data. A transfer masked cycle is also available making it possible for all, or a subset, of the 8
VRAM banks to perform transfer cycles in parallel. The banks are specified by an 8bit stability mask (a bit for
each bank) from the protection logic or as an immediate mask from the data field of the transfer cycle. ilitye stab
mask is useful for global checkpointing where some of memory is non stable (eg. code areas). Given that transfer
cycles can take place in parallel over all banks, only#®56 rows x 200ns x 2) is needed to checkpoint all of
memory using intra-bank transfers. The checkpointing time depends only on the organisation of a bank, and not
on the number of banks per Stable Memory or the number of Stable Memories in a system.

A read transfer cycle is performed by writing to regiSt&RXFR with the data being the "transfer address”. A
write transfer cycle is performed by writing ®/WXFR. Note that the low order 11 bits of the "transfer address”
are not used. Hence an intra-bank transfer is performed as follows:

*TVRXFR = src;
*TVWXFR = dst;

To perform simultaneous transfer cycles on all or a sub-set of the 8 VRAM banks by executing a "transfer
masked” operation, the low order 9 bits of the "transfer address” is split into a singd bifield and an 8 bit
MASKfield. If ALL=0, the MASKbits are used to enable/disable the transfer cycle on each of the 8 banks. A
transfer of all 8 banks simultaneously from source to destination is performed as follows (assuming the source
(src) and destinationds?) addresses are aligned on 2KB boundaries):

*TVRXFRM = (src | Oxff);
*TVWXFRM = (dst | Oxff);

For global checkpointing, non-stable pages must not be checkpointed. If present, the protection logic outputs
a per-page 8bit stability mask @ach access, andAlL=1 the stability mask is used, as above, to enable transfer
cycles on each VRAM bank. To avoid replication of the dtgbmask, masked transfers need to be aligned on 8
page boundaries. A transfer of all 8 banks which depends on the associated stability mask is performed as follows:

*TVRXFRM
*TVWXFRM

(src | ALL);
(dst | ALL);

Pseudo-write transfers are used to turn the VRAM serial I/O buffers to input mode without transferring the data
from the serial access register to a memory row. Augsewrite transfer is performed by:

*TVPWXFR = dst;



6.5.2 Inter-bank Checkpointing

An inter-bank transfer between different VRAM banks requires the following steps:

(1) read transfer of source row into VRAM serial access register.
(2) shift the data between the source & destination VRAM serial access registers using the serial bus.
(3) write transfer from VRAM serial access register to destination row.

A complete row is transferred with 2 memory cycles and 512 serial clock cycles. The memory is 32bits
wide and the serial port is also 32bits wide. Since the serial clock operates at 25MHz, this corresponds to 2kB
transferred in 20.88s (100MB/s). An important point is that while the VRAM parallel port is occupied for the
two transfer cycles, lasting approximately 400ns, it remains available for the nex20ré8ulting in negligible
reduction &£2%) in host bus bandwidth during inter-bank transfers. Note that partial rows can be transferred using
inter-bank transfers.

Although the VSBus is used to interconnect Stable Memories and RAID Controllers, it also is used for inter-
bank transfers when the source and destination banks are on different memories. The transfer operation is similar
to the inter-bank transfer described above, except the data is enabled onto the external VSBus. Data is transferred
between a master and a number of slaves. As with local inter-bank transfers, transfers along the VSBus take place
at 100MB/s with negligible reduction in host bandwidth.

If the two pages of a stable page are allocated in different bankstieskpointingcan be performed by using
inter-bank transfers to copy data from the active page to its backup. Inter-bank checkpointing involves the same
three steps outlined above, and thus takes place at 100MB/s with negligible reduction in host bandwidth.

In each case the data must be shifted in or out of the serial access registeisHiFneegister is written to
initiate the shift. The shift count and source bank are encoded in the data value. A typical inter-bank transfer
sequence would be performed as follows:

*TVPWXFR = dst;
*TVRXFR = src;
*TVSHIFT = ((src & 0x3800) | 512); - 512 bit serial
access registers

*TVWXFR = dst;
*TVRXFR = src;
*TVSHIFT = ((src & 0x3800) | 512); - 512 bit serial
) access registers
*TVWXFR = dst;

Data can be shifted between units by writingéSHTOSBUSor TVSHFMSBUSdepending on whether data is
being transmitted oraceived from the VSBus . To send data to a slave via the VSBus:

*TVSHTOSBUS = ((src & 0x3800) | 512); -- 512 bit serial
access registers

In this mode only one Stable Memory (in a nMR group) drives the VSBus. The destination for the data is
determined by which memories have been set up as VSBus slaves. The current value of the shift count can be
obtained by readin@VSHIFT.

6.5.3 Log-mode Checkpointing

Log-mode checkpointing involves recording a log of memory updates, similatis use of itsupdatelist (see
section 4.1.1). On every write, the original value of the location together with its physical address are stored in a
log. In this implementation the log is stored in a reserved area of VRAM (see Figure 6.15). On rollback, memory
can be returned to its previously checkpointed state by replaying the log in reverse order.

Log-mode checkpointing is enabled by settilgVlODEto LOGMODE The starting address of the log is set
by writing to the register alVLOGADDR. On a checkpointTVLOGADDR can be reset to this value (only one
log), or set to a different value (more than one log). On a write, the original value of the location together with its
address are saved in the log, the valug @t OGADDR is incremented by 8 (bytes) and then the memory location
itself is updated. The advantage of log-mode checkpointing is that it uses less memory, but at the cost of slower
writes (a factor of 3 in this implementation).
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6.5.4 Switch-mode Checkpointing

Assume that the two locations of a stable location are in different memory banks. One acts as the active location,
the other as the backup. The idea of switch-mode checkpointing is to reverse the active and backup roles by writing
to a single memory mapped regis®Y¥SWITCH. This gives effectively instantaneous checkpointing. Switch-mode
checkpointing is enabled by settiny MODEto SWITCH

An active/backup location has two status bits associated with it. Mifmodified) bit indicates whether the
location has been modified since the last checkpoint. Immediately after a checkpoint, the active and backup
locations are the same until the active location is modified. ABbit indicates which is the active bank (i.e. most
up to date). The mechanism assumes thaktluits are stored in a memory which can be cleared (reset) by writing
to registerTVSWITCH. Circuit operation is explained by the state transition diagram and truth table for a single
location, as shown in Figure 6.16 and Table 6.2.

M | AB read write checkpoint | rollback

0 | O | readbankO| (bank 0— bank 1)| state— 00 | state— 00

write to bank 1
state— 11

1 1 | readbank 1 writetobankl | state— 01 | state— 00

0 | 1 |readbankll (bank1— bank0)| state— 01 | state— 01

write to bank 0
state— 10

1 0 | read bank 0] writetobankQ | state— 00 | state— 01

Table 6.2: Switch-mode Checkpointing Truth Table for a Stable Location

If M =0 (unmodified) andAB = 0 (state 00) then reads are from bank 0 (assume this is the initial state of all
locations) until a write occurs which is directed to bank 1, while the state is simultaneously set to 11. Subsequent
reads are now from bank 1 and thiebit has been set to indicate that the location has been modified. If a failure
occurs at this point, rollback is achieved by simply reverting back to state 00. On a checkpdinitie cleared
to move into state 01. Checkpointing in states 01 (and 00) leaves the state unchanged as the the backup and active
locations are in the same bank.
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Notice that checkpointing iaccomplished by simply \iting to TVSWITCH, but rollback (a hopefully less
frequent event) requires the status array to be selectively updated. If status information has a larger granularity
than one location then copy-on-write operations are needed. This is the case for the Stable Memory.

6.5.5 Protection Logic

The protection logic is designed to be implemented on an interchangeable module that plugs into the Stable Mem-
ory. It checks if a CPU has the necessary rights to access a particular memorypdgies per page status
information and maintains a CPU-CPU dependency matrix. Protected window slots are provided in the address
space for access to companion RAID Controllers. When a companion controller is accessed using the host bus
the protection is provided by the Stable Memory. It is also possible to access the RAID Controllers in the same
protected manner via the VSBus. The protection logic deals with the following issues:

(a) Checking whether a process is allowed to access a particular memory page. The protection logic checks
each CPU access against a set of access rights. These are a function of the currently executing process
and the memory address. @PU number is bound to a process indéX{X) by the operating system
scheduler on a context switch. Each process, thread or interrupt handler should be given a separate
process index. CPUs are identified by host bus user-defined signals or by the higher-order host bus
addresses. Each bus master (including DMA controllers) should be given a sé€pRtateimber.

(b) Maintenance of per page status information. Per page status information is obtained by indexing into a
status RAM 6TSRAM). EachSTSRAMentry has a number of fields such as a referenced bit, a modified
bit and a stability mask which are updated appropriatelgach access.



(c) Maintenance of a CPU-CPU dependency matrix. A dependency m&thki®) {racks read-write and
write-write dependencies between CPUs. T is used to make sure that dependent processes are
checkpointed (or rolled-back) together. The dependency matrix is an N x N bit matrix, where N is the
number of CPUs. ICPU; is dependent o€PU;, thenDM[CPU;, CPU;] will be set.

The protection mechanism can be thought of as executing over 3 phases, as shown in Figure 6.17, although
these phases are not necessarily reflected directly in the hardware implementation:

(1) The CPU number is used to fetch the process in@X (not the same as the operating systerd)
from the PIXRAM. Simultaneously the page number is used to index intaStr@RAMto obtain the
per-page status informatio8T7S and theCPU number of the last modifiet. M) of the page.

(2) The TAGRAM cache is searched for ti®tX and the page number to obtain the access rights which the
process has to the page. If there is a cache miss, higher level softveard §ill the TAGRAM cache
line appropriately. At the end of phase 2 the access rights are available. SimultaneousBithe
number and theéM are used to access the dependency matrix.

(3) The STSRAMand dependency matrix are updated appropriately.
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Figure 6.17: Protection Logic Operation

The page-based protection is very much in excess of what is required for the FASST recovery protocol, which
needs just the dependency information. THé values are 1bit entries in a matrix, that indicate the dependencies
between the current process and the last modifier (last owner) of the page that is being accessed. The matrix rows
are indexed by th€PU number. The matrix columns are indexed by the last modifiérwhich is updated on a
write with the currenCPU number.

For read-write dependencies, the current process is dependent on the last modifier of the page that is being
accessed. This requires that the eM[CPU, LM] be set. For write-write dependencies, the last modifier of
the page that is being accessed becomes depeunpentthe current process. This requires that both the entries
DM[CPU, LM] andDM[LM, CPU] be set.



6.6 Integration into the FASST Recovery Protocol

The protection logic allows the Stable DisK/0), consisting of RAID Controllers and Stable Memories, to take
partin the FASST Recovery Protocol described in [Morin et al 92] and Chapter 4. This section outlines how this is
done. The protocol is extended ascessary, with th& A/ definitions of Chapter 4 abbreviated and the etia
definitions in bolded italics. The recovery commands are in general emulated by software or firmware.

EachSD has the logical structure shown in Figure 6.18, and is composed of a single array of memory cells,
grouped in pages :

type t _bank = array[0..bank _size-1] of block ;
t _bank Bankl, Bank2 ;
type SD _.mem = array[0..SD _mermsize-1] of page ;
SDmem SMemory ;

VRAM

TSMR200 M
Registers

Status Register
TSMV200

Registers
Command Register

Figure 6.18: Stable Disk logical structure

The way that this memory is used depends upon the checkpointing mode in use. FASST uses selective rather
than global checkpointing, so the intra-bank checkpointing mode is most natural. This assgimesage is paired
with another to form a single stable page :

type SD t _bank = array[0..(SD _memsize/2)-1] of page ;
SD.t _bank SD_Bank1, SD _Bank2 ;

As for theS M, space is divided into a set of contiguous areas of identical size, with a current valaekih
and a backup value ihank2 but for theSD the granularity is a page rather than a blocklD read and write
commands refer t6' D memory cells, but th& D records dependencies at page granularity.

The following information is stored for each page :

type t _vector _elt = record
t _vector Vector ;
type SD _t _vector _elt = record

t_LM LM ;
t _status status ;



.. additional information ...
end ;
type SD _t _vector array[0..page _nb-1] of SD _t _vector _elt ;
SDt _vector SD _vector ’

The LM field contains the identity of the last modifier of the page, and is analogous tmtherfield in the
SM. TheSD dependency matri®M is analogous to the matrM of the.S M, also being updated during read and
write operations, and henceforth will be referred to synonomously. It records dependencies between processors (or
any other bus masters) that share memory blocks, and hence is arBoolean matrix where is the maximum
number of processors. A matrix iteM (¢, ) is set to true to indicate that bus maskgris dependent of;.
Once a dependency group is computed by a processor it is stored irb@acind SD in the group field.
Unlike the SM, the SD does not maintain anpdatelist (although if this is essential it may be obtained by
selecting log-mode checkpointing, at the expense of longer meatogss times).
As in Chapter 4 the following algorithms are in psuedo-C, atlserepresented by 0 artdue represented by
a non-zero value.

6.6.1 Dependency management

The S D distinguishes between two types of dependencies:

(a) read after write dependency.
(b) write after write dependency.

In the FASST recovery protocol, dependencies are recordetihyboards when processors access memory
blocks and when necessary due to cache coherency actionsS IThgerforms the same recording but at page
granularity. Since th& D memory is disjoint from thes M, this only affects the recovery protocol granularity -
the algorithms remain valid.

AssumeP; is independent from all other processors. WHe&rcommits then firstly its cache is flushed to
bankl then secondly all the pages it has modified since its last commit point are copiethdirdchto bank?2
When processop; rolls back then all the pages it has modified since its last commit point are copied &k
to bankland its cache is invalidated. To detect which pages have been modifigd égch time a page is wten
by a processor, the processor identity is recorded with the page iiMtfast modifier) field.

6.6.1.1 Read after write dependency

Consider a processat; writes to a pages. Later the processar; reads the same pagge If ; commits at time

then the last modifier aB, F;, must also commit due to the dependency wiHotherwise a subsequent rollback
of 7; would imply that”; would have read a value &f which has never been written, so leading to an inconsistent
state).

Symmetrically, if the last modifier o, £, rolls back at time then the reader aB, P;, must also rollback
due to the dependency with (otherwise it posesses a value®fwhich has never been written to).eBause of
indeterministic behaviour of a system, nothing guarantees that after rolibaghl write into B the same value
as the one it wrote before rollback.

In summary, wher’; reads a page previously modified Bythen P; is said to be dependent @t (7 « 7;).

A commit of ; implies a commit of?; and a rollback of?; implies a rollback of?; .

6.6.1.2 Write after write dependency

Consider a processét; writes to a pagés. Later the processar; writes the same page. If P commits at time
then the last modifier aB, P;, must also commit due to the dependency witl{otherwise a subsequent rollback
of 7; would imply thatB is restored with a value which has never been written, so leading to an inconsistent state).
Commitment of?; implies that the value written b¥; is copied frombank1to bank2

Symmetrically, if the last modifier oB, P;, rolls back at time then 7; must also rollback due to the depen-
dency withP; (otherwise it posesses a value®iwhich is different to that it wrote).

In summary, whet’; writes a page previously modified By then?; is said to be dependent &%) (7 — F;).
A commit of P; implies a commit of?; and a rollback of?; implies a rollback of;.



6.6.2 Synchronisation
6.6.2.1 Assumptions

int p -nb; /* number of processors */
int sd nb ; I* number of stable devices, */
int active  _p[0..p -nb-1] ; /* array indicating which */
[* are active (valid) */
[* processors */
/* active[i] == 1 : processor i active */
/* active[i] == 0 : processor i inactive */
int SM _nb ; /* number of SM boards *
int SD .nb ; /* number of SD subsystems, *

sd_.nb = SMnb + SD.nb ;

6.6.2.2 Processor synchronisation states

The synchronization registers are in the processor boards, and the processor synchronization mechanisms are not
affected by the presence of té). The processor automaton statesmal, stopping, stopped, recovery, restart,
atomicoperation, waitingandfailure are as described in Chapter 4. The only proviso is that the initiator remains

in recoverystate until eithets M s andS Ds communicateopy doneor timer(3)runs over.

6.6.2.3 Stable device synchronization states

As for theS M, synchronization between processors arigs is implemented with the status and command regis-
ters of theS Ds. However, these registers are emulated in software or in the TSMV200 transputer firmware. The
emulated command and status register values are stored in fixed non recoverable (non-stable) pag&s in the
memory :

/* synchronization variables - one per stable device *

type t _SMsynchro = array [0..SM _nb-1] of sd _synchro _state ;
t .SMsynchro SM _state ;
type t _SDsynchro = array [0..SD _nb-1] of sd _synchro _state ;
t _SDsynchro SD _state ;

Apart from this emulation th& D is just another stable device :

/* stable device synchronization states */

type sd _synchro _state = (normal,
ready,
commit _copy,
rollback  _copy,
failure ) ;

The SD emulates thes M automaton as presented in Chapter 4. The emulation is performed in software
or in the TSMV200 transputer firmware. The only difference is that for most failures thean return from
thefailure state to thecommitor rollback state, as described in the discussion of TSMx200 exceptions errors in
[Coghlan et al 92a].

6.6.2.4 Time-out protection

Timeouts are implemented with thesit primitive. This primitive only needs to be modified to function with the
emulatedS D synchronization registers, which are in memory mapped pages iithenemory rather than in
CSR registers as in thel :

Wait (condition, nb, t _max)

{

timer _expiration = false ;

case all _SMready :



/* all SMs must be in the ready state *
one_not _ready = (SM _state[i] != ready) ;

case all _SMcopy -done :
/* all SMs must be in the normal state */
one_not _ready = (SM _state[i] = copy _done) ;

case all _SDready :
/* all SDs must be in the ready state *
one_not _ready = (SD _state[i] != ready) ;

case all _SDcopy -done :
/* all SDs must be in the normal state *
one_not _ready = (SD _state[i] = copy _done) ;
}

while ((one _not _ready) && ~(timer _expiration))
if "(one _not _ready) unset _timer ;
}

The use of the various timers is as specified in Chapter 4, excepting that separat§hhtiengr3, SMtimer6,
SD.timer3andSM.timer6are used, and that expiry 8D.timer(3)on S D failure during bank to bank copying can
be handled, as discussed in [Coghlan et al 92a].

6.6.3 Read and Write Commands

For FASST, a processor is not allowed to issue read and write commands to stable devices during the bank to bank
copy. Although not strictly acessary, this constraint is retained for the. In thenormalstate of theS D, most
of the work is concerned with dependency management. A dependengysinoted for :

fortheSMs:
(M[il & (1<<j)) == 1)
fortheSDs :
M, j] == 1)

Unlike theS M, theS D records dependenciesggegranularity, where the conversion between a cell address
and apagenumber is done by th8D_atbfunction, implemented in the hardware of th& protection logic.

6.6.3.1 Read

A read to cell ¢ will compute the target page b, record any dependency in the Marig will deliver the current
value of the cell. In FASST the processor identifier is a 4bit field calisel To accomodate th& D theread
command must be renamesiread and a newsbread command defined :

user & read op <=> reader
user & write _op <=> writer

Thus :

SMread (address, reader)
{
block = atb (address) ;
owner = Vector[block].owner ;
if (owner != NIL)
/* recording a dependency */
M[reader] |= (1<<owner) ;
return (bankl[address]) ;

}

SDread (address, reader)



block = SD _atb (address) ;

owner = SD_vector[page].LM ;

if (SD _vector.status == clean)
/* recording a reference */
SDvector.status = referenced ;

elseif (SD _vector.status == modified)
/* recording a dependency *
Mlreader, owner] = 1 ;

return (bankl[address]) ;

6.6.3.2 Write

A write to cell ¢ will compute the target padg record any dependency in the mathi% updateLM, and then
update the current value of the cell. Againagizomodate th€ D thewrite command must be renameshwrite
and a newsDwrite command defined :

SMwrite (address, writer, value)
{
block = atb (address) ;
owner = Vector[block].owner ;
if (owner == NIL)
/* first time this block is modified since the last commit */
*update _ptr++ = block
else
/* recording a dependency */
M[owner] |= (1<<writer) ;
Vector[block].owner = writer ;
Bankl[address] = value ;

}

SDwrite (address, writer, value)
{
block = SD _atb (address) ;
owner = SD_vector[page].LM ;
if ((SD _vector.status == clean) ||
(SD_vector.status == referenced))
/* first time this block is modified since the last commit */
SDvector.status = modified ;
elseif (SD _vector.status == modified)
/* recording a dependency *
Ml[owner, writer] = 1 ;
Mlwriter, owner] = 1 ;
SDvector[page].LM = writer ;
Bankl[address] = value ;

6.6.4 Behaviour of the processor initiating a commit
6.6.4.1 Body of the initiator

The initator algorithm only needs to be adapted to accomodate the different numberssadnds Ds, and their
different timers. As in Chapter 4, the initiator is assumed to be a member of the commit group.

Initiate _Commit ()

{
/* ensure there is only one initiator */
/* i.e. only one commit in progress at a time */
Obtain _Commit_Lock () ;

I* Copy. dependency group to stable devices */
Broadcast (group, SMs) ;
Broadcast (group, SDs) ;



/*

What is important here is that all stable devices commit or none of them
does. roblems may arise if the initiator fails while he is requesting the
stable devices to commit. Some stable devices may commit while others
may rollback leading to an inconsistent state.

*

/* wait until all stable devices are ready to commit *
Wait (all _SMready, SM _nb, SM_timer6) &&
Wait (all _SDready, SD _nb, SD _timer6) ;

Sync[my _pid] = recovery ;

/* commit stable devices */
Inform _sd (commit) ;

/* wait until all stable devices have finished bank to bank copy *
Wait (all _SMcopy -done, SM_nb, SM_timer3) &&

Wait (all _SDcopy -done, SD _nb, SD _timer3) ;

Inform _sd (normal) ;

/* end 6f commit from initiator point of view */

Sync[my _pid] = normal ;
Release _Commit_Lock () ;

Note that thanform sd function must accomodate the differesit/ and.SD command and status register
mappings.
6.6.4.2 Group computation

When P; commits then all its decendents according to the dependency relation must commit. The commit group is
obtained by computing the transitive closure of the dependency mati.dbmmits then everik which verifies
the following equality has to commit too and recursively:

fortheSMs:

(M[] & (1<<k)) == 1)
fortheSDs :

(Mfj, k] == 1)

Symmetrically, wher?; rolls back then all its ascendents according to the dependency relation must rollback.
The rollback group is obtained by computing the transitive closure of the inverse of the dependency majrix. If
rolls back then everi which verifies the following equality has to rollback too and recursively:

fortheSMs:

(MK & (1<<j) == 1)
fortheSDs :

Mk, jl == 1)

The compute _Group primitive forms the global dependency matrix from the local matrix (locategllifis and
SDs) and then computes the dependency group related to the propgdsem as a parameter. If thigpeparame-
ter equalcommitthis primitive computes the commit dependency group. Itypeparameter equatslibackthis
primitive computes the rollback dependency group. This function is only affected where the dependency matrices
are being read from the stable devices:



Compute Group (type, p, group)
{
/* computation of the dependency group from the dependency matrix */
/* -- read all matrices from stable devices */
/* -- build the global matrix */
/* -- compute dependency group */

/* initialization of M with no dependency */
for (i=0; i<sd _nb; i++)
M[] = (1<<i) ;

/* reading all matrices from stable devices */
/* and building the global matrix */
for (i=0; i<SM  _nb; i++)
for (j=0; j<p _nb; j++)
M = Mifj]
for (i=0; i<SD _nb; i++)
for (j=0; j<p _nb; j++)
for (k=0; k<p  _nb; k++)
M = (Mifj, kl<<1)

/* compute dependency group */
group = (1<<p) ;

tempo _group = new = group ;
group _computed = false ;

do

{

while (group _computed == false)

6.6.5 Behaviour of other processors

When a commit or rollback takes place the initiator sendsramitinterrupt or rollback interruptto all the other
processors. The algorithm that describes the behaviour of the processors other than the initiator is not affected by
the presence of Ds.

6.6.6 Stable device behaviour during recovery operations

Recovery operations are started in th&/s by the initiator write to the group register. This behaviour must
be modified to accomodate the different numbersdfs andSDs, their different dependency matrices, their
different status registers and their different timings.

main ()
{
/*
For the SM, recovery operations start with a write to the group
register by the initiator processor.
*/
Wait (group != NIL) ;

/*

For the SD recovery operation starts with a write to the event
register by the initiator processor.

*/

Wait (event 1= 0) ;

/* update dependency matrices in order to break dependencies */
for (i=0; i<SM _nb; i++)
for (k=0; k<p  _nb; k++)
{
if (group & (k<<1)) Mik] |= (1<<k) ;

SMstate = ready ;



for (i=0; i<SD _nb; i++)
for (k=0; k<p  _nb; k++)

if (group & (k<<1)) Milk, k] = 1 ;
}
SDstate = ready ;

/*

The initiator processor can observe that the SM bank to bank copy is
progressing by the following mechanism. It reads the bottom and top
pointers of the update list and by their difference can compute a
value for SMtimer(3) . A very efficient method is to check

if the working pointer is growing. */

Wait ((SM _state == commit) || (SM _state == rollback) ;
SMPhase2 (SM _state)

SMstate = copy _done ;

Wait (SM _state == normal) ;

/*

The progress of the SD bank to bank copy can be observed by waiting
for the SD interrupt status register event flag to be cleared. The

value of SD _timer(3) can be computed from the number of pages
modified.

4

Wait ((SD _state == commit) || (SD _state == rollback) ;

SD Phase2 (SD _state)

SDstate = copy _done ;

Wait (SD _state == normal) ;

The smpPhase2 procedure for thes' M consists of the bank to bank copy of blocks whose last writer belongs
to the dependency group. For thé), sbpPhase2 consists of the bank to bank copy of pages whose last modifier
LM belongs to the dependency group. If a commit operation takes place the copy is dohaffikito bank?2 If
a rollback operation takes place the copy is done fl@nk2to bankl The following algorithms are abstracted

from Section 4.2.6.5 :

SMPhase2 ()

}

Gap_location = update ;

i = update ;
while (i<update _ptr)
{
block = *i ;
owner = Vector[block].owner ;
if (owner & Group)
{
switch on type
{
case commit :
Bank2[block] = Bankl[block] ; break ;
case rollback :
Bank1[block] = Bank2[block] ;
Vector[block].owner = NIL ;
}
else
{
*Gap Jlocation = *i ;
Gap_location++ ;
}
i++
}

SD Phase2 ()



i=0;
while (i<SD _memsize/2)

{
owner = SD_vector[i].LM ;
if (owner & Group)

{

switch on type

{
case commit :
SDbank2[i] = SD _bankl[i] ; break ;
case rollback :
SDbankl[i] = SD _bank2[i] ;
}

SDvectorli].state = clean ;

j++

Note that the algorithm fosb.Phase2 can be optimized by use of thearkedstate to allow the processes to
restart execution while the bank to bank copy proceeds, with either rescheduling or priority copy of a bank if it is
updated during the bank to bank copy process.

6.6.7 Atomic operations

Chapter 4 proposes a mechanism to allow for atomic critical section implementation, where no other processors
are executing. The mechanism is composed from standard low level functions. The a&ios ifburied within
the low level functions involved so that at the higher level the mechanism is unaffected by the presebse of

6.6.8 Rollback due to a processor failure

We assume processéy detects the failure of process6y. P; initiates a rollback of the set of processors which
are dependent of;,. Two situations must be considered.

Firstly, what if a recovery operation is in progress. The mechanisms to handle all permutations of this event
are not defined in Chapter 4, but since most actions invoked are likely to be a compendium of standard low level
functions, it is expected that th&D will integrate without difficulty.

Secondly, what if no recovery operation is in progress. The algorithms for two approaches to this are outlined
below.

6.6.8.1 Rollback of the dependency group

This algorithm minimizes the number of processors thasarppedat the expense of algorithmic complexity. The
algorithm only needs to be adapted to accomodate the different numbgre sfands Ds, and their different
timers.

Initiate _Rollback (k)

[* first, check if there is a commit in progress */
/* copy dependency group to stable devices */
Broadcast (group, SMs) ;
Broadcast (group, SDs) ;
/* wait until all stable devices are ready to rollback *
Wait (all _SMready, SM _nb, SM_timer6) &&
Wait (all _SDready, SD _nb, SDtimer6) ;

Sync[my _pid] = recovery ;

/* rollback stable devices */
Inform _sd (rollback) ;



/* wait until all stable devices have finished *

/* the bank to bank copy */
Wait (all _SMcopy -done, SM_nb, SM_timer3) &&

Wait (all _SD.copy -done, SD _nb, SD _timer3) ;

Inform _sd (normal) ;

/* end 6f rollback from initiator point of view  */
Sync[my _pid] = normal ;

Release _-Commit_Lock () ;

{
}

else

/* a commit is in progress !l */

6.6.8.2 Rollback of all processors

This algorithm minimizes the algorithmic complexity at the expense of all processorsdiepped Again, the
algorithm only needs to be adapted to accomodate the different numbgre sfands Ds, and their different
timers.

Initiate _Rollback (k)

{
[* first, check if there is a commit in progress */
/* copy dependency group to stable devices */
Broadcast (group, SMs) ;
Broadcast (group, SDs) ;
/* wait until all stable devices are ready to rollback *
Wait (all _SMready, SM _nb, SM_timer6) &&
Wait (all _SDready, SD _nb, SDtimer6) ;
Sync[my _pid] = recovery ;
/* rollback stable devices */
Inform _sd (rollback) ;
/* wait until all stable devices have finished */
/* the bank to bank copy */
Wait (all _SMcopy -done, SM_nb, SM_timer3) &&
Wait (all _SDcopy _done, SD _nb, SD _timer3) ;
Inform _sd (normal) ;
/* end of rollback from initiator point of view  */
Sync[my _pid] = normal ;
Release _-Commit_Lock () ;
else
{
/* a commit is in progress !l */
}
}

6.6.9 Various primitives used in the protocol description
6.6.9.1 Updating and consulting synchronization registers

Thelnform _p primitive is used by the initiator to update the synchronization registers of a set of processors group
with the valuestate and as such is not affected by the presencg/os.



Thenform _sd primitive is used to update stable device synchronization variables. This is implemented via
commands in the prototype, and must be altered :

Inform _sd (state)

{
for (i=0; i<SM  _nb; i++)
SMstate[i] = state ;
for (i=0; i<SD _nb; i++)
SD statefi] = state ;

6.6.9.2 Locking

Only one commit or rollback is allowed at the same time. This is ensured by using a global lock. This operation is
not affected by the presence $Ds.

6.7 Influence on performancé
Secondary storage records are buffered in a Stable Memory. This is a fast operation, since it only involves the

system bus. The RAID Controller is designed to then transfer the records to/from the buffer with minimal impact
on the host processors. This process is illustrated in Figure 6.19. How does this affect performance ?

disk Q
T

write requests

stable
memory
buffer

Figure 6.19: Buffered disk requests

To evaluate the performance of the Stable Disk, we model the system as a network of two nodes in tandem, such
as the one in Figure 6.20. The first node represents the bus. Jobs (output requests generated by the processors)
arrive there in a Poisson stream with rateand join an unbounded queue. After completing service at node 1
(exponentially distributed with parametgl), they proceed tmode 2, which represents the Stable Disk. At node
2 there is a finite buffer with room for a maximum &f jobs (including the one in service). If, at the start of a
bus service, the buffer is full, the bus waits until the completion of the current service at node 2 (exponentially
distributed with parametef). In this last case, server 1 is said to be ‘blocked’. Transfers from node 1 to node 2
are instantaneous. Since bus operations are usually much faster than writing to a disk, we typically-hage

— T e——[ I e—

N

Figure 6.20: A two-node tandem network model

2This section contributed by Isi Mitrani, Department of Computing Science, University of Newcastle, Newcastle upon Tyne NE1 7RU, U.K.



The above type of blocking is referred to as ‘communication blocking’, to distinguish it from ‘manufacturing
blocking’, where node 1 checks the buftdter completing a service.

In this system, the unbounded queue at node 1 operates in a finite-state environment defined by node 2. We say
that the environmenty., is in statei if there arei jobs at node i = 0,1,..., N). Of course ifi = N and the
gueue at node 1 is not empty, then server 1 is blocked.

The pairl/ = {(X:,Y:) ; t > 0}, whereY; is the number of jobs at node 1, is an example of a ‘Quasi-Birth-
and-Death’ process. To obtain performance measures of interest, it is necessary to determine the joint steady-state
distribution of X andY :

pij = lim P(Xe =i, Yi=j) 5 i=0,1,...N; j=01,... (6.6)

These probabilities can be computed by the so-capettral expansiomethod. We give a brief outline of the
analysis here. For more details, the reader is directed to [Mitrani 95] and [Mitrani et al 95], and the references
therein.

If the system is in statg, j), with ¢ > 0, it can move to statg — 1, j) with rate€. In other words, the transition
rate matrix,4, which controls the changes of the environment without altering the unbounded queue, is given by

&0
Since the arrival rate into node 1 does not depend on eitbey, the transition rate from statg, ;) to state
(i,7 4+ 1)is A, foralli,j > 0. That is, the matrix of transitions which increase the queue siBe-isA7, wherel
is the identity matrix of ordeiV + 1.
The departures from node 1 are alwagsompanied by environmental changes: from gtatg the process

moves to staté + 1, j — 1) with ratep for j > 0 andi < N. In state( N, j), server 1 is blocked and there can be
no departure from node 1. The matriX, corresponding to these transitions is equal to

0 n
0 n
0
Define the row vectors of probabilities corresponding to statesjiths at node 1:

Vj = (pO,j,pl,j, . ~~,pN,j) ; j: 0, 1, e (67)

Also, let D4, DP and D¢ be the diagonal matrices whosth diagonal element is equal to thh row sum of4,
B andC, respectively. Then the steady-state balance equatiorisfdr, can be written as:

v;[D* +DP 4+ D =v;_ B4+ vjA+ v, 1 C, j=12,.... (6.8)
Forj = 0, the equation becomes
vo[DA+ DBl =voA+viC |, j=1,2,.... (6.9)

In addition, all probabilities must sum up to 1:

Zvje =1, (6.10)
Jj=0

wheree is a column vector withV + 1 elements, all of which are equal to 1.
To find the general solution of the vector difference equation (6.8), form the matrix polynomial

Q) = Qo+ Qiz + Qaz” (6.11)



whereQo = B, Q, = A — D4 — DP — D¢ and@Q, = C. Denote byz;, andu, the ‘generalized eigenvalues’,
and corresponding ‘generalized left eigenvectorsi@f). In other words, these are quantities which satisfy

det[Q(x;)] =0,

wQzp) =0 ; k=1,2,...,d, (6.12)

wheredet[Q(x)] is the determinant of)(«) andd is its degree. In our case all eigenvalues are real, positive and
simple. Moreover}N + 1 of them are in the interval (0,1). Let the numbering be such that those are thé first

eigenvaluesg, 22, . .., zn+1. Then the solution of (6.8) can be expressed as a linear combination,
N+1 )
v; = Zakukxi ; J=0,1,..., (6.13)
k=1
wherea (k = 1,2,..., N + 1), are some constants. The latter are determined from the balance equations (6.9)

(N of them are linearly independent), and the normalizing equation (6.10).
Having determined the coefficients in the expansion (6.13), it is easy to compute performance measures. The
steady-state probability that the environment is in siie., there aré write requests in the buffer), is given by

N+1 1
Di, = l; O[kUkyim s (614)

whereuy ; is thei th element ofuy.
The conditional average number of jobs in the systémgiven that the environment is in statds obtained
from
Ty

1
Li = — AUk 47— - (615)
Di, l; (1 — l‘k)z

The overall average number of jobs in the systégis equal to

N
L=> piLi. (6.16)
i=0

Finally, the average response time of a write request is givaéivby L/\.

As an illustration of the results that can be obtained from this model, Figure 6.21 shows the minimum buffer
size required to achieve a given average response time. That size is plotted against the arrival rate, for different
Stable Disk service times. This confirms what one might have expected.
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7.1 System software principle$

Two basic structuring principles are applied in the system software of modern computers. First, the system may
be organized as a hierarchy of layers, each one construptatthe one below it. Second, system services may

be provided as a set of communicating processes. To request a service, a process (referreti¢ntpsemnds

a request to @erverprocess which then does the work and sends back the answer. Figure 7.1 illustrates these
principles.

L3 User

L2 Kernel

L1 Seed

Lo Hardware

Figure 7.1: Structure of the system software

Level L, denotes the hardware, including both & and theSD (for brevity, hereafter when we refer to
the SM, the equivalent functionality of th& D is also implied). Levell,, referred to as theeed, deals with
the basic process management. Above the seed, the operating system kernel defyicas then be structured
as a set of communicating processes. Finally, lévebeals with users which may request the services of the
kernel from their application programs. In the following, we discuss the design principles of these layers with
particular emphasis on recoverability but first consider the recovery provision for the basic model of computation
as introduced in Section 1.4.

7.1.1 Providing recoverability for the basic model of computation

Recall that in the basic model of computation, a process may access a local state (process registers) and a shared
state which we assume to be represented irbthie Let us first examine how recoverability can be provided for
this model considering the simplifying case where a separate processor would be dedicated to each process.

Recoverability of a system of communicating processes responding to the basic model is simply provided by
mapping aprocess transactioto aprocessor transactianWhen a new process transaction is started (following
an explicit request of the process or an implicit action of the recovery protocol), the local state of the process (the
registers of the processor executing the process) is written into memogadhe if any is flushed into theas,
and the current (active) processor transaction associated to the processor executing the process is committed. The
processor begins a new processor transaction.

The facilities offered by the&s M/ are almost sufficient themselves for implementing correctly the model of
computation defined previously and are very adequate for tolerance to hardware faults (processor failures). When
a processor failure occurs, the current transaction is rolled back and the process can safely restart its computation on
another processor after having loaded the process local state frasiifhato the registers of the new processor
allocated to the process. The set of processors forced to roll back their current transaction due to the recovery
protocol must also load their registers with the values safely stored isithen the last transaction commitment
before pursuing forward activity. The other processors are not affected.

In summary, the fault tolerance mechanisms of $tié are (almost) sufficient to cope fully with processor
failures so as to make these failutemsparento the processes obeying the basic model of computation.

1This section contributed by Michel Batré, Maurice dgado, Philippe Joubert and Christine Morin, Campus universitaire de Beaulieu,
35042 Rennes Cedex, France



Our conjecture is that this is also the case for any abstract model of computation that can be mapped onto
this basic model. A rough argument of this (conjectured) property, based on abstract data type theory, might be
as follows. Consider a prograf responding to an abstract model of computation, starting in an initial abstract
states and terminating in a final abstract stgtelenotedP(s) = f. Assume tha®P is mapped to a prograf,
responding to the basic model of computation such &) = fo; so and fy denoting respectively the initial
and final concrete states . Let abs be the abstraction function from the concrete domain onto the abstract
domain. Assume that a correct mapping satisfies the following predi¢®g(so) = fo AP(s) = f Aabs(so) =
s) = abs(fy) = f). Should a component process?f be rolled back due to a processor failure, the recovery
protocol constructs a prograf, equivalent tdP, (see Section 1.4) leading to the same final concrete gtaté
is then easy to see that the abstract progPaimnot influenced by the recovery actions since the abstract final state
of P will be the same. Clearly, a more formal proof of this property would be desirable.

In the absence of a formal proof, let us assume that it is so. We may extend recoverability to the more realistic
case where a multiprocessor may support the execution of an arbitrary number of processes competing for a limited
number of available processors by introducing the concepsetd

7.1.2 The seed

The role of the seed is to deal with the basic process management and to provide higher layers with a useful model
of communicating sequential processes. In addition to the basic model of computation introduced in Section 1.4,
we require that the seed offers abstract synchronisation and communication primitives, and allows for the dynamic
creation and deletion of processes. The seed is needed to hide machine-dependent features (e.g. interrupt handling)
and thereby provide a machine independent interface that facilitates the portability of kernel services. The bulk of
memory management is not considered as being part of the seed but as a kernel service running at a higher layer.
This is discussed below in Section 7.1.4. Conceptually, the seed layer has many similarities with microkernels that
have been discussed in the operating system literature, such as Chorus [Rozier et al 88] or Mach [Baron et al 88].

7.1.2.1 Virtualization of the processor resource

Since dedicating a physical processorech process is not realistic in a classicalltiptocessor architecture
where the number of available processors is limited, our first step is to virtualize this resowitgealprocessor
is allocated to each process.

Time sharing is a well known technique to virtualize the processor resource. On a monoprocessor, the physical
processor is allocated to each virtual processor for a time quantum. Virtual processors may be managed by a short
termscheduleaccording to asund robin discipline. This same technique easily extends to a multiprocessor. We
assume, as it is generally the case, that a virtual processor may be mapped to different physical processors during
its activity.

The most straightforward implementation of process recoverability in this context is¢eadhe scheduling
activity and provide the notion ofirtual processor transactianA single active virtual transaction is associated
to each virtual processor; a process transaction is mapped to a virtual processor transaction. In the following, the
word transaction (alone) stands for virtual processor transaction.

Consider now the scheduler design in greater detail. We assume that a zone&5df tiseallocated to each
process foistackingprivate data. We also assume that once a process has consumed its time quantum on a pro-
cessor, some clock device sends an interrupt to the processor. This has the effect to copy the local state of the
process on top of its private stack, and triggers the execution of the scheduler. Symmetrically, returning from the
scheduler has the effect to pop the local state at the top of the current stack into the processor’s registers. We
assume that eontextis allocated at a fixed address in thi#/ for containing the process local state together with a
link field used for list management. An arraytive such thatctive[ K] refers to the context of the active process
on processoK is maintained by the scheduler. A single list:dy protected by a global lock chains the contexts
of the processes that are not active. When the scheduler is entered by précdmstause the active process on
processof has consumed its time slice, the active process is descheduled and chained at the taddefithist
to the benefit of the head process of the ready list which is removed from the list and made active. In other words,
the set of processes contained in the system are the processes pointed tadsiwtharray plus those chained in
theready list. This set is maintained as an invariant by the scheduler (if we ignore the dynamic creation/deletion
of processes).



Without further constraints on scheduling, a processor transaction will embed activities belonging to distinct
transactions, and a transaction will be mapped to several processor transactions. To overcome this, let us commit
a transaction each time a virtual processor is allocatptysical processor by the scheduler. The basic steps
performed by the scheduler entered on processbl procesy are then as described by Figure 7.2.

Q) Save the registers’ values residing on top of the stack of p
into the context of p.
2) Commit the current processor transaction.
Now active[K] = p and ready = ¢ + X
3) Schedule a new process q.
Now active[K] = ¢ and ready = X + p
4) Begin a processor transaction.
5) Install the context of g on top of the stack of q.
(6) Return from the scheduler

Figure 7.2: The short-term scheduler: specifications

Consider the treatment of a failure of processor assuming for the moment that this event cannot occur
while performing the scheduling sequence above. Betlenote a processor member of the set of the rolled
back processors due to the failure of procedsorThis set is automatically determined by the recovery protocol.
Basically, recovering from a processor failure boils down to the following actions:

(1) The context pointed to byctive[ P;] must be loaded into the registers of procesBor Alternatively,
this context could be inserted into the ready list and a new process dispatcliedTris action can
be performed by processér itself.

(2) The process whose context is pointed todayive[ K] must be inserted into the ready list. This action
must be performed by a processbectedout of the remaining live processors (ignoring the detail of
such an algorithm). The process will then be dispatched on another live processor by the scheduler.

One can see that the failure of a processor does not affect all the processors of the machine, but only those that
are dependent on the failing one.

Consider now the case where procesiomay fail while performing the scheduling sequence. Logically,
the data structures maintained by the scheduler itself are not part of the shared state of a process given our basic
model of computation. How should recoverability be provided for those objects ? A first possibility is to exclude
those data structures from the recovery protocol, recoverability being then achieved by &xpliait! recovery
[Randell et al 78]. A second possibility is to attempt to include those structures within the recovery protocol. We
illustrate the second possibility in the algorithm of Figure 7.3.

Q) pop(stack[active[K]], context[active[K]])
2) NewProcessorTransaction

(3.1)test: test_and_set (val, GlobalLock)

3.2 if val <> 0 then goto test fi

(3.3) PutTail(ready, active[K])

(3.4) RemoveHead (ready, active[K])

(3.5) GlobalLock := 0

4) NewProcessorTransaction

5) push(stack[active[K]], context[active[K]])
(6) return

Figure 7.3: The short-term scheduler implementation

Fortunately, for Figure 7.3, if we can guarantee that the section (3.1-3.5) is an atomic action, then failure while
performing this scheduling sequence is equivalent to the previous situation where the failure occurs outside of the
scheduler. Bracketing this sequence within appropriate primitNes/ProcessorTransactipmould not normally
be sufficient to ensure the atomicity property, since implicit commitments due to the recovery protocol might occur
while performing the action. However, in this particular case, within the seed itself where the programmer has a
control over the implicit commitments performed by the recovery protocol, a cheap way to ensure the atomicity of
the above action is to defer the treatment of any commit request until th&le@RrocessorTransactigrimitive



is encountered. Naturally, the defer period should be short (which is the case here), since other processors could
be blocked waiting for the end of the commit protocol.

We can also observe that a commit request cannot happen while performing section (3.1-3.5), since it is tan-
tamount to a processor critical section. By definition, this section can only be entered by a single processor at a
time, and the processor within the section cannot be a potential recovery initiator of another processor willing to
commit.

As a final remark, notice that tidéewProcessorTransactiqrimitive of Figure 7.3 does not need to trigger a
register flush, but only a cache flush (if any), followed by a call todheommit command of theS A .

7.1.2.2 Basic synchronisation primitives

Let us assume that processes can exchangsages through shared memory objects calkegts. To simplify

the presentation, we assume that a port may retain the memory of an arbitrary number of messages, and that a
message may contain a variable size collection of data, although a particular implementation may restrict these
hypotheses. Sending a messag#o a portp (i.e. send (p, m)is assumed to be an asynchronous operation while
receiving a message from a port (iegeive (p, m)is assumed to be blocking if the port is empty.

Recoverability for this model of computation can be provided in almost the same manner as explained for the
basic model. What is required is that a dependency must be recorded between a process sending a message and the
process receiving it. But, as ports are memory objects$tiehardware will automatically do this.

It should be noted that the default dependency tracking policy provided by the hardware may lead to more
dependencies than strictly required by the model of computation due to the access to the concrete data representing
the abstract model of computation. For performance reasons, it may be better to have an explicit control mechanism
to escape the default policy in favour of an explicit programmed dependency tracking policy.

We will not go into implementation details of the basic synchronisation primitives here, but just mention that
the scheduler algorithm discussed above is a sound basis upon which to build them.

7.1.3 Standard vs non-standard processes

So far, we have been considering that a process may access a local state (process registers), a shared state in
the SM, and ports which are assumed to be represented i ile We say that these objects draplicitly
recoverable via the recovery protocol. In a realistic architecture, there are clearly other objects to be controlled
by an operating system for which recoverability might not be implicitly provided, particularly 1/0O devices. A
process which accesses a local state and itlgliecoverable objects will be referred to ast@ndardprocess
while a process which accesses objects that are not iitipliecoverable will be referred to asreon-standard
process [Baafre et al 92a]. Given this distinction, we may expect the kernel services to be programmed as a
set of standard and non-standard communicating processes. User processes should be standard in the sense that
recoverability should be transparent to them.

Programming a non-standard server process will depend on the type of unrecoverable objects the process is
dealing with. However, it is interesting to propose some programming guidelines. These are discussed in the
following.

7.1.3.1 General principles for non-standard servers

If each service of a server is programmed asstartableoperationO, servicing a request despite a processor
failure can be obtained in the following way [Lampson 81a]:

(1) Save the server's context in stable storage,
(2) PerformO, and
(3) Erase the server’s context from stable storage.

If a processor failure occurs while performing the process will resume after (1) and will perfo@magain,
the resulting execution sequence is equivalent to a single execut@mpdefinition.

Given our model of computation, we may embed the server’'s oper@tigithin two NewProcessTransaction
primitives so as to ensure service despite failures. There are two aspects of this to consider. First, recall from



Section 1.4 that such a region may be dynamically broken into multiple transactions due to the implicit commit-
ments performed by the recovery protocol. Consequently, the restartable property (if any) of a service does not
lead immediately to a solution, in contrast to above. Secondill in general be a compound action made of both
recoverable and non-recoverable actions.

The first situation is particularly embarassing. We may think of providing exMagibel transactiongor
seed transactions) fully under the programmer’s control, as indBart al 91c], leaving the programmer to cope
only with providing recoverability to the non-recoverable objects used within a kernel transaction. Providing
kernel transactions is a very large task. Instead, here we discuss using only the properties of the services to be
programmed, together with some additional provisions, to program a limited number of non-standard servers.

The first provision is a limited amount of non-recoverable memory that may be used to record the state of
objects for which explicit recovery is needed. We define a non-recoverable memory cell as one where its contents
are not restored should its current process transaction be rolled back.

Secondly, in many cases, once its current transaction is rolled back, a non-standard process will wish to per-
form exceptional work before proceeding. Let us assume that the seed provides an exceptional mé&dbianism
BackAt(addressfor that purpose, where the flow of control of the process will be resumaddiessshould the
current process transaction be rolled back. Such a mechanism might be triggered in different ways by the calling
process. FirstRollIBackAtmight be provided as an explicit seed primitive. Second, the rollbddkessmight be
provided as an explicit exceptionabntinuation[Livercy 78] argument to each seed primitive. Third, if the pro-
gramming language offers a mechanism for handling exceptions, it is appropriate to map the rollback of a process
transaction onto an exception which may then be handled according to the rules defined bygubhgéda

Finally, a non-standard server might wish to explicitly commit its current transaction. Let us assume the seed
offers a primitive NewProcessTransactiopl, for that purpose, whengdenotes a process. Basically, a call to this
primitive will execute a code sequence similar to the scheduler sequence depicted in Figure 7.3.

7.1.3.2 Communicationissues

A client process requests the service of a server by sending its request on the server port. Conversely, the server
replies to the request by sending its reply on the client port. As far as communications are concerned, it is clear
that communications between standard processes (inside the standard domain) themselves do not raise difficulties.
In contrast, communications with non-standard processes need to obey a particular protocol.

In order to facilitate the provision of fault tolerance measures within a non-standard server, the server might
require that the clientommit s its request before further action by the server. In other words, the client's request is
anintention[Lampson 814a] that has to be performed by the server. The underlying reason is that in general it will
be easier for a non-standard server to restart the processing of a request than to be possibly obliged to cancel the
processing of a request (anphan execution) retracted by a rolled-back client. In the general case, a client’s call
will give rise to nested calls, which to be cancelled would require recursive cancellation of all orphan executions
raised by the call. Communications with non-standard processes is likely to occur very often and therefore an
efficient implementation is necessary. This dictates that the protocol must be implemented at the bottom layer (the
seed) so as to use the hardware facilities in the most efficient way.

7.1.3.3 Guidelines for non-standard servers

In summary, the following guidelines for programming non-standard servers can be proposed:

(a) A non-standard server may make use of non-recoverable memory in order to record the recovery data of
some objects.

(b) Anon-standard server may provide a handler for dealing with a rollback of its current process transaction
(triggered by the recovery protocol due to a processor failure).

(c) A non-standard server may explicitly commit its current process transactoall(rhowever, that a
process does have not full control over its transactions, since the recovery protocol may itself implicitly
commit its current transaction).

(d) A non-standard server may require a particular communication protocol so as to facilitate the provision
of its fault tolerance measures.



7.1.4 Memory management

Memory management is a central and complex component in any operating system. Our aim, in this section, is not
to describe in detail the intricacies afghisticated virtual memory management schemes (this has been discussed
elsewhere [Krakowiak 85]) but to attempt isolate the new problems that virtual memory management may raise as
far as the recovery protocol is concerned. For the purpose of illustration, we introduce below the main features of
a memory management scheme (a particular implementation may not correspond exactly to this example, but this
framework is adequate for us to illustrate the issues discussed).

We assume that thatshared segmented virtual spaiseprovided to processes. A process references a word
within a segment by a tuple Segmentld, SegmentOffseivhereSegmentOffsaetenotes the offset from the be-
ginning of the segment. A segment is a linear address space. For the purpbssical memory management,
each segment is paged. FegmentOffsaejets decomposed into a further tupt&egmentPageNo, PageOffset
We assume that swap space is available for extending the capacity of the memory. A segment page may then be
resident in memory or not. In the former case, we assume that the pagsingseaopy in memory. In the latter
case, the page is resident in swap space and can be brought into mensmgssary. We assume a perfect model
for swap space, i.e. \iting a page is assumed to take place correctly, and reading a page is assumed to return the
correct value.

The model of computation provided above the memory management (residing on top of the seed) is identical
to the one provided by the seed itself except that now dependencies between processes must be (logically) tracked
on thevirtual addresses referenced by the communicating processes. ldeally, we would |ki/thardware
to still provide the ecessary abstraction, even though $tié is only aware of the physicaccesses. It is clear
that as long as a segment page is not relocateds Mieprovides the necessary abstraction, since a segment page
can have only a single copy in physical memory. If relocation activity only involved standard processes, we may
also convince ourselves that thé/ will achieve the necessary abstraction, since a dependency will be recorded
between a process accessing a pdgefore relocation and a process accesgiafier relocation, and the relocation
activity itself must access botthysical locations. Unfortunately, in a realistic environment paging will probably
involve non-standard processes. In that case (without further constraints and assumptisiig)ctirot by itself
provide the necessary abstraction. Consider, for instance, the case where swapping out and swapping in pages are
performed by separate non-standard server processes. Logically, swapping in a given page is dependent on the
last swapping out of the page, but without further assumptionss fiewill not record this dependency as these
activities do not operate within the standard domain.

There are several ways to overcome this difficulty. At one extreme, swapping out and swapping in might
be programmed so as to access exiijicommon.SM objects, for which the hardware will implicitly track the
dependencies. At the opposite extreme, commitment might be forced when relocation is performed so as to ensure
that within a group of dependent process transactions, a given virtual acoess lsa mapped to distinct physical
locations.

A simplifying principle might be to consider that swap space contains only committed data, since then rolling
back a transaction will not affect the swap space. This principle does not appear very restrictive, for if a page is not
committed, it is likely to be part of the working set of a process anyway, and therefore should reside in memory.
For performance reasons, we would not wish commitment to involve any swap space operation either.

7.2 The Mach Microkernel?

We have noted that the seed has many similarities to existing microkernels. Development of a microkernel is not a
trivial exercise. Not only is it not for the faint-hearted, existing examples represent hundreds of man-years of effort.
In recent years, two microkernels have predominated :ptitdic-domain Mach 3.0 microkernel [Accetta 86,
Rashid 86b] and the proprietary Chorus microkernel [Gien 90, Rozier et al 88]. Later we will examine how the
seed concepts can be introduced into one of these, Carnegie-Mellon’s Mach. Let us first examine Mach in some
detail. Those familiar with Mach and OSF1/mk may skip the following sections and continue reading from Section
7.6.

The history of Mach can be traced back to a research project called RIG (Rochedligemt&ateway) which
began at the University of Rochester in 1975. The main research goal of RIG was to demonstrate that an oper-
ating system can be organized and structured in a modular way, as a collection of processes which communicate

2This section contributed by Henry Chung and Danny Keogan, Department of Computer Science, Trinity College Dublin



by message passing. The system was designed and built, and showed that such an operating system could be
constructed.

In 1979 one of the RIG designers, Richard Rashid, left the University of Rochester and moved to Carnegie-
Mellon University (CMU). Rashid continued the work on message passing operating systems. He developed a new
operating system for PERQuorkstations, called Accent. Compared with RIG, Accent had added protection, plus
transparent network operations, 32bit virtual memory, and other features. An initial version was up and runningin
1981.

By 1984, Accent was used on over 150 PERQs, but clearly it wasdepslar than UNIX. This led Rashid to
design his third operating system, which he called Mach. By making Mach compatible with UNIX, Rashid hoped
to be able to use the large volume of existing software for UNIX. Mach improved a lot on Accent, with threads,

a better interprocess communication mechanism, multiprocessor support, and a highly advanced virtual memory
system. The first version of Mach was released for the VAX 11/784, a four-CPU multiprocessor machine, in 1986.
Later, Mach was selected by the U.S. Department of Defence’s Advanced Research Agency (DARPA) as part of
its Strategic Computing Initiative. It was made compatible with 4.2BSD by combining Mach and 4.2BSD into a
single (monolithic) kernel. Shortly thereafter the Open Software Foundation (OSF) chose Mach as the basis for
their operating system.

The monolithickernel was quite large. In 1989, CMU removed all the Berkeley UNIX code from the monolithic
kernel, and put it into the user space. What remained was pure Mach, and was much smaller. This was called the
Mach 3.0 microkernel, and the subsequent OSF1/mk operating system releases were based on this microkernel.

The Mach microkernel was designed using object-oriented design techniques. The microkernel can be viewed
as a collection of concurrent objects which communicate with each other by message passing. There are five
fundamental programming abstractions out of which more complex objects are built. Each of these abstractions is
itself a Mach object:

Tasks Mach breaks the UNIX view of a process down into two distinct entities: tasks and threads. Tasks
are containers which hold resources; they possess an address space, a port name space and one or more
threads.

Threads Threads are points of execution. They maintain minimal machine state: a stack, a set of registers
and a set of thread-specific port rights. A thread belongs to only one task anégaéss to resources
through belonging to the task which contains them.

Ports All interprocess communication (IPC) in Mach takes place over ports. Ports are unidirectional com-
munication channels. Ports are location-transparent. This allows services to be distributed over dif-
ferent address spaces on the same machine or on different machines on a nethaukmwidifying
client programs. This feature is fundamental in allowing Mach to run on uniprocessor, multiprocessor,
multicomputer and networked workstation clusters. It is also provides the ability for the microkernel
to move the implementation of traditional OS services such as paging or device management into user-
space application programs, one of the most important characteristic of Mach. The port system also
provides access control between objects. A thread gains access to a port if its parent task owns a capa-
bility known as a port right. There are three types of port righ&sid, receivandsend onceFurther
security is provided by the fact that port rights do not have global names; instead each task maintains a
port name space. A particular port right only has meaning within the context of this name space. This
prevents a task attempting to defeat the access control by sendilfigigmort right to another task.

MessagesMessages are typed collections of data which are sent through ports. The interface between Mach
objects is defined in a language independent interface description language (IDL), which describes the
format of the messages handled by the object. These IDL descriptions are compiled with the Mach
Interface Generator (MiG) into a set of stub routines in a target language. A thread sends a message by
calling a MiG stub routine. Messages aeeeived by a thread tbugh parameters passed by reference
to the MiG stub in the case of a synchronous call, or via a callback for an asynchronous call. In this
way, all the details of the Mach IPC system are hidden or encapsulated in a procedure call interface.

Memory Objects The microkernel provides a powerful and flexible virtual memory system. Memory ob-
jects form the basis of this system. Each range of virtual memory is backed by a memory object which
is responsible for providing the microkernel with the data in that range on demand.

SPERQ was an early engineering workstation, with a bitmapped screen, mouse and network connection.



The microkernel uses the five fundamental abstractions described above to build an environment tailored to
emulating OS personalities. The microkernel encapsulates process management, virtual memory management and
device management in a hardware independent manner so that OS servers, the application programs which provide
these personalities, contain little hardware dependent code. It is possible to have multiple OS servers running
simultaneously.

7.3 OSF1/mk

The Open Software Foundation (OSF) was founded in 1988 by a group of major computer manufatdurers
develop and deliver software for open systems. OSF1/mkis an operating system based on the Mach 3.0 microkernel
and various servers running in user mode on top of it. Servers are available for the popular variants of UNIX, such
as BSD, System 5 and HP/UX. Figure 7.4 depicts an overview of its main software components:

| Mach Task

| Mach Task
| Mach Task
Mach Task

User Processes

Server Mach Task

MACH 3.0

Figure 7.4: Overview of OSF1/mk software architecture

Mach 3.0 kernel The microkernel is the only machine dependent component of OSF1/mk.

UNIX Server The UNIX server performs the system calls requested by user processes using the primitives
provided by Mach 3.0.

User ProcessesThese are the applications to be executed by the computer; they use Mach primitives to
communicate with the server to request the execution of system calls.

Mach 3.0 is a general purpose microkernel, so there is a lot of literature aboutietfA 86, Loepere 92a,
Loepere 92b, Rashid 86b] are a good starting point. The details given here are appropriate to Version 4.1 of
OSF1/mk.

7.3.1 BSD Server

At the time when the OSF was looking for a suitable microkernel technology, the group at CMU had demonstrated a
server running on their Mach microkernel which provided a UNIX personality. The OSF BSD server was originally

4This section contributed by A.dPéz, S. Rodguez, L. M. Muioz, A. Garea, M. A. Liebana, L. Prieto, Departamento de Arquitectura y
Tecnologa de Sistemas Inforaticos, Facultad de Inforatica, Universidad Pol¢nica de Madrid

50SF is a consortium of computer vendors led by IBM, DEC and Hewlett Packard, and was formed in an attempt to wrest control of UNIX
from its then owner, AT&T.



based on the CMU UNIX server, but concerns about security, integrity, resource management, compatibility, per-
formance and maintenance prompted extensive changes to the source. Although the OSF rewrote and redesigned
large portions of the BSD server so that the OSF server now is quite different from its CMU counterpart, the mi-
crokernel remains unchanged and is identical to the CMU Mach 3.0 microkernel. See [Barbou des Places et al 94]
for a more detailed description of the software architecture of the server. Figure 7.5 shows a more detailed picture
of what happens when a system call is made by a user process; there are four main software components involved.

User BSD
Process RPC/Message Passing Server
Emulator T IPC Interface Layer

0 [

Application
BSD

Service Layer

Syscall

I ]

Base Services
Layer

L " MACH 3.0

Figure 7.5: Software architecture of BSD server

7.3.1.1 The Emulator

The emulatdt is a shared library, transparently linked at a fixed point in the address space of each application
program, which implements the client side of the OSF1/mk emulation. Access to the emulator is provided by
means of theask _set emulation()  calls [Loepere 92a]. This dynamic linking of the emulator codeach
OSF1/mk process results in binary compatibility with code for other operating systems. When a user process
wants a service from the operating system it performs a system call. The library function invoked by the user
raises a trap into the microkernel, and the trap is redirected to the emulator via a Mach redirection mechanism.
Once in the emulator, the system call is passed to the server using Mach IPC. Although this implies the execution
of a system call requires at least two communications, there are some system calls that can be completely executed
in the emulator with no communication overhead.

7.3.1.2 IPC Interface Between Emulator and Server Layers

When a system call reaches the server, it expects a message containing the system call number and the parameters
of the call. This information is used to get the function in the server that performs the system call. The IPC
interface layer is there to hide all the details of the necessary message handling and parameter passing.

6Also called theemulation library Note that subsequent releases of OSF1/mk do not rely on an emulation library. When a user program
executes a system call trap, the kernel generates an exception message which it sends to a port that the server created to handle system calls.
The server then copies in and copies out any data necessary for the call from the calling program’s agciee$Sregly the server returns
into the kernel by replying to the exception message, and the kernel returns to the calling program using the information in the exception reply
to modify the calling thread’s state before resuming it.



There are several types of system calls depending upon the way the communication between the emulator and
the server is done. Section 7.4 describes the different types of system calls. The communication mechanisms used
are:

RPC Mach provides a RPC interface generator, called MiG, for passing parameters between tasks.
Message PassingMach message passing is used in most system calls.

Shared Memory When there is a big buffer to transfer between the server and the emulator, the Mach
virtual memory mapping mechanism is used to maintain a shared memory zone between the emulator
and the server.

When invoked, the IPC interface goes through the following steps:

(1) Identify the calling process.
(2) Activate a thread for each request that has been received.
(3) Call the corresponding system-call-specific routine.

7.3.1.3 BSD Services Layer

This layer implements the semantics specific to the OSF1/mk system. Two parts can be identified in it:

(a) Mapping of the basic system objects onto the Mach objects: as an example, a Unix process is imple-
mented using a Mach task with a thread in it.

(b) Implementation of the operating system services: as far as possible, this part reuses the code of the
previous kernel versions as, for example, in the case of the file system or the networking code.

7.3.1.4 Base Services Layer

This layer supplies the low level functions necessary to allow the reuse of large portions of the previous versions
of the kernel code. This is necessary because when transformiogalithic operating system into a user mode
server, some low level internal services can no longeadmessed directly. Examples of such services are the
synchronization primitives and interrupt masking routines.

Device drivers are another example. They remain part of the Mach 3.0 kernel and therefore camesbed
directly by a user mode operating system server. Instead, the base services layer uses Mach IPC to provide the
necessary interface between user level operating system code and kernel device drivers.

7.3.2 Source Tree of OSF1/mk

The main directories of the source tree provided in Version 4.1 of OSF1/mk, as shown in Figure 7.6, are as follows:

(a) export:  Contains the header files and the libraries that are built iath@irectory and are copied into
theexport directory.

(b) obj: Contains the objects and executable files of the Mach kernel and/or the server after their compila-
tion.

(c) tools:  Contains the compiler (gcc) and related tools (C-preprocessor, linker, etc).
(d) src:  Contains all source files of the Mach kernel, the server, the libraries, and the commands.

(e) srcisbin: Contains the source files of the system commands not using the shared libraries. These
commands are very important in single-user mode or when recovering from an error during shared
libraries preload.

(f) src/setup:  Contains all the shell scripts that build the different components of OSF1/mk.
(9) srcikernel: Contains the source files of OSF1/mk.

(h) src/mach _servers:  Contains the source files of the server and the emulator of OSF1/mk.
(i) src/mach _serversiemulator: Contains the source files of the emulator.



export

obj
shin
tools setup
kernel emulator
/base_directory src mach_servers < mach_init
mach_kernel server bsd
conf
logs ust sys
Sytemtest uxkern
hostobj
hostexp

Figure 7.6: Source tree of OSF1/mk Version 4.1

() src/mach serversimach nit:  Contains the source files of a server that creates ports for globally inter-
esting services, and hands the receive rights to those ports (i.e. ilihetatserve them) to whoever

asks.

(k) src/mach _servers/server: Contains the source files of the server.

() src/mach _servers/server/bsd: Contains the source files of the server that implements the POSIX
1003.1 services.

(m) src/mach _servers/server/conf: Contains all the configuration files relevant to the OSF1/mk version
to be built in the next compilation.

(n) src/mach _servers/server/sys: Contains the header files that are not to be exported to the directory
jusrfinclude  , that is, should be hidden from the user.

(0) src/mach _servers/server/uxkern: Contains the source files related to server thread handling and all

the source files for the IPC interface between the emulator and server software layers.
(p) src/mach _kernel:  Contains the Mach 3.0 source files.
(q) srciusr:  Contains the source files of all commands.

(r) src/systemtest: Contains the source files of the tests to be made of the system. Holds internal and
external tests, plus any new tests added to check POSIX 1003.4 correspondence.

(s) logs: Contains the log files of previous compilations. It is important to maintain previous logs to com-
pare them with logs from new compilations in order to check if the compilation has been successful.

(t) hostobj:  Contains object and executable files of system commands after their compilation.

(u) hostexp:  Contains libraries and header files to be exported to system directories. For example all
libraries in this directory are the last compilation of libraries intkelib ~ directory.

7.3.3 Monoprocessor & Multiprocessor Configurations

The installation kit, provided by OSF, includes all the binaries and source code needed for building and running
OSF1/mk: the Mach and BSD server source files for different platforms (i386, Encore MultiMax and MIPS), the
source files of all the applications and system commands, and the source files of the tools used for building the
system. Here we will examine the OSF1/mk system for two different installations, one a multiprocessor, the other
a uniprocessor. Both installations are for machines based on the Intel i486 microprocessor. They share the same
source code, and only differ in the binaries obtained from building OSF1/mk.



7.3.3.1 Corollary 486/smp multiprocessor

The Corollary 486/smp [Corollary 92] belongs to a symmetric multiprocessor family that is based on the Intel i486
processor. It features a tightly-coupled shared memory architecture, in which multiple processasckageo
common memory. To prevent memory access from creatingttéebeck, there is @ache on each CPU board.
As indicated in Section 6.3, the system uses a dual-bus architecture, featuring a standard EISA bus for peripherals
and a propietary 32-bit bus, the Extended C-bus, for processor and memory traffic. This results in a system that
preserves compatibility with EISA and ISA peripherals yet achieves a performance level only possible with a bus
designed specifically for multiprocessing.

A typical server configuration for compiling, testing and debugging might have 4 processors, 32MBytes of
shared main memory, a controller for SCSI hard disk devices and diskette dridgheanetinterface, and finally,
a low resolution graphics controller for the console.

7.3.3.2 1486 PC uniprocessor

A typical i486 PC workstation might have an Intel i486 processor, an EISA bus, 32MBytes of memory, a con-
troller for SCSI hard disk devices and diskette drivesEtrernetinterface and a high resolution SVGA graphics
controller.

7.3.4 Compilations: Scripts, Makefiles & Configurations

The process of building the OSF1/mk operating requires the building of all the components of it. Those components
are:

(a) Mach 3.0 kernel
(b) OSF1/mk server
(c) User Libraries

(d) User commands

The compilation is a complex process handled by the Waike utility. All the environmental variables that
makefiles  expect to be set, are initialized through shell scripts. Those scripts can be found in the directory
sre/setup  under the subdirectory corresponding to the platform we are building:icese (the i386 reference
platform). Next the most important shell scripts are described:

(a) AT386/setup.sh: Builds the tools necessary to compile the rest of the tree (compiler tools are not
included).

(b) AT386/0SF1MK.sh: Buildsthe whole OSF1/mk operating system: All libraries and commands, the Mach
3.0 kernel, the server and the emulator.

(c) AT386/mach kernel.sh:  Builds the Mach 3.0 kernel.
(d) AT386/mach servers.sh:  Builds the server and the emulator.

(e) AT386/onecmd.sh:  Builds include files, libraries and commands in the tree, that are specified as param-
eters (e.g. onecmd.sh <directory> <target> ).

The shell scripts must be invoked fram/  directory and with theh as a command interpreter. For example
to compile the server and the emulator the command is:

sh -x setup/at386/mach_servers.sh >& ../logs/mach_servers.log

When executing these scripts it might be a good idea to redirect the standard output and the standard error to a
log file (as in the example above) in order to have a trace in case any problem is encountered.

The microkernel, server, emulator and magh binaries built by the above scripts may be found below in the
following paths:

~/obj/at386/mach _kernel/$ {MACIKERNELCONFIG/mach kernel



~/obj/at386/mach _servers/server/$ {CONFIGOPT}/vmunix
~/obj/at386/mach _servers/emulator/emulator
~/obj/at386/mach _servers/mach _nit/mach _nit

MACHKERNELCONFIGandCONFIGOPTare environment variables that may be set to select the wished configura-
tion for either the microkernel or the server. They have to be set before using the above mentioned scripts.

The CONFIGOPT environment variable indicates the configuration file used when building the server
(server/conf/AT386/$ {CONFIGOPT}). It is set in theaT3s6/host.sh  script (see below), that is read in by the
other scripts to set up the basic variables used by all the scripts on the Intel i486 platform.

if test SMULTI
then
CONFIG_OPT="MULTI_FASST"
else
CONFIG_OPT="DEB_FASST"
fi

(a) DEBFASST: the configuration file to compile for the monoprocessor platform PC i486. The number of
CPU’scpus is setto 1.

(b) MULTILFASST: the configuration file to compile for the multiprocessor platform Corollary 486/smp. The
number of CPU’spus is set to 4.

The MACEKERNELCONFIGenvironment variable indicates the configuration file used when building the micro-
kernel ach_kernel/conf/AT386/$ {MACHKERNELCONFIG}).

(a) sTp+ws:the configuration file to compile for the monoprocessor platform PC i486.

(b) STD+COROLLARY+6+XCBUS+BULthe configuration file to compile for the multiprocessor platform Corol-
lary 486/smp.

7.3.5 Booting the built OSF1/mk

There are two ways in order to boot the built binaries:

(1) Specifying a boot prompt:
It is necessary first to copy the builtach_kernel  into /mach kernel.new , the built server vmunix
and its emulator into thénach _servers directory asvmunix.new andemulator.new , for instance,
respectively. At the boot prompt, the following should then be entered:

mach_kernel.new:/mach _servers/vmunix.new -e /mach _servers/emulator.new

(2) As the default boot:
It is necessary to copy the builihach kernel into /mach, the built server vmunix into
Imach _servers/startup and its emulator intamach _servers/emulator

7.3.6 Debugging a Server

The GNUgdb debugger is a symbolic debugger that will be used to debug a OSF1/mk server when it is run as a
second serverysr/local/gnu-tools/bin/gdb4.6 ); however this implies some specific machine set-up that will
be described later in this section.

The figure 7.7 shows the execution environment of a second server. The second server runs as a child process
of the first server, and can be debugged with a special version ofgiéls , which is provided with the OSF1/mk
sources, and which can debug multiple-thread Mach tasks.

The second server interacts with the first server in order to write the messages in console. The second server
console is the first server terminal from which the second one started its execution. There are two different families
of processes, which will not be allowed to interact using normal Unix system calls: the first server only knows the
server being debugged, not its descendants, and the second server uses a few services from the first one, namely
for the console emulation for instance.
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Figure 7.7: Execution environment of the second server

To use the facility of running and debugging a second server édsssary to establish an appropriate environ-
ment. This is, to partition the disk with two different roots (for booting first and second servers), two paging files,

ivar and/swap . See the table below, figure 7.8:

FIRST SERVER SECOND SERVER
sd0a sdOg root
sdOb sdOf paging file
sdOe sdOi Ivar
sdOh sd0j /swap

Figure 7.8: Partition Table

All read-only file systems, such asr , can be shared between the two servers because it contains the com-
mands that will not be changed.

7.3.6.1 Running the Second Server

The~/bin/second  program starts the execution of the second server.gdthestname()  function gets the name
of the local host, but unfortunately the name of the machine in which the second server must run is hardcoded into

the program.



For a machine with a different name it will be necessary to change and to recompile this program, and then to
establish the ownership and rights to be as follows:

-rWSr-X--- 1 root fasst 77470 Jul 08 06:42 second

When run,~/in/second  mounts the root partition of the second servessdog ) into the/mnt directory
to copy the built emulator into thénnt/mach servers ~ directory asemulator.new , and then unmounts thsog
partition. Finally, it runs the second server, executing:

~/obj/at386/mach _servers/server/$ {CONFIGOPT}vmunix
-w -e /mach _servers/emulator.new sdOg

The argumente specifies a file for the emulator and for wired threads only.

7.3.6.2 Debugging the Second Server

Once the second server is running you may debug it. Thie/debug ~ script first will recognize the machine in
which the second server is running in order to know the path of the built senveix and change the current
working directory to themunix directory.

Then execute/bin/srv - _gdb’ vmunix and attach to the process ID of the running second server.

7.4 System Call Extensions to a Server

As stated in section 7.3.1 there are different types of system calls depending upon the way the communica-
tion between the server and the emulator is performed. The type of each system call is specified in the file
server/conf/syscalls.master with one of the following keywordsvsG sTug EMuLandrRMUL

(a) MsGSystem Calls.

This kind of system call is the most common, it performs the communication between the server and
the emulator via Mach message passing.

(b) sTuBSYystem Calls.
The key characteristic of these system calls is that they receive special treatment in the emulator. For
eachstussystem call there is one routine in the emulator that do some especial test before communi-
cate to the server. These test check the validity of the system call parameters to avoid the communi-
cation with the server if there is an erroneous value. Once all the tests are passed, the communication
with the server is performed by RPC or via a MiG interface.

(c) EMULSystem Calls.
This type of system calls an the following one are very similar, both can execute completely in the
emulator, without communicating with the server. When the call cannot be completed in the emulator
the communication with the server is done either by message passingiasdalls or by RPC as in
sTtuscalls. An example of this type of system callssigorocmask() , the signal mask of the process
is maintained in a memory zone shared with the server and the only action to carry out is to change it,
S0 it is not necessary to involve the server in the execution of this system call.

(d) RMULSystem Calls.
The only difference between this kind of system calls and the previous one is an extra parameter
added to all the system calls of this type. This extra parameter contains the registers of the machine.
Obviously the system calls of this type are machine-dependent. An example of such system calls is

sigreturn() called when a process exits from a signal handler and the previous stack frame of the
process must be restored.

If a new systems call has to be added to the server, this is not a very difficult task, but it does force one to
modify several files. As an example of how to do this, below we outline the steps involved in addipgn and
gseek system calls to the OSF1/mk BSD Server.

7gdb4.6 binaries



7.4.1 Adding themqopen System Call

(1) The fileserver/bsd/fasst omsg.c contains the source code of all system calls related to message pass-
ing.
(2) A new entry has to be added in the fél@ver/conf/syscalls.master

269 STD SERIAL MSG 4 mq_open

The meaning of each column is the following:
(a) number: system call number that must be in order.
(b) type: one ofSTD, STDALT, OBSOIl, UNIMPL, COMPAT
(C) parallelized: one OfSERIAL, PARALLELOr UPARALLEL
(d) emulation:  one ofMSG STUB EMULOr RMUL
(e) nargs: number of arguments.
(f) name: name of system call routine.
(3) Depending on the compilation debugging option, extra information has to be inserted in one of the
following files:
(a) No debugging. The filgerver/conf/files has to contain the following line:
bsd/fasst_msg.c standard

(b) Debugging. The fileserver/confrfiles remains unchanged; however, the template file
server/confitemplate.mk has to be modified by adding the following lines:
OBJS = ${OBJS} fasst_msg.o

CFILES = ${CFILES} bsd/fasst_msg.c
COBJS = ${COBJS} fasst_msg.o

fasst_msg.o: bsd/fasst_msg.c \
${C_RULE_1A_DBG} bsd/${C_RULE_1B}; \
${C_RULE_2}; \
${C_RULE_3}; \
${C_RULE_4}
(4) Itis necessary to create a new filgopen.s in thesrc/usriccs/lib/libc/AT386 directory, containing
the following code in the same way that in the other system calls:

#include <syscall.h>
#include <machine/asm.h>

SYSCALL(mq_open)
ret

Moreover, mgopen.o must be added to the object list in the filmachdep.mk in the
srclustices/lib/libc/AT386 directory.

(5) The prototype of thengopen system call is included in thec/kernel/mqueue.h header file.

#ifndef _KERNEL
#ifdef _NO_PROTO

extern mqd_t mq_open();
#else
extern mqd_t mq_open(const char *, int, mode_t, struct mqg_attr *);

#endif /* _NO_PROTO */
#endif /* _KERNEL */

7.4.2 Adding thegseek System Call to Remove the 2GB Filesystem Limit

The UNIX file system implicitly limits the size of file system to 2GB. This echuse theewfs command that is
used to create a new file system relies ondksx system call to write file system metadata onto the raw device.
Thelseek system call takes a 32 bit offset which determines where future operations will take place. When the



file system is being written this offset is a byte offset on the raw disk, and it is this quantity which introduces the
limitation on file system size. The file system can support large file systems, such as are required for sensible use
of the Stable Disk, but the standarelvfs does not allow them to be created. To work around this problem a new
system call has been added to OSF1/mk:qtieek takes a 64 bit quantity as an offset, anslfs is then altered

to use this call. Once large file systems can be created, the existing file system code can handle them, since it uses
offsets referring to disk blocks rather than bytes.

7.5 Driver Extensions to the MicrokerneP

The development of device drivers is an unpleasant task for a number of reasons. Typically device drivers are

implemented as part of the kernel of the operating system. This means that each time the device driver is modified
the kernel must be recompiled and the machine rebooted before the new version of the driver can be tested. This
need to reboot increases the time taken thraeagh iteration of the modify-compile-test cycle and also reduces

the usefulness to other users of the machine on which the driver is being developed.

7.5.1 Developing Device Drivers in User-Space

The above difficulties are primarily due to the driver being part of the kernel. Many of these problems disappear if
the kernel provides services which allow user-space programs to provide the functionality of a device driver. The
designers of the Mach 3.0 I/0 sub-system went part of the way to providing such a facility, and the extensions
discussed here attempt to carry this work through to its logical conclusion by allowing drivers to be developed as
normal application programs which can be recompiled and run without rebooting the machine. This dramatically
reduces the time taken to test modifications to drivers, allows other users to continue using the machine during
driver development, and facilitates the use of the more sophisticated debugging tools available iaagser sp

To support user space device drivers which are independent of kernel code, three new facilities have been
added: a service to vector interrupts into user space, a means of mapping a specified ppttieical memory
into a task’s address space, and a mechanisndyoamically adding a device driver to the system. In some
multiprocessor configurations, not all the CPUs hateess to the I/O bus. A féity has been added to allow
threads which require access to the 1/0 bus to bind themselves to an 1/0-capable CPU, ensuring that they are only
scheduled to run on that processor.

7.5.2 The Spy Device@ievispy

To facilitate the memory mapping and interrupt vectoring modifications to OSF1/mk, a new pseudo-device
/devispy has been added to the system. Adding a pseudo-device is a less complex and more flexible method
of extending the system than adding system calls. The ramevas inspired by thespy system call which

serves a similar purpose in GENIX [National 85].

7.5.2.1 Mapping Physical Memory

OSF1/mk allows limited access to the 1/0O space of #86ls physical address space through the pseudo-device
/deviiopl . While this is sufficient to control many 1/O devices it falls well short of what is needed to control the
Stable Disk. The Stable Disk’s registers are mapped into EISA memory which in turnis mapped to a fixed address
range in the i486’s physical memory map. dccess these registers, the spy device has to allow the appropriate
portion of physical memory to be mapped into the device driver’s task.

To map a portion of physical memory, the task first opens the spy device using the standardggiNpall.
Next, the task callsmap a call normally used to map files into memory. Whenapis passed the file descriptor
of the spy device, its arguments take on the following meaning:

mmap(addr,len,prot,flags,file_descriptor,physical_addr)

whereaddr is the location within the task’s virtual address space where the physical memory is to be mapped;
len is the length of the memory range in bytes. The argumgmts andflags retain their standard meanings,

8This section contributed by Jeremy Jones and Danny Keogan, Department of Computer Science, Trinity College Dublin



details of which can be found inmap(2) . Thefile _descriptor — argument is the file descriptor of the spy device
andphysical _addr is the start address of the range in physical memory to be mapped.

The implementation of this call is made difficult by the layers of encapsulation in the microkernel. It is not
possible for the server to create a direct mapping between a region of virtual memory and a region of physical
memory, because the microkernel’s virtual memory interface does not allow access to a task’s page tables from
outside the microkernel. This means that part of the implementation of the spy device has to be in the server and
part in the microkernel.

Under the Mach virtual memory system, the microkernel allows for a region of memory to be backed by a
memory object. A memory object is an abstraction which encapsulates data storage. When a fault occurs in a
region of virtual memory, the microkernel looks up the memory object that is backing that portion of the task’s
address space and sends it a message requesting it to supply the data that ought to be at that location. If, for
example, the region of memory is backed by the default pager, it will read the data from disk and supply it to the
microkernel. The advantage of this system lies in allowing the kernel access to data from heterogeneous sources,
through a single abstraction, that of virtual memory. The data supplied by the memory object may come from disk,
the memory of a remote machine or, as in this case, from a particular area in physical memory.

Whenmmapis called on the spy device, the server creates a new device pager memory object, connects it to the
appropriate region of virtual memory in the calling task’s address space and returns. As the pages of the mapped
region are accessed, they cause page faults which result in messages being sent to the device pager requesting it
to provide the data. The pager then invokes the mapping routine of that portion of the spy device that resides in
the microkernel. Since this routine is in the microkernel it can make the appropriate changes to the faulting task’s
page tables and return.

7.5.2.2 Interrupt Vectoring

The standard support for user space device drivers in OSF1/mk requireathadriver have an interrupt handler
routine in kernel space. This routine saves titdaegisters in a page shared between the kernel and the driver,
acknowledges the interrupt and resumes the previously suspended user driver with éeal taesume . The

driver then processes the interrupt and, when it has no further work to carry out, suspends itself with a call to
thread _suspend until another interrupt occurs.

Although interrupt handlers do not require much code, writing oneeémh user space driver is tedious. A
cleaner and more general solution to this problem is to provide a mechanism which allows the user space driver to
acknowledge its own interrupts. The spy device offers this functionality througltan call. The syntax for the
call is:

ioctl(file_descriptor, request, argp)

where filedescriptor is the file descriptor of the spy device obtained from a standard bffdhXcall; the value
passed for request should &y wri, defined inspyio.h ;theargp argument should be a pointer to a strapgit_wfi
which is defined, in the same header file, as:

struct spy_wfi {
int hwlevel,
int swlevel;
int timeout_ticks;

}

The fieldhwlevel refers to the 1486 interrupt levedwlevel is a value used by the kernel to attach a software
priority to interrupts, andmeout _ticks is a timeout value measured in milliseconds.

When theoctl  call is executed, the calling thread is blocked until such time as an interrupt occurs or the call
times out. The timeout is necessary because the microkernel will not allow a task which has a thread blocked in a
system call to exit. The call will fail if the specified hardware interrupt level is already being used.

The call works by allowing a user space task to alter the tables used by the microkernel to keep track of
interrupt handlers. Three tablasnt ,intpri , andivect ) keep track of the hardware level, the software level
and the address of a handler, respectively, for each available hardware interrupt. The call first checks to see if the
given hardware level already has a handler defined, in which case it fails, returning an error value; otherwise, it
inserts details of its own generic handdgyint  into the tables, while noting the thread identifier of the caller in a
shadow table which it maintains. The calling thread is then blocked. When an interrupt occurs, the spy interrupt
handlerspyint is called and looks up the shadow table, to find the appropriate thread and wake it up.



7.5.3 Dynamically Adding Device Drivers

The standard support for user-space device device drivers in OSF1/mk does not support dynamically adding device
drivers to the system. This means that user-space drivers must be started as part of the boot process. To test
a modification to a such a driver, a time consuming reboot must be carried out to start the new version of the
driver. A new system callser device _check in was added to the system to allow the dynamic addition of device
drivers. This call maintains a table, which associates user space device driver names with the Mach ports to which
operations on these devices should be sent.

In most cases, when the server receivesmn system call, it simply callglevice _open on the microker-
nel master device port, which returnsandright granting access to the port coriling the device. This se-
guence has been modified to enable dke _device check _.in call to work as follows: where the server would
normally call device _open, it instead calls a routined _device _open, which consults the table maintained by
user _device check _in to see if the device is a user space device driver.

If the device is not found in the tableevice _open is called normally on the kernel’'s master device port. If
the device is found in the table, theavice _open is called, but not on the kernel master device port; it is called
on the master port of the user space device driver retrieved fsemdevice _check _in 's table. Once the device
is open, the server caches thendright to the device’s port obtained from thevice _open call. Thissendright
is indistinguishible to the server fromsandright that it would obtain a kernel driver, so no further modifications
have to be made to any other device operations for it to work with user space drivers.

The server looks up devices in its device switch table based on their major device number to find the appro-
priate driver name for the device. This is a static structure in the kernel source, and therefore cannot be extended
dynamically. Dummy entries are made in this tabledach user space device driver. To speed the operation of
ted _device _open, @ naming convention has been adopted for these internal names for user space device drivers
(which are independent of the names which appear ingthe directory): user space device drivers names begin
with an asterisk. If the name does not begin with an astetiskdevice _open assumes the driver is a normal ker-
nel driver. Altering the kernel device switch table is the only modification of kernel source necessary to implement
a user-space device driver using the framework created by these modifications.

7.5.4 Binding Threads to I/O Capable CPUs

The Mach microkernel provides support for the multiprocessor architecture manufactured by Corollary Inc. In the
original Corollary machines, which incorporate a proprietary cache-coherent bus, the C-Bus, only one CPU, the
base CPU, has access to the EISA 1/O bus. With Mach, the first time a thread executes an 1/O instruction, it traps
into the microkernel. If the thread has sufficient permissions to execute the instruction, the microkernel binds the
thread to the base CPU, i.e. it ensures the thread will only be scheduled to run on the base CPU. Here the target
machine is a later model that incorporates an Extended C-Bus (or EC-Bus). This provides support for symmetric
CPU boards; boards which can access the EISA bus directly. To make maximum use of these boards, a change
has been made to the behaviour of the trap handler that is called when a thread executes an I/O instruction. This
routine now binds I/O threads in round-robin fashion such that they are spread over all the 1/0 capable CPUs.

When mapping EISA memory into a task address space using the spy device, no I/O instructions are used. Each
thread which needs to access the spied portion of EISA memory must therefore execute a dummy I/O instruction
to ensure that it has access to this memory, otherwise it will rezdbra values. This instruction can be any 1/0
instruction which has no side effects. This arrangement has inspired a further enhancement to the 1/O instruction
trap handler: to allow the thread to choose which CPU itis to be scheduled on. If the instruction execuiad is an
instruction and the 1/0O address is between 0x200 and 0x20e, the trap handler will attempt to schedule the thread
on the CPU number indicated in the 4 least significant bits of the address. If this CPU does not exist, the handler
falls back on the round-robin system. The round-robin system is always used if the address is 0x20f. Two macros
provide a syntactic sugar for this mechanisemD_To.cpu(x) will attempt to bind the thread to CPU number x,
where x is in the range 0 to 14IND_TO.SYMMETRICCPUWIll bind a thread to a symmetric CPU in the round-robin
fashion mentioned above.



7.6 Fault Tolerance Extensions to the Microkernel

By now we have a good idea of the fundamentals of Mach, and at last can speculate on what enhancements are
needed for it to conform to the principles of Section 7.1. The aim is to provide a fault tolerant virtual machine
(see Figure 7.9) through the use of hardware and the seed, or an equivalent fault tolerant microkernel. This virtual
machine is to have no single point of failure and it shouldcgfully degrade for mitiple points of failure. If

any one hardware component fails, the virtual machine is to recover transparently (although it need not guarantee
recovery from multiple hardware failures).

L3 User

Fault-tolerant
Fault-tolerant

Microkermnel \Lz UNIX Server / Virtual Machine

L1 ~Mach Fault—tolt_erarD
z Microkernel | Mechanisms v
Tasks/Threads/ - - === \Commit/Checkpoint
Ports/Message Failure/Detection
Virtual Memory LO Hardware }?gr%rglRReeccocYee?
very

Figure 7.9: Virtual machine

We know that in order to ensure that applications continue to run in the face of failure, enough information
about the state of the system must be saved to ensure that if one hardware failure did occur, tleeentgt r
saved system state could be restored and execution of the application could continue from there. We also know
that the system state is comprised of all the individual processor states, and that when recovery is carried out at the
processor level the system is not concerned with the individual state of the currently executing applications, it is
concerned with the system and hence processor states at particular instances of tiece#rg points

7.6.1 Fault Tolerant Mechanisms required in the Microkernel

The fault tolerant microkernel has to use the mechanisms provided by the underlying hardware to ensure that the
above holds true, i.e. that if a processor fails, its processes should be recovered in a fashion transparent to the user.
It does this by usingrocessor transactions

7.6.1.1 Processor Transactions

A processor transaction is used to provide backward error recovery in the event of a hardware failure. Each
processor is part of one and only one processor transaction. The microkernel must beceddtstoommitand
aborta processor transaction. Here the creation and committment of a processor transaction are combined into one
act called acheckpoint

Processor transactions are initiatedeath processor by the conttment of the previous transaction and the
establishment of the next. They are begun by the microkernel on each processor. As each processor accesses shared
memory the processor dependency groups merge and expand, and thus there may be one or more processors as
members of such a transaction. The number of members may increase during the life span of the transaction, but if
one processor withdraws from a transaction before it completes, then all the remaining members of that transaction
must be rolled back.

Each processor must be able to explicitly invoke a checkpoint by issuing the relevant software commands
which use the mechanisms provided by the hardware.

While processors are independent of each other, each processor may decide whekptmih@dthout con-
cern for any other processor’s checkpoints. If every processor in the system was independent and the system was

9This section contributed by Paula McGrath, Department of Computer Science, Trinity College Dublin



rolled back to a consistent state, each processor would have its most recenkgaihesl state restored even
though these checkpoints may have occurred at different points in time.

Once processors become dependent on each other, by accessing modified shared data, it is not acceptable
for dependent processors to independently checkpoint. A restoration of the system state in this cassljwith
processor restoring its most recently dkgainted state) would not lead to a consistent system state. Processor
dependencies must be logged and tracked to ensure that dependent processors are checkpointed together. In this
way a consistent state of the system may be restored if necessary.

PL ------- Checkpoint- - = - - = = - e e e Checkpoint- - - - - -
pp "o Checkpoint-<z - ---------- Abort
W(v,e)
Roll back dependent processors
P3 ----- Checkpoint- - - - - - - - - - ./R((Y) - - .. Abort

Both P2 and P3 are rolled back to their last checkpointed
state and continue processing from there.

P2 "SI tooo oo Checkpoint- - - - -

Checkpoint dependent processors

Figure 7.10: Three dependent processes subject to rollback

7.6.1.2 Processor Dependencies

Processor dependencies are tracked bysthle Processor dependency groups are created using this information.
A dependency is created between two processors when one accesses the same area of shared memory that the other
has written to. The dependency tracking is affected by type and ordecess. If two processors read the same
area of memory no dependency between the processors is created.

Let us take a concrete example. In Figure 7.10 the three processors, P1, P2 and P3, are initially independent.
If a rollback occurred, the processors would be rolled back to their most recerkpoieted state. But after P3
reads the value written by P2, P3 becomes dependent on P2. If P2 aborts before its next checkpoint, then P1 must
also abort. After the two processors are rolled back, the dependency is created again. This time P2 checkpoints
and P3 is implicitly checkpointed. P1 is not affected as it is still independent of the other two processors.

Again let us take a concrete example. In Figure 7.11, P1 and P2 are processors and P1 is the current writer of
memory locatiorv. If P2 subsequently reads that same memory location, P2 becomes dependent on P1. Similarly
if P4 writes to locatioru, P3 becomes dependent on P4. The arrows indicate the dependency relationships.

—
Actions over time are:  P1(w,v ), P2(r,v), P3(w,u), P4(w, u) time

Dependencies relationships are:P2(r) —®P1(w) P3(w) —® P4(w)
Figure 7.11: Dependency relationships between three dependent processes

A consistent state of the system must be checkpointed where there are processor dependencies. When a pro-
cessor is to be checkpointed, an implicit checkpoint is issued to all the other processors which are in the same
dependency group, and the processors in the descendant dependency groups must also be checkpointed.

In the event of a hardware failure the last saved consistent state of the system is restored and processing
continues with the processes unaware of the failure. When one member of a dependency group issues a rollback
request, all the members of the group must be rolled back.



7.6.2 Checkpointing

When a checkpoint occurs, the state of a processor is savedS Whprovides the mechanism for checkpointing

the state of a processor. It knows what parts of memory have been modified by each processor. However, the
state of a processor is everything that has been modified by the processor since the previous checkpoint, including
CPU state, registers, cache, etc.. All of this must be saved.b&pi@duct, a checkpoint clears a processor of any
dependencies.

7.6.2.1 The Checkpointing Algorithm

The checkpointing algorithm is implemented in software using the mechanisms provided by the hardware (see
Chapter 4.1). There are two phases to the hardware part of the checkpoint and one phase for the microkernel. One
of the processors is thaeitiator. It is responsible for coordinating the processor checkpoint; it does not have to

be the processor which requests the checkpoint. The other processors fall into one of two categories: (a) member
of the dependency group, (b) independent of the dependency group. These two categories are mutually exclusive.
There may be zero or more entries in either category. In the following paragraphs a description is given of the tasks
of the Initiator, the other processors and the (also see Figure 7.12).

The Initiator

(a) Request the other processorsStop all Activity

(b) Read the dependency matrix from the Stable Memory Unit(s)

(c) Generate the Dependency Group

(d) Request the processors which are not in the Dependency Gra@gntmue Processing
(e) Tell the processors which are in the Dependency Grodgyepare to Commit

(f) Wait for the Dependency Group to signal their acceptance of the message

(g) Inform the Stable Memory Unit(s) tBrepare to Commit

(h) Request the processors which are in the Dependency Gralpritinue Processing

(i) Request the Stable Memory Unit(s)@mmmit

The Other Processors

(a) On receipt of &top All Activitycommand save the registers
(b) Wait for the next command
(c) If command ==Continue Processin@’hen
Resume processing
(d) If command ==Prepare to CommifThen
Save Registers and clear/flush cache
Wait for Continue Processingommand

Stable Memory Unit(s)

Phase 1 While the checkpoint is active check that the Initiator is still alive
Pass the Dependency Matrix to the Initiator

Phase 2 Commihe Data

The SMs may be considered as two banks of memory, as in Figure 7.13, one containing the current data and
the other containing the recovery data. When the memommitsthe data is copied from the current memory
bank,bank3, to the recovery memory bankank2 When the memongaborts the data in the recoverdyank2is
copied to the currertiankl

To summarise, when a checkpoint is taken the state of a processor is saved. The checkpoint is taken by the
microkernel using the mechanisms provided by$ti¢.



. Processor Processor .
Initiator in Group NOT in Group Stable Device
obtain_commit_lock();
stop_all();
saveRegisters(); Wait(Initiator);
Sync[myID]=Stopped;
Wait(Sync[myID]);
Wait(Sync[*]==Stopped);
ComputeGroup();
Sync[in_Group]=Commit;
Update_M_in_Devices(); Commit Continue
Sync[lin_Group]=Continue; / \
FlushCache(); continue ...

Wait(Sync[in_Group]==Waiting);
Sync[in_Group]=Normal;

Wait(Sync[myID]==Normal);
continue ...

Prepare_Devices(); Wait(Commit);
Commit_Devices();
continue ... <Perform Commit>

Figure 7.12: Execution of a checkpointing algorithm

Current Data Recovery Data

—_—
Checkpoint

Bankl Bank2
- Abort

Figure 7.13: Checkpointing and rollback

7.6.3 Rollback

When a rollback is initiated as the result of one hardware failure in the system,dtéssary to transparently

roll back a processor and resume execution of the process which was executing at the time of the most recent
checkpoint, as though nothing has happened. There may be a problem with rescheduling the process elsewhere in
the system because the ckpoint could have occurred at a time which was not convenient for the process; it may

not always be feasible to reschedule a process.

Rolling back a processor results in the restoration of the state of the processor and hence a consistent state of
the system is also restored. The number of processors rolled back depends on the type of failure. Either all the
processors are rolled back or the members of the affected processor dependency groups are rolled back.

Let us again take some concrete examples. In Figure 7.14 we assume for simplicity that checkpoints occur on
a context switch. Checkpoints terminate one processor transaction and start another. If there is no rollback both
processors continue as normal.

Initially P1 has no dependent processors. If P1 aborts during execution of S2, P1 is rolled igcéllto
modifications made in th& A by the processor P1 on behalf of both the microkernel and the process since the
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Figure 7.14: Two dependent processes that checkpoint at context switches

checkpointY are undone by copying the data in the recoveayk2to the currenbankl Also in this example,

when process S7 reads a message from process S4, processor P2 becomes dependent on processor P1. If P1 aborts
after S7 reads the message but before its next checkpoint, both P1 and P2 are rolled back to checkpoint Z, causing
all thebankldata modified by both processors to be overwritten by the recovery datdbfok?2

S1 S3
PL —- - —i I
M1
P2 | S | g
' s6 ' S2 '
Legend
- . Checkpoint

Figure 7.15: Two dependent processes that checkpoint at any time

In Figure 7.15 there are two processors, P1 and P2. In this example checkpointing is assumed to occur at any
point in time during a process’ execution, i.e. there is no guarantee that a checkpoint occurs at a context switch.
P1 checkpoints during the execution of S1 and P2 checkpoints during the execution of S6, where neither occur at a
context switch. P2 becomes dependent on P1 by reading the message M1 from S1. P1 aborts during the processing
of S3 and both processors are rolled back to their last saved state, which happens to be part way through the
execution cycle of the two processes. There is no knowing the state of the processes or what they were doing when
their most recent ch&points were taken.

7.6.4 Standard and Non-standard processes

With the seed we introduced two types of processes, standard and non-standard, and this concept must be extended
to the microkernel. A process which accesses both a local state andiilppéicoverable objects is a standard
process. A non-standard process is one whaesses objects which are not imjpljarecoverable. Objects which

are implicitly recoverable are those which are assumed to be represented in the STM. Examples of non-implicitly
recoverable objects are 1/0 devices, and so I/O traffic should be separated and contained in processes devoted to
I/O alone.

7.6.4.1 Standard processes

A standard process is unaware of the occurrence of either an explicit or implicit checkpoint or abort. If a processor
that is executing a standard process is checkpointed, it should be possible to restart that process from its last
checkpoint. This may not be at a point natural to the process but it should be possible. No message is to be lost



or handled twice by a standard process if a roll-back occurs. If a sender checkpoints agxbiber rolls back
before the message arrives, the microkernel must re-send the message.

C1
ProcessorP2 s2 —. . — . .

t4 t5
8 —
M1 M% \ M3
-/ = = -
2 C3 3 C4

Cc2 t1 t

Processor P1 S1

Figure 7.16: Two dependent standard processes

In Figure 7.16 both S1 and S2 are standard processes running on two different processors. No other processes
are scheduled on the processors in the given time frame. Initially there is no dependency between them and they
both checkpoint within their own time frame. If either of them fails before the message M1 is read and after
checkpoints C1 and C2, it will resume execution with the state saved at C1 or C2. After Processor P2 reads the
message from process S1 to process S2, P2 becomes part of the dependency group for P1. The dependency is
registered the moment the message is read (P1 does not become a member of the dependency group for P2).

If S1's processor fails at time t2, after P2 has read M1 and before checkpoint C3, both processors are rolled
back. If P1 fails after checkpoint C3 and before M2 is sent at time t3, only P1 is rolled bealse the dependency
between the two processors has been cleared. If P2 fails before M3 is read at time t4, only P2 is rolled back.

P1 Fails P2 Fails
Time Dependency Groups| Processors Affected | Processors Affected
t1 None P1 P2
t2 (P1, P2) P1FY p2 P1, P2 P2
t3 None P1 P2
t4 (P1,P2) p1 ¥ p2 P1, P2 P2
t5 (P2, P1) P2 pP1 P1 P1, P2

Figure 7.17: Dependency relationships between the processes in Figure 7.16

New dependencies are created by the processors reading messages sent from each other.

7.6.4.2 Non-standard processes

A non-standard process is informed when either an implicit or explicit checkpoint/abort occurs. It does not differ-
entiate between explicit or implicit. Non standard processes must be made aware of these events because they deal
with devices which may not be rolled back and have to be handled in a special way.

1{ M2, M3
cs c4 o5

M
Cc2 t1 C3

C1
Processor P2 NS4 ..

Processor P1 g3

Figure 7.18: Two dependent processes: S3 is a standard process and NS4 is a non-standard process

In Figure 7.18 there are two processes S3 and NS4 running on processors P1 and P2. S3 is a standard process
and NS4 is a non-standard process. NS4 is not implicitly recoverabbaise operations aretiated which can not



be rolled back. This causes no difficulties when NS4 is not dependent on S3. After M1 is read, NS4 is dependent
on S3. If S3’s processor fails before checkpoint C3 occurs and after M1 is sent, S3 is rolled back and an attempt is
made to roll back NS4 as well. It is not possible to render void all NS4's operations since its last checkpoint, as it
interacts with the external world, and these interactions may not be rolled back.

Nevertheless, the state of NS4 (checkpoint C1) is restored, and an attempt is made to undo any of the changes
made to objects in the system. This is possible with STM objects, but the process must also do some extra
processing before it is ready to resume operation. This is done by a special routine that is only executed after a
processor has been rolled back. There is a corresponding routine that is executed when a non-standard process is
checkpointed.

One way of reducing the probability of having to roll back a non-standard process is to checkpoint the pro-
cessor which creates the dependency immediately after the dependency is created, since after a checkpoint all
dependencies created by the checkpointing processor are removed. This is illustrated in Figure 7.19. After reading
message M1, processor P2 is dependent on processor P1. Since NS6 is a non-standard process, the dependency
should be broken as soon as it has been created, by checkpointing as soon as the message has been read. NS6
will rely on the microkernel to re-send it any messages it loses due to the rollback of processor P2. The failure of
processor P1 after checkpoint C3 will have no effect on processor P2 as the dependency has already been cleared.
Any dependencies with a non-standard process should be broken as soon as possible. The microkernel has to
recognise this and explicitly checkpoint the processor. This is an example of where an explicit checkpoint is used.
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Figure 7.19: A standard and a non-standard process, where dependent processes are checkpointed immediately
aftera dependency is created

Another way of reducing the probability of having to roll back a non-standard process is by checkpointing the
processor that could create a dependency before the dependency arises, for example, by checkpointing a processor
after every message is sent to a non-standard process. In this way no dependencies will arise from the message
being read. In Figure 7.20 Processor P1 checkpoints as soon as a message is sent to the non-standard process. No
dependency is created when Processor P2 reads the message M1.
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Figure 7.20: A standard and a non-standard process, where processes are checkpointed imimefditaly
dependency is created



7.7 Unresolved Microkernel Issue¥

Although it all looks very impressive, Mach actually falls well short of what is required for the recovery protocol.
Most microkernels suffer similarly. A number of problems remain:

(a) Checkpointing algorithm Difficulties with checkpointing arise where checkpoints happen at unknown
points of time. Unresolved issues include what is defined as the start of time, what happens at the start
of time, when is the first checkpoint taken ? How is a checkpoint message treated by the processor - is
it similar to an interrupt ? Can a processor be checkpointed at all times or are there some problem areas,
such as locks ? What happens if there is a crash of the processor which issued the explicit checkpoint
- does the Initiator continue with the checkpoint ? What if the checkpoint is only partially done when
one of the group’s processors dies ?

(b) Rollback For rollback, the major unresolved issue is what exactly is the rollback algorithm ? Also, what
happens if there is a failure during checkpointing which causes a rollback ? What if there is a failure
during rollback ?

(c) Standard processesReferring to Figure 7.16, if S2's processor fails after M3 is read by processor P1,
both S1 and S2 are rolled back to checkpoint C3. As both are standard processes, enough information
must be saved when the checkpoint occurs to allow the rescheduling of S2 elsewhere in the system.
How to do this is still unresolved.

(d) Non-standard processesFor a standard process, rollback is handled by the combination of the micro-
kernel and hardware. The process itself must do some extra processing before it is ready to resume
operation. It has a special routine which is only executed after a processor has been rolled back. There
is a corresponding routine which is executed when a non-standard process is checkpointed. What
exactly these routines do has yet to be specified. A question which also arises here is should non-
standard processes be part of processor transactions ? If they are not, non-standard processes should
not use stable memory and all their data structures should be stored in non-stable memory. How is a
processor initialised to use stable and/or non-stable memory ? Should the memory locations of a non-
standard process be recoverable ? A non-standard process can be dependent on standard processes, and
vice-versa, but these dependencies should be broken as soon as possible. What about dependencies be-
tween non-standard processes ? If the microkernel is aware of the difference between standard and
non-standard processes, then non-standard processes should register themselves. Also the microkernel
needs a mechanism to store messages which have to be re-sent to non-standard processes. Recovery
measures implemented by non-standard processes have no effect on standard processes. There should
be a firewall between standard and non-standard processes. Rolling back a non-standard process should
not affect any other processes. Another important issue is that within the dependency tracking hard-
ware no dependency is created between processes on the same processor, which is the more usual case
for I/O. In this instance perhaps the processor should checkpoint itself at regular instances to avoid
having to rollback the non-standard process.

(e) User recovery levelUser processes need the ability to control their own transactions (let us call these
user transactions The fault tolerant microkernel must provide the upper layers with the functions
which allow user processes to Begin, Commit or Abort their own transactions. Thus there are two
levels of checkpoints needed - those which occur at the processor level and are partially under the con-
trol of the microkernel (these may be explicit or implicit checkpoints/aborts), and those which occur
at the user level and which are under user control (these will all be explicit). A user level recovery
mechanism is required because a user level proceseteely on processor transactions. Processor
transactions are not under user level control; they are used and maintained by the microkernel. Should
a processor abort there is no guarantee that the processor (and hence the active process) will be rolled
back to its most recent explicit chigmint. It will be rolled back to the mosecent chelkpoint, which
may be either explicit or implicit, since the life of a user transaction may be longer than one proces-
sor transaction. In contrast, when users explicitly commit a transaction, they might expect that any
processor transactions running beneath the user transaction will be checkpointed, and similarly they
might not expect a processor transaction to last longer than a user transaction. The easiest way to avoid

10This section contributed by Brian Coghlan, Department of Computer Science, Trinity College Dublin



confusion is to allow explicit control of the behaviour by the user. For these user transactions, many
guestions remain unanswered. For example, is another process allowed to read the data involved during
the transaction ? How are deadlock and livelock avoided ? Does the Begin command include the data
which will be required by the process ? Is two phase commit used for the user transactions ?

(f) Stable Memory failure Failure of theSM is equivalent to the failure of the whole system, since it is
used to hold the state of the system, and so it should internally handle as many failures as possible. The
extent of this, and whether there is interaction with the microkernel, are as yet undefined.

(h) Processor module failure A processor module failure is equivalent to that module issuing an abort. The
failure of a processor is recognised by the other processors and it is handled by the stable memory and
an elected processor. The processors are fail-stop, and so if a processor module fails, it is taken out of
service immediately. A processor failure must be recognised. One way to detect a processor’s failure
is by using timeouts or interrupts. There is no actual restoration of interrupted processes as a valid
processor state has been saved by&hé. A scheduler runs on each processor and has a local and
global queue. The scheduler is unaware of any abort having taken place. The puocesg at the
time of the fault and any others which have been run since the last checkpoint are rolled back by the
restoration of that processor’s state and the state of the dependent processors. The microkernel selects
one processor to complete the restoration. The elected processor then has to do a number of functions.
It must redistribute the failed processor’s local scheduler queue if possible [Black 90]. This queue
contains processes that are permanently bound to the failed processors CPU. It must also reschedule
the process which was running when the last checkpoint was taken. If the checkpoint was taken at a
context switch there is no further computing to reschedule a process elsewhere in the system. If the
checkpoint was taken while a process was running some further steps may need to be taken. This is
still an unresolved issue.

(i) Bus failure Failure of the bus should be recoverable, but may be treated as a catastrophic error.

(j) Stable Disk subsystem failure The Stable Disk interface might offer a number of modes of usage to its
users. One might be a regular disk interface and another a disk interface which uses the full potential
of the subsystem. When it operates as a regular disk interface it must be a non-standard process. The
disk driver provides the interface to the subsystem hardware. Disk errors are expected to be handled
by the disk driver, and not to be propagated to any users of the subsystem, such as the file system. It is
intended that the file system be a standard process. If the processor that the file system is running on
is rolled back, the file system should be unaware of having issued any read or write commands to the
stable disk driver since its last checkpointed state, i.e. should be able to assume that any commands
that were sent to the stable disk driver up to the last checkpoint will have been carried out, but that any
commands issued since then will not have been acted upon. Itis up to the stable disk driver to ensure
that this is the case. How to do this is still unresolved. Other unresolved issues include whether any
of the processor state is stored on physical disks, if it possible to rollback the physical disk, and how
paging is effected.

(k) Failure of other I/O devices The failure of any I/O device other than the Stable Disk is likely to be
unrecoverable but detectable. Thereafter, the simplest response is to defer use of the failed device until
it is restored, but this requires a means of indicating to the rest of the system that this device is out of
service, otherwise the system may hang due to the unavailability of the device. Any other response
will require a device-specific solution.

() Power failure Inthe event of a power failure, the system must degrade in such a fashion that after power-
up user applications may continue as if there was no such failure. All the processors must restart with
the state of the processes as they were when the processors were last checkpointed. The non-standard
processes will have to perform special actions. Much of this might be integrated into the boot process,
but just how is as yet undefined.

(m) Adding new components What happens if new component are introduced to the system ? As yet this
is undefined.

This is a formidable list of hurdles, and there is no guarantee as yet that they may be overcome. A number of
proposals have been made that might handle the problems. Most have not been tested. As an example, let us look
at two such proposals, the first for the boot process, and the second for non-standard I/O.



7.8 Proposal 1 : Boot process handlint}

The first question posed in Section 7.7(a) above is "what is defined as the start of time, what happens at the start
of time, when is the first checkpoint taken ?” The start of time can be defined by the boot process, which can
also invoke the first checkpoint. In fact, these are not the only issues that may need attention during booting (for
example, see 7.7(l) above). Before attempting to tackle these problems, let us outline just what happens during a
Mach boot.

7.8.1 Mach booting

The Mach bootstrap starts at a special machine-dependent entry iB8@ifdr the i486 processor). Firstly, all
necessary CPU and memory initializations are done, including a galldobootstrap() ~ , then the first hardware-
independent Mach functiafetup _main() is given control. The first processor that getssteet lock becomes the
master-CPUwhile the remainder caflave _main() . The flow of control is shown in 7.21.

This first Mach function then calls the initialization routines of the basic Mach modules:

(a) panic [nit)  resets the internal panic flags to enable one panic message to be issued,

(b) sched .init)  initializes the basic scheduler variables (for example, the minimum context switch time)
and the action and wait queues,

(c) vmmeminit)  sets up the virtual memory system by defining the resident memory structures (from this
point on only virtual addresses are used),

(d) init _timers() initializes the kernel timers and starts the one forrtfester-CPU)
(e) initc timeout()  sets up the Mach timeout timers, and
() mapable time _init()  starts the internal softclock device.

Then, after the virtual memory system is running, the remaining machine-dependent initialization (FPU, de-
vices, etc.) is done by callingachine _init() . Back insetup _main() , the main Mach subsystems, (IPC, task,
thread), are initialized vigoc _bootstrap() ~ , task .nit() , thread _init) , swapper _init() ) andipc _nit) , and
the timeout-driven routinescompute _priorities() andcompute _mach factor() ~ are started by calling them for
the first time.recompute _priorities() updates the priorities of all threads, attthpute _mach factor()  calcu-
lates some load statistics.

At this point, the time has come to carefully create the first thretartipthread() and activate it (in
cpuaunch first _thread() ) by setting theactive variables and performing ad _context()  directly. The
startupthread executes the routinetart _kernel _threads()  (this has been defined during creation of the
startupthread. This function creates thidle_threadfor all the processors and also creates the following threads
within the kernel task:

(a) reaperthreadruns, like all the others, forever, and destroys threads on request,

(b) swapinthreadsupports swapping of threads,

(c) schedthreadhandles periodic calculations in the scheduler that are not done at interrupt level, and
(d) actionthreadshuts down processes or changes their assignment.

It then unlocks thestartlock, which in fact starts the other processaiar{ _other cpus() ). After starting
the user bootstragwotstrap  create() , thestartupthreadbecomes the pageout daemon by callingageout()
Thebootstrap create()  function creates aootstraptaskand abootstrapthreadto run thebootstrap() ~ func-
tion, which in turn creates asertaskand auserthreadto run a startup file to create servers, etc.. Doet-
strap threadthen becomes thefault _pager()

In the case of slave processorsslave main() just calls the hardware-dependent function
slave _machine init) , which does the remaining machine-dependent initialization, and then gives control
to cpulaunch first _thread() , where a thread is chosen lyoose thread) and then started directly via
load _context()  for this slave processor.

11This section contributed by Brian Coghlan, Department of Computer Science, Trinity College Dublin, essentially as a precis of
[J6hnk et al 92].
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Figure 7.21: Flow of control during a Mach boot

7.8.2 An implementation proposal for boot handling

Now that we understand the boot process, let us consider the extensions that are needed to support the recovery
protocol. This has to handle three different situatiomhfk et al 92]. Firstly, there is the normal startup outlined
above, where an image of the microkernel is loaded from disk and executed. This kind of bootstrap,azlied a
boot, is done on the very first startup or after regular shutdowns. The situation is different when the system was
stopped due to a power failure. In this second case the execution should continue at the last checkpoint taken before
the power failure occurred. For thisyarm boot a few suitable actions have to be taken. In both these situations
all processors have to be started. The third situation requires just one processor to be booted after live-insertion -
this is needed to support non-stop operation of the machine.

The Mach bootstrap is split into a major part done by thaster-CPU) the processor which first got the
startlock, and minor parts done by all other processors, which are blocked by that lock. Wheagtes-CPUhas
set up the system, it caligart other.cpus()to free thestartlock The others, knowing that at least one processor
is already running, do their hardware-dependent startup, change a few kernel variables,nsachimsslot, and



just start up a thread to get Mach running. In paralleltizester-CPcalls the server bootstrap, for example, that
for the UNIX server.
Four distinct issues need resolution for the booting to support the recovery protocol. First the master-slave
relationship of the processors during booting (and during normal operation) leads to difficultiesd$tey-CPU
ever fails. Secondly there is the issue of the first point of commit duricgéboot Thirdly, provision must be
made for avarm boot Finally, live-insertion must be supported.

7.8.2.1 Master-slave relationship

Master-slave relationships are not generally acceptable in a fault-tolerant system, since the system usually fails
when the master does. Mach usesnitaster-CPUto do work that can only be done by exactly one processor.

In normal operation this work reduces to keeping the time-of-day accurate, sonifaster-CPUfails, all that is

required is some forward error recovery actions to assign another processor to this work. During booting, however,
allinitializations are done by this processor, and a failure while it hatlai$ lockwould lock up the entire machine.

There are two ways to deal with this:

(a) Ifthe machine does not start, the user can try restarting again (maybe some indication of which processor
failed and hence needed removal would help). This solution is not really acceptable, since it precludes
unattended rebooting.

(b) The startup can be controlled by a simple timeout mechanism such that if a processor fails during
booting, other processors will be alerted by expiry of the timeout. Since Mach is not yet running,
the timeout mechanism has to be implemented using additional locks and counting variables. Each
processorP; which does not get thstartlock can attempt to get the previous additional ldck ;

(of which there should be at least as many as there are slave processors) while counting down from a
huge number. If a processor gets the previous additionallgck, it unlocks its own additional lock

L; so that the processor holding the next additional ldgk; can continue at this level. If it times

out, the previous (possibipaster-CPU processoi”’;_; has probably failed, and so it unlocks its own
additional lockZ; and starts at the new level again, counting or running the boot code as if it just got
the previous lock. Therefore no processor failure can prevent another processor from running the boot
code. The synchronization scheme is shown in Figure 7.22.

Although (b) above is a simple mechanism that combines error detection with error recovery, it suffers from
one problem: thenaster-CPUmight already have changed some data items during the different phases of system
initialization, and so the initial values will have to be restored somehow. For example:

(a) The relevant initial values of the kernel data could be stored as a different data set, which could be
copied into the relevant data structures at the beginning of the bootstrap. This has the disadvantage of
increasing the size of the kernel data, quite apart from the difficulty of establishing just what needs to
be copied a priori.

(b) When the kernel image is being loaded, it could be loaded into both baskg paind therbank2could
be copied tdanklat the beginning of the bootstrap. The problem here is that the image loading would
then overwrite any checkpoints irank2 thereby precludingvarm boots

(c) The system could be@ESETwhenever themaster-CPUfailed during startup. This requires that the
whole system can bRESETby software, and that this does not cause the failed processor to restart.
This is what we assumed in the design of W% and D PU, and is the basis of the proposed boot
handler.

7.8.2.2 Cold boot

Assuming that the above , the original question arises: "what is defined as the start of time, what happens at the
start of time, when is the first checkpoint taken ?” The kernel has to be in a consistent state to which it can return
if a rollback arises, and this should not require speciatautions. The first suitable state is reached when the
master-CPUis ready tostart _other cpus() . At this point all the kernel data structures are initialized, all the
component parts of Mach are running, thaster-CPUis about to start up a server and the slave processors are
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Figure 7.22: Proposed master-slave synchronization

waiting for thestartlock or an additional lock. If thenaster-CPUsubsequently fails, then a slave processor can
become the master and can continue with the server startup. Therefore it is here that the first checkpoint is taken
by themaster-CPU and for acold startthis defines the start of time.

As long as no slave processor is running, thaster-CPU’sfirst checkpoint will not be used in a rollback,
and so all processors have to start error detection and checkpointing immediately after they start running. This is
done by activating a Mach timeout feach processor. For timeaster-CPUhis is done automatically by the first
commit, whereas the slave processors activate their timeout just before they choose their first thread (they do not
need to take a checkpoint at this timechuse everything that is needed is contained withimtagter-CPU'dirst
checkpoint). Any failure of a slave processor can be ignored at this stage.



There is a critical region during the startup of the slave processors, wiharemain() first indicates that it is
alive and well, and then starts its checkpoint timeout - no checkpoint interrupt can be allowed to occur during the
execution of this sequence of code, otherwise different processors might have different values for the number of
processors and their state.

7.8.2.3 Warm boot

A warm bootis very similar to acold boot Up to the moment where thraaster-CPUWakes the first checkpoint,
exactly the same will happen, but in the case @faam bootthe master-CPUcannot take a checkpoinebause
this would destroy the last checkpoint before the system stopped. Insteadaster-CPUcan roll back the old
checkpoint from the stable memory and then do the usual forward error recovery actions to determine the number
of available processors, etc.. This has no effect on the other processors, which will choose the first thread as in the
case of aold boot except that in this case it will be unlikely that the first thread will beithe thread

How does the system know that this is@d boot? One solution requires a flag to be set in an area of memory
that is not recovered during recovery (i.e. in a non-recoverable memory, see Section 7.1.3). This flag can be set
after a checkpoint, reset during a regular shutdown, and examined during booting.

7.8.2.4 Liveinsertion

The situation where a processor boots while the system is running is exactly the same as that ofasteon-
CPU, it tries to get thestartlock or an additional lock with timeout, and does the normal slave startup. No further
provisions are needed.

7.9 Proposal 2 : Non-standard 1/O process handlintf

Lest we become complacent, let us now examine a secaspbgal: a potential solution to the more difficult
problem of non-standard I/O processes. We have proposed above that processes may be classified in two different
types depending on the recoverability of these processes operations. A process which only executes internal
operations (computation, memory accesses) is called a standard process, whilst a process which deals with external
operations, such as /0, is called a non-standard procesaffdéaat’al 92a]. A standard process state is recoverable

and automatically managed by the recovery protocol, but a non-standard process isn't. Hence problems may arise
with non-standard process handling, mainly I/O loss or duplication. No general solution exists to solve these
problems, becausgon-standard process handling is highly dependent on machine-specific aspects.

7.9.1 1/0 handling in Sequoia

By way of example, let us present the main principles of the I/O handling of the Sequoia computer [Bernstein 88].
This is a tightly coupled multiprocessoeach processor has direct access to all memory and I/O resources and
communicates with other processors through the shared memory. It presents a hardware approach to fault toler-
ance. A Sequoia computer consists of processor elements (PE), memory elements (ME) and 1/O elements (IOE)
connected by a system bus.

The system may experience a hardware fault (in a PE, ME, IOE...) at any time. When a fault occurs, it must be
possible to recover the process that experienced the fault without losing its process state, or losing or duplicating
I/O operations. So as to recover that state, a special mechanism is used: all writable pages are shadowed on
two memory elements. These copies are named the backup copy and the primary copy. When a processor element
flushes its cache, it actually flushes twice. First, it flushes to the backup copy of its page and, when that is complete,
it flushes to the primary. There are two interesting aspects for I/0 handling:

(a) Avoiding lost and duplicated I/O : Each 1/O element has a queue in main memory containing pending
I/O operations to that element. To perform an 1/O, a processor element constructs a description of the
operation in its cache and then flushes that description to the appropriate queue in main memory. Once
an I/O is successfully appended to that queue, it is guaranteed to be performed. An 1/O is deleted from

12This section contributed by Mamiie Clatin and Christine Morin, IRISA/INRIA, Campus universitaire de Beaulieu, F-35042 Rennes cedex
France.



the queue only after the I/O element acknowledges its completion. The flush mechanism ensures the
I/0 is not lost and the process will not repeat it. Moreover, the 1/0O element maintains a list (in its local
memory) of all in-progress I/O operations. Indeed, after a fault, it is not always possible for a processor
element to tell, without assistance, which I/O operations have actually been sent to the I1/O element.
This might be the case, for example, when a processor element fails while sending operations to an
I/O element. Therefore, in order to avoid losing I/O, each 1/O element is interrogated after a fault to
determine which of its queued 1/O operations in main memory it has accepted (i.e. which are present
in its list in local memory).

(b) 1/O failures : Disk failures are handled using dual-ported mirrored disks on different I/O elements. The
kernel routes each write to both disks of a mirrored pair. It balances the read load by sending half to
each disk. If a disk fails, the other disk picks up the full load.

In the following, we present a potential solution which has several common aspects with this one, although
realized in a different manner.

7.9.2 Reliable I/0 Design Principles

For the FASST architecture, a cache is associated with each processor, and a shared memory is composed of one
or more stable memory units. A recovery protocol determines the set of process states which together constitute
a consistent state of the system. Processes communicate through shared memory, thereby creating dependencies.
Processes establish recovery points, and when a fault occurs all dependent processes are rolled back together to
their last recovery point state, so that they can restart their execution. To establish the recovery point (for the set of
dependent processors) a call is made tasthe functioncommit group .

Again by way of example, let us assume that this architecture is implemented on a Corollary machine
[Corollary 92, Ferrara 91], as in Figure 7.23. P1, P2, P3, PARand are computing processor®;,o (called
the 1/0 processor) also supports I/O requeBls, is the only processor which has access to the AT bus so as to
manage devices (their later models employ symmetric processors to overcome this restriction). All processors ac-
cess shared memory through the Cbus. Most of the shared memory of the Corollary machine muatée bspl
stable memory to allow implementation of the recovery protocol, but, as outlined in Section 7.1.3, some standard
shared memory is still needed to handle unrecoverable objects (such as 1/0O).
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Figure 7.23: Corollary architecture

Our aim in this proposal is to ensure, in case of rollback, the coherence of the system when it includes threads
that issue 1/0 operations, and in particular to avoid both loss and duplication of /O operations. When a rollback
arises, a standard thread is rolled back to its previous recovery point, so it will restart its execution in a coherent
state. The case is different for a non-standard thread: when a rollback arises, it must not forget non-idempotent



operations, for example, it must not forget if it has initiated an 1/0O request. Despite its particular behaviour, the
non-standard thread state must be coherent with the system.
We consider the following assumptions:

(a) the I/O processor is reliable,
(b) communications between threads are reliable,
(c) devices (disk, console, ...) are failtiree.

Hypothesis 1 We are only dealing with the failure of a computing-only processor, supporting a thread involved in
an I/O operation.

7.9.2.1 Model of I/0 handling

Let us consider the thread which requests an I/O instruction and the thread which realizes the 1/O operation itself
as two different entities. When a standard threageds an I/O operation, it sends a request to the device port
associated with the device. Then, the non-standard thieadceives this request from the port, realizes the I/O
operation on the device and acknowledges the I/O by sending a result message to the reply port associated with the
request port. Figure 7.24 illustrates these communications.

Standard threads (t) on whatever
computing processor

tio thread on
1/0O processor

device

Figure 7.24: Communications in an 1/O operation

An 1/O operation happens in the following way:

(1) tsends a request to the port associated with the device,
(2) tio receives the request from the port,
(3) tio executes the I/0 request,

(4) when the I/O is completed on the deviti® sends the I/O result to the reply port associated with the
request port,

(5) treceives the result from the reply port.

The communication phase is characterized by message sending and receiving via ports. Therefore, let us
consider a protocol which applies at this level, using atomic operations to introduce commits into message sending
or receiving, specifically in order to prevent the system from losirdppticating 1/0O operations due to a processor
rollback (this is further justified in @hnk et al 92]).

7.9.2.2 Proposed general I/0 protocol

Before presenting the protocol detail, let us specify its main features. An atomic operation will be denoted in one
of the two following ways:

(1) begin atomic
sequence of code
commit _group

(2) begin atomic
sequence of code
commit(zone)



These atomic operations have the two following properties. Either the code of the atomic operation will be fully
executed, either it won't be executed at all. This is the all or nothing property. Moreover, it has the indivisibility
property, i.e. the intermediate states are not visible.

The first type of atomic operation will be used by the standard thread, whilst the second one will be used by
the non-standard thread. These are differetlise a standard thread is involved in the recovery protocol and
therefore is able to use itemmit _group primitive to validate the atomic operation and trigger a commit operation
for the set of dependent processors, whilst a non-standard thread is not involved in recovery protocol. Therefore,
let us introduce a new primitiveommit(zone) , which validates the&s M area identified by the namne and
triggers a copy of the correspondisd/ blocks frombank1(current value) tdank2(recovery value), thereby
rendering persistent the information contained within those blocks. This function validates the second type of
atomic operation, since the sequence of code only operates étifhareazone .

The ports used to communicate with devices are standard ports held in stable memory. On the other hand, all
data structures concerned with I/O handling on the device are held in non-recoverable memory associated with the
I/O processor. This information (see Section 7.9.3) reflects the I/O state on the device, therefore it must not be lost
as a result of a rollback.

Both the standard and non-standard threads are abteé&ss device ports in stable memory. A standard thread
is recoverable, whilst a non-standard thread isn't sineedesses unrecoverable objects (devices). In order to
avoid dependencies created by the interactions between these two types of threads, atomic operations are used for
sending and receiving messages from ports. Aftesrastandard thread ha=ceived the request message from the
device port, it performs the I/O operation on the device (using the data structures in non-recoverable memory) and
then sends the result message to the reply port associated with the device.

An |/O operation takes place synchronously as summarized in Figure 7.25. The standard thread is blocked at
(1) waiting for the 1/O result message. The non-standard thread sleeps at (2) waiting for a request, and is woken
up when such a request arises.

standard thread non-standard thread

begin atom c

@

device port begi n atomic
request request
send ‘ € = & receive
com’nt_groupT [I— T commit(port)
|
|
(D
| . .
! result —L result besi'n’; atom ¢
| S
reply port -~ commit(reply_port)

@

Figure 7.25: General I/O handling

The standard threadsends a request to the device port and commits in an atomic operation. Then, the non-
standard threatlo receives this request from the port and validates the new port state in an atomic operation too.
tio performs the 1/0 operation on the device. At completion time, it sends the result message to the reply port
associated with the device, and validates the port state again in an atomic operation.

This protocol is justified below.

7.9.2.3 Sending of the I/O request

If we assume that a commit is not performed when the standard threaéles a request for an I/O operation,
then the following situation may happen: if we suppbbas committed at any time before it sends its request, a
processor failure will causeto rollback and then it will again send its request to the device port. But, during the
interval between the message sending and the rollback, the first request may have been setivicelgige, the
request will be duplicated.

On the other hand, if the thread sends its request and saves a recovery point in an atomic operation, we avoid
any duplication in the case of a rollback. The message sending delivers a request to the device port, but



won't receive it untilt has validated it by a commit (thanks to the indivisibility property of the atomic operation).
Therefore,t cannot resend this same request in the case of a rollback. This also ensures coherency between the
standard and non-standard threaitscan only execute an 1/O operation for which the request has been validated
by t, thereby avoiding an orphan I/O execution in the case of a rollback.

The standard thread uses the following atomic operation for sending its request:

begin atomic
send request to the device port
commit _group

7.9.2.4 Receipt of the I/O request

Fortio, things are different because it is not involved in the recovery protocol since it is not recoverabteriFhe
standard threatlo will receive a request message from the device port in stable memory, and then will perform
the 1/0O on the device using I/0O handling data structures in non-recoverable memory. If no commit is performed,
the following situation can arise: if th€A/ is rolled back aftetio has received the message from the port and
possibly started its treatment, then th&/ will recover a state where the message is still present in the port since
ports are held in stable memory. Hentie,will be able to receive it again, and again execute the treatment, and
the 1/O operation will have been duplicated.

The solution consists of receiving the request from the port and validating the new port state in an atomic
operation. Whettio accesses the port in stable memory, it must neither create any dependency with other threads,
nor validate any port modification performed by another thread. This is achieved through the atomic operation,
more precisely thanks to its indivisibility property, thereby avoiding any duplication and dependency problems.

begin atomic
receive request from the port
commit(port)

7.9.2.5 Sending of the I/O result

Symmetrically, problems may arise in sending the result from the non-standard thread. We aaedowith a
situation in whichtio sends a result message to the reply port, and thefi ithés rolled back to a state where the
result message is no longer present in the reply port. The result message will have been tastyandresend
it since this thread is not recoverable. Sending the result in an atomic operation will solve these problems:

begin atomic
send result to the reply port
commit(reply  _port)

We underline that for theeceipt of the I/O request and the sending of the I/O resultpntiestandard thread
is committed so as to validate the port states indfi¢; these commits will have no effect on the device data
structures stored in non-recoverable memory or the non-standard thread execution code. We should also note that
no commit is necessary when the standard thread receives the result message from the reply port; if a rollback
arises after the non-standard thread has sent the result message to the reply port and committed, then the standard
thread will find it again (remember ports are held in the).

Moreover, the reply port validatiosommit(reply ~ port) ~ after sending the result won't create any problem by
somehow validating an incorrect port state, sihisethe only thread which hasraceiveright for this reply port,
and since is blocked waiting for the result message. Such a problem could arise if sexegblerights existed
for the same reply port or if asynchronous I/O was utilized, essentially as a result of not committing when the
standard thread receives the result message from the reply port.

The atomic operations are the basis of the protocol. Indeed, the indivisibility property ensures the modifications
performed on ports are visible only after the end of the atomic operation, while the all or nothing property ensures
both no I/0 loss nor duplication arises due to a rollback operation. From a general point of view, however, we
should note that neommit _group operation should arise while performingcémmit(zone) because they both
operate on th& M - a simple solution consists of delaying tfvenmit group while thecommit(zone) operation is
running, since the latter is much faster.



7.9.2.6 The I/O processor

In the Corollary machine the I/O processor is also a computing processor. It will support both standard and
non-standard tasks, and therefore standard and non-standard threads. However, we will have to separate clearly
standard and non-standard threads;ause the former are recoverable whilst the latter aren’t, and therefore any
dependencies created between these two types of threads will cause difficulties. A processor rollback must never
induce rollback of a non-standard threagthuse of a dependency created by an access to a shared data structure,
such as the Mach run queue.

7.9.3 Device management in the Mach microkernel

This section is inspired by the section "Device management” offiri'et al 92]. Devices are represented as device
ports, and communication with a device in Mach is performed through Inter-Process Communication (IPC). The
microkernel expects each device to provide a small number of functions, and it converts messages to the device
ports into a call to one of these functions. These functions provide a uniform call interface; differences between
devices are introduced through interpretation of the parameters:

(a) device _open(...)
(b) device _close(...)
(C) device read(...)
(d) device _write(...)
(e) device _get _status(...)
(f) device _set status(...)

(g) device _map(...)

All data structures associated with devices will be handled in non-recoverable memory, since devices are un-
recoverable objects. Indeed, if these data structures were handled in recoverable memory, we would be faced with
coherence problems. For example, consider a device read message: the non-standard thread updates the kernel
data structures concerned and initiates a read operation on the device; if the thread is rolled back at this time, then
the data structures will be recovered with their backup value, but the read operation will have been initiated on
the device. Hence, we will be faced with a coherence problem between the kernel data structures representing the
device state, and the real device state. The solution consists of handling those data structures in non-recoverable
memory.

The microkernel is structured such that all devices share a generic layer called the device service. Another
layer contains the specific code which depends on the hardware device. Specific layer data structures depend on
the device type. Hence, let us first look at the generic layer, then at the specific layer for two different device types,
SCSiI disk and console, and their associated data structures, organization principles and andewacepéad or
devicewrite function.

7.9.3.1 Generic layer

All the data structures associated with this layer are illustrated in Figure 7.26. All the devices are represented by
ports. To obtain the device port for a particular devicdgaiceopenmessage is sent to tlievicemasterport.
Only privileged tasks haveendrights for thedevicemasterport. A string is sent within the message which
names the device in a system specific manner: this name is composed of a major device humber and a minor
device number. The kernel interprets this name and extracts the major and the minor device numbers.

The major device number is an entry in tthevnamelist table that permits the device type to be determined.
One of the entries in this table @@v ops it contains pointers to the code for each function of the interface. If the
device is currently in use (i.e. it has been opened), a pointer tdefVieestructure representing the device will be
found in thedevnumberhashtable This table is hashed on minor numbers. If the device is not opercelice
structure is created which represents the device and contains, among other things, some state information, a pointer
to the device specifidevopsand a new port. This port is saved into the fiplatt within thedevicestructure and
is also returned to the task opening the device; other tasks which will open the device will acqeirdright
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Figure 7.26: Generic layer data structures

for this same port. This port is then used to communicate with the device. Several functions are defined in the
interface, but the device specific driver only needsugpert those functions which are appropriate for its device.

When a function to open, to read or write data to the device is invoked, the generic code creates an I/O request
structure {o_req) which all device specific code understands; it contains information about the requested operation
type, the mode and the device to use. The structure will be passed to the device driver code for the operation. Such
a structure is only created for operations that can be delayed (i.e. open, read or write). Two entries in the structure
specify the return path from the driver code to the user level: a finish-up roitim®(g, which generates the
message to be delivered to the reply port and sends it, and a port on which a reply is to berephy port).

7.9.3.2 SCSI device specific layer

The SCSI device has three layers. The data structures concerned are illustrated in Figure 7.27. The top layer
handles different SCSI devices (disks, tapes, ...). Different classes of devices are handled in various ways, for
example, tapes are handled somewhat differently to disks, even for the same operation. These differences are
encoded in an entry in trecsidevswarray. Entries in this array provide yet another generic interface for reading,
writing and so on. Such an entry has thesidevswt structure, and provides pointers to the functions for the
specific class.

The middle layer encodes SCSI commands. A SCSI controlleoga adapter handles at most 8 physical
device units which are referred to t@sgets Each controller is associated with an index intogbsi softd] table,
which contains pointers tecsisoftct structures. Ascsisoftct structure contains some general information for
the controller and pointers to per-target status informatiargét info_t), which for each target points to a list of
outstanding I/O request®(), and also to thecsidevswentry, amongst other things.

The bottom layer supports few commands. The kernel relies on a singlalaly ) to initiate a command.
Interrupt service routines maintain the transfer, and will indicate termination to higher levels. Some of the data
structures of this layer are illustrated in Figure 7.28.aka softcarray provides pointers @ha softct structures
which represents state descriptors (/O port, number of targets alive on this SCSI bus, paosestdtct struc-
ture, ...). Other arraysabaminfoandaha.dinfo) provide information for each device controllehaminfo) and
each device unitghadinfo).
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Figure 7.28: SCSI device disk specific bottom layer data structures

As an example, the SCSI device disk read path is shown in Figure 7.88videread message is sent to the
device port by a thread. The kernel receives this message and passes it to the generic device handling code for read
(ds.deviceread). This code creates a device read I/O requiestdd), and then invokes théevopsread function
(rz_read), passing along the 1/O request.

At this point the thread has reached the specific layer, i.e. the top of the SCSI device driver. The minor device
number is used to determine the controller (the index forstteésoftcarray), the device unit and the partition.

Then the device unit is used to determine the target istisesoftct structure. The 1/O request is linked into the
targetinfo_t requestipr) chain, using acdiskstrategyand then alisksortfunction. These strategy routines sort
requests to minimize head movement. Finally, we find a call tcstioiskstart function for the request which

has reached the head of the queue. This function is both the start and completion routine for disks; it calls the
scdiskstart rw function which then invokes thecdiskread routine of the driver middle layer.

This scdiskread function builds an 1/O command structuren{d ptr of targetinfo_t) and then invokes the
scsigoroutine. The latter will just call the machine specific function to start the 1/O, and invoke the bottom layer
of the driver. There, the command is passed taatiaego function, which locks the thread onto the 1/O processor,
before initiating the operation on the device; if the thread is not on the I/O processor, it has first to ask for migration
to that processor, and then blocks (the scheduler will reactivate it later).

Only the 1/O processor can receive device interrupts. When an interrupt arises, it is passed to a device specific
routineahaintr. At the end of the 1/O operation, the thread is unlocked (and reverts to its original processor, if it
wasn't the I/O processor), and the target specific restart funstidiskstartis invoked. Then, thedoneroutine
is called which deals with delayed reply sending. It invokesithdonefunction ofio_req, i.e. dsread.done
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Figure 7.29: SCSI device disk read path

which replies to the message sent to the device.

7.9.3.3 Console device specific layer

The specific layer is simplest in the case of the console device. The data structures are shown in Figure 7.30. A
kd_tty structure is associated with the console device. This structure contains pointefspataqueuganoutput

gueue a kdstartfunction, akdstopfunction, and so on. The input and output queues are circular buffers which
store characters. Different functions are also provided at this |&dadigut kd.dmvup kd_dreset etc.) which

define the interface for the device specific layer.

kd_tty kd_dput
input queue \ d :imvup
Output queve ‘ ‘ ‘ — ‘ ‘ kd d_mvdown

I;Z;tzr; kd_dclear
kd_dsetcursor

[ [T -

Figure 7.30: Console device specific layer data structures

As an example, the console device write path is shown in Figure 7.31. The generic layer treatment is similar to
that for the SCSI device, except for the functions called. A thread sedeléieewrite message to the device port.



The kernel receives this message and passes it to the generic device handling code fdeweivecéwrite). A
device write 1/0 requesid_req) is created. Theewvopswrite function kdwrite) is invoked, passing along the I/O
request.

msg device_write
ds device write ds write_done Generic
i T layer
createio_req iodone
call kdwrite T
\
char_write char_write_done
btoq Specific
layer
kdstart kdstop

Figure 7.31: Console device write path

At this point the thread has reached the specific layer, i.e. the console driverch@hwrite function is
invoked, which calls thétoq ("buffer to queue”) function. This last function copigsreq data {(o_data) to the
kd_tty console output queue. The transfer is then performed by callinggdbart function. If the thread was
running on the I/O processor, it is locked on that processor; otherwise, it first asks for migration onto the 1/O
processor and blocks (the scheduler will reactivate it later). This is achieved kdstertroutine, before writing
all the characters to the console in a loop. The thread is then unlocked and reverts to its original processor. The
kdstopfunction begins the return path for the device reply. Thar.write_doneroutine is invoked for the delayed
reply when the output queue has been emptied. Thenptimneroutine invokes théo_donefunction ofio_req,
i.e. dswrite_done

As a further example, let’s look at the console device read path (see Figure 7.32). In a similar fashion to the
write path, when a thread asks foidaviceread message on the console, the following steps take place in the
generic layer: send deviceread message on the device port, call thedeviceread function, create am_req
data structure, and call thkelreadfunction.

Again, at this point the thread has reached the specific layer, i.e. the console drivehariead function
is invoked which delays the treatment until the user has entered the number of characters specified in the request.
The console device read path is a little bit different at the bottom of the specific layer, in that an interrupt service
routine reads in the characters from the keyboard and puts them intaltitye input queue (using #&yinput
function). Console interrupts are only used for input. Thus the input queue is filled up in the interrupt service
routine, somewhat independently from any function of the console specific layer read path. We should note that,
because of this independence, the thread need not be migrated to nor locked onto the I/O processor. The I/O
processor fills in the input queue on interrupts, and then the thread cptihdunction just copies the characters
from this input queue to thie_datafield of io_req. Here againiodonewill finally call the io_donefunction of the
io_reqg structure, i.edsread done
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Figure 7.32: Console device read path

7.9.4 A firstimplementation proposal for reliable I/O

Clearly, Mach 1/0 handling is different to the vision of standard and non-standard threads presented in Section
7.9.2. In fact, there is no distinction between threads. A thread which requests an I/O operation can be supported
by any one of the Corollary computing processors, or by its I/O processor (which is also a computing processor).
If the thread is located on the I/O processor, it is locked there; otherwise it first has to migrate to the I/O processor.
Therefore, we have to adapt our model for Mach, and vice versa.

The first problem concerns the 1/O processor. As we have seen in Section 7.9.2.6, standard and non-standard
threads should be clearly separated on this processor in order not to create dependencies between them. One
solution is to separate the run queues on the 1/0O processor: one for standard threads, and another one for non-
standard threads. A simpler solution is to prevent standard threads from running on the 1/O processor, i.e. only
allow non-standard threads to run on that processor, using its existing run queue, while the standard threads run on
the computing-only processors.

The second problem is how to handle device data structures. The most obvious approach is to try to handle
the generic and specific layers data structures insthie and to handle the bottom layer data structures in non-
recoverable memoryNRM). The main problem with such a solution concerns dependencies created by threads
running on the 1/O processor, whieltcess th& M. We have seen non-standard threads are not recoverable, so
many forward error recovery actions (FERA) would be needed in the case of rollback to updsifg thtate, so
that it would reflect the device state. Indeed, not only the bottom layer data structures are involved, but also some of
the generic layer (like thie_req structure which is built each time a write, read or open operation is requested) and
some of the specific layer (for example, ibefield of the SCSI device'smargetinfo_t, which points to the delayed
operations chain). However, we can handle the generic genamelist[] , and any specific layer structure that
only contains pointers to function code (such as the SCSI dewdcsislievsw[]table) within theS M, since these
are not modified (and hence no dependency is created by accesses to them).

Holding the generic layedevicestructure or thalevnumberhashtable[] in the SM is also possible if we
consider that onlyevicewrite and deviceread requests are critical (because they accesoliysical device),
and thatdeviceget status deviceopen etc., can be re-executed. However, such a solution can create coherence
problems betweers M/ and NRM states: for example, aio_req structure may contain in it®_devicefield a
pointer to adevicestructure that is no longer validebause of &M rollback. Again, forward error recovery
actions are necessary (mainly concerning pointersdavitestructure references) in order to build a consistent
state. Moreover, considerimgvicewrite anddevicereadrequests as the only critical operations may not be such
a good idea, since deviceopenrequest can also be delayed likel@vicewrite or a deviceread but does not
access thphysical device. Introducing a classification of request types is not so straightforward as it might seem.

On the other hand, the disk specific layer data structsecsssoftc[], scsisoftct, targetinfo_t contain state



information, pointers ti_req, and so on, representing the device state, and therefore, holding tiNRMis the
better solution that avoids many forward error recovery actions. Similarly, the console specific layer data structures
for input and output queues should be heltNiRMin order not to lose any characters.

Thus some device data structures cannot be held ity fie whilst others can. For the latter, forward error
recovery actions are often needed so as to re-build a consistent state of the system; many of these actions may be
necessary after a rollback, and make it more or less difficult to handle, according to the type of memory chosen to
store each data structure. Therefore, in the following, all the device data structures are stistbti Tinis solution
has two main advantages: no forward error recovery action is heeded for those structures, and I/O operations are
clearly separated from the rest of the system according tonbeilrecoverability.

7.9.4.1 Principles

Let us assume the computing-only processors are able to acceég® thand the 1/0 processor has non-recoverable
memoryNRM for handling I/O data structures, where ttNRM memory is also accessible from the other proces-

sors. Let us further assume that the I/O processor is exclusively dedicated to I/O operations on devices, and only
uses theNRM (it does not access th&M, so as not to create any dependency). These two principles and the
associated mechanisms allow a firewall to be constructed between I/O operations and the rest of the system.

Now let us consider atandard threadST) running on any computing-only processor, which requests an 1/O
operation. This standard thread creates another thread by a thread fork. We call thisnattestandard thread
(NST) because it will migrate to the I/O processor, and will perform the 1/0 on the device. A thread fork is used
because a standard threadat be used for executing the request on the 1/0O processor. Indeed, if a rollback arose
on the original processor while a standard thread was bound to the 1/O processor, then the rollback would restore
the run queue state at its last recovery point, and would try to restart the standard thread execution on the original
processor, even though it would still be running on the I/O processor, and yeausteollback a standard thread
because of its dependencies with other standard threads. In dipisgad, the case for the non-standard thread is
different because it only has dependencies with its parent standard thread, and not with any other standard thread.
Judiciously set commit operations can take care of these dependencies between the standard parent thread and its
non-standard children.

The non-standard thread is abledtcess stable memory (and thereforigiate commits, which is the inter-
esting point for us), as well as the 1/0O processiitM In order to keep as much as possible of the original I/O
handling of Mach, it must also be able to locate device ports iiNfRBL

After its creation, this non-standard thread first runs on a computing-only processeceiltas the request
message from the device port in thé/, and triggers its transfer idRM Then, the non-standard thread is locked
on the I/O processor and performs the requested I/O operation. At completion, it returns to its original processor,
transfers the result message frolRMto S M, and then sends it to the reply port. The non-standard thread is then
killed, and the original (i.e. the parent) standard thread can #xmive the result message.

Two other interesting points must be borne in mind. Firstly, the standard thread can support rollbacks at any
time between sending its request and receiving the result, including whileothvstandard thread performs the
I/O operation on the device. While the non-standard thread is running on the computing-only processor, it can also
support rollbacks. But once it is running on the I/O processor it cannot. Thus we must be able to detect when the
non-standard thread is locked on the 1/O processor.

Secondly, the atomic operations presented in Section 7.9.2 are not implemented by hardware. These atomic
operations have been introduced for message sending and receiving, in order to break the dependencies created by
the interactions between standard and non-standard threads. If a rollback arises between the message sending (or
receiving) and the commit, then the operations must be able to be restarted and the information recovered.

In the following sections, we present the steps within the proposal that characterize an 1/0 development:

(a) the standard thread code,
(b) the non-standard thread code executed on the computing-only processor, and
(c) the non-standard thread code executed on the 1/O processor.

7.9.4.2 Algorithm for the standard thread

The standard thread on the computing processor executes the following code fragment:



send(device _port,req); /*1/O request sending to the device port*/
commit _group();

thread _fork(ST,NST); [*thread fork (by ST) creating NST */
commit _group();

receive(reply _port,res); /*I/O result receipt from the reply port*/

Once it has deposited its request message in the device port, the standard thread commits. This is done for two
main reasons: it prevents the standard thread from returning to a state prior to its message sending, and thereby
avoids duplication in the case of rollback (see Section 7.9.2.2), and it also validates the port state in stable memory.
At this point, the I/O request can no longer be cancelled, and therefore can be handled by the device.

The standard thread then creates the non-standard thread by a thread fork, and commits to prevent a new fork
being created as a result of a rollback. Thead fork primitive does not belong to the Mach kernel interface,
but it can be implemented using Mach primitives. The fork creates the non-standard thread contegtlih the

Some time later, the standard thread will receive the result message from the reply port. No commit is necessary
here because the ports are held in th¢, and a commit was performed when the message was deposited in the
port, and so even if a rollback occurs, the result message will still be in the reply port (again, see Section 7.9.2.2).

7.9.4.3 Algorithms for the non-standard thread running on a computing processor

The non-standard thread code executed on the computing processor is as follows:

receive(device _port,req); /*1/O request receipt from the device port*/
no_io=transfer ~ _SMNRM(req,&no _buf);
[*I/O request transfer from SM to NRM */
commit _group();
enqueue _request(no _buf,no _o);
[*request insertion in the NRM device port*/
lock _on_master(); *locks the NST on the I/O processor */
/*Here, the NST is migrated to and locked on the 1/O processor.
It will be unlocked at completion time,
after the 1/0O operation has been performed.*/

res=transfer NRMSM(no_io); [*result transfer from NRM to SM */
send(reply  _port,res); [*result sending to the reply port */
commit _group();

notify _ack(no -io); *NRM data structures management */
thread _terminate(NST); [*kills the NST */

The non-standard threadaeives the request message from the device porthdl@d note that the port state
containing the message has been validated inSthe before the non-standard thread couddaive it (by the
commit following the send instruction, before the fork in the standard thread code).

Then, tharansfer _SMNRMoOUtine copies the request message ftohd to NRMmemory, and returns an 1/0
number which will be used later for finding the result message. A commit (let us call it C1) validates the new port
state. The request message is then inserted in the device poRNN(if it has not been done yet, that is if no
rollback has occurred). Special measures have to be used to prevent any commit or rollback during enqueueing;
these are explained below in the descriptiorrefieue request .

Now the non-standard thread can be migrated to and locked on the 1/O processor to perform the 1/O operation.
It is unlocked at completion time, and returns to its original processor. Thenaikier _NRMSMroutine copies
the result message froMRMto S/, so as to send it to the reply port. A commit validates the port state in the
SM. The last thing the non-standard thread has to do before terminating is to acknowledge the I/@ce#ilt r
for theNRMmemory management.

If a rollback arises while the non-standard thread is running on the 1/0 processor, the run queue of the original
computing-only processor is restored to its last commit point state. This commit is the one we called C1 above,
which follows the request message receipt and its transfer $fbihto NRM Some forward error recovery actions
(discussed in Section 7.9.4.5) are necessary after such a rollback in order to update the non-standard thread state
in the SM, and also to update the run queue so that it reflects the fact that the non-standard thread is now running
on the 1/O processor. During this time, the non-standard thread on the I/O processor keeps on executing the 1/O
operation on the device.

Now let us look at each of the new functions invoked by the code segment above.



+* Transfer_SM_NRM

In NRM, we have ports associated with devices, just like the ones i Mie Transfers are needed between these

two types of memories for request and result messages. It is important to remember that the transfer is performed
by the non-standard thread while it is executing on a computing-only processor. The problem with such a transfer
is that the computing-only processor may fail anywhere during the operation, thereby triggering a rollback. The
non-standard thread would give up the transfer it was executing, and the rollback would cause the transfer to be
performed again. In the end, thlRMwould have the complete message plus a part of this message in the device
port. Clearly such a situation must not happen.

To prevent this, this proposal uses buffers for the transfer. The request message is copied into a buffer which is
then locked, and, when the transfer is complete, the request is inserted in the port. Timeouts must be used in order
to detect a processor failure during the transfer operation, so when a buffer is allocated, a timeout is triggered. If
the timeout expires, then it means that the non-standard thread has not completed its transfer and unlocked the
buffer, so its processor must have failed, and therefore the buffer is automatically released.

As well as timeouts, an I/O number (an index into a table) is associated with each I/O in order to find its result
message, and an I/O state is used to avoid duplication in the case of rollback. Initially, the I/O state is equated to
not-done At completion time, it is set tdone and the result message is stored in the table. An in-progress state
is not necessary, for for several reasons:

(a) Once the non-standard thread runs on the I/O processor it can't be rolled back,

(b) If the non-standard thread is rolled back on the original computing-only processor while its alter-ego on
the I/O processor is performing the I/O on the device, forward error recovery actions are used to reflect
this, and

(c) Once the non-standard thread has run on the I/O processor, it can recognize and ignore any duplication
that might arise from a subsequent rollback on the computing-only processor (see Section 7.9.4.4).

Before looking at the algorithm, take a look at Figure 7.33. It showstifeandNRMdata structures involved,
and some of the functions used. These functions (represented by arrows) are called by the non-standard thread on
a computing-only processor.

transfer_SM_NRM enqueue_request

buffer[]
device _pow\ /\ NRM_device_port
- ar -

10_result[]

reply_port

] ol

S~

transfer_NRM_SM

M NRM
Figure 7.33:5M andNRMdata structures
struct buf  {
lock _t lock; /*a buffer is used in mutual exclusion */
int no _io; /*number of the associated /0 request */
char *data; [*points to the buffer */

} buffer[B]; /*B buffers are available in the system*/



transfer _SMNRM(req,no _buf) [*returns an /O number */

msg-t req; [*Yinput: request message */

int no _buf; [*output: allocated buffer number */

{ char *adr;int no _Jo;
no_io=alloc  _no.io(); [*allocate an /O number */
no_buf=alloc  _buffer(no .o,&adr); /*allocate a buffer */
copy(req,adr); /*data copy 4
set _state(no .o,not _done); [*set the I/O state */
return(no  .o);

}

alloc _buffer(no  _o,adr) [*returns the allocated buffer number */

int no _io; [*input: 1/O number */

char *adr; [*output: message buffer address */

{ for (i=0;i<B;i++%B) /*loops until a buffer is allocated */

if test _lock(buffer[i].lock)
I*returns false if locked, else returns true and locks it */
break; [*a free buffer is found */

set _timeout(i); /*set the timeout for the buffer Y
adr=buffer[i].data; /*give the message buffer address */
buffer[i].no Jdo=no _o; /*set the I/O number */
return(i);

}

+xx Enqueuerequest

This routine inserts the request message (which has been stored in a bufferNRNhdevice port. Since it
operates on thelRM state, it must not be disturbed by a commit or rollback. A commit is inconvenient because it
may not be possible to say how long it will take, and then the buffer timeout could expire before the message has
been inserted into the device port, causing the 1/0O request to be lost. Similarly with rollback, sibhiRMrstate

would not be completely updated and then would not be consistent. Therefore, commits and rollbacks have to be
disabled while the enqueueing takeaqd.

enqueue _request(no _buf,no o)

{ if (locked(buffer[no _buf].lock)&&(buffer[no bufl.no _io==no .io))
{ mask_C/R(); *mask commit and rollback instructions */
send(NRM_device _port,buffer[no _buf].data);

[*insert the request message in the device port in NRM */
unlock(buffer[no _buf].lock); [*free the buffer */
bufferlno  _bufl.no _o=-1; [*erase the 1/O number  */
unmask _C/R(); *unmask commit and rollback instructions  */

}
}

+* Lock_on_master

To force the non-standard thread to run on the I/O processor, the current processor identity is saved in a new
saved _processor  field in the data structure associated with threads (in order to more easily find it on the way
back), the thread is bound to the I/O processor, and then it is blocked. It will run on the 1/O processor after its next
scheduling.

lock _on_master
{ thread _t thread,

thread=current  _thread(); /*give access to the thread structure */
thread->saved _processor=thread->bound _processor;

/*save the original processor identity*/
thread _bind(thread,master _processor);

/*bind the thread to the I/O processor*/
thread _block((void (*)()) 0); /*suspend the thread execution */



+* Transfer_NRM _SM

On the I/O processor, an I/O operation is performed and its result is stored in a tableiparsed , indexed by

the I/O number. This message then has to be copied froMRto theS A/ . If a processor fails while performing

the transfer, then we just have to restart the copy from this table once the non-standard thread has rolled back.
The non-standard thread will restart its execution at its last recovery point, i.e. just befergifie request

function call; it will again be migrated to and locked on the 1/0O processor, will be ignored (see the description of
enqueue request ), and then be unlocked and will finally call thensfer _NRMSMroutine again.

struct store result  {
int state; /*the state is set as not _done or done */
char *result; [*points to the 1/O result message */

} 10 _result[N];

transfer _NRMSM(no) [*returns a pointer to the 1/O result message*/
int no; /*no is the 1/O number */
{ msg.t result;
copy(lO _result[no].result,&result); /*data copy *
return(result);
}
x+ Notify _ack

After the non-standard thread has sent the result message to the reply port associated with the device, and commit-
ted, the result can be released by removing the entry fronotheult  table.

notify  _ack(no)

int no; /*no is the 1/O number */
{ char *pt;
if (pt=I0  _result[no].result) !'= NIL
{ free(pt); [*free the result buffer */
pt=NIL;
}
}

7.9.4.4 Algorithms for the non-standard thread running on the I/O processor

When the non-standard thread is locked on the 1/O processor, it performs the 1/O operation on the device and saves
the result message in the result  table. It does not access to thé/, so as not to create any dependency, and
therefore rollbacks of the I/O processor will not occur. The 1/0O processor is dedicated to 1/0O operations on devices,
and we have built a firewall between this I/O processor and the rest of the system.

set _state(no,state) /*set the 1/O state in the 10 _result table */
int no;
int state;
{ 10 _result[no].state=state;
}
get _state(no) /*get the 1/O state from the 10 _result table*/
int no;
{ return(IO  _result[no].state);
}
unlock _master [*lock a thread on its original processor  */
{ thread _t thread,
thread=NRM _current _thread(); /*give access to the thread structure in NRM?*/
thread _bind(thread,thread->saved _processor);
/*bind the thread to its original processor*/
thread _block((void (*)()) 0); /*suspend the thread execution */
}
/*code executed by the NST on the */
/*computing _only processor */

lock _on_master() [*run the NST on the I/O processor */



if get _state(no _.o)==not _done
{ receive(NRM _device _port,request);
perform the I/O operation;
10 resultino  _o].result=malloc(sizeof(result));
save(lO _resultino  _io].result, result);
set _state(no .io,done);

unlock _master();
[*the NST runs again on its original */
[*processor */

The thread first checks whether the I/O has already been performed. This is necessary because a processor
failure after the non-standard thread has been unlocked from the 1/0O processor (while the non-standard thread
executes theansfer _NRMSMroutine or the message sending) will cause the non-standard thread to again be
migrated to and locked on the I/O processor, but in this case, the I/O operation has already been performed and its
result stored, so it needn’t be performed again.

If the 1/O state is not equal tdone(i.e. this is the first time the non-standard thread has executed this 1/O
operation on the I/O processor), then the non-standard thread has to perform the 1/0 on the device as described
in Section 7.9.3. The result is stored in timeresult  table, and the 1/O state is then setdone Finally, the
non-standard thread is unlocked from the I/O processor.

7.9.4.5 Scheduling and forward error recovery actions

Figure 7.34 illustrates the 1/0O development on the different processors involved. The computing-only processors
have all their data in th& M, including their run queues and threads state. The I/O processor has all its context
in NRM, in particular its run queue. When the non-standard thread running on the computing-only processor
calls thelock _on_master routine, the thread is re-scheduled on the I/O processor. To do thisgkh@n _master

function uses theurrent _thread routine to get a pointer to the thread structure, updatesaitsi processor

andbound processor  fields, and then blocks the thread execution. At the next scheduling, the thread structure is
removed from the computing-only processor’s run queue and inserted into the I/O processor’s.

In order that the 1/0 processor does not become dependent on any computing-only processor, it should not
access the' M. Therefore, the thread structures corresponding to the threads running on the 1/O processor should
be resident ilNRM. This requires the scheduler to be modified so that it duplicates the thread strudiR&in
when it moves from the computing-only processor’s run queue to the I/O processor’s.

On the other side of the coin, when the thread moves at completion time from the 1/O processor to the
computing-only processor, the scheduler has to updatenth@ _t structure in theSM accordingly. This is
why theunlock routine only modifies thehread t structure in theNRM and not that in theSA/. After the
thread _t structure has been updated in &/, the one ilNRMcan be released.

If a rollback arises while the non-standard thread is performing the 1/0 on the device, vaeedexith the
following situation: on the one hand the non-standard thread keeps on performing the 1/0 on the I/O processor,
and on the other the computing-only processor is rolled back, thereby restoring its run queue to a state in which
the non-standard thread is still present. Assuming the 1/O is non-idempotent, it is obvious that the thread on
the computing-only processor will have to be adjusted somehow, allowing that on the 1/0O processor to continue
undisturbed. One solution is to use some forward error recovery actions here so that the system reflects the fact that
the non-standard thread is now running on the 1/0O processor. A simple way to deducehndaicht structures
have to be updated is to examine the I/O processor run queue so as to modify the corresponding structures in the
SM accordingly, i.e. to remove th®und _processor field and thahread t structure from the computing-only
processor run queue. The operation could be simplified iNRMthread t structure included a pointer to the
corresponding structure in th&V/, as shown in Figure 7.35.

If the non-standard thread has completed the I/O operation on the device and returned to its original processor
when the rollback arises, then itis no longer present in the I/O processor run queue. The computing-only processor
run queue is restored with the non-standard thte@dd t structure chained within. Here, no forward error
recovery action is necessary: the non-standard thread restarts its execution on the computing-only processor and
is migrated to and locked on the 1/O processor after its next call tmtkheon_master routine. The 1/O operation
is not duplicated because the 1/O processor first checks if it has already been performed. The only concern is the
transfers betweef M andNRM.



ANY COMPUTING-ONLY PROCESSOR 1/0 PROCESSOR

standard thread code non-standard thread code non-standard thread code

send(devi ce_port,req);
commi t _group();
t hread_f or k( ST, NST) ;

comi t _group();

recei ve(devi ce_port,req);

no_i o=t ransfer_SM NRMr eq, &o_buf);
commi t _group();

enqueue_r equest (no_buf, no_i o) ;

| ock_on_naster();

if get_state(no_io)==not_done
{ recei ve(NRM devi ce_port, request);
<performthe |1/O operation on the device>;
IO result[no_io].result=nalloc(sizeof(result));
<save(lOresult[no_io].result,result)>;
set _state(no_io, done);
}
unl ock_master();

res=transfer_NRM SM no_i 0);
: send(reply_port,res);
récei ve(reply_port,res); commi t _group();
notify_ack(no_io);

thread_t erm nat e( NST) ;

Figure 7.34: An I/O operation development for the first implementation proposal

ANY COMPUTING-ONLY PROCESSOR THE I/0 PROCESSOR
Data stored in SM Data stored in NRM
queue_head t queue_head t
thread t thread t thread t
- links % links % i —— links —
task task task
bound_processor bound_processor bound_processor
saved_processor saved_processor saved _processor
(non-standard thread) oo SM Vthrgaqf@r B
(non-standard thread)

Figure 7.35: Scheduling and forward error recovery actions

In both the above rollback scenarios, the transfers ofhhed _t structures betweefM andNRMare per-
formed by the scheduler in the kernel, so they won't be disturbed by commits or rollbacks in the way that user
threads would be. The only limitation concerns the data transferred: if a rollback arises while performing the
transfer, the data structures should not be recovered until the transfer completes, i.e. any recovery operation should
be deferred.



7.9.5 A second implementation proposal for reliable 1/0

The first implementation proposal relies on one of the original I/O handling principles of Mach: the thread which
requests an I/O operation migrates to the I/O processor to perform it. The transfers bgtWesmmINRM (and
conversely) are quite crucial. FrosW/ to NRM, buffers are necessary to ensure the message insertion in the
device port will insert the whole message, or won't insert it at all. FoONRMto SM transfer, buffers are not
necessary, and a rollback while performing the routine leads'teto a new state (the one at its last commit
point) where the piece of the transferred message has been erased. There is an asymmetry in the behaviour of these
two transfers, due to the two different kinds of memory.

Various small things haven’t been considered: we haven't precisely specified how to manage timeouts, how
to allocate and manage 1/0 numbesto¢ _no_io ), or how many buffers should be available (i.e. how large the
constanB in transfer _SMNRMshould be). Those problems need to be studied further for a real implementation.
Moreover, we have dedicated the I/O processor exclusively to I/O operations; no standard thread can run on this
processor. If we want to allow standard threads to run on it, another run queue should be available, invalidating the
scheduling modifications suggested in Section 7.9.4.5. Furthermore, the firewall between 1/O operations and the
rest of the system would be less strong.

Instead, let us now look at an alternative approach, using a client/server scheme.

7.9.5.1 Principles

Here again, we propose to build a firewall between the computing-only processors and the 1/O processor. The
I/O processor is dedicated to handling I/0O operations, and lNBMassociated with it for handling the I/O data
structures. Th&lRMis accessible from the computing-only processors, and the I/O processor is able to access the
SM. The computing-only processors can be rolled back, but the I/O processor cannot. Therefore, dependencies
between recoverable and unrecoverable processors have to be managed so as to support this behaviour.

In this proposal, the 1/0O processor is a server which is dedicated to 1/0 operations on devices. This processor
has a thread for each device port, eaclitiwg for an I/O request. An I/O operation happens in the following way:

(a) a standard thread, running on any computing-only processor, sends a request to the device port in the
SM,

(b) a non-standard thread, running on the I/O processoeives the request message from the device port,
performs the I/O on the device and sends the result message to the reply port,

(c) the standard thread gets the result message from the reply port.

Since the standard thread runs on any computing-only processor, it can support commit and rollback operations.
On the other hand, a non-standard thread cannot support any rollback, since it operates on a physical device which
is an unrecoverable object. Itis, however, able to access the device ports helditd thad to validate the state
of these ports; it does not access any other information its'ttie

Since the non-standard thread is ableatoess the device ports in tl¥é/, dependencies may be recorded
between the 1/O processor and the computing-only processors. However, since the I/O processor cannot support
rollback operations, weustnot allow such dependencies to arise.

First, let's examine the port structure, where a dependency may be recorded (see Figure 7.36). This figure
illustrates a port containing two messages. The port structure contains two main items of infofnatiock and
a pointer to a queue of messages inserted into that port. For each message, we have some more information and a
pointer to theo data to be transferred, if any (for example, the data to be written fzvige _write ).

It is possible to create a dependency with the port lock held during the message insertion into (and retrieval
from) the device port. In order not to create such a dependency, this proposal holds theN&¥ iand the rest
of the port structure in th&A/. Moreover, this lock allows implementation of the atomic operations presented in
Section 7.9.2.2. To use the lock, explicit calls are made to lock and unlock routines, external to theddzad
receive  primitives, which themselves are modified so as not to manipulate the port locks.

Explicitly locking the port while sending an@ceiving messages gives an interesting twist to our problem: it
prevents other threads from accessing the port before the current one has performed its operation and validated it
to erase the dependency created by the access. Since the lock is N&¥imo dependency will be recorded
when acquiring or releasing it.

B3We are not concerned here with the other information.
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Figure 7.36: A device port structure

7.9.5.2 Algorithmic description

The general I/O development is illustrated in Figure 7.37, again adhering to the general protocol presented in
Section 7.9.2.2. The standard thread sends a request message to the device port and commits in an atomic operation
(these atomic operations are implemented by means of locks, as explained in the next paragraph). Then the non-
standard thread (the server thread associated with this device port) receives this request and validates the new port
state in an atomic operation. Next, the non-standard thread performs the physical I/O on the device. At completion
time, it sends the result message to the reply port and validates the port state again in an atomic operation. The
standard thread can then receive the result message from the reply port.

standard thread code non-standard thread code

| ock(port);
send(port,request);

commi t _group();

if | ocked_by_ne(port) | ock(port);

unl ock(port); recei ve(port, request);

‘ commit (port);
unl ock(port);
<performthe 1/O>

|
|
|
|
l
| I ock(reply_port);

| send(reply_port,result);
: comm t(reply_port);
I'ock(reply_port); unl ock(reply_port);

receive(reply_port,result);

unl ock(reply_port);

Figure 7.37: An I/O operation development for the second implementation proposal

For the non-standard thread running on the 1/0O processor, the new prieoitivi(zone) * validates the port
state in theS M, triggering a copy from the current value to the recovery value. cbhnit _group primitive is
not used because timon-standard thread runs on the 1/0O processor and therefore is not involved in the recovery

Hintroduced in Section 7.9.2.2



protocol or its primitives.

Atomicity is enforced using locks. The indivisibility property is easily enforced, since no other thread can
access the port until the corpesding lock has been released by the thread currently holding it. The all or nothing
property is enf