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ABSTRACT

Traditionalaccessontrolmechamsmsrely on areferencenonitor
to mediateaccesdo protectedresources.Referencemonitorsare
inherentlycentralizedand existing attemptsto distribute the func-
tionality of thereferencemonitor suffer from problemsof scalabil-

ity.

Cryptograhic accesscontrol is a new distributed accesscontrol

paradigmdesignedor a globalfederationof informationsystems.

It definesanimplicit accesontrol mechanismwhich relies ex-
clusively on cryptograpy to provide confidentialityand integrity
of datamanagedy the system.It is particularlydesigredto oper
atein untrustedervironmerts wherethe lack of globalknowledge
andcontrolaredefiningcharacteristics.

The propsed mechanismhasbeenimplementedin a distributed
file systemwhich is presentedn this paperalongwith a prelimi-
nary evaluationof the proposedmechanism.

1. INTRODUCTION

The widespreachavailability of networks suchasthe Internetasa
mediumfor commurcation hasprompteda proliferation of both
stationaryandmobiledevicescapableof sharingandaccessinglata
acrossnetworks spaniing multiple administratve domains. Such
collaborationincreasesiserdependaceon remoteelementf the
systemwhich are often outsidetheir control and heighters their
needfor effective securitysystems.The shift toward the network-

ing paradigmhasresultedin a fundamemal re-evaluaion of com-
putersecurityandits placein systemdesign.

Currentaccesgontrolmechaismsinvoke a refelence monitor[1]
to verify a principal’s right to access protectedobjectevery time
the objectis referenced The accesgights of all principalsin the
systemcan be viewed as an accesscontrol matrix [14], which is
storedeitherin the form of anaccesscontrol list (ACL) for each
objectin the systemor in the form of a capability list for every
principalin the system.ACLs requirethe authenicatedidentity of
therequestingorincipalto be knowvn beforeaccessanbe granted,
which reducesthe ability to define dynamicaccesscontrol poli-

cies. Moreover, ACLs do not scalewell, becawseit is difficult to
delggatetheright to delggate,i.e. modify the ACL. Thismeanghat
the ACLs have to be organisednto a hierarchywherethe right to
delggateaccesgights correspond to theright to modify the ACL
in aspecificbranchof thehierarchy Thus,the ACL hierarchymust
reflectthe structureof the entireorganisatior-

On the otherhand,capabilitiesprovide the necessarylexibility to
grantanddelegateaccessightsin large scaleopennetworks, but
they only controlaccesgo the objecton the managng sener. The
capability doesnot control accesgto the objectwhile it is trans-
ferredacrossa potentiallyhostilenetwork or while it is temporarily
cachedon anintermediatesener.

Referencemonitors and accesscontrol matricesare fundamental
conceps in accesscontrol; originally developedin the contet of
centralizedsystems. Different extensionshave beenintroduced
to extend their useto distributed systems. Strongauthentication
mechanismssuchasKerberog12], X.509[19] andBAN logic[15]
(anextensionof BAN logicis usedn the Taosoperatingsysten13,
34]), allow ACLsto beusedin anetworked ervironment andcapa-
bilities canbe partly encryptedo ensurethe integrity andauthen-
ticity of the capabilityin a distributedsystem e.g.,this methodis
usedin Amoeba[32]. However, thereferencanonitoris inherently
centralizedastheinterpretatiorof accesgontrolstate.e., theen-
codedaccessontrol matrix, is limited to the sener that manags
theparticularobject.

A distributedreferencanonitorwould needaconsistenview of ac-
cesscontrolstate whichis theoreticallyimpossiblejf failuresmay
occurin the system[8]. Moreover maintainingconsisteng limits
the scalabilityof the accessontrolmechanismln addition,a dis-
tributedreferencemonitor enforcesa homogeneoussecuritypolicy
on aheterogeneas ervironment andrequiresglobalknowledgeon
the part of the entity that definessecuritypolicy. Finally, the ref-
erencemonitor only controlsaccesgo the protectedobjecton the
sener that storesthe object, additionalmechanismareneeddto
ensureconfideriality andintegrity of datawhile they transferred
acrosghenetwork or temporarilycachedn anintermediatesener.

We thereforeneedto rethink the notion of accessontrolin large-
scaleopensystems suchasthe Internet,in a way that separates
enforcemenof accessontrol policiesfrom the storageof objects
in the systemand,atthe sametime, ensureghe confidentialityand
integrity of datastoredandtransferredn the system.

In this paperwe proposeCryptagraphic AccessContmol, a novel

Thisis successfulljdemorstratedn section4.3 of RFC2693[7].



accesgontrol mechatsm that eliminatesthe needfor areference
monitorandreliesexclusively on cryptogaphyto ensureconfiden-
tiality andintegrity of datastoredin the system.Dataareencryged

asthe applicationsstorethem on a sener, which meansthat the

storagesystemonly manage®ncryped data. Readaccesdo the

physicalstoragedevice is grantedto all principals(only thosewho

know the key are able to decryptthe data)and write accesscan

be grantedto everybody, providing that the modificationsdo not

overwrite existing data,e.g. by usinga journalingmechanisnthat

tracksmodificationsof objectsinsteadof applying themdirectly to

the storedversionof objects.

In orderto separateeadandwrite accessthe cryptograplic stor
agesystemmustimplementan asymmetricencryptionalgorithm.
Dataareencryptedwith the privatekey, alsocalledthe encrygion
key and decryptedwith the public key, also called the decrygion
key. Datathatarenot encrygedwith the encrygion key cannd be
decryfed with the decryptionkey, so an earlier versionmustbe
readfrom thelog. This allow usto selectvely grantread-access
andwrite-accesso the data,by respectiely giving the decrypion
key, theencryptionkey or bothto anothermprincipal.

The adwantageof this approachis thatit is inherentlydistributed,
i.e.,thetokensneedel to accesslataonly have meaningwvheredata
is used,sothereis no needfor coordinationof accesontrol state
amongclientsandsenersin the system.Moreover, no additional
mechaism is neededo protectdatain transitbetweenusersand
thesenersthatstoresdata,sincecryptogaphicallystoreddatacan
be transferredacrossthe network “in the clear” becasethe con-
tentsarealreadyencrypted.

By employing securityprotocds at the applicationlevel, the cryp-
tographc accescontrolmodelrespectshe End-To-Endamgument
[23]. Thetargetedoperationalomainfor thisaccesgontrolmethod,
i.e. large-scaleopensystemsharacterisedby a lack of centralau-
thority, is suchthatthecryptogaphyoverheadvhich mustbeborne
by all applicationss justified.

We have implementedryptogragic accessontrolin afile system
thatallows usersto securelyaccessandstorefiles on a sener from
ary machinein the network. Thisfile senerimplementso access
control mechanismgso userscan accesgheir files from ary user
accownt and ary machineconnetedto the network. The design
andimplementatiorof this prototypeis outlinedin this paperalong
with preliminaryperformane measuremats.

The restof this paperis organizedasfollows. we defineCrypto-
graphicAccessControl in Section2. The designandimplemen-
tation of our prototypefile systemis presentedn Section3. We
presenthe evaluationof our prototypein Section4. Relatedwork
is discussedn Section5 andour conclusiors arepresentedn Sec-
tion 6.

2. CRYPTOGRAPHIC ACCESSCONTROL
The cryptograghic accesontrol mechatsm is designedo oper
atein anopennetwork whereestablishingheidentity of theclient
corveys noinformationaboutthelikely behaviour of theclientand
thus, is irrelevantto the secureoperationof the sener. It is flexi-
ble enoudn to operateacrossmultiple administratve domainswith
varying securityrequiremets and offers a high degreeof resource
protectionin theseuntrustedervironments. It makes no assump-
tions abou the securityof remoteelementsn the systemsuchas
the transportmechanisnor file sener andonly requiresclientsto

placecompletetrustin their own machine.The cryptograic ac-
cesscontrol mechanisimseeksto repositionthe burdenof access
controlfrom thesenerto theclient.

2.1 BasicMechanism
Thebasiccryptogrgphicaccesgontrolmechaismis basedbnasym-
metric cryptograply, whereobjectsare encrypged with the private
key, alsocalledthe encrygion key, andcanonly be decryptedby
someom who knows the public key, alsocalledthe decryptionkey.
A separatekey-par may be associatedvith every file and should
only bedistributedto principalswho areallowedto accesshefile’'s
data.Restrictingthedistribution of keys allows usto exporttheac-
tual file to everybody. Thetwo keys effectively actascapabilities,
wherethe decryptionkey correspmdsto aread-caphility andthe
encryptionkey correspods to a write-capability However, capa-
bilities arepart of anaccessontrol mechanisnandthe semantics
canonly beinterpretedby the objectsener. The semanticof the
encryptioriddecryptionkey-pair is universallyvalid.

Asymmetriccryptogray ensuressecreg andauthertticity of the

storeddata, but neitherintegrity nor availability are guaranted.

Everybody canwrite the file, so integrity is easily compromised
by overwriting the file with garbage. This also denieslegitimate
usersaccesdo the storeddata,thuscompromisingavailability.

Overwriting datawithoutknowing theprope encrygion key is eas-
ily detectecbecausehe resultof decrygion is unlikely to respect
the format of thefile.? However, detectionis deferredto runtime

andthe procesanay alreadyhave modifiedotherdatathatarenow

in aninconsistenttate. Detectionof corrupteddatamay happen
until thelastreadfrom diskis completedsowe eitherhave to exe-

cuteall programswithin transactionshatcanberestartedf corrupt
dataaredetectedor we needto prevert usersfrom overwriting data
arbitrarily. Executinglong running programsastransactionssn’t

practical, so we decideto prevent usersarbitrary write accessto

data.

Integrity andavailability canbe ensuredoy usinga log-structured
file system[22, 30, 25, 6], where modificationsare written to a

log insteadof overwriting disk blocks. An attacler maywrite false
log entries,but this is easilydetectedand corruptdisk blocks can

be ignored,i.e. by readingthe latestentry written to the log that

decryptscorrectly

2.2 The Problem of Log Compression

In order to prevent the log from growing indefinitely and limit
fragmentationof userdataon the file sener, mostlog-structured
file systemsmplementa mechanisnto compresdogsandreclaim
spaceallocatedto entriesthathave becone obsolete. This means
thatthesenerneedssomewayto distinguishvalid log-entriefrom
invalid log-entriescreatedby anattacler. A simpleapproachs to
provide the senerwith thedecryptionkey, which allowsit to iden-
tify incorrectlog-entriesandremove themfrom thelog. However,
thedecryptionkey alonedoesnotallow the senerto detectinvalid
log-entriesn unstructuredinarydata,sowe requirethattheclient
signslog-entries,with the encryption key beforethey aresentto
thesener.

Providing thesenerwith thedecrygion key maycompranisecon-

’Detection of corruption is difficult in unstructure binary
data, such as image bitmaps, but the modifications proposed
in 2.2and?2.3 solve this problem.



fidentiality on compromisedsenersor senersthataresimply not
trustworthy. A solutionto this problemis presentedn Section2.3.

2.3 A NecessarnOptimisation

So far, we have assumedhat asymmetriccryptogragy is sufi-

ciently fastto encryg/decryptall datato be storedin the system.
In reality, asymmetriccryptograply is too slow — several orders
of magnitudeslowver than symmetriccryptograply. We therefore
propcsean extensionthatusessymmetriccryptograply to encrypt
and decryptdata, while asymmetriccryptograply is resened for

generatiorandverificationof digital signatures.

Datastoredonthesenerareencryptedvith asymmetricalgorithm
andsignedwith theencrygion key asbefore.Thedigital signature
is usedby clientsto guaranteéntegrity of thedataandby thesener

to provide ameandor log compressionasdescribedn Section2.2.

The additionof symmetriccryptogragy to the systemmeansthat
we now have two cryptograghic algorithmsandthreecryptogragic

keys thatareusedin thefollowing way:

read clientsthatareauthorizedo readthefile needthesymmetric
key to decryptdatareceized from the sener andthe decryp-
tion key to verify thesignatureghatprovestheintegrity of the
data.

write clientsthatareauthorizedo write thefile needthesymmet-
ric key to encryptthe databeforesendingthemto the sener
andthe encryptionkey to generatehe signaturethat proves
integrity of the data.

log compression the sener only needsthe decryptionkey to
verify the signatureof log-entriesin orderto weedout cor
rupt entriesand memge correctlog-entrieswith the original
file data.lt isimportantto notethattheadditionof symmetric
cryptography solvesthe confideniality problemintroduced
by giving the decrygion key to thesener.

Themodificationintroducedabose meanghatwhena userwishes
to storea new file on the sener he mustfirst encryptthe dataus-
ing symmetrickey cryptogrghy. Next he mustproducea hashor
messageligestof the encryptedfle contents.The messageligest
is thensignedusingthe encryptionkey knawn only to clientswith
write accesdo the file. This messagealigestand the decrygion
key usedto verify the signaturearethensentto the sener along
with the datato be stored.Uponreceiptof the dataanddigestthe
sener will generatdts own digestfrom the encrypteddatausing
thesamealgorithm. It thendecrygstheclient-generatedigestus-
ing thefile’s decryptionkey andcompare the two digests.If they
match,the write requestis consideredsalid. The sener storesthe
decrypion key associatedvith thefile andusesthis storedkey for
validatingfuturewrite requestgrom theuser If thedataoriginates
from a maliciousclient thenthe messagealigestcannotbe signed
usingthevalid encrygion key andthewrite operationis considered
invalid. Whena userwishesto updatethe conteris of afile which
alreadyexiststhesener, heencryptshe dataandsignsit asbefore.
Whenthe sener receivesthe datafrom the user it canretrieve the
decrypion key associatedvith thefile andvalidatethe dataimme-
diately This meansthat we no longer needa log-structuredfile
systemto ensureintegrity, but we may still decideto useonein
orderto improve performance

Whentheclientissuesareadrequesthedatareturneds encryped
with the symmetrickey associateavith thatfile. This key is only

storedon the machinesof clients that are authorizedto readthe
file. Theclientwill possesshis key andcanthusdecryptthe data
however it mustalso ensurethat the datahasnot beentampered
with on the sener sideor in transit. This is accomgishedthrough
the useof messageligests Whenservicingthe clientsreadrequest
the sener alsoreturnsthe hashof the file which was signedwith
theencrygion key associateavith thisfile. Theclientthencreates
his own hashof the data,decryptsthe hashsupgied by the sener
andcompareghe two digests.If they match,the autherticity and
integrity of the datais established

2.4 Discussion

It is a fundamemal requirementof our systemthat the userhave
completetrust in the client machine. All datastoredlocally are
unencypted and if a maliciousagentsucceed in compromising
the client machinethendataconfidentialityis destryed. The keys
necessaryo readand updatethe usersfiles arealso storedon the
localmachinellf anattacler obtainsthesekeys thenthesystemhas
beenfully compromised.

Thesystemis desigredto operateoverapublic unsecuednetwork.
All dataareencryptedby the client beforethe remotestoragepro-
ceduresareinvoked. This ensureghatall datais encryped prior
to being transmittedacrossthe network. All datasentfrom the
sener to theclientis alsoencryfed. The useof digital signatures
protectsagainstdeliberateor accidentakchangego the payloadof
the network paclets. This effectively meanghatdataintegrity and
confidentialityareguaranteeéndthe userneednot placeary trust
in the network.

In the ervisaged operation&ervironmentfor cryptograghic access
controlthe sener maybelocatedin anadministratve domainout-
sidethe control of the client. With this in mind the extent of the
trust that the usermust placein the sener is a critical factorin
determiningthe strengthof the system. We have three principal
requirementso meetbeforethe storageof dataon the sener can
be consideredsecure We mustensurethe confideriality, integrity
andavailability of the data.

Confidentiality Datais storedin encrypgedformatandthe sener
doesnot possesshe keys necessaryo decryyt the data. An
assailantvho compromiseshe sener but who doesnot pos-
sesghenecessy keys cannotaccesghedatain ameaning
ful manner All datastoredon the sener canthusbe consid-
eredconfideriial.

Integrity Whena client sendsdatato the sener it alsosendsthe
file's public key anda messageligestof the datasignedwith
thefile’s privatekey. This digital signatures storedwith the
file dataon the sener. Futurereadrequestdrom the client
resultin the file dataanddigital signaturebeing sentto the
client. If the datahasbeenalteredon the sener the signed
digestwill beinvalid andthe userwill be awvarethatthe in-
tegrity of thedatahasbeencompromised.

Availability Thesenerperformsthreetasks:it storedataondisk,
it provides datato ary client requestinga particularobject
andit updatesdatamodifiedby authorizedclients. Thereis
no directway for the client to verify thatthe sener actually
performsthesetasks. A sener may receive an updatefrom
an authorizedclient, but decidenot to commitit to disk. It
may also segregatetwo collaboratingprincipalsby keeping
two copiesof a particularfile and sene eachclient from a
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separateopy of thefile. Theseproblemsarecommonto all
distributedfile systemswhich is why clientsarerequiredto
interactwith a pre-specifiedetof trustedseners. However,
we believe thattheseproblemscanbe solved, eitherthrough
asystemof senerissuedreceiptq18], or thougha systemof
client maintainedversionnumbers. Otherwise clientssim-
ply have to selecttrustworthy senersin the sameway that
they would with a traditional distributed filesystem,except
that they only needto require availability from the sener,
confidentiality and integrity are guaranteedy the crypto-
graphicaccessontrolmechaism, i.e.,clientsaremorefree
to selectseners.

Contraryto traditional accesscontrol mechafsms, cryptograic
accessontrolimplementsa clientcentricview of thetrustedcom-
puting base(TCB). The trustedcomputingbaseof a numberof
popuar filesystemarchitecturess illustratedin grayin Figurel.

Figure 1 (a) shaws a traditional centralizedfile system,whereall
file systemcompon@atsbelongto thetrustedcomputingbaseof the
local operatingsystem.Figurel (b) shavs a traditionalfile sener,
e.g.,NFS[24, 31], whereboth thefile sener andtheintermediate
network areconsideredo be secureput the client mustbe authen-
ticated, e.g., througha logon procedire. Figurel1 (c) shavs an
exampleof a global file system wherethe network is considered
insecurewhile theseneris consideedsecureandgenerallystores
dataunencrypted on disk. Consegently, the clients and seners
have to authenticateachother Moreover, datahasto beencrypged
onthesener beforeit is sentto the client, which decryptshedata,
performsthe requiredoperationson the databeforeit re-encrypts
them and sendsthemback to the sener. The sener thenhasto
decryp the databeforethey canbe written to disk. Finally, Fig-
ure 1 (d) shaws thetrustedcompuing basein a systemwith cryp-
tograplic accesgontrol,whereonly theclientis trusted.Datacan
be sentfrom the sener without prior authenticatiorandthe client
mustdecryptthedatabeforeit canperformary operation©nthem.
Theclientthenre-encryptghedatabeforesendinghembackto the
sener, which storeshe encrypgeddatabackon disk.

We believe thatcryptograplic accessontrolwill improve the per

formanceof file systemoperationsacrossuntrustednetworks, be-
causewe only needone decryptionand signaturevalidationfor a
readoperatiorandoneencryptionandsignaturecreationfor awrite

operationasoppcsedto oneauthenication(which mayincludesig-
naturevalidation)oneencrygion andonedecryptionfor every read
operationand one authenticationpne encryptionand one decryp-

tion for every write operation.

3. SYSTEM DESIGN AND IMPLEMENT A-
TION

In thefollowing we presenthedesignandimplementatiorof CNFS[10],

a network file systemthatimplementscryptogragnic accesscon-
trol. A key designgoal for CNFSis to minimize the number of

trustedcompamentsin the system. The principal systemcompo

nentsare the client module, the key distribution mechaism, the
network connectingthe file sener andclient andthefile sener it-

self. Useof the cryptograghic accesscontrol mechanisnrequires
thatthe userneedonly completelytrustthe client machineandthe
key distribution mechanismwhile only minimaltrustis requiredin

thefile sener.

3.1 SystemArchitecture

The architectureof the CNFS Systemasillustratedin Figure2 is
basedon the traditional client/serner model. The sener andclient
have beenimplementedn userlevel space. The overheal intro-
ducedby the additionalcontext switcheswas offset by the flexi-
bility offeredby a userlevel solutionwhich doesnot requireroot
privilegesor kernelrecomplation to install. The easeof delugging
userlevel applicationscoupledwith the widespreadavailability of
cryptography librariesenablednorerapid development of the pro-
totype.

Client Ar chitecture

All datato be storedon the sener is encryptedon the client side
prior to transmissiomacrossthe network and all datato be read
from the sener is only decryptedon the client side. The full re-
sponsibility for ensuringthe authenticityandintegrity of file data
restswith theclient. Thustheclientmustalsoproduceandvalidate
hasheof all datastoredonthe sener.

Server Architecture

The CNFSsener is designedo be assimple aspossibleandthe

systemintelligenceshouldin the main resideon the client side.
Ideally the file server would simply sene disk blocks on request
from theclient. Althoughthe CNFSsener codebasés takenfrom

the Linux NFS sener thereare significantdifferencesin design.
The NFSfailure modelassumes statelesserviceandall file op-

erationsare designe to be idempotent. Thesefile operatiors are
carriedout on dataunits which matchthe underlying NFS block

sizeandthe NFSsener hasno concep of the file asalogical unit

in itself.
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However the write validation routinesimplementedby the cryp-
tograplic accesscontrol mechatsm require the CNFS sener to
perform digital signatureverification on the entirefile beforethe
datacanbewrittento disk. Fundamentathargesto the NFSwrite
procedire wererequiredto accommalatethis functiondity.

Whendealingwith updatesto afile whichis amultiple of the block

sizethe CNFSsener mustmaintainstateinformationin relationto

which clientswereupddaing openfiles. It is alsonecessegy to buffer

datawritten from the clientuntil theentirefile is transferredacross
the network. Thefile nameandclientidentity areestablishedrom

informationincludedin eachRPCrequesheaderThisinformation
is maintainedin memorywhile a client hasa sener residentfile

operedin write modeon his machine.

Whentheclientwritesthefirst blockto the CNFSsener, this block
is validatedby the cryptograplc accesscontrol mechanism. If
this operationis successfulstateinformationin relationto file and
clientidentity is maintained.Eachsubsequet datablock canthen
be buffereduntil all datais receved from the client. The buffer is
passedo the validationroutinesand ultimately written to disk or
flushedfrom memory

This alsohasthe effect of delayingthe write to disk operationand
hasimportantconsequercesfor the NFS failure model. Buffering
dataincreaseghe likelihood of cacheinconsisteng faults. The
window of vulnerability associateavith lost updatesdueto sener
crashess alsowidened

Useof Cryptography in CNFS

Employing cryptogaphyatthelevel of thefile systenitself enables
applicationsandusergo accesprotecteddatain atransparenfiash-
ion. Encryptionin the CNFSSystemis emplo/edatthegranularity
of thefile level. This necessitatea high overheadfor file genera-
tion operationonthe clientasa symmetrickey andanasymmetric
key-pair mustbe generatedor eachnew file created However the
adwantagesoffered by this approach namelyincreasedlexibility
andsecurityoutweighthe disadantages.

The symmetricand encrygion keys for files are never storedon
thefile sener. Thisis a fundamentatequiremenin ensuringthat
compranising the file sener will not compromisethe datastored
there. Thesekeys are to be storedon the client which owns or
generatedhe files originally. Only the decryptionkey associated

with afile is storedonthesener.

In the caseof CNFSsharingfiles is inextricably intertwinedwith

key distribution. As files are meanindesswithout the appropiate
keys thefile ownermustmale the key availableto whomever (s)he
wishesto sharehis files with. Studiesof file systemusageprop-
ertieshave notedthatfile sharingis unusu#{26]. It seemdogical
thatsharingprotectediles amonglarge numbes of userswould be
rarerstill. As the symmetrickey and private asymmetrickey are
createdandstoredon the client machine key distribution is atthe
file ownersdiscretion.

3.2 CNFSImplementation

In this sectionwe presentheimplementatiorof cryptograplic ac-

cesscontrolin the CNFSsystem.The cryptograplic accessontrol

mechanisnwasoriginally designel to operateon a log-structured
file system However, theuseof symmetriccryptograply asanec-

essaryoptimizationallows us sufiicient flexibility to usethe stan-
dardLinux NFScodebase.

CNFS Ciphers As statedearlieronly the decrygion key is stored
on the sener. The absolutefile pathis hashel and normalizedto
produe areferencevaluefor therelevantkey. Thedecryptionkeys
associateavith all filesontheseneraremaintainedn abinarytree
whichis sortedby the hashvalue. Whenthe senerwishesto find a
file’s public key it reconsructsthefile pathfrom thefilehandleand
searchegor a match. A lookup operationon this treeis an O(log
n) operation.As eachnew key is registeredwith the sener anextra
nodeis addedto the tree, this informationis alsowritten to a file
storedon the sener sothatthey keys canbe restoredf the sener
fails. Eachtime the sener is startedit mustload all public keys
from thisfile into memory

The Twofish cipherwas chosenasthe symmetriccipher[29]. To
dateno significantsucceshave beenreportedin crypt-analysing
this cipher We obtainedthe referencamplementatiorwhich was
submittedto the AES panel. The key size usedin our prototype
is 128 bits. This is deemedsufficient for securityin the ervisaged
operationadomain.

In the CNFSsystemasymmetriccryptogaphyis only usedto sign
andverify the messagaligestsgeneratedrom the contentsof the
encryptediles.

TheRSAEurolibrary we usedprovidesamatureandextensve API
with supportfor RSA encryption,decryption key generationand



the generationand verification of MessageDigestsusing MD2,
MD4 and MD5. We usethe MD5 hashingalgorithmto generate
a 128 bit digestsof the file datawhich are signedwith the private
asymmetrickey. The asymmetrickey lengthusedin the prototype
implementatioris 1024bits.

4. EVALUATION

In orderto evaluatethe prototypewe have performedaninitial per
formanceevaludion and an analysisof the security propertiesof
the propcsedmechanism.

4.1 CNFS Sewer Performance

We have comparedhe performane of the CNFS sener with the
performare of the unmodifieduserlevel NFS sener. The lack
of cryptograply in the standardNFS sener mitigatesagainstdi-
rectcomparisorwith the CNFSsener. This evaluationis primarily
intendedto determinewhetherthe overhead introducedby crypto-
graphicaccessontrolis accepable.

The executiontime of the read) and write() procedureson the
sener have beenmeasured.TCP stackand XDR operationtimes
arenotincluded.Two file sizeswerechose for thetests.Thefirst
sizeis 8K, theunderlyingNFSV2 andCNFSdatablock size. The
secondile sizeof 1IMB waschoserasanarbitrarylargefile size.

The testswere carried out on a lightly loadedPentiumPro 233
MHz machinewith 128 MB SDRAM. Theuserlevel CNFSsener
and client were run on the samemachine. A local directorywas
mourtedandrequestgor file operatiorsin this directorywerehan-
dledby the CNFSsener. For the purpcsesof our testscachingwas
disabledon theclientandsenerside.All experimentsvererun 20
timesandthe arithmeticmeanandstandardieviation of theresults
of theseexperimeris arepresentedn thetablesbelow.

Read Performance

The absencef centralizedaccesontrol allows the CNFSsener
to processreadrequestswithout validation. Thereis an olvious
performare bendit andthe CNFSreadoperationonthe8 K file is
20% fasterthanthereadoperationon theunmodifiedNFSsener.

Accesscontrol and requestcachingfunctiondity werecloselyin-
tegratedin the NFS codelase. The modificationsrequiredto the
read) operationon the CNFSsener involved removing the ACL
lookup operation. Somewealening of the cachingstratgy was
unavoidalde. Compromisingthe cachingstratgy resultsin aread
operatioronthe1MB file whichis 10% sloweronthe CNFSsener.
Theresultsof theseoperationsaredisplayedn Tablel.

Write performance

Thewrite operatiorfor afile of size8 K onthe CNFSseneris two

ordersof magnitudeslowver thanthe comparableoperationon the
unmadified sener. Thisdifferences accountedor by theoverhead
introducel by the digital signaturevalidation. A similar overhead
would be introducedby ary mechaism that ensureghe integrity

of datatransferrecbver a network. The buffering mechanismused
in CNFSfor largerfiles accowntsfor therelatively smalldifference
in performane betweerthetwo senersfor largerfile sizes.

4.2 Secuity Analysis

The designof the CNFSsystemmalesit very difficult for a mali-
ciousagentto mourt a manin the middle attack. Minimal trustis
placedin the sener andary interceptorof messagesanonly in-
flict asmuchdamageasa malicioussener. The strongencrygion

safguardsdataconfidentialityandthesignaturevalidationroutines
protectdataintegrity.

Replayattacksarea more plausiblethreat. However thesecanbe
counteredy the useof versionnumbersor timestamps.

A denial of serviceattackcould be launchedby attemptingto fill
thesenerwith garbagedata,however the signaturevalidationrou-
tineswill counterthis attack. The currentimplementationof the
CNFSsener validatesthefirst 8K datablock of a file andbuffers
subsegant blocks until all datahave beenreceved. A more so-
phisticateddenial of serviceattackwould be to allow the first 8K
of afile to be validatedand then substitutebogusdatafor the re-
mainderof thefile. In sucha scenariathe CNFSclientwill detect
thewrite failureandmaythendecideto reissuethe write operation
andsignthefirst 8K andevery subseqant48K of data,thusreduc-
ing the effectivenesf theattack.A sliding scalecould be usedto
determinethe optimumsizedatablock to sign.

5. RELATED WORK

Theideaof securingstoreddatathroughencryptionis alreadywell

establishedlt wasoriginally propo®din the contet of thecrypto-
graphicfile system(CFS)[4], whichisimplementedy auserlevel

NFS sener thatrunson the users own machine.The CFSsener
canuseary underlyingfile system,including NFS, to storedata
on disk. The TransparenCryptographicFile System(TCF§ [5]

provides similar functionality but has migratedthe cryptograply

to the kernel level thus increasingthe transpareng to the user
CryptFS[35] provides an interestingdeparturein designin that
it hasbeenimplementedas a stackablev-nodeinterfaceand can
be usedon top of ary underlyingfile systemwithout modification
to that system.Similar to cryptogragnic accessontrol, the useof

cryptography in thesesystemdimit thetrustrequiredin the sener.

Theexclusive useof symmetriccryptograply meanghatthesesys-
temsmustrely on the accessontrol mechanisnof the underlying
file systemto allow usersto separateeadandwrite accesgo the
files.

Mary distributedfile systemsseekto supportflexible userdefined
accessontrol acrossdifferentadministratve domains. AFS [11,
27, 28] is probablythe mostwidely usedwide-areafile system.
It usesKerberoq12] to authenticataisers which requirescoordi-
nation of usersand accessights amongsystemsin the different
administratve domains.Cryptograhic accessontroldoesnot re-
quireusersto beknown to the sener thatstoresdata,which means
that datacan be freely sharedamongdifferentadministratve do-
mains.SFSI[9, 17, 16] is aglobal decentralizedile systemwhich
is similar to AFS. However, it doesnot rely on a single authen-
tication service, but instead,public-key cryptograghy is usedto
authenticateall entitiesin the system. The identity of the trusted
third party, whichis requiredto authenticatéhe userandtheclient
machineis encodedin the file name. SFSis more flexible than
AFS, but essentiallysuffers from the samedisadwantags. Other
distributedfile systemssuchasWebFS[33, 2] and Truffles[21],
rely on atrustedthird party to authenticataisersto seners. This
meansthat usercan only collaborateif the systemadministrators
have agreedto coordinatethe securitypolicies of their respectie
domains. Moreover, they geneally rely on sometrustedinfras-
tructure, e.g., authenticatiorin WebFSis basedon X.509 certifi-
cates[3]. Coordinationamongdifferentadministratve domairs
requiressomedeagreeof global knowvledge and may prove anim-
pedimento the scalabilityof the accessontrolmechaism.



Operation NFS CNFS Overhead
Mean SD Mean SD

8K Read 0.79ms 0.09 0.63ms 0.02 —20%

8K Write 0.89ms 0.11| 23.062ms | 1480.16| +2600%

IMBRead | 792.84ms| 83.11| 874.18ms| 150.85 +10%

1MB Write | 1187.89ms | 156.30| 148016ms| 222.16 +25%

Table 1. NFSand CNFS Server RoutinesPerformance

CapabilityFile Namegq20] is amechanismthatfacilitatescollabo-
rationamonguserswithout requiringadditionalservicesfor iden-
tification and authentication However, it still requiresthe sener
to invoke a referencemonitor to authorizeclients. Moreover, se-
curity of datain transitis not addressedby the mechanisnitself,
soit requiresanadditiond mechanismo provide a securechamel
betweerclientandsener.

6. CONCLUSIONS & FUTURE WORK

In this pape we addressethe problemsof scalableaccessontrol
in large opensystemswherethe authenticateddentity of a princi-
pal corveys no a priori informationaboutthe likely behaiour of
thatprincipal.

We propcsedanovel accessontrolmechanismealledcryptogaphic
accesgontrol, thatreliesexclusively on cryptogaphyto guararee
confidertiality andintegrity of objects(files) storedon potentially
untrustedsenersin the system. This mechatism eliminatesthe
needto invoke a referencemonitor (a potentialbottleneck)on the
sener. Insteadthesenerdeliversdatato ary requestinglient. Ac-
cesscontrolis performedimplicitly on the clientmachinethrough
the principal’s ability to encryg, decryptand sign datastoredin
the system.This meansthataccessontrol canbe performedin a
decenralizedway on the client, without relying on trustedcodeor
tamperproof devices.

We presentedhe designandimplementatiorof cryptograplic ac-
cesscontrolin adistributedfile systencalledCNFS whichis based
on a standard\FS sener. We evaluatedthe performanceof read
and write operationson the sener, which shoved that readinga
smallfile wasslightly fastethanastandardNFSsener, while writ-
ing asmallfile wassubstantiallymoreexpersive becaus¢he CNFS
sener hasto verify the signatureof databeforethey arewrittento
disk. The costof signatureverificationis amortizedwhen larger
files arewritten to disk, so bothreadandwrite operatiors of larger
filesarecompaableto astandardNFSsener.

Securitypoliciesaredefinedby the usersandenforcedby the way
thatthey distribute keys. The currentprototype lacksa securekey
distribution mechanismwhich would facilitatefile sharing.

The currentprototypeis implementedasa userlevel library anda
modifiedNFSsener. Theuserlevel library makestheimplemen-
tation portableat the costof transpareay andperformancebut we
would like to integrate the client codeinto the operatingsystem
in orderto improve performane. Re-implementinghe sener, us-
ing alog-structuredile systemwould allow usto defersignature
validationuntil the log is compressed,which shoud significantly
improve the performancef thewrite operation.

Therapidgrowth of mobilecomputingandthedeploymentof large
distributed systemswhich spanmultiple administratve domains

hascreateda seriesof new challengsfor security systems. Ex-

isting accessontrol mechanismseedto be adaptedo reflectthe

changdng operationakrvironmert. We have describedhesechal-

lengesand have offered a critique of the suitability of the cryp-

tographicaccessontrol mechanisnfor usein moderndistributed
systems.We have found the cryptograghic accessontrol mecha-
nismto beflexible andscalableyet powerful enoughto effectively

protectresourcesn insecureervironments.
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