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Abstract

Balancing Efficiency, Accuracy and Timeliness in
Wireless, Multi-Sensor Body Area Networks for

Healthcare Monitoring

James Delaney, BA

University of Dublin, Trinity College, 2013
Supervisor: Jonathan Dukes

Abstract Summary

This dissertation investigates the use of real-tiseeaming protocols for transport and
synchronisation of mHealth data from a wirelessybatea network (WBAN) to a remote monitoring
application. The main streaming protocols are corepgaand the RTSP/RTP protocol suite is selected
as the most suitable. A prototype real-time WBANMitaong system is designed, implemented and

evaluated.



Contents

ACKNOWIEAGEMENTS ... \Y;
Y 013 1= ox PP PO PP PPPPPPPPPRRRPI '
(0] 01 =7 o1 £ Vi.
LIS Of TADIES ...t e e ettt e e e e e e e et r e e e e e as iL.v
LISt Of FIQUIES e ivi
(O gF=T o1 (=1 g A [0 o To [1 T 4o T o PSSR 1
1.1  Monitoring and the need for Contextual Information.............ccccccvviiiiiiiiiiiie e 1
1.2  Requirement for Real-Time Monitoring and Synchrati@ ...............cccccvvvvvivvniiniinnnnnnnns 2
1.3 THIS DISSEITALION ...ccoiiiiiieiiieee e e e sttt e e e e e e ettt e e e e e e e s snmnne e e e e e e e e ereeeaeas 2
Chapter 2 Related Work and Background INformation .......ccceeieeiiiiiiiiieeeeeee 4
P R o =1L g T\ Fo T a1 o] 1 T 4
A |V =1 o 5
2.3 Wireless Body Area Networks (WBANS) .........uemmmeeeeeeeeeeiieeeeeeeeeeeeeeeesaessssnsssseeeeees 6
2.4 SUMIMAIY .iiiiiieiiiei ettt et e e e et e e e e e e e e e e et e e et e e e et e et et e e e e n e s s e e e e e e e e e e e e e e eeeeeas 12
(O T o (=T g T 10T T o O 13
3.1  Specific Requirements of a Medical WBAN to be usadReal-Time and On-Demand
1Y/ To] a1 (o 11 o [P PP PPPPPPPPPP 13
3.2 RTSP as a Multi-Sensor WBAN Monitoring Control Ri@bl............cccoeeeeeeiiiieiennnnnnnn. 21
TG T = I8 PSR 28
3.4  The Realtime Transport Protocol (RTP) as a Multisse WBAN Transport Protocol.. 28
3.5 SUMIMAIY ..t et e e ettt rr e e n e n e e e e e e e ee s 36
Chapter 4 ImplemeNntation ..............oooiiiiiiiiiii i e eereee s 37
o 1o To ][0T | PSPPSR 37
4.2 ArduinO HOREI DEVICE ......uiiiiiiiiiiiit ettt rnneea e e 38
4.3  Smart PNONE ECG GAEWAY ..........cciiuuet s eeeeeeeeeaeaaaiinnnneeeaaeeeesssasmneeeeessaannes 43
4.4 REMOLE IMONITOT ....tiiiiiiiiieiii ittt ettt e e e e e e sttt e e e e e e s s nn e e e e s e s nsbbaneeeeeeas 47
4.5 SUMMIBTY ..eeeeeeeeetteeeieeeseeees e mennan e et e e et e e et e e ee e e e ee e seessesssesssees s e nmene e e e eeeeeeeeeeeeennennes 48
Chapter 5 Evaluation/DiSCUSSION..........coiiiiiiiiii st e e 49
5.1 EVAlUALION/DISCUSSION......uuuiiuiiiiiiiitttaeeaaaeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeesaeneeeeaaaeeaaaeeeaeeees 49
5.2 BEVAIUALION .o e et a e e e e e e 55
(O T o) (=] g G T 0] o 04 1 1S3 o 1 1R 56
Appendix A. Session Description Protocol (SDP) ........oceeeeeeiiiiiiiieeeeceee e 57
Appendix B. Secure Real-Time Transport Protocol (SRTP) - Auibation and Privacy........... 61
2 1] ][00 | =10 )Y/ 62

vi



List of Tables

Table 1 Similar features of a health monitoringlaggpion and a multimedia streaming applicatid...

Table 2 Data rates required for various medicaliegjons (Latré et al. 2010) ...............commeennnn.. 8
Table 3 Patient data and data levels indicatingrgant status (Doukas, Maglogiannis, and
KOIMENTZAS 2006) ...ttt e et e ettt ettt ettt et ettt et e et e e ee e e e eeeaaeeeeaeeeeaeeeeeeeeeeees 14
Table 4 Summary of existing control/transport Peols...............cooooeeiiii e, 20
Table 5 Security and data integrity advantagesdssativantages of IPSec and SRTP...............54.
Table 6 Evaluation of design/implementation basedlentified requirements of a real-time mHealth
[aaTo T E e T T 10 1R (=] 1 o 55

Vii



List of Figures

Figure 1 WBAN Network Topology (IEEE 2012) ........uuuiuiiiiiiiiiaeeaee e 9
Figure 2 WBAN Reference Model (IEEE 2012) .........ooooviiiiiiiiiiiiiiieeeeeeeeeeeeeeeee e 9
Figure 3 Typical RTSP INTEraCtioN ........oot i 17
Figure 4 RTSP request MesSage EXaMPIE ... iiieiiiieeeeeeeeeeeeeeieeee e eeee e e e e e e e e e e e eeeaeeeeeees 21
Figure 5 Example of RTSP request and reSPONSE.........cooeeeeeeiieieieeeeeeee e 22
Figure 6 The RTSP Finite State Machine
Figure 7 Options reqUEeSt @Nd MESPONSE ... e ceeereeenuennnennnnnnnnennnnennnennnsnmnnneeeeeesssessenssnsnnnnnnnnes
Figure 8 A DESCRIBE request/response
Figure 9 A SETUP reqUESH/TESPONSE ....uvvitcceeeeeeiiiieiiee ettt e e e e ee e e e e e e e eaaeeaeeeeeeeeeeees
Figure 10 Typical PLAY request from ClIeNt 10 SETVE...........uuuuiiiiiiiieeee e 26
Figure 11 The RTP Header Format (Schulzrinne ef6) ... e 29
Figure 12 Continuous timestamp sequence acrosspived together clips (Reproduced from
Perking 2008) ....cciiiii i —————————11ttt——————————————————_ 30
Figure 13 The RTCP Sender Report header formatt(@éxg reception report blocks) (Schulzrinne et
AL 1996) .t —————— e e e e e e ettt et ae e e e e aan——aeeae e e naarrteaaaeeeeeaannnrnnes 31

Figure 14 RTCP timestamp usage (reproduced fromkifie2008 page 109) ............cceeveevv v 32
Figure 15 Mapping between timelines to achieve Byorusation at the receiver (adapted from

[RLET L ST 010 ) ) TP 33
Figure 16 Prototype TOPOIOY ... .ceeeeeiiiiurieiiiiie e eee ettt e e e e e e e e e e e e e 37
Figure 17 The HOIEr DEVICE ........oooiiiii e 38
Figure 18 Holter Monitor playing captured data lwkile in the RTSP PLAY state ...............cee.. 40
Figure 19 Holter Monitor capturing data to the Siddcwhile in the RTSP RECORD state .........! 0..4
Figure 20 Holter Monitor playing saved data whildlie RTSP PLAY state .............vvvvvvvvvieeeeenn. 40
Figure 21 Framing Protocol Frame FOrmat ......ccoeeii oo 41
Figure 22 Recording Frame FOMMAL..........uuueeeueieiiieieeiiieeeiieeiiessaeseseeeesesssbessseesseesseesssesssssneesnnrnes 43
Figure 23 RTSP command to play previously reco@®Bdent .................oovvveeeiiiniiiiiismmn e 43
Figure 24 ECG gateway running on Android smart BRON.............cooeeeeeiiiiii e 44
Figure 25 Android ECG Gateway RTSP Server Clagsdy 6ome of those involved with RTSP

interaction with remote monitoring application SHOW...................ccoooiiieeeee 45
Figure 26 Session setup and play on ECG Gatewajdatidr monitor using RTSP .................... 46
Figure 27 Setting the Sender Report timeStam. cooe....vviviiiiiieeee e 46
Figure 28 The Remote Monitoring Application showgaptured ECG and accelerometer data........ 47
Figure 29 Sin wave streamed from Holter (green)mam@d with locally generated sine wave (yellow

dots) after 30 MINS PlAYDACK ..........ovvviieeeeeereviiiiiteiiti s eeeeresnanraane 52
Figure 30 DESCRIBE request/response exchange s description.............cccccvvvvveeeeenn. 57
Figure 31 Example of a payload type fully describethe RTP Audio/Video profile (MVP)......... 95
Figure 32 Example of rtpmap attributes in a dynaasisignment of a payload type ................... 59

viii



Chapter1 Introduction

Longer life expectancies and an increase in "jestillness such as cardiovascular disease and
diabetes in the developed world have created aehdok pro-active health monitoring and data-
driven diagnostics (Baum and Abadie 2013). Coleciof personal health data using sensors and
smart phones has become affordable and achiev@btmle are taking a personal interest in their
own health data and from a commercial or medicaspertive there are many opportunities to

improve healthcare to patients using this datalise or recorded format.

1.1 Monitoring and the need for Contextual Information
The Holter device is considered as an examplesohéed for the contextualisation of health data.

When a person suffers cardiac arrest it is ofteressary for them to wear a Holter monitor to
record their cardiac output. The device is wornd@4-48 hour period and usually comprises some

electrodes for detecting the cardiac rhythms aoge, such as an SD card, to record them.

The wearer must keep an accurate diary of theivigaes over the course of the testing period
(Danbury Hospital 2010)his diary would normally be hand-written and wouddly on the patient
to record accurate information at the right timéaefe is a variant of the unit in which the patient

presses a button when they have a palpitation.

This contextual information is used by the medigmbfessionals to assess events in the

electrocardiography (ECG) with respect to whatghgent was doing at the time.

If the patient does not record the event in th&ryd or they do it retrospectively, it is likelhdt

events on the data log will not directly match @sen the diary.

Combining the heart rate monitor with other sengoesent in smart phones like accelerometers or
with sensors in other embedded devices would peoridre accurate contextual information for the

medical practitioner.



Once synchronised, this data could be stored onethbedded device or on the Smartphone,

uploaded to a server or displayed in real-time.

e.g. Some event is registered on the heart-ratetonaat 2pm. The Smartphone alerts the patient
and asks them to identify what they were doing frarfist of activities, e.g. running, walking,
sitting, other. This is recorded in the diary witle activity level as recorded by the accelerometer
The doctor can review the diary on their computet @an look for such significant events. For each
event, the diary entry can be cross checked wehrélcorded activity level for a fuller picture of

what activity the patient was undertaking at thac¢xime of the event.

1.2 Requirement for Real-Time Monitoring and

Synchronisation

Holter monitors typically record data to their imtal storage for upload and analysis at a lateg.tim
However, in the case of an emergency event or faraoutine monitoring it would be desirable for
a medical professional to be able to view a rerpatéent's biometric output in real-time. A similar

use case would be a carer monitoring an elderlygoevia a smart phone.

A physician may also be interested in other pattttils such as temperature, pulse rate, blood
pressure or activity level. This is heterogeneaits that is collected at different sample ratesatnd
different precision levels. A real-time monitorisgstem must be able to synchronise this data in
order to provide a meaningful picture of the pdtteoondition and to allow a physician to make an

accurate diagnosis.

1.3 This Dissertation

It was noticed that the real-time and multi-stresmchronisation requirements of a mobile health
monitoring application are similar to the requirertseof multimedia presentation and distribution

technologies. Table 1 outlines some general cheniatits of a health monitoring application and



some corresponding features of a multimedia pratientand distribution system such as a video

conferencing system.

Mobile Health M onitoring Application M ultimedia Streaming Protocol
Continuous sensor data Continuous video/audio
Multiple sources of sensor data requiring Audio/video must be lip synched

synchronisation

Requirement for end-to-end control to turn on/off | Requirement for end-to-end control for call
monitoring equipment setup/scheduling etc

Privacy/authentication of health data Privacy/authentication of conversations

Table 1 Similar features of a health monitoring application and a multimedia streaming application
Video conferencing protocols such as H.323 provadmtrol and transport mechanisms for
continuous streams of audio and video data oveinteenet. It makes sense therefore to look at the

architecture and protocols used to facilitate theatimedia systems.

In this dissertation the state of the art in mHeaftonitoring is reviewed. Then existing media
transport and control protocols will be examinedaasneans of packaging sensory data from
biometric sensors such as ECG, heart rate andesoogters. The emphasis in this work is placed

on synchronisation and real-time monitoring of da¢a.

A protocol was selected based on pre-determineekieri A prototype was designed and developed
as a proof of concept using an ECG sensor for Migendata and an accelerometer to generate

contextual information in real-time.

The choice of protocol and design was then evaluaising information gathered in the

implementation.



Chapter2 Related Work and Background
Information

As the focus of this work is on mHealth monitorigngd Wireless Body Area Networks, this chapter
starts with an overview of the recent trends in mile It establishes the need for contextual

information in an mHealth application and addressesstate of the art in WBAN research.

2.1 Health Monitoring

Non-communicable diseases (NCDs) are the numbecamnge of death globally: 63% of all deaths
were caused by NCDs in 2008 (Alwan 2011). Amongstdeaths cardiovascular diseases (CVDs)
are the principle cause, accounting for 48% ofNdlID deaths worldwide. Other NCDs include

stroke, diabetes and certain types of cancer. §imggopulation in the developed world means that

there is a growing demand for preventative measamddreatments for these types of conditions.

A survivor of a heart-attack, or of a stroke, hdsgh risk of recurrence and has a high risk ofdyi
from such a recurrence. While prevention is thd base, once a patient is suffering from a CVD
their risk of death can be substantially lowereidgis. combination of drugs - statins, blood pressur
drugs etc. (WHO 2013). Close monitoring of thegmgyof at-risk patients by medical professionals
using telemonitoring has been shown to producebeaéfits, including increased compliance with
drug regimes (Lusignan et al. 2001). Real-time nuoimg of a patient's biometric data would
clearly be of benefit in emergency situations. Remnore, with the wider availability of sensor
equipment now prevalent in consumer electronids itonceivable that an application (e.g. on a
smart phone) could be programmed to act proactiveliye event of the detection of some abnormal

reading, telling a user that they should show tbelilected health data to a cardiologist.



2.2 Metrics

There are many affordable devices coming onto theket that can measure the biomedical data of
a patient. Some of the various metrics that canimbkasured and that would be of interest to a

medical professional are summarised below.

2.2.1 Electrocardiography (ECG)/Holter

The Holter monitor or ambulatory electrocardiograpiievice is a machine that continuously
records the heart's rhythms. The monitor is uswadign for 24-48 hours during normal activity. The
monitor may also be used after a heart attackagndise heart rhythm problems or when starting a

new heart medicine.

The ECG device comes in a variety of forms, buiralude electrodes that are attached to the body,
usually on the chest but sometimes on the armdesysd The device measures the voltages across
the electrodes and the activity of the heart is thallated from these measurements. There are now
various inexpensive ECG devices in the marketptigned to be used with low-cost embedded

systems. This has reduced the cost of developidgdasigning portable biomedical monitoring

systems.

2.2.2 Blood sugar monitor

More frequent self-monitoring of blood glucose lsvéias been shown to be associated with
clinically and statistically better glycaemic cait(Karter et al. 2001). An implantable wireless

sensor for continuous glucose monitoring is desdibp (Ahmadi and Jullien 2009).

2.2.3 Contextual information/Accelerometer

Contextual information can be of use to a medicafgssional, for example monitoring a patient's
exercise regime/diet or activity levels. This inf@tion can be obtained from the patient in a
number of ways, either actively or passively. Atexth aware Body Area Network (BAN) that uses

the accelerometer in a Smartphone to categorisatiangs physical activities passively using a



movement recognition approach was introduced byu,(lonig, and David 2010). An active
approach would be to just ask the patient what Hreydoing when a new activity is detected. For
example, a Smartphone app could detect an arrhgtfronin its sensors using a policy engine, as in
(Jurik and Weaver 2012), and then classify thevigtof the person using a simple Q&A either on-

screen or using speech recognition.

2.2.4 Other metrics

Other metrics that would allow medical professisrahd patients to build a more accurate picture
of the health of the patient include blood pressureé body temperature. Both of these can be easily
measured using current inexpensive, embedded syl#eites. Wireless implants are appearing on

the market to measure blood sugar levels.

All of these devices collect data points of differelata-size per recorded incident and at different

frequencies and with various levels of accuracy.

2.3 Wireless Body Area Networks (WBANSs)

Whereas eHealth refers to the healthcare practippasted by electronic communication and
systems, mHealth refers to the use of mobile tdolgies to further improve the healthcare service.
The "Wireless Body Area Network" (WBAN) is a netwasf sensor and/or actuator nodes on, near
or indeed inside the body that can communicatelegisty with each other and/or with a Body

Control Unit (BCU). The BCU is often referred toasink or gateway (as in this text).

2.3.1 Overview

The sensor nodes in a WBAN are used to read theigalycharacteristics of the person or the
environment. For example a pulse oximeter shirgdg kit different wavelengths through a patient's

fingertip. The changes in absorbance due to th&nmbf the blood is detected by a photodetector.

An actuator in a WBAN is used to control some dewach as an automatic insulin pump.



Sensors and actuators may comprise several comgon®&rsensor typically comprises: sensor
hardware (e.g. electrodes), a power source (dagttary), a processor, memory and a transceiver for

communication.

An actuator typically has actuator hardware (e.gelay or 5V contacts), a power source (e.g.

battery), a processor, memory and a transceiverdimmunication.

A BCU will typically have a larger processor assilikely to carry out more analysis and may have

to act as a gateway between the WBAN and otheessst

A WBAN is similar to a Wireless Sensor Network (WSHKowever the WBAN is further

characterised as follows:

* Low transmission power to keep interference atvalkvel so as to reduce the impact on
other devices

* High propagation loss due to proximity to the hurbady

* Very limited battery life of devices

* Mobility of the user: the body is mobile so hodesstrbe able to cope with movement

* Privacy of data: the nature of medical data is lyigiensitive from both a privacy and a
clinical position.

» Heterogeneity of data: data rates and accuracyiregzgents vary a lot between different
types of application in a medical WBAN. Table 2lmgs the bandwidth required for some

typical data types in this environment.



Application Data rate Bandwidth (Hz) | Accuracy (bits)
ECG (12 leads) 288 kbps 100-1000 12
ECG (6 leads) 71 kbps 100-500 12
EMG 320 kbps 0-10,000 16
EEG (12 leads) 43.2 kbps 0-150 12
Blood saturation 16 bps 0-1 8
Glucose monitoring 1600 bps 0-50 16
Temperature 120 bps 0-1 8
Motion sensor 35 kbps 0-500 12
Cochlear implant 100 kbps - -
Artificial retina 50-700 kbps - -
Audio 1 Mbps - _
Voice 50-100 kbps - -

Table 2 Data rates required for various medical applications (Latré et al. 2010)

2.3.2 IEEE WBAN specification - 802.15.6

In 2012 the IEEE standard on WBANs was publishekis Tstandard defines MAC and PHY
protocols for devices in an area about the sizethef human body. It makes up for some
shortcomings in the current Personal Area Netw®A&N) specification such as interference with

medical devices and acceptable power levels a¢ gdosximity to human tissue.

2.3.3 Network Topology

A BAN comprises nodes and a single hub. In a oreegtar BAN, data is exchanged between nodes
and the hub. In a two-hop extended star BAN, theshare also able to communicate via a relay-

capable node.
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Figure 1 WBAN Network Topology (IEEE 2012)

2.3.4 Reference Model

Nodes and hubs are internally partitioned into gspal (PHY) layer and a medium accesntrol

(MAC) layer similar to the OSI mod

— L i
MAC SAP MAC SAP |
Medium Access Control | o MACframes | Medium Access Control |
= (MAC) Sublayer (MAC) Sublayer | =
— m =1 o m =
E = a §+ R ' % g__% :c':
mE S| PHY SAP PHY SAP mego
g : Physical .« PHYframes | Physical | g
i (PHY) Layer (PHY) Layer |
| 1
A ]

Figure 2 WBAN Reference Model (IEEE 2012)
2.3.4.1 Physical Layer (PHY) Summary
A standard for WBAN PHY is defined in IEEE standa3d2.15.6(IEEE 2012. Three physical

specifications are included:

Narrowband PHY

The Narrowband PHY is defined for data rates ofaigMbps. A compliant devicshould be able
to support transmission and reception in at leastaf the following frequency bands: 402 MH:z
405 MHz, 20 MHz to 450 MHz, 863 MHz to 870 MHz, 902 MHz t@®MHz, 950 MHz to 95

MHz, 2360 MHz to 2400 MHz, and 2400 MHz to 2483.51i

Note the use of unlicensed bare.g. 2400MHzthe WBAN has been defined so that it can be |

without license in public, aniddee(, medical environments.



Ultra Wideband PHY
The Ultra Wideband PHY is designed to provide gdascope for implementation opportunities for
high performance, robustness, low complexity, diré low power operation in BANs. It is defined

for data rates of up to 12Mbps.

Human Body Communications (HBC) PHY
HBC communication is performed using the body asomaductor. Devices in a WBAN that use
HBC do not need a wireless component. The userlgitopches the devices, and the devices are

connected to each other via touch-and-play (TA€Yrielogy.

This form of communication should have useful aggilons for authentication or service discovery

of WBAN nodes that are in low duty cycles.

2.3.5 MAC Layer Summary

The 802.15.6 standard specifies the requiremeriteedlAC layer including provisions for:

* medium access including management, control aralfdanes,

e an indication of capability of supporting differetypes of access e.g. CSMA/CA or
ALOHA,

e security: message authentication and encryptiosedaon the Advanced Encryption
Standard (AES) forward cipher function,

e clock synchronisation for medium access,

e creation of BANs by hubs,

e the connection of a node to a hub .

Clock synchronisation in a WBAN using MAC layer &mtamping was explored by (Mar6ti et al.

2004).

10



2.3.6 Network/Transport Layer

The use of Ethernet/TCP for a WBAN in a medicatisgt(hospital) was considered by (Khan,
Yuce, and Karami 2008). They concluded that usi@P Tto transfer the large amount of small
packets generated by medical devices over a wiretesdium is inefficient. One approach to
resolving this issue would be to combine packetglaih before transmission. This approach was

adopted in the work done in this dissertation.

Other studies have been conducted into routing 8N@/ one of the most famous being CodeBlue
(Malan et al. 2004) - a WSN developed in Harvardd€Blue is an implementation of a scalable
software infrastructure for wireless medical desic€odeBlue is designed to provide routing,
naming, discovery, and security for wireless mddémmsors, PDAs, PCs, and other devices that
may be used to monitor and treat patients in agaignedical settings. It uses Adaptive Demand-

driven Multicast Routing as described in (Jetchava Johnson 2001).

2.3.7 Application Layer

(Chen and Shih 2012) describes an architecturerioelectronic medical records (EMR) system
which includes streaming media. It is an XML docutaeased system that is derived from the
Taiwan Electronic Medical Record Template (TMT)rstard. It describes an approach to include
static and dynamic medical images into these dootsngsing a Flash Media Server which uses
RTMP. Most other network streaming formats use R&€$PWindows Media Series, RealNetworks

Realsystem and Apple QuickTime technologies.
Health Level-7 (HL7)

HL7 is a not-for-profit organisation that develoggecifications; the most widely used being a
messaging standard that enables disparate healthagaplications to exchange clinical and
administrative data. The 7 in HL7 stands for layeasr application layer in the OSI model. HL7v3,
the latest version, uses XML messaging as its fatiod. A gateway between HL7v3 and CodeBlue

has been successfully implemented by (Baird anddoaviHaggerty 2006).

11



ECG Formats

In this dissertation a prototype using a singleseefzCG monitor is developed. For simplicity the
sampled ECG data is encoded as a 16 bit int armbmpression techniques are used to reduce the
size of the captured data. There are however mamyats that encode ECG data in more efficient

ways. The reader is referred to (Bond et al. 2@dr1y detailed survey of these.

2.4 Summary

In this chapter the state of the art in mHealth ooimg and Wireless Body Area Networks was
evaluated. The Holter monitor was discussed and glwving need for health monitoring
applications was highlighted. The architecture emaponents of a WBAN were outlined and some

of the main characteristics of a WBAN were hightagh

In the following chapter the focus moves to the engpecific requirements of a suite of protocols

that would support real-time monitoring of mHealtta from a WBAN.

12



Chapter 3 Design

In this chapter the specific requirements for d-tieee medical WBAN monitoring system are
considered. In particular, some existing transpootocols are evaluated as possible solutions for

the application domain under consideration in ¥nsk.

3.1 Specific Requirements of a Medical WBAN to be used

for Real-Time and On-Demand Monitoring

In this study the objective was to develop a framdwfor the distribution of real-time
heterogeneous data collected in a WBAN. To thattkadollowing considerations must be added to

the previously outlined description of the WBAN:

Transfer/monitoring of data

It is desirable that the data captured in the WBAEY be viewed live or after the event (on-
demand) from a remote site. Utilizing existing stamlised transport protocols is an obvious way to
achieve this. For example, using media transpatioppl suites such as RTSP/RTP or HTTP based
streaming protocols like HTTP Live Streaming (HM&uld allow the transfer and synchronisation
of different streams of data. Furthermore, theafsestandardised protocol like the ones mentioned,
instead of a new one, can bring with it additidmahefits such as support by routers and firewalls o

the internet.

Live/on demand requirement

Devices in a WBAN are typically low power and ai@ going to be constantly connected to each
other or to the internet so there is a requireniendffline storage and playback or "on-demand"

streaming of data.

Operational M odes/End-to-End Control

Again, in order to save power it may be desirabletie nodes in a WBAN to operate in different

modes, for example accelerometer data may be eapaira low sample rate until some particular

13



event is detected on an ECG sensor. An end-to-enttat mechanism may be needed to achieve

this.

Synchronisation

Data collected from different sensors in the WBAMWd be synchronised for playback either live

or at a later date.

Recording

The system should facilitate recording of dataegithithin the WBAN or to a remote site.

Contextualisation
Contextualisation of data collected would generakgist physicians, allowing them to provide a
better service and, hence improving patient outsor8eme examples of levels of collected patient

data indicating that the patient is in an urgeatesare shown in Table 3.

Acquired patient data Data levels indicating an urgent state

ECG (Electrocardiogram, 3 leads) ST Wave elevation & depression T-wave
inversion

BP (Non invasive Blood Pressure) 90 mm Hg > systolic > 170 mm Hg

PR (Pulse Rate) 50/min > PR > 110/min

HR (Heart Rate) 50/min > HR > 110/min

Sp02 (Haemoglobin oxygen saturation) <90 (%)

Table 3 Patient data and data levels indicating an urgent status (Doukas, Maglogiannis, and Kormentzas
2006)

Security/Privacy

Medical data is highly sensitive and must not belenavailable to third parties without permission.
There may be legal ramifications if this privacyc@mpromised. Any framework for transmission of

this information needs to be resilient to attact provide for the encryption of the data.

14



Reliability/I ntegrity
By its nature medical data that is to be used kysiplans for diagnosis or monitoring in a clinical
setting, or otherwise, must be delivered intactsdiéignosis based on an incorrect representation

due to data corruption would be a failure of thsteg.

L ow Over head

Ideally any protocol used to transmit data in a ViBghould be capable of operating with minimal
overhead. i.e. it should involve a simple setupmacsm and the use of minimal additional header

data.

The use of a media transport protocol seems a {jpéat the project given the requirements for
real-time transmission/playback, synchronisatiod egcording identified as being necessary in a
WBAN monitoring system. Moreover, a media transpootocol meets the requirements outlined in

the previous chapter and builds on the work dor(€fren and Shih 2012).

3.1.1 Existing Protocols

The use of an existing protocol is preferred beeatufas already gone through extensive testing

and is, or is at least expected to be, well suppdart the wider world.

A good comparison of media control protocols carfidomd in (Ravesteijn 2009) however the focus

of that study is mainly on the transfer of medwatuments rather than on real-time data.
Some of the key existing standards for media trasson are summarised below:

3.1.1.1 HTTP Live Streaming (HLS)
HLS is a media streaming protocol implemented bylApand proposed as a draft standard in

(Pantos and May 2010).

The server breaks the media stream into a sequaniiies which are downloaded using HTTP
requests by the client which then reassembles fbeiplayout. A playlist file is used to define the

sub-streams that are available.
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It has the benefit of using HTTP requests which W automatically passed by any firewall or

proxy that allows through standard HTTP traffic.

However it is only defined for MPEG-2 transportesims or MPEG-2 audio streams and the draft

does not currently include a method for includitigen types of streams.

3.1.1.2 RTSP/RTP
RTSP is a control protocol for media streamingisltsimilar to HTTP and uses requests and

response codes. A typical transaction betweereatdll and a media server M is given in Figure 3.

The protocol is widely supported and is an opendsied described in RFC 2326 (Schulzrinne, Rao,

and Lanphier 1998).

Resources such as audio or video files or liveasteeare identified by URIs. Once a media session
has been established through the use of the SE€gkest, the client and server use the same

session ID for all correspondence (until a preaeirged session expiration time).

The DESCRIBE method shown Figure 3, combined wlidtn SETUP method allows a client to
negotiate a session with a server. This featureldvioe useful if a server had, for example, media
encoded at different bit rates, as it allows thentlto choose which one is best suited for its

application.

RTSP is not actually used to deliver the data;ithtgpically done using the transport protocol Rea
time Transport Protocol (RTP) together with the IReae Control Protocol (RTCP) described in

RFC 3550 (Schulzrinne et al. 1996).

RTP and RTCP are used to actually packetize ardrstthe live, or on-demand media. The data is
transmitted within the RTP packets while contraladia sent in RTCP packets. The RTCP packets
allow multiple streams to be synchronised at tloeikeng end. They also contain reports on packet
loss and jitter, allowing the sender to modify itansmissions based on this feedback and to

calculate the transmission delay.
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C->M:DESCRIBE rtsp://foo/twister RTSP/1.0
CSeq: 1
M->C:RTSP/1.0 200 OK CSeq: 1
Content-Type: application/sdp Content-Length: 164
v=0
0=- 2890844256 2890842807 IN IP4 172.16.2.93 s=RTS
i=An Example of RTSP Session Usage
a=control:rtsp://foo/twister t=0 O
m=audio 0 RTP/AVP 0
a=control:rtsp://foo/twister/audio m=video 0 RTP/A
a=control:rtsp://foo/twister/video
C->M:SETUP rtsp://fooltwister/audio RTSP/1.0
CSeq: 2
Transport: RTP/AVP;unicast;client_port=8000-8001
M->C:RTSP/1.0 200 OK
CSeq: 2
Transport: RTP/AVP;unicast;client_port=8000-
8001;server_port=9000-9001
Session: 12345678
C->M:SETUP rtsp://fooltwister/video RTSP/1.0
CSeq: 3
Transport: RTP/AVP;unicast;client_port=8002-8003 S
12345678
M->C:RTSP/1.0 200 OK
CSeq: 3
Transport: RTP/AVP;unicast;client_port=8002-8003;
server_port=9004-9005
Session: 12345678
C->MPLAY rtsp://fooltwister RTSP/1.0
CSeq: 4
Range: npt=0- Session: 12345678

P Session

VP 26

ession:

Figure 3 Typical RTSP interaction

RTP packets include a Payload Type (PT) field ithantifies the format of the contained payload.
For audiovisual presentations this is usually chofem a pre-defined list of payload types
managed by the IANA and originally defined in (Skdnimne and Casner 2003). However, it could
also be used to identify non-standard payloads asdive medical data. Receivers are designed to

ignore payload types that they do not understandsanthe data could easily be added to existing

RTP streams without causing a problem for standacdders.
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Privacy is implemented in RTP through encryptiorttid RTP and RTCP packets. Authentication
and data integrity are not implemented in the b&i® standard but can be achieved either at a
lower level using IPsec, as described in RFC (Kamdt Atkinson 1998), or by using the related
protocol SRTP as described in RFC 3711 (Mcgrew@actara 2004). RTP and RTCP typically run
over UDP so if the integrity of the data is to baimained, one of these techniques must be used to

deal with lost or corrupted packets.

RTSP sends messages in plain text. There is noawnfiprm for keywords, however RTP does

include a mechanism for header compression asetEimRFC 2508 (Casner and Jacobson 1999).

3.1.1.3 SIP
Session Initiation Protocol (SIP) is a media traissian control protocol primarily used for setting
up and managing voice and video calls over thenetelt is described in (Rosenberg, Schulzrinne,

and Camarillo 2002)

It is similar to HTTP in that it uses request aadponse methods called transactions. Like RTSP, it
does not transmit the media data, rather it isyssd to create and manage the session. The data is

typically transmitted using a transport protockeIRTP.

End-points are referred to as User Agents (UAshidally proxy servers are used to route SIP
packets. A registration function is used so thatslé@an register their current locations for use by
proxy servers to route calls. This effectively alfoa UA to roam. It is also possible to set up a
session directly between two user agents, whicla isiseful feature for remote monitoring

applications.

SIP uses SDP to describe the session type, oteyrafid so different media types may be used in a
session depending on the capabilities of the receBDP is extensible, so it is possible to define

non-standard media types in SDP e.g. ECG data.
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3.1.1.4 H.323
H.323 is an ITU-T recommendation defined in (ITW2J09). It is an audio-visual transfer protocol

designed to run over any packet network.

The streams are transferred using RTP and RTCRimikar way to RTSP and SIP above.

H.323 uses a Gatekeeper. This third party to ancaflages permissions such as who can and can't
call another end system and whether the end systenanswer the call. In this way the Gatekeeper

manages the resources of the network.

The Gatekeeper is also used to interconnect diffeyges of networks. It can provide address
translation where different addressing schemesused on the different networks and can provide

translations between the different messages onregtalork type, both control and media messages.
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3.1.2 Summary of Existing Control/Transport Protocols

HLS

RTSP/RTP

SIP/RTP

H.323/RTP

Extensible

No - media files must
be MPEG-2 transport
streams or an MPEG-2

audio stream

Yes - Payload Type
header and SDP both

extensible

Yes - SDP extensible

Yes

Latency - time to start

Client must download

Fast - playback

Fast - playback

Complicated - many

playback playlist and delay also | requires 3 messages requires 3 messages messages between
depends on segment's | between client and between client and gatekeepers/
duration and bit rate server: SETUP, 200 server: INVITE, 200 gateways
OK, PLAY. OK, ACK
Lightweight - Yes. No headers etc RTSP uses text for SIP uses text for Control messages in
Overhead messages - not so messages - not so binary representation
efficient. RTP has a 12 | efficient. Same as - efficient
byte header for data RTSP for RTP
however header
compression an
option
Open Standard Yes but closely linked Yes Yes Yes
with Apple
Source Origin Uses HTTP features Yes via SRTP Yes via SRTP Yes via H.235
Authentication such as HTTPS
/Privacy of Data
Integrity of Data Over TCP so reliable Yes via SRTP Yes via SRTP Yes via H.235

Ease of Support by

Firewalls/proxies

Yes - HTTP ports

usually open

RTSP OK as usually
runs over TCP. NAT

SIP OK as usually runs

over TCP. NAT issues

Not easy - firewalls

must act as

issues for RTP for RTP application level
proxies
Synchronisation of Data must first be Yes Yes Yes
multiple streams encoded as MPEG2
VCR Type Commands | Yes Yes No Yes

- Play, Seek etc

Table 4 Summary of existing control/transport protocols

In order to compare the different protocols outlirsove, Table 4 is provided, summarising their

relevant characteristics.
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Analysis of the existing protocols led to the cleoaf RTSP with RTP for this dissertation. Out of
the evaluated protocols, RTSP's relatively low beed coupled with its VCR-type functionality
appear to make it the most suitable for the contmodl management of a remote monitoring
application. RTP's ability to synchronise multigteeams of data makes it suitable for the transport
of the sensor data. A more detailed analysis oféatires of RTSP and RTP, and how they suit this

particular application is given in the followingcsien.

3.2 RTSP as a Multi-Sensor WBAN Monitoring Control

Protocol

3.2.1 Overview
Clients and Servers communicate in RTSP by waysgfuRsts and Responses.
The Request

A Request message from a client to a server cantaiethod and a Resource (URI) to which the

method will be applied. This is shown in Figurevhere C is client and M is media server.

C->M:DESCRIBE rtsp://foo/twister RTSP/1.0
CSeq: 1

Figure 4 RTSP request message example

The defined methods are:

"DESCRIBE"
"ANNOUNCE"
"GET_PARAMETER"
"OPTIONS"

"PAUSE"

"PLAY"

"RECORD"

"REDIRECT"
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"SETUP"
"SET_PARAMETER"
"TEARDOWN"
The Response
A Response is sent in response to a Request aagsab@ntains a Status Line which is made up of

a Status Code and a textual phrase associatedhsitbtatus Code, see Figure 5.

C->M:SETUP rtsp://fooltwister/audio RTSP/1.0
CSeq: 2
Transport: RTP/AVP;unicast;client_port=8000-8001

M->C:RTSP/1.0 200 OK
CSeq: 2
Transport: RTP/AVP;unicast;client_port=8000-8001;
server_port=9000-9001
Session: 12345678

Figure 5 Example of RTSP request and response

Status codes are formatted similar to HTTP stabdes and are classified as follows:

The first digit of the Status-Code defines the €lakresponse. The last two digits do not have any

categorisation role. There are 5 values for tha @igit:

e 1xx: Informational — Request received, continugmgcess,

e 2XX: Success — The action was successfully receivnderstood, and accepted,
e 3xx: Redirection — Further action must be takenrigher to complete the request,

e 4xx: Client Error — The request contains bad symiacannot be fulfilled,

e 5xx: Server Error — The server failed to fulfih apparently valid request.

An RTSP server implements a simple to implemeritefistate machine. This is shown in Figure 6.
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RECORD

PLAY TEARDOWN

——

TEARDOWRN

RTSP Finite State Machine

Figure 6 The RTSP Finite State Machine
3.2.2 Methods

In the RTSP standard there are many features thalthibe useful in a WBAN monitoring system.

Some of the main methods with respect to this requent are outlined below.

OPTIONS
The OPTIONS method is sent from a client to a servee server returns the methods that it

supports. This is shown in Figure 7.

C->S:OPTIONS * RTSP/1.0

CSeq: 1

Require: implicit-play

Proxy-Require: gzipped-messages
S->C:RTSP/1.0 200 OK

CSeq: 1

Public: DESCRIBE, SETUP, TEARDOWN, PLAY

Figure 7 Options request and response
This would be useful in an embedded environmentaliee not all methods may need to be

implemented. A client could tailor their requestghwespect to how full an implementation of
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RTSP is in place. For example, in the exchange ebihere is no PAUSE method returned. This

might be due to the fact that an embedded mHeadthitor only supports playback of live data.

DESCRIBE
The DESCRIBE method retrieves the description pfesentation, or a media object, identified by

the request URL from a server.

C->S:DESCRIBE rtsp://server.example.com/fizzle/foo RTSP/1.0
CSeq: 312
Accept: application/sdp, application/rtsl, applica tion/mheg
S->C:RTSP/1.0 200 OK
CSeq: 312

Date: 23 Jan 1997 15:35:06 GMT
Content-Type: application/sdp
Content-Length: 376

v=0

o=mhandley 2890844526 2890842807 IN IP4 126.16.64. 4
s=SDP Seminar

i=A Seminar on the session description protocol
u=http://www.cs.ucl.ac.uk/staff/M.Handley/sdp.03.p S
e=mjh@isi.edu (Mark Handley)

c=IN IP4 224.2.17.12/127

t=2873397496 2873404696

a=recvonly

m=audio 3456 RTP/AVP 0

m=video 2232 RTP/AVP 31

m=whiteboard 32416 UDP WB

Figure 8 A DESCRIBE request/response
In the request shown in Figure 8 the client asks #Herver to DESCRIBE the resource
rtsp://server.example.com/fizzle/foo. The (optiQriatcept line of the request informs the server of

the formats that the client can understand.

Again, in an mHealth context, this feature woulbtbwl different sensors or gateways to support
different types of media, for example continuous@E&data, Blood Pressure or contextual

information. A client can use the DESCRIBE methods$certain which resources it wants to play,
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then by only selecting the ones it is interestedti®e sensors and gateway can save system

resources, such as battery life, by not havingaiosmit unwanted data.

The information in the response after the Conteaigth header is a Session Description Protocol

(SDP) of the media identified by the URL in the EYBE request.

A full description of SDP can be found in the RRA€a(dley, Perkins, and Jacobson 2006). The
elements that may be applicable to an mHealth mong application are described in Appendix A.
Of particular interest is the use of dynamic pagtllo&finitions which allow a client to specify the
details of the media in a dynamic way. This wouldva nodes to advertise the fact that they are
sampling data at a different rate or have disabkaticular features. The client would then know

what data or data format to expect based on thB&ed®scriptions.

SETUP
Once a client has decided what transport mechaitisem accept, for example after a DESCRIBE
request, it can then issue a SETUP request. Th&JBE&quest specifies which mechanism to use

for the resource (URI).

By using the Transport header the client specélesf the transport parameters that are acceptable

to it, e.g. unicast/multicast, UDP/TCP, ports, etc.

A typical SETUP request from a client to a sengeshow in Figure 9 along with the "200 OK"

response.

C->S:SETUP rtsp://lexample.com/foo/bar/baz.rm RTSP/ 1.0
CSeq: 302
Transport: RTP/AVP;unicast;client_port=4588-4589
S->C:RTSP/1.0 200 OK
CSeq: 302
Date: 23 Jan 1997 15:35:06 GMT
Session: 47112344
Transport: RTP/AVP;unicast;
client_port=4588-4589;server_port=6256-6257

Figure 9 A SETUP request/response

25



The Session ID is created by the server on readigt SETUP request. From that point on all

interactions from the client with respect to tression will be done using this ID.

If multiple streams are required, for example EG@ Accelerometer streams then a session will be
created using a SETUP command for each stream. $fsedm will be broadcasted via the transport

parameters agreed in the respective SETUP requests.

PLAY
Once a SETUP request has been received and resptimdeclient may send a PLAY request to a

server.

The PLAY request tells the server to start sendlata using the transport details agreed in the

SETUP request.

If present, the "Range" header specifies a secfitine media file to play.

In Figure 10, the client requests the server tg flam 10 seconds from the start of the file to 15

seconds from the start of the file.

C->S:PLAY rtsp://audio.example.com/audio RTSP/1.0
CSeq: 835
Session: 12345678
Range: npt=10-15
Scale: 2

Figure 10 Typical PLAY request from client to server
If the PLAY method is requested without the Rangeader from a live stream, the data is delivered

live from the server.

In order to save battery life, and for mobility seas, an mHealth monitoring application will not
necessarily be connected to the internet all time.tiStorage of data collected by nodes will be
necessary and so the Range feature of the PLAY adewould allow review of the media at

specific points of interest.
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The Scale header field can be used to change theara/or direction of playback of the media

content. This header field would be of use whetesging recorded content.

RECORD
The RECORD method allows a client to tell the seteerecord a session. If no Range header is

provided the server will start recording immedigtel

ANNOUNCE

The ANNOUNCE method allows a server to update tb® 8f a session in real-time. The newest
SDP settings are used in place of the ones prdyi@h®sen in a SETUP request. This could be
used as a way for embedded sensor nodes to upilhatiedevices. For example, if an embedded
system wanted to change to a lower duty cycle (g#ly a lower sample rate) while it is being
monitored by a monitoring application, it could dean ANNOUNCE request with its new settings
to the monitoring application so an adjustment ddé made for the new sample rate and playback

could continue.

OTHER METHODS
PAUSE pauses playback of a session and TEARDOWN endession. Examples are given in

(Schulzrinne, Rao, and Lanphier 1998).

GET_PARAMETER, SET_PARAMETER and REDIRECT are of particular relevance to the

work described in this dissertation but are requiceprovide a full implementation of RTSP.

3.2.3 The URL

Identification of resources in RTSP is by URL. Withe right design this could have additional
benefits in an mHealth WBAN. Apart from simply idiéying the resources the format of the URL

could be leveraged to add control features overadnade the scope of RTSP.

For example the request:

SETUP rtsp://lecg.mywan.com/low_sample_rate RTSP/1.0
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could be used to set up an RTSP connection to @ bodalso to tell the node to use a low sample

rate when collecting the data.

3.3 RTSP2

RTSP 2 seeks to solve some of the issues fourteeifirst version of RTSP. A mechanism for NAT
traversal is defined using the ICE protocol. Diffietr transport options such as multiplexing RTSP
and RTP streams and transporting RTP over TCP afieed. Transporting the data over TCP
means that no data will be lost but may introdudditaonal challenges, e.g. due to TCP flow control
or the loss of the ability to optimise the differestreams of data from the different sources when

multiplexing.

3.4 The Realtime Transport Protocol (RTP) as a Multi-
Sensor WBAN Transport Protocol

Typically when RTSP is used as a session contaibpol, RTP is used as the transport protocol to
deliver the data. RTP is fully described in (Schinlze et al. 1996). An overview of the protocol and
a description of some of the features that arent@frést to a real-time mHealth monitoring system

follows.

RTP is a text based protocol. RTP uses two pagkest an RTP data packet to send media data and
a Real-time Control Packet (RTCP) control packenttbl packets provide for periodic reporting of
reception quality, participant identification anther source description information as well as
notification of changes in session membership dedinformation needed to synchronise media
streams. Typically a server allocates 5% of thedbédih to RTCP packets, although this can vary

with different payload types.
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3.4.1 The RTP Packet Header

The RTP packet header encapsulates the mediaMalt#ple samples can be included in a single

RTP packet. In a session with multiple streamshesteam will send its own RTP and RTCP

packets.
0 1 2 3
01234567890123456789012 345678901
s s SRS S S S e S RO e S
[V=2|P|X|] CC M| PT | sequenc e number |
e s o s st S NS S e S S iy ity S L
| timestamp |
s s SRS S S S e S RO e S
| synchronisation source (SSRC) ident ifier |
+=+=+=+=t=+=tot oottt oot s oSS oSS st —+=+=+=+=+=+=+=+=+
| contributing source (CSRC) identif iers [
[ |
e s o s st S NS S e S S iy ity S L

Figure 11 The RTP Header Format (Schulzrinne et al. 1996)

Some of the relevant fields from the packet aréirmd below:

Payload Type (PT)

The Payload Type (PT) field identifies the typenmédia contained in the RTP packet. There is a
table of standard mappings between the PT fielthdéfin RFC 1890 (Schulzrinne and Casner
2003) but out of band signaling of the media formsing RTSP can be done as described in the
section on the SETUP request in 3.2.2 above attikisection on SDP in Appendix A. In the case

of transmission of mHealth data, for example EC@ dhis would be done using SDP.

Synchronisation Sour ce (SSRC)

The synchronisation source (SSRC) identifies aastravithin a session. All packets received must

be grouped by SSC for playout.

RTP Sequence Number
The RTP sequence number is used to identify packetsto provide an indication to the receiver if

packets are being delivered in the wrong ordembiobsequence.
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RTP Timestamp

The RTP timestamp is a 32-bit unsigned integerititaeases at a media dependent rate.

As an example audio payload formats typically use sample rate as their media clock, so the

timestamp typically increases by 1 per sample.

The timestamp is monotonically increasing and rfwsh a continuous sequence even if the content
of the packets is not a continuous stream. Fig@rerbvides an example of this: Even though the
two streams are from different sections of a meesmurce, the timestamp used in the RTP stream

created continues to increase according to theareock rate specified.

I ﬁ ﬁ I First program
i E' t i Second program

L 4 Y Y v y b v v
1,600 1,760 1,920 2,080 0 160 320 480 CHftsalt framy Start ol
& 'L * ¢ + ¢ % * clip {BkHz samples)

I [[ “ | ' “ I ' Generate RTP packets
v v 4 . v v v v Base RTP timestamp
1EOO 1,760 1,920 f 2,080 2,240 ;2400 2,560 2,720 (randorm affset must

/ he added)

T Timestamps form a continuous
sequence across the change of clip,

Figure 12 Continuous timestamp sequence across two spliced together clips (Reproduced from Perkins
2008)

Essentially this means that a player must gend¢natémestamp on the fly and, for example, an on-
demand server could not save the RTP packets patbhecaptured complete with RTP timestamps
for later transmission. If the server was requesteglay the content in reverse the previously

generated timestamps would no longer be increasingquired.

3.4.2 The RTCP Packet Header

RTCP is used to control the flow of data from tleeder to the receiver. There are a number of
types of RTCP packet that perform different rolethie control of the stream. The different types of

RTCP packets are identified and summarised belagur& 13 shows a typical RTCP SR (Sender
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Report) type packet and the other types are similae payload type octet is used to identify the

types e.g. "200" denotes a Sender Report as shofigure 13.

0 1 2

0123456789012345678901

B e i SC L N S o S S
header |[V=2|P| RC | PT=SR=200 |

B e s s ot o I S S S S S S e S

| SSRC of sender

+=t=t=t=t=t=4=t=t=F=t+=+—=t=t=t=t+=t+=t=+=+=4=+4=

sender | NTP timestamp, most significa
info +-+-+-+-+-+-+-F-+-+-+-F-+-F-t-F-t-F-t-+-+-+-
| NTP timestamp, least significa
B e s s ot o I S S S S S S e S
[ RTP timestamp
S s it S
| sender's packet count
B e s s ot o I S S S S S S e S

3
2345678901
e S

length |

S S e S e

I
N
nt word |
S S e S e
nt word |
S S e S e

|

e S

L S S

| sender's octet count |
+=t+=+=+=+=+=+=+=+=t+=+=+=+=+=+=+=+=+=+=+=+=+= +=+=t+=+=+=+=+=+=+=+=+

Figure 13 The RTCP Sender Report header format-(excluding reception report blocks) (Schulzrinne et al.
1996)

RTCP RR: Receiver Reports

Receiver Reports are sent from the client devicéghto server. RRs include information on the
guality of reception of the packets. They includmongst other details, the cumulative number of
packets lost, the loss fraction, the inter-packeval jitter, the LSR (last Sender Report arritiate)

and the DLSR (the delay since the last Sender Repoved). The DLSR and the LSR allow the
sender to compute the network round trip time betwibe sender and receiver which may be of use
in optimising the data for transport. The packes|doss fraction and jitter values may be used by
the sender to detect congestion and allow the sdnd@ke remedial action such as reducing the

data rate or changing to a more lossy media format.

RTCP SR: Sender Reports
Sender Reports are sent by participants that reoently sent data via RTP. SRs are primarily used

for synchronisation of multiple streams. They imgifields for NTP timestamp and RTP timestamp

as shown in Figure 13.
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The NTP timestamp is the time at which the RTCPp&gket was sent. It is a 64 bit unsigned value
in the format of an NTP timestamp, counting secaidse 1/1/1900 in the upper 32 bits with the

lower 32 bits representing fractions of a second.

The RTP timestamp represents the same moment &ST¢imestamp but is expressed in the units

of the RTP media clock. This process is illustrateBigure 14.

18 Sep 2001 1
8:20:39.000 |
SEqNum = 4657
Timestamp = 76000
— 20ms = 160 ticks of an 8kHz clock
18 Sep 2001
8:20:39.020
Seqhum = 4853
18 Sep 2001 i & Timestamp = 76160
8:20:35.028 i F e
Compound RTCP packet containing 5R
NTP timestamp = 3209790039 028 seconds
18 SEP 2001 i RTP timestamp = 76224
8:20:39.040 i
Seqhum = 4654
Timestamp = 76320
18 Sep 2001
8:20:39.060
Seqium = 4655
Timestamp = 76480
A 4
Time

Figure 14 RTCP timestamp usage (reproduced from (Perkins 2008 page 109)
Because all media streams sent by a single sentlarse a single "reference clock" to create the
NTP timestamps in the SRs, a receiver can syncgdhe RTP timestamps of the different streams
to each other for playout. This is commonly usedlifbsynchronisation in video transmissions. Of
course if two senders wish to synchronise stredmag must synchronise their NTP time stamps.

The Network Time Protocol would be one way to de.th

Clearly the lip-synchronisation aspects of RTP/RT&® of interest when designing a protocol for

use with multiple sources such as an mHealth WBANe process by which the receiver can
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synchronise playout of multiple streams is illusdain Figure 15. The use of RTCP in the

implementation of the prototype is described furihet.3.3.

ECG RTCP Packet I ECG RTP Packet I

W Msk_ecc = ECG Sender Report Media Timestamp W Mece = ECG Media Timestamp

Accal RTCP Packat i Accel RTR Packet

Ms&_Accel = Accel Sender Report M acces = Accel Media
A W Media Timestamp W Timestamp

P Remote ECG timeline

P Remote aceelerometer timeline

Media timestamps mapped to
remote reference timeline {using
their clock rates)

Tsr_eco = ECG SR time Ts_nccel = Accel SR Ts_accel = Tsr_acce + (Maccei-Msa_acce)/Racce
on remote reference time on remote
lock = -
clock W W reference clock h 4 : Ts ece = Tsr kca + (Meco-Mse eca)/Rece W R Fa
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Figure 15 Mapping between timelines to achieve synchronisation at the receiver (adapted from (Perkins
2008)).

RTCP SDES: Source Description

In a conference environment the RTCP SDES packelssaformation about the participant such as
location, e-mail address, telephone number etc.léMihiis is not particularly applicable to an
mHealth WBAN the attributes could easily be oveted to provide other implementation details

such as model or software version numbers of samxigs.

The SDES packet does however provide a mapping eegtvthe SSRC of a session and the

CNAME.

In a presentation a sender can have multiple sessith different synchronisation source (SSRC)

numbers. If synchronisation of streams is requ{setth as between contextual and ECG data) then
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the sender should set the canonical name (CNAMEacoh of the synchronised sessions to be the
same. The sender then lets any receivers knowtliese SSRCs are related to this particular

CNAME using the RTCP sender description packetd5SD

For example, if the sender is sending an ECG straadhan accelerometer stream via two RTP
sessions that should be played "in sync", eachasessguld have its own SSRC (a 32bit int) but

they would share a CNAME e.g. a string like "mHEALTSENSOR_DATA".

3.4.3 Playout Delay

To compensate for clock skew, processing time enplayer (and in the case of this dissertation
processing time on the gateway), network jitterckess arriving in the wrong order) and packet

loss/recovery, playout of the media received ifiRa@i® stream must be delayed.

In practice this is calculated by working out eamdmponent separately. Some strategies for
approaching these calculations are fully describe@Perkins 2008). The clock skew and network

jitter strategies are outlined below:

Adjusting For Relative Clock Skew Between Sender And Receiver.

Relative clock skew between a sender and a receiust be detected and measured. The receiver
can then compensate for the amount of skew in ére@m ways. The first is to tune the receiver
clock to match the sender clock and the second iperiodically adjust the playout buffer

occupancy.

Tuning the receiver clock can result in very goesutts however this is not always possible due to
hardware constraints. Adjusting the playout butfen be done at the RTP layer and entails either

adding empty samples to delay the playout buffeeoroving samples to bring it forward.

Measuring the clock skew is done by comparing aglated running average of the network transit
delay with an active delay estimate. Increasingdjgnce between the active delay estimate and

measured average delay denotes the presence bfstiew.
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Adjusting For Network Jitter.

As for the clock skew, the jitter must first be meeed before adjustments can be made. (Moon,
Kurose, and Towsley 1998) suggest that the digtdbuof inter-packet arrival times versus
frequency is similar to a Gaussian distributiono@$ing a playout delay equal to three times the

standard deviation of this distribution would tHere cover over 99.5% of packets.

3.4.4 Header Compression

Most of the fields in the RTP header do not chamgehange in a constant way from one packet to
the next. This makes it possible to define a headenpression mechanism, Compressed RTP
(CRTP) (Casner and Jacobson 1999). For example, fracket to packet, the Payload Type field

does not change, while the first order differenteéhie RTP sequence number is constant meaning

that the second order difference for the sequeno®er is zero.

The first packet sent is a full packet but subsagpackets are compressed and the link layer must

send a message to the transport layer to route thaskets to a decompression algorithm.

This mechanism is of benefit in an mHealth WBAN dugse much of the initial gathering of

information will take place over lower bandwidthks such as Bluetooth or Zigbee.

3.4.5 Security

Authentication of the identity of the sender (seumrigin authentication), confirmation of the
integrity of the data and maintaining the privadyttee transported data (encryption) are the three

types of security that are required in this appica

Data integrity is not implemented in standard RTRe Secure RTP (SRTP) standard defines data
integrity authentication using shared keys. Sountgin authentication is more difficult requiring
the sender to be identified in the signature. T&idefined for SRTP using TESLA (Carrara and

Baugher 2005).

35



RTP defines a data encryption method using a shagdnechanism such as Advanced Encryption
Standard (AES) but when used, the full RTP packegnicrypted and so RTP header compression

will not function.

These security shortcomings of RTP can be addrebsedmplementing authentication and
confidentiality at a lower level through the usd®fsecurity extensions (IPsec) (Kent and Atkinson

1998).

Alternatively, SRTP can be used to provide confiiddity by encrypting the data using AES, data
authentication using shared keys and source osiginentication using TESLA. SRTP is defined in

RFC 3711 (Mcgrew and Carrara 2004) and a summarypedound in Appendix B.

RTSP does not have any security functionality Hailbut if it were transported over TCP then, for

example, TLS could be used.

3.5 Summary

The specific requirements of a real-time monitorgygtem have been set out above. Some of the
existing standard real-time transport protocolsemevaluated and RTSP together with RTP was

proposed as a technology to support such a system.

In Chapter 4 the implementation details of a prgietbuilt to test RTSP and RTP as a means to

transmit and synchronise real-time mHealth datanfad/VBAN is described.
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Chapter 4 Implementation

In order to test the efficacy of using RTSP/RTPcastrol and transport protocols for real-time
mHealth data from a WBAN a prototype was designedl immplemented. This chapter provides a

detailed description of this implementation.

4.1 Topology

Three applications were developed. A Holter Devie®d), an ECG Gateway and a Remote

Monitoring Application (RMA).
A visualisation of the topology of the system isyided in Figure 16.

An Arduino Uno was used to develop the HD. The EG&eway was developed as an app on an

Android smart phone.

Holter Device Sensor Serialisstian
AP data/RTSP contral Smartphone ECG
Arduino Uno Fuamriie Rristicod S
Blurtaath S0P
SD Card
ECG Sensor
Bluetoath Chip RTR | ATSR
ue#
P
WIfYGPRS
Haolter Device
Holter device implements “RTSP |ite” server for control/session
management. :
Holter device can store data for on-demand playhack or stream live N,
ECG data over a reliabde framing protocol. ‘-,\ Internet
i =z
Smartphone ECG Gateway f,f-f_ T
Phane implerments RTSP Server for controlfsession management - Cloud Based RTP
and RTP Encoder for packetizing data from the holter and other Translator
SEMSOrS.
Aiternative topology where phone
. S uploads to & cloud hased sereer
Phaone can contextualize the ECG data using its accelerometer RTFU::RFTSP for off-slte storage:
Remote ECG Monitor [
Remote ECG monitor Implements an RTSP client to interface with WiFyGRRS
‘the smartphane.

EE : -
"DESCRIBE" to find out what feeds are available. Remote ECG Monitor

USETURY to et up the type of session it wants
"PLAY" to start streaming five or on-demand data

The remate ECG monitor wses ATP lip synchronization algonthms to
synchronize the data feeds fram the smartphone

Figure 16 Prototype Topology
The Arduino HD communicates over a Bluetooth sepi@t (SPP protocol) with the smart phone
ECG Gateway application. The ECG Gateway can paek#te data from the HD along with other

sensor data, e.g. the accelerometer, and senthi iRemote Monitoring Application (RMA).
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The RMA was developed in Java and run on a lapttee. RMA communicates with the ECG

Gateway over an 802.11g Wi-Fi network using bottSRTand RTP protocols.

In a real world deployment the RMA would be ingédllon a physician's computer allowing them to

view a patient's cardiac output in real-time. Theligation would connect to the smart phone over

the internet. Potential transport issues with NA&/fall traversal are discussed in Section 5.1.

4.2 Arduino Holter Device

4.2.1 Hardware Specification

The Holter device is built using the following heuale components:

Arduino Uno R3 with 9V dc power supply

Olimex ECG Shield with three sensaors: left armhtigrm and leg for reference.
RN42 Bluesmirf class 2 Bluetooth module runnind 8#5200bps baud

MicroSD Shield and 2GB micro-SD card for recordaffiine content

The Olimex ECG sensor samples data from three E€Soss at 256Hz. The Arduino program is

written in C++.

Figure 17 The Holter Device
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4.2.2 Functional Description

Functionally the Holter device application is basedthe RTSP finite state machine (see Figure 6).
It implements an RTSP server for interaction with ECG Gateway smart phone application and so

responds to RTSP requests delivered over the Ritreserial port.

RTSP messages are delivered to the Holter devieetbe serial port using a framing protocol (see

Section 4.2.3).

The RTSP PLAY and PAUSE requests were used toatarstop the packetizer. Selection between
live and pre-recorded content was by choice of URIlthe RTSP SETUP request. The SETUP
request was required before any PLAY request cbeldent. The server generates RTSP responses
including "501" responses for unimplemented funidy and "400" responses for malformed

requests.

The flow of data in the application is describedrigure 18, Figure 19 and Figure 20. A future
enhancement would be the addition of the recordifeaFor the purposes of testing the playback of

recorded content was simulated using generated data
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Figure 18 Holter Monitor playing captured data live while in the RTSP PLAY state

ECG DATA

Figure 19 Holter Monitor capturing data to the SD card while in the RTSP RECORD state

RTP
PACKETS
(4 ECG
frames
per
packet)

RECORDED
ECG DATA

Figure 20 Holter Monitor playing saved data while in the RTSP PLAY state

40



4.2.3 Framing Protocol

In a typical RTSP/RTP server the application comicates with clients on multiple UDP ports. For
example RTP and RTCP streams would be delivered W on separate contiguous ports while
RTSP control would communicate over yet anothet peer UDP, or possibly TCP. On the Holter
device there is only a serial port to communicaitd the Android ECG Gateway and so there was a

requirement to multiplex the different streams afittol and data information.

Additionally, given the sensitive the nature of moadl data and the fact that this application is
designed to be used for clinical diagnosis, theas & requirement for guaranteeing the integrity of

the transmitted information in the presence of goed packets.

Finally it was considered critical that the controkssages sent via RTSP were not lost. This

necessitated the introduction of a mechanism fepkey track of lost packets.

In order to meet the above requirements a framnogppol was developed to sit between the RTP

packetizer and the Bluetooth serial port of thetétallevice.

The framing protocol uses a Type character to iffemwhat type of payload in encapsulated (RTP,
RTSP, message ACK etc) thereby meeting the mutiipde requirement. It uses a checksum
algorithm to ensure data integrity. This was aahibusing the CRC-16 algorithm. Lost frames are
detected through the use of a sequence numberfrdimeng protocol module for Arduino, and for
Java on the phone side, can be used in a reliablenreliable mode. In reliable mode lost and
corrupted packets are resent. It might be desirtblese the unreliable version where reducing
latency is to be prioritised over data integritheTsequence number, type, data and CRC bytes are
byte-stuffed to ensure any control characters appedn the frame are not mistaken for actual

control characters. Figure 21 shows the frame foohthe designed framing protocol.

DLE | STX | SeqHi | SeqLo | Type | Data | CRCHi | C RCLo | DLE | ETX

Figure 21 Framing Protocol Frame Format
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4.2.4 Technical Challenges Faced

The protocol induced overhead is significant. ffaines of ECG data are packed into one frame the
total number of bytes transmitted is 17 (with thetemtial for more bytes to be transmitted if
characters are byte-stuffed). If an ECG sensoaispiing data at 256hz then this gives a total of

34,816 bps.

This is already well beyond the standard 9600bpsale of a serial connection so it was necessary
to set the bit rate of the connection to 115200bpsder to cope with the amount of data coming
from the Holter device. Looking at Table 2 in Chape it is clear that it may be necessary to
encapsulate more frames of sampled data in eachefrar to introduce some compression

techniques for other data types if they are tadesmitted over the serial connection.

Another challenge encountered was the lack of Un€oéding on the serial connection from the
Arduino. It was discovered after debugging that #fmedroid serial port was expecting UTF-8
encoded serial data and so a small algorithm h&e totroduced on the Holter device to deal with

this.

4.2.5 On-Demand Content - Recording

It is desirable to provision for the fact that tHelter monitor will not be connected to the ECG
gateway at all times. Reasons for this may incltite smart phone being out of range, the
preservation of battery life on the Holter moniéord the phone and also because there is no need to
transmit data that is not being monitored. It isréfore necessary that the output from the ECG

sensor may be recorded to some offline storageefoew at a later date.

The prototype design meets this requirement byngaliwe data to the SD Card when in the RTSP
RECORD state. The data is recorded to files crelatedly in the format YYYY-MM-DD-HH. For
example if the monitor starts recording at 12:05tke 15th August 2013 the file will be called
2013-08-15-12. If the recording rolls into the nbrur a new file is created 2013-08-15-13 and the

data continues to be written in this file. The meliog frame format is given in Figure 22.

42



DLE | STX | TimeStamp | Data | DLE | ETX

Figure 22 Recording Frame Format
An index is kept of all the recorded content avddain the existing files. This can be used to

generate a playlist for distribution to the smdrbipe application.

While playlist distribution is outside of the scopeRTSP in this implementation, a playlist can be
included in a response to an RTSP describe request a known URL, e.g.

rtsp:ecg.example.com/playlist.

Parts of the recorded content can then be accessed the range header of the RTSP PLAY

request. This is given in Figure 23.

C->SPLAY rtsp://lecg.example.com/ecg RTSP/1.0
CSeq: 835
Session: 12345678
Range: clock=20131108T142300Z-20131108T143520Z

Figure 23 RTSP command to play previously recorded content

If a client requests unavailable content the Hoftemitor returns a457 Invalid Range

response.

4.3 Smart Phone ECG Gateway

4.3.1 Hardware/Software Specification

The smart phone application, show in Figure 2&nigAndroid App that runs on a Samsung Galaxy
S2 mobile phone running Android version 4.2 JelgaB. It was developed in Eclipse in Java using
Google's Android API level 16. It uses the builtdccelerometer and categorises vertical and

horizontal movement as a proxy for contextual infation.
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X-Axis Y-Axis
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Communication History:
...Bluetooth is enabled...

...In onStart()...
In onResume

HTSF’; WAITING FOR PACKET

Figure 24 ECG gateway running on Android smart phone

4.3.2 Functional Description

The ECG Gateway application has to act both asTeé@PRelient to control the Holter monitor and as

an RTSP server to send data to the remote morgtapplication.

When interacting with the Holter monitor, all th& & control messages and data to and from the
Holter monitor must be passed through the framind de-framing algorithm, see section 4.2.3

above.

The gateway interacts with the remote monitoringliaption through an implementation of an

RTSP server.

Classes are defined for the RTSP session, RTRosemsd the different requests, responses, packets

etc. Figure 25 provides a (partial) illustrationtloése.
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An RTSPSession has two )
RTP Sessions — one for An RTPSession creates
ECG and one for an RTPThread to send
data and an RTCPThread

Accelerometer
to send sender reports

Figure 25 Android ECG Gateway RTSP Server Classes (only some of those involved with RTSP interaction
with remote monitoring application shown)
When a SETUP request is sent from the remote mamit@pplication, the gateway sets up an RTP
session to send data. Either a session for ECGodatecelerometer data is set up depending on the
URL in the request. If both are required by the aymonitoring application it must send a SETUP
request for each stream. This sequence of messagédrom the remote monitoring application
through the gateway to the Holter device and backhiown in Figure 26. This demonstrates the

end-to-end control capabilities of the prototype.
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T N — . T
| SETUP risp-ecg.example com/live | |
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| Initializes RTP sessions
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|
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e
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= an
i = |
I I |
} PLAY rtspiecg.example com/live I :
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Framed Play Massage
L ACK
e 77777777777777
Framed 200 OK
_ = | —
RTSP.sendResponse(200 OK) RTSP.receiveResponse(200 OK)
e e
£

RMA starts sending
data to phone

Figure 26 Session setup and play on ECG Gateway and Holter monitor using RTSP

4.3.3 Synchronisation

The RTCP Sender Report (SR) packets are perioglisalit from the gateway application to the
remote monitoring application for each RTP sessmrenable synchronisation of the ECG and
accelerometer streams. The NTP timestamp of thpaRet is set to the current time of the ECG

Gateway. The RTP timestamp in the SR packet imdbe same time but with reference to the RTP

clock of the stream as shown in Figure 27.

now = System.currentTimeMillis();

SR.rtpTimestamp =

sampleCount*(1000/sampleRate)+(now-lastSampleTime

)*(sampleRate/1000);

Figure 27 Setting the Sender Report timestamp
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This allows the Remote Monitoring Application to rk out the relationship between the R
timestamp sent with the RTP packets and the referefock of the ECG gatew for each RTP

stream.

4.4 Remote Monitor

4.4.1 Hardware/Software Specification

The Remote Monitoring Application (RMAwas built using Java Swing llava SE .

4.4.2 Functional Description

The RMA comprises an RTSP client, RTP clients for ECG arateferometer data anan
additional clientfor simulated/pr-recorded sine wave content from the Hc device for testing,

and a user interfadbat includesa playout window.

Disconnect | (192 168 100 19 Set | Setup Contextual Data | Setup Live Data ‘ Setup With Demo Data | Setup SinWave Data | DescﬂbeJ EP\ayl Pause | Teardown |

RTSP To Server: PLAY rtsp:/iexample_.com/ecg RTSP/1.0CSeq: 8365ession: 123Range: npt=10-15

RTSP From Server  RTSP/1.0 200 OKCSeq: 836

-5000 -4800 -4600 -4400 -4200 -4000 -3800 -3600 -3400 -3200 -3000 -2800 -2600 -2400 -2200 -2000 -1800 -1600 -1400 -1200 -1000 -800 -600 -400 -200

Figure 28 The Remote Monitoring Application showing captured ECG and accelerometer data
Figure 28 shows theRMA user interfac. The SETUP, DESCRIBE, PLAY, PAUSE a
TEARDOWN buttons are @d to send these RTSP requests to the ECG Ga Samples

extracted from the receiveRITP packets are displayed in the black playout.:Samples received
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in the previous five seconds, i.e. after the playdrlay, are shown in the window with the newest

samples appearing from the right hand side.

In Figure 28 the waveform shown is a sample beemegated on the ECG gateway and sent via an
RTP stream to the RMA. A second RTP stream is bsémg with values from the accelerometer on
the phone. Vertical bars represent vertical moveénoenthe phone and horizontal bars represent
horizontal motion on the phone. The RMA is ableptay these streams out in sync using the
information in the timestamp of the RTP packets #émel NTP timestamp in the RTCP sender

reports of each stream. This demonstrates usedytiichronisation features built into RTP.

4.5 Summary

In this chapter an implementation of a real-timeealth monitoring system for use with WBANs
was described. RTSP and RTP were used as conttdramsport protocols respectively. The three
programs were described at a high level and somehefchallenges overcome during the

implementation were highlighted.

The next chapter evaluates this prototype andeissgd with respect to the specific requirements of

a real-time mHealth WBAN identified in Section 3.1.
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Chapter 5 Evaluation/Discussion

5.1 Evaluation/Discussion

The main objective of this dissertation was to stigate the use of a media transport protocol as a
means of distributing mHealth data. The workingt@iype built and described in Chapter 4 was
implemented as a proof of concept of this goalsTihiplementation is now evaluated using the
specific requirements of a protocol for an mHeadtal-time WBAN monitoring system as stated in

Section 3.1.

Transfer/monitoring of data

The implementation showed that RTSP and RTP worlk feethe transport of the different live

streams of data from the embedded Holter deviaaitir to the remote monitoring application.

One could imagine a situation where a physicianhinigeed to view their patient's health sensor
output very quickly. Latency is inherent in the idasand is a combination of the playout delay

described in Section 3.4.3 and the setup time@RASP session.

A theoretical minimum for the setup time can belelsshed for the prototype. If it is assumed that
the system is running over UDP and if time experale®NS lookups etc. is ignored, the minimum
comprises: two round trips from the Remote MonitgrApplication to the Android ECG Gateway
(SETUP, 200 OK response and PLAY, 200 OK + Data} pivo round trips from the Android ECG
Gateway to the Holter device (SETUP, 200 OK resparsd PLAY, 200 OK + Data) plus any time
taken to process the requests and create the s=spam the three programs. This exchange is

illustrated in Figure 26.

In tests, the time measured between sending arptpyest and reception of the first RTP packet
was, on average, 1100ms. An improvement could h&waed by increasing the polling rate of the

RTSP server on the Holter monitor or by movingndraerrupt-based implementation.
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Jitter was measured by calculating a running stahdaviation of the inter-packet arrival time. It
was measured at anywhere between 11ms and 70magegeat 20ms. This measurement takes
into account differences in transmission time du@dtwork jitter but also, and more likely in this
case, different processing times on the gatewayHaiter monitor. This suggests setting the jitter

component of the playout delay to 60ms based oro(YIKurose, and Towsley 1998).

The playout delay used in the application was 100 worked well in practice and no dropouts
due to a short playout delay were noticed. It wdagdnteresting to explore the impact of simulated

network jitter or packet drops in further work.

Data can be played as soon as it starts arrivitdf lmultiple sessions are to be synchronised this
will not start until the first RTCP packets arrirem each stream. This issue is a design feature of

RTP and could be resolved by sending an RTCP pasksbon as an RTP session starts streaming.

Another potential issue with RTSP/RTP is NAT traatr A transport protocol like HLS has the
advantage of using port 80 which is almost alwaasspd by firewalls. However RTSP and RTP can
use any unspecified port so either firewalls inldgments must be aware of this requirement or a
mechanism needs to be employed to solve the i$8USP does not define extensions for NAT

traversal but this is addressed in RTSP 2 as ¢ theeICE protocol described in (Rosenberg 2010).

Live/lon demand requirement

The prototype demonstrated the use of the RTSPR®t®cols for playback of live data from the
sensor in the WBAN. A design was proposed in Secti@.5 for the play back of recorded content
from the Holter device. Playback of different resms using different URLs in the SETUP and
PLAY requests was implemented and could be usgiatp content from a list of URLs provided
out-of-band. A recorded ECG waveform sample wagguldack from the Holter device using this

feature.
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This requirement for out-of-band transmission @& ghaylist is out of the scope of this dissertation
but it would be possible to transmit something ld&e M3U playlist as part of a response to a

DESCRIBE request to meet this requirement.

It might also be worth considering persisting datéhe gateway when possible to allow the content

to be reviewed without a connection to the Holwvide.

Operational M odes/End-to-End Control

Again, the URL in RTSP has shown itself to be ay\fxible tool and the server implementation
on the Holter device could easily be modified tarte the operational mode, for example changing
the sampling rate or switching on/off features,hsas header compression, where appropriate in
order to make savings on battery life, latency Etathermore the use of the Session Description
Protocol allows the nodes in the WBAN to changértbettings and to dynamically update the sink
or the monitoring application via ANNOUNCE requestdis flexibility is very desirable in an
mHealth WBAN because it would allow nodes to rdacsituations such as a low-battery level or

high levels of radio interference.

Synchronisation

Synchronisation of two streams of mHealth data franWBAN using the RTP protocol was
demonstrated in the prototype (see Figure 28)rderato test this further a sine wave was generated
on the Holter monitor and streamed to the RMAsIpiayed out on the RMA along with a locally

generated sine wave.
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Disconnect | [182.168.100.13 Set | Setup Contextual Data | Setup Live Data | Setup With Demo Data | Setup SinWave Data | Describe | [Piay| Pause | Teardown

RTSP To Server: PLAY rtsp://example.com/ecg RTSP/1.0CSeq: 836Session: 123Range: npt=10-15

RTSP From Server:  RTSP/1.0 200 OKCSeq: 836

-5000 -4800 -4600 -4400 -4200 -4000 -3B00 -3600 -3400 -3200 -3000 -2800 -2600 -2400 -2200 -2000 -1800 -1600 -1400 -1200 -1000 -800 -600 -400 -200

Figure 29 Sin wave streamed from Holter (green) compared with locally generated sine wave (yellow dots)
after 30 mins playback

The system was left running for 30 mins and wasvshio be running in syi; seeFigure 29.

A question that arose durinthe demonstration was whether RTSP and RTP couldskd tc
synchronisehe actual hardware clocks themes in a WBAN. While it would be possible to t
the skew calculations available in RTP to work dwft in the clocks of devices this method is
distributed and would re@e a central point of control, witthe phonebeing the most likel
candidate for this roleA way to synchronisethe data coming from devices exhibiting drift v
outlined in Section 3.4.3lternatively there are other protocols specifigalesigned to synchroni
the clocks in a resource limited wirss network, such afhe Flooding Time Synchronisati

Protocol (FTSP). The FTSPdescribed ir(Maréti et al. 2004).

Recording

Recording is a native request method in RTSP. (ldais a suitable protocol tinitiate recording
and the headers can be usedpecify whether tistart recording immediately, at a specified tior
periodically. In Section 4.2.% design for recording mHealth data in a WBAN fa-demand

review was given.
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If recording of multiple streams of data on differelevices for future on-demand playback was
required then the clocks on the different devicesilds need to be synchronised in order to ensure
that the timestamps saved in the stored conterd e@rsistent. Again, the methods described above

could be used.

Contextualisation

Contextualisation was achieved in the prototypeubh the use of a separate RTP stream for the
categorised accelerometer data. The monitoringicgimn used a very simple vertical and
horizontal bar to illustrate the vertical and horital movement of the phone. The vertical and

horizontal bars were displayed in the playout windynchronised with the captured ECG data.

Further work could be done to categorise the motibthe phone in a more meaningful way and
other sources of contextual data could be addeld asidcGPS coordinates. This raises the issue of
overhead as the amount of data is relatively so@tipared to the RTP/UDP/IP headers. Possible

solutions include header compression or bundliegitta.

Security/Privacy and Reliability/I ntegrity
Security, privacy and data integrity will be coresield together first for the Bluetooth connection in
the WBAN and then for the connection from the gatgto the remote monitoring application over

an IP network.

The prototype did not implement any security feagutowever potential techniques for securing the
privacy and integrity of the data as well as autication of the sender and receiver were discussed

in the design in Section 3.4.5.

The integrity of the data sent across the Blueteotinection from the Holter device to the Android
ECG gateway was ensured using the framing protdesigned and outlined in Section 4.2.3. The
protocol implemented a sequence number to tra¢kpboskets and a checksum to ensure the validity
of the data. Security was not considered in thé@gdesowever there are security features builbin t

Bluetooth which can be used e.g., 128bit encryptibnthe data using the eO cipher. Other
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precautions that can be taken include only allovgaiing with certain devices and only using long
randomly generated passkeys e.g., not using "00@0tre techniques for security and privacy over

Bluetooth links for users and developers are oediim (NSA United States).

In order to provide security across the IP portidrihe application for the sensor data, SRTP and
IPsec were advanced as possible design solutioms. allvantages and disadvantages of these

methods are summarised in Table 5.

| Psec SRTP
Advantages Disadvantages Advantages Disadvantages
Confidentiality, integrity | RTP header compressionConfidentiality and data | RTP header is not
and authentication not possible in IPsec integrity supported encrypted so traffic
supported transport mode. (possible analysis possible
in tunnel mode)
Many firewalls block Protects against replay | In a large multicast group
unrecognised traffic - attacks managing the keys is
IPsec hides the UDP resource intensive. Not
header so the traffic may suitable for mobile
be blocked devices with limited

resources. (however
multicast is not part of
the spec of this project)

NAT impossible if UDP | Out of order packets car] No source origin
port numbers encrypted | be decrypted authentication

Header compression
possible

Table 5 Security and data integrity advantages and disadvantages of IPSec and SRTP

L ow Over head

In this prototype only 4 frames of ECG data weradded into each RTP packet. This is 8 octets of

data being packed in 12 octets of RTP data plug8hectet UDP/IP header.

Clearly this is a relatively large overhead. Bundlimore frames of data into each packet is one
solution but, of course, this will mean further alelat the playout point. In a typical audio
application 200ms of audio are bundled into an RpEeket. So if 200ms of ECG data were
encapsulated into an RTP packet the ratio of adatavérhead would be roughly 100 bytes data:40
bytes overhead; plus marginally more overhead fRRCP. Additional overhead would accrue
from the need to maintain the privacy of the datRTP in the form of padding bits and maintaining
a cryptographic context. Data integrity and souwaathentication in SRTP also add authentication

data to each packet.
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It should be mentioned that this is not unique TISR/RTP, as all the other protocols considered

suffer from similar issues.

5.2 Evaluation

An evaluation of the prototype against the givequireements is provided in Table 6.

Requirement

Evaluation

Transfer/monitoring of data

Worked well for transfer of ECG and contextual dg

ta

Live/on demand requirement

Live and record features built-in to RTSP and R
suitable for playback of live or previously recodd
content

TP

[

Operational Modes/End-to-End Control

RTSP URL fulfils this role

Synchronisation

RTP/RTCP synchronisation provide this functional

Recording

RTSP RECORD method implements this

Contextualisation

Accelerometer on smart phone

Security/Privacy

Confidentiality built-in to RTP but can also use 3R
and IPsec. IPsec required for sender authenticatio

)

Reliability/Integrity

SRTP required for data integrity over netwo
Framing protocol designed for WBAN part

(k.

Low Overhead

Moderate to high overhead - 100:40 byte ratio
ECG data in 200ms chunks. Header compressior]
be used to alleviate if using SRTP.

for
can

Table 6 Evaluation of design/implementation based on identified requirements of a real-time mHealth

monitoring system
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Chapter 6 Conclusions

The RTSP and RTP protocol suite are a good fitaformHealth monitoring system. The features
and design of the protocols meet many of the requents stated in Section 3.1. Synchronisation of

streams is achieved along with real-time monitoorgr the network.

Identified issues such as security, authenticadioh data integrity can be resolved by using SRTP
or IPsec. Further work would be needed to invesgighe suitability and performance of these

protocols in an embedded mobile health environment.

NAT and firewall traversal remain an issue and @uld be instructive to test the prototype on the

internet to evaluate the magnitude of this problem.

There is an explosion of biometric monitoring degcappearing in the marketplace. Healthcare
costs are increasing worldwide and people's awaseoietheir own health data is on the rise. In this
context, demand for mHealth information systemshsas the one prototyped in this dissertation, is
expected to grow rapidly. RTSP and RTP prove thamseworthy of consideration for any

developer attempting to address these concerngghrthe use of real-time monitoring applications.
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Appendix A. Session Description Protocol (SDP)

The SDP attributes of use in an mHealth applicatimdescribed below with regard to the RTSP

DESCRIBE request/response exchange shown in Fgfure

C->S:DESCRIBE rtsp://server.example.com/fizzle/foo RTSP/1.0
CSeq: 312
Accept: application/sdp, application/rtsl, applica tion/mheg
S->C:RTSP/1.0 200 OK
CSeq: 312

Date: 23 Jan 1997 15:35:06 GMT
Content-Type: application/sdp
Content-Length: 376

v=0

o=mhandley 2890844526 2890842807 IN IP4 126.16.64. 4
s=SDP Seminar

i=A Seminar on the session description protocol
u=http://www.cs.ucl.ac.uk/staff/M.Handley/sdp.03.p S
e=mjh@isi.edu (Mark Handley)

c=IN IP4 224.2.17.12/127

t=2873397496 2873404696

a=recvonly

m=audio 3456 RTP/AVP 0

m=video 2232 RTP/AVP 31

m=whiteboard 32416 UDP WB

Figure 30 DESCRIBE request/response exchange showing SDP description
Connection Data (" c=")
If the session is multicast, the connection addw@disbe an IP multicast group address. In the
context of this dissertation, the connection adsi@mntains the unicast IP address of the expected

data source or data sink.

It is possible to create a hierarchical encodinges® where the encoding from a single media
source is split into a number of layers. The remenan choose the desired quality (and therefore
bandwidth) by only subscribing to a subset of thiesers. Each layer is transmitted in its own

multicast group where each group has an addregggoously increasing from the base address

given in the Connection Data header e.g.
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c=IN IP4 224.2.1.1/127/3 states that addresses 224.2.1.1, 224.2.1.2, ah@.238 are to
be used. Each group would have a different qualig a subscriber could just join the one at the
quality level they require thereby reducing netwaréffic from the gateway. This would be

desirable on a lower bandwidth uplink such as 3G.

Media Descriptions (" m=")

m=<media> <port> <proto> <fmt>

Single or multiple media descriptions can be inetlidn an SDP to describe each media stream

available in a session.

Each description comprises:

<media> The type of media e.g., video, audio, etc. Forphgoses of this work, we could define

health as a media type.

<port> This is the port to which the data will be sendl @epends on the transport protocol used.
For RTP data it is usually an even port numbertaedRTCP data is assumed to be sent on the next

contiguous port.

<proto> The transport protocol e.g. RTP/AVP denotes RTHBfiler for Audio and Video

Conferences with Minimal Control over UDP.

<fmt> The format of the media. If RTP/AVP is the protbtgpe above then this is the Payload
Type number of the media defined in (Schulzrinnd &asner 2003) (H.261 video, MPEG video,
etc.). It would be possible to define a new payltyge for mHealth data such as ECG and denote its
use in this way. The payload type will define impot characteristics of the media stream that the

monitor will use such as clock rate and precision.

Example:

m=audio 49234 RTP/AVP 0
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represents a stream with media type of audio, tdtigered on port 49234 using the payload type 0

of the RTP/AVP Profile for Audio and Video Confeoexs which is PCMU at 8000Hz.

RTP Map ("a=rt pmap: ")
Payloads can be defined using static assignmeants fine RTP Audio/Video profile as described

above but can also be defined dynamically by tipticgtion.

The "a=rtpmap:" attribute provides a mapping frdre payload type number given in the "m="
media description attribute to an encoding nametieg the format of the payload to be used along

with information on the clock rate and encodinggpaeters.

If a payload is fully specified by the static paatbtype code given, then there is no need for this
attribute. It is common however for an assignmertig¢ done dynamically and indeed this would be
desirable for an mHealth monitoring system as nadgght be sampling data at different sample

rates depending on different situations or as anmefisaving battery life.

As an example, for a typical video payload compjetiefined by payload type 32 in the RTP
Audio/Video profile (MPV) the "a=rtpmap" attributss unnecessary and the payload is fully

specified using

m=audio 49234 RTP/AVP 0

Figure 31 Example of a payload type fully described in the RTP Audio/Video profile (MVP)

The receiving application knows that the payloadniat will be PCMU with a clock rate of 8000Hz.

Payload types 96-127 are reserved for dynamic ms&gts. In the case of an mHealth monitoring
application if a dynamic payload type was definsdsay, 96 then the clock rate would be defined

in the following "a=rtpmap" attribute as follows:

m=health 49234 RTP/AVP 96
a=rtpmap:96 L8/256

Figure 32 Example of rtpmap attributes in a dynamic assignment of a payload type
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This rtpmap denotes 8 bit precision sampled at 256H

In this way it is clear that the use of the Ses&escription Protocol would facilitate the creatiofin
a WBAN sink that can advertise the various typeseasfsor data that it can transmit to a monitoring
application via the DESCRIBE method. Similarly SB#uld be used by sensors to advertise details

such as the current sample rate to the sink.
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Appendix B. Secure Real-Time Transport
Protocol (SRTP) - Authentication and Privacy

Source origin authentication, data privacy and dategrity for streaming media are addressed

through the use of SRTP.

Authentication takes two forms: integrity proteatiand source origin authentication. Integrity
protection is knowing that the received data hdsntampered with and source origin authentication
is confirmation that the sender of the data was Wey say they were. SRTP provides integrity
protection by sharing a secret key between semdérexeiver which can be used to verify the data.

This ensures the data has not been tampered vdthannot been corrupted.

Source origin authentication is implemented in SRidihg the TESLA standard. (Carrara and

Baugher 2005).

Data privacy, which is probably the most importaeturity consideration in the context of this

dissertation, is provided in SRTP by encrypting plagload of the RTP packets and encrypting the
RTCP packets, including headers. A cryptographiteod must be maintained between client and
sender and the keys must be exchanged out of leagdusing RTSP. RTP header compression

continues to function because only the payloath®RTP packet is encrypted.
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