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Abstract

With the advent of the global financial crisis in 2008, an unknown entity, Satoshi
Nakamoto, published a whitepaper detailing the concept of a distributed ledger technology
platform: Bitcoin. Over the last ten years, Nakamoto’s initial idea has evolved and sparked
various follow-up technologies taking advantage of peer-to-peer networking, fast internet
based data exchange and advanced cryptography. Transactions and data stored in a
distributed ledger are considered to be immutable and tamperproof, while also allowing
verification by other members of the network. In this, the technology appears to be the
ideal solution to prevent data mismanagement. This research attempts to provide a
solution to bank failure caused by information mismanagement. It explores banking failure
via publicly available data in the United States of America and Europe, as well as
individual cases of information mismanagement at Lehman Brothers and Anglo Irish Bank.
Based on an extensive literature review of distributed ledger technology, information
management and associated technologies, as well as an analysis of contract law, the
thesis discusses improvements to financial services data management, the auditing
process and regulatory access to data utilizing Blockchain based smart contracts.
Additionally, based on a case study of Bitcoin, it discusses disadvantages of distributed
ledger technology, such as environmental impact via demands on energy consumption. It
appears Blockchain and similar technologies will play an important role in addressing

banking failure in the future, once the technology advances sufficiently.
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“The Times 03/Jan/2009 Chancellor on

brink of second bailout for banks.”

Satoshi Nakamoto, Bitcoin Genesis Block.

Chapter 1 — Introduction

Human society’s lifeblood is the flow and exchange of information. Throughout the ages,
humans needed to communicate with each other: first to hunt together, then settling
together in slowly growing groups, to help each other and ultimately trade with each other.
This concept continues to endure in order to ensure humanity’s survival. Though,
competing groups, believes, society models, as well as territorial rivalry required
adaptation of how information are exchanged based on environmental factors. Information
did not only need to be stored lastingly, they also needed to be exchanged across
distances. Spatial separation causes communication difficulties: how can a receiver be
sure the message she received was truly sent by the initiator? How can she be sure the
information has not been changed or read unbeknownst by a third party along the way?
Modes of transport may have changed from runners and riders to give way to electronic
transfer via copper cable, but these questions relating to the security and transparency of
information transactions are still encountered by humanity on a daily basis. Technological
advances made geographical distances irrelevant, still human exchange of information
follows the same basic cryptographic principles set out in the past, just vastly improved

through the usage of computers.

Paired with the exchange of information, human society has to rely on the notion of
contracts, agreements made between two or more parties, enforcing everyone’s
adherence to the previously acknowledged and codified terms and conditions. Starting
with oral accords shifting into writs of various forms, humanity continues to develop more

and more sophisticated and nuanced language for systemizing and applying contracts.

All of this requires the expansion of communication systems leading to higher levels of
vulnerabilities and greater chance of failure. Modern examples of these are found in all
major industries: in telecommunications, consumers find themselves unable from using
their mobile phones due to connection failures caused by a network software glitch. In the
medical area doctors cannot access their patient files due to a database breakdown or a

ransomware attack.
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In the aviation industry an IT deficiency leads to aircrafts having to stay on the ground and
many flights to be cancelled; or in the banking industry where clients find themselves
unable to take possession of their accounts and funds, disrupting the life of many as

necessary goods could not be acquired without access to the system.

These points illustrate the fundamental need to maintain data integrity at all times, for this
thesis though, the focus will be on banking failures and a potential new technology
solution through distributed ledger technology and smart contracts to prevent such failures

in the future.

1.1 Bank Failures and New Technologies

In order to examine banking failure, a definition of what it means for a bank to fail is
needed: they occur when regulatory bodies force a financial institution to either merge

with another (banking) organization or to close down operations (Cebula, et al., 2011).

From the perspective of information management, banks can fail for four different reasons

(Figure 1).

Information

Loss Falsification Misinterpretation Secrecy

Figure 1: Four types of information failure

o Information systems can lose data (temporarily or permanently) through failures or
human neglect in processing, storage or transmission. Temporary data loss could
result from a network outage resulting in being unable to access for example a
central database, while permanent data loss would occur if the storage units for
this central database became corrupted. Additional risk is posed through improper
backup procedures and failing in setting up a remote disaster recovery site.

o The information stored in a system can be tampered with intentionally by a
malicious attacker or accidentally by regular users through carelessness (Schulze,
2018).
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° Additionally, data can be misinterpreted by system users, leading for example to
incorrect background checks (Elejalde-Ruiz, 2015), higher interest rates or
difficulties in obtaining a credit or a mortgage (Oliver, 2016).

. Finally, it is also possible to keep information a secret, for example the nature
and composition of collateralized debt obligation [CDO] products in advance of the
2007 subprime mortgage crisis in the United States of America (Lewis, 2010). This
is the case, because clients cannot access the same information the financial
institution acquires and is not always aware of what the organization does with the

provided funds.

For a discussion of a current technology example, the open source technology relational
database management system [RDBMS] MySQL will be analysed in the following on how
it addresses the four information management challenges. Since it is currently the second
most popular database globally (DB-Engines, 2019) (Figure 2), it is widely employed for

data management purposes.

1279.14

1198.25

MySQL

200 400 600 800 1 000 1200 1400 1600

Figure 2: Global database ranking (Statista, 2019)

MySQL addresses the data management challenges secrecy, loss and immutability in the

successive way (MySQL Documentation Team, 2019):

° For security purposes and in compliance with international and local data
regulation requirements', MySQL features transparent data encryption [TDE]: a
feature set allowing data at rest encryption and employing digital signatures,
symmetric and asymmetric encryption mechanisms, as well as data authenticity
validation (ibid.).

' For example: The Payment Card Industry Data Security Standard [PCI DSS]; the EU General Data
Protection Regulation [GDPR]; the UK Data Protection Act 2018; or the Sarbanes Oxley Act of 2002.
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° The risk of information loss on the database level is mitigated through the
InnoDB Cluster, a high availability solution for the DBMS (Figure 3). Utilizing a
minimum of three MySQL server nodes in order to avoid what is known as split-
brain syndrome? scenarios (Schwartz, et al., 2008), the InnoDB Cluster operates
the MySQL Group Replication software to ensure automatic failover in case of a
breakdown of the primary database instance. In case of a breakdown, one of the
secondary MySQL instances will automatically be promoted to be the new primary

instance and the MySQL Server will reroute the application traffic accordingly.

Client App
MySQL Shell

MysQL ~ = (Cluster
Connector

MysaL MySQL X AdminAPI

MySQL Servers l
Primary
Instance
RW
Group Replication
Secondary Secondary
Instance Instance
RIO RO
High Availability Cluster

Figure 3: Overview of the InnoDB Cluster Architecture (MySQL Documentation Team, 2019)

o Data Tampering, in the case of MySQL, is prevented through an SQL whitelist,
limiting SQL statement executions to pre-approved code patterns (MySQL
Documentation Team, 2019). It is also documented, that an automated auditing
tool allows the database administrator to set-up policies for logging and monitoring

query and connection activities on any given MySQL server instance.

MySQL serves as an illustration only, other database management systems such as
Microsoft’'s SQL Server, PostgreSQL or Oracle database, employ similar systems to make

use of peer to peer networks and encryption to ensure data integrity.

Despite these software instruments as well as redundant networks and servers, banks
continue to fail in their information management tasks. This is because of the information
asymmetry between patron and bank. In fact, the presumption of non-immutable contracts
between both parties is a risky assumption and not guaranteed. The client in such cases

finds herself disadvantaged.

% |n case of a split-brain syndrome, two database server instances are trying to promote themselves to primary
node at the same time.
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In pursuance of proposing a technological solution to this information management
challenge, this thesis explores self-enforcing Blockchain based smart contracts as new

information management system to avoid banking failures.

1.3 Distributed Ledger Technology and Blockchain

A centralized ledger like a database requires a controlling entity for synchronization and
system maintenance since only the entity keeps a copy of the ledger. In a distributed
ledger system on the other hand, all participants of the network hold a full copy of the
transaction ledger (Burkhardt, et al., 2018). The step in between the centralized and
distributed systems can be considered as a decentralized ledger in which only few
members of the network hold a copy of the full ledger. All three network topographies are

illustrated in Figure 4.
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Figure 4: Network topography for different ledger systems (Swanson, 2015, p. 1)

Before delving further into the nature of the distributed ledger technology it is necessary to

explore the origins of ledgers and their importance to human information collection.

The Merriam-Webster dictionary defines a ledger as “a book containing accounts to which
debits and credits are posted from books of original entry” (Merriam-Webster, 2018). It is
one of two books operated in the process of bookkeeping; the other one being the journal

in which daily transactions are being collected (The Editors of Encyclopaedia Britannica,
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2018). These original entries in the journal are then transferred to the ledger in which they
are summarized by account. Early examples of similar economic record keeping can be
traced back to the Hellenistic period and the Ptolemaic dynasty from 305 to 30 B.C, as
well as the Roman Empire: In order to rule Egypt efficiently, the royal Ptolemaic family
built a vast administration to control economic activity and collect taxes as well as keep
records about land, labour and policies (Engen, 2018), while the Roman banking system

is considered to be “nearly as high a development as our own” (Hoggson, 1926, p. 40).

Bookkeeping plays an important role throughout human history for governance and
administration, but particularly the development of what Goethe called “eine der
schénsten Erfindungen des menschlichen Geistes” [‘one of the most beautiful inventions
of human ingenuity”] (von Goethe, 1798), double-entry bookkeeping is considered a

decisive event in the economic history Europe’s (Spengler, 1928).

This notion is supported by Max Weber and others (Carruthers & Nelson Espeland, 1991).
Weber writes for example: “The most general presupposition for the existence of this
present-day capitalism is that of rational capital accounting as the norm for all large
industrial undertakings [...]" (Weber, 1981, p. 276). Nonetheless it is an assumption not
without controversy, as some have argued that evidence for this hypothesis is scarce and
does not fully correlate with the emergence of early forms of capitalism (Bryer, 1993)
(Yamey, 1949). Similar ambiguity also governs the origin of the double-entry technique:
while researchers agree, that this approach first emerged in 14" century Italy® (Riccaboni,
et al., 2006) (Bisaschi, 2003), they disagree on the exact location. Arguments have been
made for Venice (Gleeson-White, 2011), Florence (Sangster, 2016) and Siena (Martinelli,

1974), but no conclusive result has been agreed upon.

Over time the Italian principles developed into the modern accounting frameworks known
as International Financial Reporting Standards [IFRS] and the US based Generally
Accepted Accounting Principles [GAAP] that form the basis for international taxation
(Vanoli, 2005).

With the advance of modern computer technology, starting with the Universal Turing
Machine (Turing, 1937) and the von Neumann architecture (von Neumann, 1993), these
leather bound, paper based ledgers moved into the electronic world of bits and bytes and
were stored in centralized database software solutions. This equated physical written
ledgers with electronically stored databases with handwriting being replaced with
read/write commands. While these, over time and with respect to system resilience,

became decentralized databases with redundancies between them, they are still

® This is why the double-entry bookkeeping is often called the “Italian Method”.
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controlled by an individual organization. Distributed ledger technology is offering the

potential to change this, an open up these information storages to the general public.

1.4 Research Question

This thesis is examining two research questions:

1. Has information mismanagement contributed to banking failure during the global
financial crisis from 2008 to 20127?
2. Can distributed ledger technology address this information handling negligence

and provide a solution to minimize the risk of future large scale bank failures?

1.5 Contribution

While answering the two research questions, focusing on information systems, this thesis
provides an understanding of information loss and consequences in a financial services
context. Specifically banking failure in the United States and in Europe is being analysed
based on publically available data through the LexisNexis News and Business portal and
the U.S. American Federal Deposit Insurance Corporation database®. The indexes of the
CIA World Fact Book, the International Monetary Fund and the World Bank are used for
global population and energy consumption statistics. Additionally, this thesis provides an

understanding of distributed ledger, Blockchain and smart contract technology.

It provides a new potential solution to literature on banking failure and the global financial

crisis from an information systems management perspective.

This solution is a move from the current auditing and information management process
(Figure 5) for financial services, to a new process (Figure 6) utilizing public,
permissionless distributed ledger technology providing full access to all ledger

transactions to auditors, regulators and the general audience alike.

* All used data and created graphs can be accessed and downloaded in this excel spreadsheet:
https://www.dropbox.com/s/516srgl5148dxuh/hjk_msc%20mis_thesis distributed%20ledger%20technology%
20-%20a%20s0lution%20t0%20bank%20failure _datasheet.xlsx?dl=0




Distributed Ledger Technology — A Solution To Bank Failure? Page 13

o Figure 5: Currently, statutory banking audits are carried out on a regular basis
through an external auditor, for example the company KPMG. This auditor is
accessing the institutions transaction ledgers and bookkeeping records in order to
compile an auditing report. This report in turn, is presented to regulators so they
can assess legal and regulatory compliance of the audited bank, as well as the
general populace. Neither the general audience, nor the regulator is given full

access to all ledgers and records unless legally required.

eAll transactions of a specific financial services
Ledger institutions are recorded in their ledgers.

Aud|t|ng *An external auditor assesses the institutions
ledgers and creates a report according to the
re port applicable accounting and reporting standards.

eThe regulatory authority
Regu Iatory receives the auditing report

and investigates it for legal

review and regulatory compliance.

Figure 5: Current, simplified auditing process chart
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. Figure 6: Instead of utilizing a centralized ledger in form of an electronic database,
this thesis proposes for financial services institutions to work with a publicly
accessible, immutable, distributed ledger with smart contract capability. This
allows auditors, regulators and the general audience to access all transactions at
any given time, and verify all information themselves, without relying on potentially
incorrect auditing reports.

Financial

Services
Institution

Distributed

Ledger Regulator

General

audience /
Public

Figure 6: Simplified auditing process chart for distributed ledger
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1.6 Structure of the Thesis

The thesis is divided in five parts:

Chapter 1 provides an introduction to the topic of information management and
distributed ledger technology, as well as giving a brief history of the development of
ledgers. It also contains the two research questions framing the thesis and indicates the

new contribution to the existing body of literature.

Chapter 2 analyses and quantifies patterns of banking failure in the United States and
Europe over the last 100 years, as well as determines some exemplary cases in which

information mismanagement contributed towards said failure.

Chapter 3 discusses the basic legal parameters for contracts as well as modern contract
management before investigating Blockchain architecture, consensus mechanisms and

smart contracts.

Chapter 4 provides a case study on Bitcoin as an example of distributed ledger
technology, deliberating the tragedy of the commons in networking technology, Bitcoin
usage, the possibility of business transactions, the environmental impact and the volatility

of the associated cryptocurrency.

Chapter 5 concludes the thesis, provides a summary of the findings as well as lessons

learned and briefly gives an outlook to the future.
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Chapter 2 — Banking Failure

2.1 Introduction

Financial institutions fulfil a specific role in the (global) economy as a “relationship-based
lender with hard-to-replace informational advantages vis-a-vis small- and medium-sized
firms” (Bhattacharya & Nyborg, 2013, p. 29) as well as consumers. These advantages
result from an information asymmetry about the condition of the institutions assets and
investments: whether these are illiquid, risky or troubled is in most cases unknown to the
bank’s clients. Additionally, debt overhang® can occur because of incomplete financial
contracts (Bulow & Shoven, 1978) (Philippon & Schnabl, 2013), as well as extensive re-
negotiation cost (Hennessy, 2004) and thus lead to bankruptcy or bailout risk. A possible
technical solution to remedy information mismanagement in the financial sector will be
explored in chapter 3. In the following the financial depth of the problem will be explored
based on failed banks in the United States of America as well as in Europe. Additionally
cases of information mismanagement and misconduct at financial services firms, as well

as auditors will be presented and discussed.

2.2 Pattern of Bank Failures in the United States of America

As of 1933, the Federal Deposit Insurance Corporation [FDIC] is an independent agency
of the U.S.-American federal government responsible for the promotion and the
preservation of citizens’ confidence in the U.S. financial system (FDIC, 2017). It insures
bank deposits for at least 250,000.00 USD and is funded through insurance premiums
collected from banks and thrift institutions, as well as through investments in U.S.
Treasury securities. Following a number of recessions after the end of World War |, at
least partly caused through a “chaotic banking structure” (Alper, 1933, p. 194), the Senate
and the House of Representatives of the United States of America implemented the
Banking Act of 1933 (Congress United States of America, 1933) leading to the creation of
the FDIC (Preston, 1933). Besides deposit insurance, the organization is also responsible
for auditing financial institutions on consumer protection law compliance as well as answer
immediately in case of a bank failure. As part of its federal political mandate the FDIC
collects, compiles and provides data on all failures of its insured institutions® since its

inception in 1933.

® Debt overhang is a debt burden large enough to prevent any entity to acquire new debt to finance future
rojects.
E)AII data can be accessed and downloaded here: https://banks.data.fdic.gov/explore/failures.
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A review of the dataset from the FDIC course reveals this:
Splitting the data’ into 20 year terms and plotting the total number of failed banks (y-axis)

across four different periods (x-axis) — 1934 to 1954, 1955 to 1975, 1976 to 1996, and
1997 to 2017 —results in the graphs displayed in Figure 7 to Figure 10.

Table 1 on the other hand, presents the overall number of failed banks in all four terms.

Period Name | Total amount of failed banks
1934 — 1954 A 424
1955 — 1975 B 98
1976 — 1996 C 2989
1997 — 2017 D 585

Table 1: Total amount of failed U.S. banks per 20 year period

" All used data and created graphs can be accessed and downloaded in this excel spreadsheet:
https://www.dropbox.com/s/516srgl5148dxuh/hjk_msc%20mis_thesis distributed%20ledger%20technology%
20-%20a%20s0lution%20t0%20bank%20failure _datasheet.xlsx?dl=0
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14 13
12
£10
5 9
o
°
o 8
:E 7 7 7|7
B 6 6
= 5 5 5
2
£ 4 4 4
> 4 -
Z 3 3
2 2 2
211 1 11 I
AR E
D 0 A DO O NAD DX D0 A DDAONATY DA
07 7 O BN 0O 007 L 000 OO ATATATLAT AT A
NN IIN N NN N N N N NN NI NN RN N N AN N
Year

Figure 8: Failed U.S. banks 1955 to 1975
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Figure 9: Failed U.S. banks 1976 to 1996
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Figure 10: Failed U.S. banks 1997 to 2017
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The same dataset also contains information on the estimated loss of the insured, failed
institutions in the two periods 1986 to 1996 (Figure 11) and 1997 to 2017 (Figure 12).
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Figure 11: USD lost through banking failure from 1986 to 1996
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Figure 12: USD lost through banking failure from 1997 to 2017
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Additionally, the FDIC provides a dataset on all financial institutions insured with them

since 1990°. Figure 13 maps the number of FDIC insured banks (y-axis) over a period of

28 years from 1990 to 2018 (y-axis):
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Figure 13: All FDIC insured institutions from 1990 to 2018
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been declining year over year. This downturn is confirmed by Berger, et al. (1995) and
Jones & Critchfield (2005). They are attributing it to changes in the regulatory controls of
the U.S. government and advances in technology removing restrictions in geographical

limitations for office branches.

Contrasting the data forming the basis for Figure 13 with the amount of failed FDIC
insured banks from Figure 9 to Figure 10 for the period 1990 to 2017° leads to Table 3 in
Appendix A and allows calculation of the mean of the banking failures from 1997 to 2017:
0.38%. In their 2011 study, Cebula, et al. found the U.S. banking failure rate for the period
1970 to 2009 to have a Mean of 0.339 with a Standard Deviation of 0.49 (Cebula, et al.,
2011, p. 43).

® The original FDIC dataset “December 2018 Statistics — FDIC Historical Trends” can be accessed here:
https://www.fdic.gov/bank/statistical/stats/.
° The FDIC does not yet provide data on how many banks failed in 2018.
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The United States of America experienced three periods of large amounts of bank
failures: the first one from 1936 to 1940 (Figure 7) right after the introduction of the 1933
Glass-Steagall Act introducing restrictions and regulations to banking activities,
“effectively separating commercial and investement banking [...]' (Shughart, 1988, p. 595)
where some financial institutions were not able to survive the legal changes. The second
one from 1982 to 1993 (Figure 9), named savings and loan crisis, as well as “the greatest
collapse of U.S: financial institutions since the 1930s” (Curry & Shibut, 2000, p. 26), was
the result of volatile and high interest rates, deregulation and a number of other factors
(ibid.). Estimated costs for taxpayers are USD 124 billion (ibid.). The third and most recent
period of bank failures from 2008 to 2012 (Figure 10) was the result of the subprime
mortgage crisis (Demyanyk & Van Hemert, 2009). The FDIC dataset indicates a loss of
about 70.5 million USD exclusively due to bankruptcy of some of their members. The
overall loss of the crisis and U.S. government reactions to it, is much more difficult to

assess and no clear numbers are given (GAO, 2013) (Webel & Labonte, 2018).

2.3 Pattern of Bank Failures in Europe

Unlike the centralized federal organization of the FDIC in the United States of America, in
Europe, a similarly tasked central organization does not exist for all European countries.
The closest European institution to the FDIC is the European Forum of Deposit Insurers
[EFDI], but instead is a non-profit international association of 72 national deposit
insurance institutions of 47 countries located in Europe’. It does not have a political
mandate, an instead serves as a platform for the communication exchange of the various
national establishments on financial deposit protection. While the EFDI conducts a variety
of research projects, e.g. on European banking stress tests, it does not publish statistics
on failed financial institutions as the FDIC does. The same is true for the national deposit
insurers: if statistics are being published, they contain information about their deposits and
the amount of insurance liabilities, and in a few instances name some nationally failed
firms (for example in case of the British Financial Services Compensation Scheme
[FSCS]). Other associations or organisations, such as the International Association of
Deposit Insurers [IADI] or the Financial Stability Board [FSB], also do not publish a list of
failed banks in Europe. Taking into consideration the limited available statistics and public
data, as well as using LexisNexis’ Nexis database, Google and some national deposit
protection agency’s publications in English allows the creation of the non-exhaustive list of
failed European financial institutions from 2007 to 2019 in Appendix B. Visualizing this list

via plotting the amount of failed banks (y-axis) across the time period results in Figure 14.

1% hitps:/iwww.efdi.eu/
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Figure 14: Approximation of failed European Banks

Despite the European public data being much more limited than the U.S. statistics
provided through the FDIC a comparison between Figure 14 and Figure 10 reveals a
similar pattern of high amounts of bank failures between 2008 and 2012 in context of the
subprime mortgage crisis in the United States of America and the resulting global financial

crisis.

2.4 What leads to Bank Failure in real Cases?

Commercial and investment banks find themselves subject to statutory internal (via legally
required internal auditing structures) and external auditing through regulatory bodies, for
example the Central Bank of Ireland or the Irish Auditing and Accounting Supervisory
Authority [IAASA]. While the external audit only takes place once or twice a year, internal
auditing functions fulfill a continuous role of preventing the firms exposure to fraud or risks
in compliance with all local legal and regulatory obligations. Financial institutions often
choose to work with an external, independent auditing firm to compile the (bi-) annual
reports submitted to the regulatory authorities. In the banking industry, often times one of
the “big four”, Deloitte, EY (formerly Ernst & Young), KPMG and PricewaterhouseCoopers
[PWC], professional service providers is employed for the auditing report creation (Figure
15).
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Figure 15: Major Irish banking institution auditors 2002 to 2010 (House of the Oireachtas, 2016, p. 71)
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Figure 5: Current, simplified auditing process chart

Figure 5 visualizes the simplified auditing work-flow that is being followed during the

statutory banking audit. Besides the regulatory authority, the public is also able to assess

the report as part of the annual report of any given financial services provider. This does

not grant the public access to the internal ledger of the bank though. The provided

information cannot be verified and trust has to be given to the role of internal and external

auditors, particularly the in the banking sector in Ireland prominently ranking big four.
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This reporting process has been criticised for providing insufficient information and early
warning indications of bank failures despite a plethora of information provided publicly
under the Basel Il accord (Prescott, 2004) and other regulatory frameworks (The Institute
of Chartered Accountants in England and Wales (ICAEW), 2010). Partly, this can be
attributed to one of the four types of information failure (Figure 1), the misinterpretation of
information due large amount of available data. Upon the revision of data about Irish
banking failures in the aftermath of the global financial crisis 2008 to 2012 though, it
becomes clear that the other three types of information mismanagement (falsification, loss

and secrecy) played a much larger role.

2.4.1 The Case of Anglo Irish Bank

The former chief executive officer of the former Anglo Irish Bank (now part of the Irish
Bank Resolution Corporation (IBRC - Irish Bank Resolution Corporation, 2018)) David
Kenneth Drumm was convicted of “conspiracy to defraud and false accounting” (Carswell,
2018a) resulting in artificially enlarging Anglo Irish Bank’s accounts by € 7.2 billion
(Carswell, 2018b). This is an example of internal information falsification and secrecy
leading to the failure of Anglo Irish Bank at the end of 2008 and the following
nationalisation through the Republic of Ireland in the beginning of 2009 (O'Sullivan &
Kinsella, 2011).

2.4.2 The Case of Lehman Brothers

Similar information secrecy can be found in the case of the failure of the former fourth
largest investment bank globally, Lehman Brothers resulting in their filing for bankruptcy in
2008 (Jeffers, 2011): employing “off-balance sheet devices, known within Lehman as
“Repo 105” and “Repo 108” transactions” (Valukas, 2010, p. 732) the firm was able “fo
temporarily remove securities inventory from its balance sheet’ (ibid. p. 732). While such
repos (sale and repurchase agreements) are commonly employed in the investment
banking sector, the specific details of these transactions were “sufficiently unusual to
warrant informing Lehman’s audit committee” (Caplan, et al., 2012, p. 447). Instead they
were hidden even from “careful review of Lehman’s 10-K and 10-Q filings” (Valukas, 2010,
p. 734). Additionally, the Repo 105 activity would increase “substantially around quarterly
reporting dates to the Securities and Exchange Commission (SEC), seemingly as a

“‘window dressing” to reduce leverage ratios” (Hines, et al., 2011, p. 42).
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The available evidence indicates that these unusual transactions may have considerably
contributed to the Lehman Brothers bankruptcy and the following global financial crisis
(Jeffers, 2011).

2.4.3 Information Secrecy at other Banks

Lehman Brothers wasn’t the only financial services company making use of an end-of-
quarter window dressing practice as an analysis of the Wall Street Journal suggests: it
appears that this activity “has accelerated since 2008” and that “three big banks — Bank of
America Corp, Deutsche Bank AG and Citigroup Inc. — are among the most active at
temporarily shedding debt just before reporting their finances to the public’ (Rapoport &
McGinty, 2010). Hiding financial risk from current and potential investors, as well as the
public is not a new practice; Ketz (2003) for example identifies four different methods how
to hide debt through means of accounting: the equity method, lease accounting, pension
accounting and special-purpose entities. While some of those methods have been
addressed through new legislation and closing of accounting standards loopholes, the

problem persists.

2.4.4 Information Mismanagement by the Big Four

A recent documentation, based on research of the German newspaper Siddeutsche
Zeitung (South German Newspaper) as well as the two broadcasting houses
Westdeutscher Rundfunk Kéln [WDR] (West German Broadcasting Cologne) and
Norddeutscher Rundfunk [NDR] (Northern German Broadcasting), titled “Die Berater der
Reichen und Machtigen - Die Macht der Big Four” (Consultants to the rich and the
powerful — the power of the big four) (2019). In their work, the authors identify the dual
nature of the four firms Deloitte, EY, KPMG and PWC as auditors as well as consultants
as problematic. Not only are they acting as independent auditors supervising client’s
regulatory compliance, they also consultant on various instances the same clients on their
behaviour to be compliant, as well as work as experts with national governance on the
creation of new laws and regulations. It is argued that this puts them in a unique position

to assist their clients in hiding information.
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The argument of misconduct at the four auditing firms is supported by an investigation
launched by the special investigator John Purcell of the Irish Chartered Accountants
Regulatory Board [CARB] in context with the Anglo Irish Bank bankruptcy against Anglo’s
auditor of time, Ernst and Young (Daly, 2011). The investigation resumed in 2018 after the
prosecution of David Drumm and other Anglo personnel was concluded and the results,

which could require a public, professional disciplinary hearing of EY, are still outstanding.

2.5 Conclusion

Banking failure has been a regular occurrence in Europe and the United States during the
last 100 years of human history. The most recent major incident was the global financial
crisis [GFC] from 2008 to 2012 leading to the collapse of many larger and smaller banking
and investment firms. In a globally, interconnected world, the failure of initially few banks,
led to a chain reaction causing economic loss for the years to follow. Figure 16 details the

opportunity loss on OECD GDP per capita compared to pre-crisis trends.
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Figure 16: OECD GDP per capita (measured in 2010 PPP USD) (Ollivaud & Turner, 2014, p. 45)

While the major cause for the GFC is considered to be a real-estate bubble caused by
subprime mortgage lending and a boom of credits in the United States of America (Shiller,
2008), as well as “rapid asset price appreciation” (Claessens & Kodres, 2014, p. 6)
leading to large increases in house prices. This thesis identifies information
mismanagement at financial services institutions as additional contributor to the large
amount of bank failures materializing during the crisis. In a few well-documented cases it
was proven that some bank executives committed fraud and that information hiding from
regulators and public records was a common practice engaged by some financial
institutes and auditing firms. The dual nature of some larger auditing firms, the so called

big four, incorporating both auditing as well as consultative functions is questioned.
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In order to provide a potential technical solution to the identified information malpractice,
the following chapter three is going to explore distributed ledger technology and smart

contracts as a viable alternative to current information management standards.
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Chapter 3 — Distributed Ledger Technology and (Smart) Contracts

3.1 Introduction

This chapter discusses distributed ledger technology and smart contracts in the interest of
examining its information handling potential to prevent banking failure. For this purpose, it
begins with an inquiry into contracts and current contract management software solutions,
before continuing on to Blockchain based smart contracts as one for of distributed ledger
technology. Furthermore Blockchain architecture, consensus mechanisms, smart
contracts and decentralized autonomous organizations are discussed, followed by a case

study of one prominent distributed ledger technology, Bitcoin in chapter four.

3.2 Contracts

I"" defines a contract as “an

The Legal Information Institute [LII] of Cornell Law Schoo
agreement between private parties creating mutual obligations enforceable by law” (Kim,
2017). It is effectively an arrangement with the essential characteristic of a bargain. For a

party to be able to enforce a contract, five components need to be part of the agreement:

o Adequate Consideration: “Something bargained for and received by a promisor
from a promisee” (Legal Information Institute, 2019a), such as an act or some form
of property.

o The parties need to have the capacity to meet the requirements to enter a
contract, which for example is not the case for minors or someone without
soundness of mind (Legal Information Institute, 2019b).

o The agreed upon contract must be legal under the applicable governing law.

o It must be proven objectively (for example via notary) that both parties agreed
mutually to any given contract via display of an offer and the acceptance of said
offer.

o The promisee’s offer, be it “to the benefit of the promisor or to the detriment of the

promisee” (Kim, 2017), is accepted by the promisor.

Additionally the participants in a contract are required to be willing and free to agree they
are entering a legal relation between each other. In this context, business agreements are

commonly accepted to be legally binding, while a social agreement, for example the

" https://www.law.cornell.edu/
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promise to attend a birthday party, does not allow the host to sue the guest for not
showing up. The law covering acts of civil wrongdoing disputes is named Tort law.

Contracts can be committed either in writing or orally via conversation. In case of a
dispute though, it will be more difficult for a court of law to verify contractual obligations
arranged between parties if they have not been converted into writing. An example for an
enforceable oral contract is the visit of a baker and the purchase of a loaf of bread: even
though no written contract is in place, the client’s choice and order of a particular loaf
requires her to pay the shop owner the prescribed price for this loaf. In certain scenarios,
e.g. purchasing or selling land, a written contract document is required to confirm the

transaction and update the land title register accordingly.

In case of a dispute a number of different options exist in order to resolve contractual
complaints in and out of court. The European Commission for example has built an
extensive framework for alternative dispute resolution [ADR] (European Parliament,
2013). Options under this scheme include mediation, conciliation, ombudsmen, arbitration
and the complaints board. The principle behind these ADR procedures is to supply an
easy, fast and inexpensive way to resolve contractual disagreements without having to
take the litigation to court. This is a suitable approach for small financial disputes to avoid
unnecessary costs, as various studies confirm. Saks (1992) found that “delivering $1 in

compensation cost $2.33” (ibid, p. 1282) after 1985 in tort litigation results.

Trubek et al. (1983) support the notion of expensive small litigation cases and found
evidence indicating the total legal fees for incidents seeking to recover less than USD
10,000.00 to exceed the net amounts recovered through court action. Their data also
provided insight that in cases where plaintiffs recovered more than USD 10,000.00 the
total legal fees would be a much smaller percentage of the recoveries. In the light of these
costs, even some corporations set down in their policy statements to look first for ADR
resolution before pursuing full-scale court litigation (Levin & Colliers, 1985). A more recent
overview for median costs of litigation is provided by Hannaford-Agor (2013) and

summarized in Figure 17.
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Figure 17: Median Costs of Litigation by Case Type (Hannaford-Agor, 2013, p. 26)

Figure 17 and the median costs are the result of a survey among members of the
American Board of Trial Advocates [ABOTA] with 202 complete and 110 partial survey
responses in August 2012. Median litigation costs rank second highest only topped by
professional malpractice litigation. According to statistics of The World Bank'? the average
time for contract enforcement and resolving commercial disputes in local first instance
courts in May 2018 took 582.4 days and resulted in costs of 21.2% of the claim value for
OECD high-income countries'. Enforcing contracts is a costly undertaking and warrants
improvement to reduce these expenditures as well as finding new solutions to avoid

contract enforcement through courts.

These time-frames and costs pose a massive risk for clients of financial institutions in
case of a banking failure. They are not necessarily able to enforce their contract due to
limited resources on their side while the bank unilaterally changed the contract by failing
or depositing toxic assets in an off-balance-sheet structured solution, such as a bad bank
(Brenna, et al., 2009). A bad bank is defined as “a bank that takes assets that have lost
their value and debts that are unlikely to be paid back from other banks or organizations
and deals with them in order to help with economic problems” (Camebridge Business
English Dictionary, 2019).

"2 http://www.doingbusiness.org/en/data/exploretopics/enforcing-contracts [accessed 14. April 2019].

'3 The OECD defines 33 countries as of July 2018 as high income countries based on their previous four year
(2014 to 2017) GNI per capita of more than USD 12,000.00 https://www.oecd.org/trade/topics/export-
credits/documents/oecd-export-credits-prevailing-list-of-countries-repayment-terms.pdf [accessed 14. April
2019].
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In a technological context, contracts are built and managed through specialised software

solutions. These solutions will be briefly discussed in the next section.

3.3 Contract Management

From an information management perspective, financial institutions' are likely to employ
a contract life cycle management [CLM] solution (Sommers & Conaughton, 2018)
responsible for managing all aspects of a contract: initiation, award, compliance and
contract renewal. The typical workflow for such a piece of software is illustrated in Figure
18.
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Figure 18: Example of a contract life cycle management workflow (Sommers & Conaughton, 2018)

In this instance, based on a centralized repository of pre-approved legal clauses and
sample contracts, a user can request the creation of a new contract for a specific purpose.
This contract, once signed manually is uploaded again as electronic copy into the system
and relevant data (for example who signed the document on the client’s side and who’s
the receiver of the invoice) added to the database. If instead of manual signature, an
electronic signature service (e.g. DocuSign or Adobe Sign) is used, this is reflected in the
systems database automatically, since the CLM solution will import these details via

application programming interface [API] exchange with the signature service.

'* A table of some CLM vendors for the banking sector is to be found in Appendix C.
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In a next step, from a vendor perspective, the collected details will be transferred into the
order management and invoicing system, in order to drive automated contract compliance

and to deliver the necessary documents for payments to the buyer.

These solutions are delivered in two flavours: either as an on premise installation that
requires the use of local data repositories, such as a database, or alternatively as a peer-
to-peer network based Software as a Service (SaaS). One such cloud based software is
Contract Logix Premium, provided by the vendor contractlogix'®. The software uses the
infrastructure and platform services provided by Microsoft through its platform Azure®. In
this scenario the end user relies on data security mechanisms provided by Microsoft and
implemented through contractlogix. Microsoft has obtained global ISO standard
certifications (for example: ISO 27001 on information security management; ISO 27017 on
information security controls; or ISO 22301 on business continuity management) and with
correct implementation through contractlogix guarantees contract data continuity. Data is
supposed to be kept tamper resistant through the usage of AES 256 bit encryption for

data at rest as well as TLS 1.2 data transfer encryption.

Despite these technological means, the central problem of information asymmetry
remains and a contract management solution does not prevent information to be
mismanaged. Thus, Blockchain based smart contracts will be explored as an alternative

way for information management in the following.

3.4 Blockchain based Smart Contracts

The basis for improving current contracts between individuals and financial institutions is
to remove the existing information asymmetry as well as the four factors of information
mismanagement: data loss, data falsification, data misinterpretation and secrecy (Figure
1). In order to so, the ledger (which is currently a database) needs to be permanent (to
prevent data loss), transactions immutable (so they are tamper proof), stored across
multiple locations (to guarantee resilience) as well as removed from a central controlling
entity (for example a financial services firm). This can be achieved via available fast
connectivity on peer-to-peer networks, as well as advances in cryptography being part of
the fifth industrial revolution (Perez, 2010). The concept finds its implementation and
synthesis in the distributed ledger technology of which Blockchain technology is a

subcategory.

'® https://www.contractlogix.com/products/premium-clm/ [accessed: 3" of April 2019].
'® https://azure.microsoft.com/en-gb/ [accessed: 37 of April 2019].
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3.4.1 Blockchain Architecture

Christidis & Devetsikiotis define blockchain as ,a distributed data structure that is
replicated and shared among the members of a network” (Christidis & Devetsikiotis, 2016,
p. 2293). It is a system of a digital, public and distributed ledger combining two concepts,
BitTorrent peer-to-peer file sharing and a privacy system based on public-private key
cryptography (Swan, 2015). The original idea was proposed in a whitepaper by an
unidentified entity with the pseudonym Satoshi Nakamoto (2008) in context of the digital
currency Bitcoin. In order for the digital currency system to work, Nakamoto proposed to
establish a system utilizing cryptographic proof rather than trust in an intermediary to build
a chain of digital signatures that can be verified by all members of the network for
ownership authentication. Nakamoto’s concept, though, was not an entirely new one:
already in 1983, David Chaum proposed an automated payment system enabling
“individuals to provide proof of payment’ (Chaum, 1983, p. 199) as well as preventing
fraud by others (Chaum, et al., 1988) and later unsuccessfully tried to realize this potential
with his company DigiCash (Pitta, 1999).

The Blockchain is a list of transactions (a log) batched together and supplied with a
timestamp. They contain an account of all transactions similar to a public ledger (Lee Kuo
Chuen, 2015). Each of these batched transactions is considered an individual block, can
be identified through its cryptographic hash and contains a reference hash to its previous
Block17. As Figure 19 demonstrates, the initial block of a new Blockchain is considered

the genesis block.

Hash of block 0 © ® @ <@  Hash of block i-1 |: Hash of block / ‘|‘7‘ Hash of block i+1 -

Timestamp ‘ Nonce Timestamp  Nonce Timestamp Nonce Timestamp Nonce
TX 71 TX2 eeeTXn TX1 TX2=ee«TXn TX1 TX2 e=«TXn TX1 TX2ee«TXn
Genesis block Block i Block i+1 Block i+2

Figure 19: A sample Blockchain (Zheng, et al., 2018, p. 4)

Additionally, every block consists of the following two parts: a block body and a block
header as demonstrated in Figure 20. The block body consists of the actual transactions
included in the block, as well as a transaction counter. Depending on block size and

transaction size, each block can contain more or less transactions.

"7 Also: parent block.
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Block version 02000000

b6ffOb1b1680a2862a30cad4d346d9e8
910d334beb48ca0c0000000000000000

9d10aa52ee949386ca9385695f04ede2
70dda20810decd12bc9b048aaab31471

Parent Block Hash

Merkle Tree Root

Timestamp 24d95a54
nBits 30c31b18
Nonce fe9f0864

X1 042 | 500 TXn

Figure 20: Example of a Block structure (Zheng, et al., 2018, p. 4)

The block header on the other side includes the block version, the parent block hash, the

merkle root hash, a timestamp, nBits, as well as a Nonce (Lee Kuo Chuen, 2015).

o The block version number specifies which software version was used to generate
this specific block.

. The parent block hash value is a 256-bit hash value indicating the previous block
on the block chain."

o The merkle root hash value summarizes all hashes associated with the different
transactions within the block as an indirect hash. The amount of effort required for
the creation of the merkle root hash is independent of the amount of transactions
contained within the block.

° The timestamp reflects the time at the point of creation of the block “as seconds
since the first of January 1970 UTC (coordinated universal time)” (Lee Kuo Chuen,
2015).

o The nBits (alternative name: “difficulty target’ (Morabito, 2017)) area reflects the
“current hashing target in a compact format’ (Zheng, et al., 2018, p. 355).

. The nonce (alternative name: proof of work by miners (Morabito, 2017)) value is a
number that “is manipulated by the publishing node to solve the hash puzzle’

(Yaga, et al., 2018, p. 16) in a blockchain network utilizing mining."®

'® This is empty in the genesis block as there’s no parent block.
"9 |f the Blockchain network is not employing a mining procedure, they may or may not reference a nonce
value. If they do, it is for a different purpose than the solution to a hash puzzle.
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Along the chain, the blocks are ordered linear and chronologically. The block containing
the newest transactions will always be added to the end of the chain. Each member of the
Blockchain network (a so called node) holds a full copy of the Blockchain. This public
ledger being available to every node removes the need for trusting transaction partners or
requiring a (human) intermediary to validate and confirm the transaction (Swan, 2015).
This decentralized peer-to-peer distributed network storage of the full ledger also
increases the systems resilience, as it does not succumb to a single point of failure
compared to a central database requiring additional work to achieve the same level of

resilience already built into the Blockchain system (Figure 21).
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Figure 21: Schematic comparison: traditional database vs. public ledger (Dlnes, et al., 2017, p. 358)

There are three types of Blockchain system categories (Zheng, et al., 2017):

. A Private Blockchain is entirely controlled by one organization running a
centralized Blockchain network. This central entity grants or withdraws access to
the network, and it also most likely controls the final consensus decision. On one
hand, due to the limited number of participants (contrary to a public system), a
Private Blockchain is less tamper resistant because compromising individual
nodes leads to larger control over the network. On the other hand, this lower
amount of member results into a more efficient network that acts faster.

° A Public Blockchain allows everyone with the necessary soft- and hardware to
join the system and fully access all records. As a decentralized set-up it is more
difficult to interfere with transactions by compromising individual nodes, but
processes and transaction throughput with be low due to the large amount of

network nodes.
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° As an illustration, a Consortium Blockchain is represented in the company R3,
an association of banks and financial institutions developing the Blockchain called
Corda for complex transaction handling in the world of finance (Guo & Liang,
2016). Similarly to a Private Blockchain, this type of system is less tamper
resistant than Public Blockchains, but at the same time should be more network-

efficient depending on the amount of nodes present.

Figure 22 illustrates the three different categories and ranks them on a horizontal axis
from most decentralised to most centralised system. The permissionless public shared
system equals the public Blockchain; the permissioned, public, shared system equals the
consortium Blockchain and the permissioned, and the permissioned, private, shared

system falls in the private Blockchain category.

Permissionless, Public, Permissioned, Public, Permissioned, Private, Today's Typical
Shared Systems Shared Systems Shared Systems Systems
(eg Bitcoin)

Distributed Ledger Technology Covers a Broad Set of Usages Centralised
Ledgers

pesiequeseq
%001}
pesijenuen
%00}

Figure 22: Degrees of centralization in different DLTs (Walport, 2016, p. 35)

The peer-to-peer network on which a Blockchain is based upon requires four steps to be

operational:

° The users employ asymmetric-key cryptography® to generate a public and private
encryption key (Romine, 2013). The public key is being made available for every
participant in the network to use, while the private key remains concealed with the
original creator®'. In the situation of a transaction (Figure 23), the user “Alice” runs
a hash process over her transaction log; applies her private key to encrypt the
hash and sends a package, combining both, her transaction, as well as the

encrypted hash to “Bob” for verification.

0 This can also be referred to as public key cryptography.
2! While there is a mathematical relation between both keys, the knowledge of the public key is not efficient to
determine the nature of the private key.
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Figure 23: Example of a digitally signed transaction (Zheng, et al., 2018, p. 5)

Bob in turn makes use of Alice’s public key to decrypt the hash Alice sends, as
well as in turn hashes Alice’s transaction himself?>. Should the two hashes, the
one decrypted with Alice’s public key, as well as the one created by Bob via
hashing Alice’s transaction himself, be identical, then Bob verifies Alice’s
transaction. The advantage of this method for digital signatures is that it brings
integrity (Christidis & Devetsikiotis, 2016) to the network allowing non-trusting
parties to interact without the need of a trusted intermediary.

The example in Figure 23 is a simplification of the validation process, as not only
Bob would verify Alice’s transaction, but rather all of Alice’s neighbouring peers
would ensure the validity before relaying the information even further.

Following a pre-determined time interval, the network does validate and collect all
executed transactions, structures them and finally collates them into a candidate
block receiving a timestamp. Commonly, this process is referred to as mining and
the mining node sends the completed block back into the network to be attached
to the Blockchain.

Subsequently, all network participating nodes verify that the candidate block
contains only valid transactions and correctly references its parents block’s hash.
Once both premises are fulfilled, the nodes add the newly mined block to their
(local) chain. If they are not both realized, then the candidate block instead is

discarded.

2 This system can also be practiced the other way around, encrypting a text via a public key before sending it
to the owner of the associated private key for decryption. It is typically used in encrypted email exchanges, for
example between security researchers or reporters and their sources. Pretty Good Privacy (PGP) is an
example of a piece of software allowing email encryption via asymmetric key encryption.
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All four steps are illustrated in this flowchart:

0 Transaction definition e Transaction authentication e Block creation
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Figure 24: Process of Block creation (Froystad & Holm, 2015, p. 10)

For the provision of their computing resources to the Blockchain network, the participating
nodes receive a reward if they successfully propose the next Block to the chain. This
reward takes the form of the network account units (e.g. Bitcoins for the Bitcoin network)
either provided as transaction payment or as an “ex-nihilo creation” (Houy, 2016) inherent

to the Blockchain platforms technology.

It is possible for a technical glitch (Swanson, 2015), a so called fork, to occur during this
process: since block validation happens independently from each other at various nodes
simultaneously, it is possible that concurrently two or more different Blockchain
branches® exist with different sets of included transactions (Tschorsch & Scheuermann,
2016). In such a scenario the ownership in transactions is not clear and the system will try
to resolve the fork: within the Bitcoin network for example, the mining process is advanced
on the local chain involving the highest amount of computational effort (ibid.). Following
this procedure, there will be a point in time when one forked Blockchain branch will
overtake the other(s) and become the representation of the largest accumulated
computational effort. In Figure 25 below this “heaviest’ (Eyal, et al., 2016, p. 47) branch is
the one containing the letter B blocks, while the letter G blocks branch is orphaned,

classified as not to be worked anymore and discarded by the network.

% A branch is the continuation of a Blockchain resulting when multiple miners create different blocks and
attach them simultaneously to the same parent block.
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B14

B15

A longer blockchain adopted as the correct one

Figure 25: Example of forked Blockchain branches (Zheng, et al., 2018, p. 8)

Despite this procedure a risk of manipulation, for example a double-spending attack

(ilustrated in Figure 26) remains: a double-spending occurs if the malicious user Jim tries

to spend the same amount of currency with a vendor and at the same time with a fake

user Jimmy (that is controlled by Jim), sending both transactions to two different subsets

of mining nodes, thus leading to Blockchain branches via forking (Natoli & Gramoli, 2016).

In this scenario, Jim tries to obtain the vendor’'s goods without paying for them, as he

expects the branch

N Transaction to
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Attacker

Transaction to )

colluding Transaction to

address colluding
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Transaction to
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Bitcoin Mining Pools

Figure 26: Sketch of a double-spending attack (Karame, et al., 2012, p. 909)
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3.4.2 Consensus Mechanisms

Contrary to the traditional approach of transaction ratification via a trusted third party (e.g.
a bank), the Blockchain concept has the trusted middleman built into the network already.
Figure 27 details a classical interaction between a customer and a vendor in which two
banks are playing the role of the trusted intermediary to endorse the customer’s ability to

pay for a transaction with the vendor — for example a purchase at a local clothing store.

Annual credit
card fee

Customer’s
bank Mobile payment

tokenization fee

Customer Payment for
goods and
services

Card scheme

Payment for Credit card
goods and interchange fee

services

Merchant's

Merchant bank

Credit card
merchant
service fees

Figure 27: Trusted 3rd party interaction (Park & Park, 2017, p. 8)

In this illustration, the client pays an annual fee for her credit card and in return is able to
pay the merchant via her bank and the merchant’'s bank. Fees occur for the transaction
between both banks on the client’s side, as well as on the merchant’s side for the banks

services.

In a decentralized network with no central authority, the approach depicted above does
not apply. Thus a different mechanism must be used to achieve trust among the
anonymous members of the network. In order to do so, a solution to the Byzantine

Generals Problem for reliable computer systems (Lamport, et al., 1982) must be found.

The Byzantine Generals Problem is a thought experiment portraying the difficulties in
making decisions for a Byzantine army about to attack. Within the army, platoon leaders
and generals cannot be sure if a traitor is among them and thus must find an effective way

to coordinate their attack and not set themselves up for failure (ibid.).

The various Blockchain software pieces commonly offer five major and different
consensus mechanisms to solve the Byzantine Generals Problem and guarantee trust to

the network members. The consensus mechanisms can either be permissionless,
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allowing “everyone in the world” (Zheng, et al., 2017, p. 559) to participate, or
permissioned in which case the authority responsible for the Blockchain has to give a new
user permission to join the network. All five instruments of consensus are defined by eight
basic parameters which can vary in their specific application depending on the consensus

mechanism in place (Seibold & Samman, 2016):

. Authentication: A participants identity needs to be verified;
o Decentralized governance: There is no central facility to provide authority over

transaction completeness;

o Fault tolerance: Individual server or node failure will not affect the network
efficiency;

o Integrity: The transaction validity is enforced through hash sum comparison.

o Nonrepudiation: A way to ensure “irrefutable evidence regarding the transfer of a

message from the originator to the recipient’ (Zhou & Gollmann, 1996, p. 55);

o Performance: The software considers the networks physical limitations, such as
scalability or throughput;

o Privacy: The system guarantees that only intended recipient and originator can
read and access the transaction; and

o A quorum structure: A set of rules protecting “the consistency and availability of
replicated data despite the benign failure of data repositories” (Malkhi & Reiter,
1998, p. 203).

Additionally consensus protocols need to be

o consistent, so that all consensus makers only make decisions that are final and

contain the same value;

o valid, as in the final value was originally put in by one of the consensus makers;
and
o wait-free, so that agreement is reached within a limited quantity of steps

(Barborak, et al., 1993).

The five major consensus mechanisms applied by different Blockchain software packages

are the following:

o Proof of Work [PoW]: The PoW framework requires participating network nodes
to vote for attaching a specific, newly created Block to the current branch via the
provision of computing capacity (mining) in order to solve a mathematical puzzle
and for example find a new hash value smaller than the nonce in the current
parent block (Gervais, et al., 2016). If a mining node has found a Block fulfilling

this requirement, it broadcasts its Block and hash value to its peers for verification.
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The advantages of this system are its openness as everyone with hardware to
solve the puzzle can attempt doing so, as well its resilience against Denial-of-
Service (DoS) attacks. The latter attempts to flood the network with false Blocks,
which is made impossible as only Blocks with the required nonce values will be
accepted by the network. On the negative side, the computationally intensive
design of this consensus system leads to high levels of electricity consumption
(O'Dwyer & Malone, 2014), thus negatively impacting the global carbon dioxide
emission (Becker, et al., 2013). A second risk is posed through a consortium of
mining nodes (Kroll, et al., 2013) controlling more than 50 percent of the
Blockchain’s computing capacity to solve the hash puzzles. This majority
ownership would allow the conglomerate for example to change consensus rules,
censor transactions or perform malicious double-spending. Proof of Work is
currently implemented in the majority of Blockchain software packages (Gervais, et

al., 2016) and common for permissionless Blockchains.

o Proof of Stake [PoS]: Since Proof of Work consensus is considered to waste a
noteworthy amount of energy (Watanabe, et al., 2016), an alternative method of
achieving consensus, Proof of Stake, is being explored to reduce the energy
dependency of Blockchains (King & Nadal, 2012): instead of network nodes
investing their computational resources into solving mathematical challenges, the
idea of PoS evolves around the idea that those nodes that are more invested into
the Blockchain network will be more likely to support the success of the network
and less likely to sabotage it (Yaga, et al., 2018). The investment in this scenario is
the amount of cryptocurrency (the stake) any given user holds as part of the
network. Four approaches on how a Blockchain can treat a stake are: coin aging
systems, delegate systems, multi-round voting and random selection of staked

users (ibid.).

o Coin aging systems, also coin age PoS: these refer to the age feature of
a staked cryptocurrency in order to allow a node with a higher stake to
publish more blocks to her branch of the Blockchain. Each coin has a
cooldown timer attached to it, and is being triggered whenever the owning
node uses it to create and publish a new Block, so that this stake cannot be
used to publish another Block until the cooldown has ended. The older and
more substantial the measure of cryptocurrency coin a given node is
holding, the more likely it is chosen to publish the next Block. With regards
to stockpiling older cryptocurrency coins in pursuance of higher influence

over the network, the system contains an inherent maximum probability of
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winning: once this maximum is reached, older and more coins will not
make it more likely for the node to win the race for the newest collection of
transactions.

o Delegate Systems, also Delegate PoS: under this scheme all network
participants are voting for some among them to become publishing nodes
(or miners) responsible for verifying transactions and bundling them into
new Blocks (Kiayias, et al., 2017). The voting procedure is continuous and
in similar fashion to granting publishing rights to a node, a negative quorum
will result in the withdrawal of this publishing right. The risk of broadcasting
right recall and associated reputation as well as rewards incentivizes
positive behaviour of the elected agents. In this context each user’s stake
is used to weigh their voting ability (Xu, et al., 2017).

o Multi-round voting: based for example on the coin aging system, the
Blockchain network selects several nodes based on their user’'s stake in
the network to allow them to publish Blocks (Li, et al., 2018). Afterwards all
staked members of the Blockchain fabric vote which nodes proposed Block
should be published. Ultimately this might require more than one round of
voting, hence the naming convention.

o Random selection: occurs if the utilized system chooses a new publishing
node pseudo-randomly based on the ratio of their individual stake to the
overall available total stake of the Blockchain organization (Ferreira Jesus,
et al., 2018). If a node holds 15% of the full network stake, it would be
chosen 15% of the time to publish a new Block. This type of Proof of Stake

is also sometimes defined as chain-based PoS.

o Round Robin [RR]: This consensus mechanism is typically put to use in
permissioned Blockchain structures, as it pre-supposes trust among network
participants which cannot be guaranteed in permissionless systems. RR, originally
stemming from distributed systems research (Yaga, et al., 2018), requires that all
network participating nodes take turns in being miners. This way, it is ensured, that
an individual stakeholder creates the maijority of new Blocks. Figure 28 briefly

illustrates the RR concept for a 6 node set-up below.



Distributed Ledger Technology — A Solution To Bank Failure? Page 45

—  » 1st Round ——» 3rdRound @ -——-————- »  4th Round

________ » 2nd Round ——»  5th Round

Figure 28: Round Robin with 6 participating nodes (Ranganathan, et al., 2001, p. 9)

o Proof of Authority [PoA]: this algorithm relies “on a set of N trusted nodes called
the authorities” (De Angelis, et al., 2018, p. 3) acting as publishing nodes for new
Blocks and being verifiably linked to real-life individuals or organizations (Yaga, et
al.,, 2018). The system assumes that all network users constantly evaluate the
behaviour of these miners, which, based on the evaluation, either gain or lose
reputation. The higher any given miner’s prestige, the more likely it is to be able to
publish the next new Block. Due to the requirement for identified node owners
acting as publishing nodes, this consensus mechanism is only implemented in

permissioned Blockchains.

° Proof of Elapsed Time [PoET]: underlying this consensus concept is the idea
that each publishing network member runs specific, trusted hardware®* (Dinh, et
al., 2018) generating random timers with randomly selected time intervals to keep
the node idle (Eyal, 2017). The miner which’s idle state finishes first, will disclose
the next Block to the network and every other miner still idling, will awake from its

sleep so the process may begin anew.

In distinction to these five major consensus algorithms, various other computational
processes to achieve harmony on a Blockchain network exist: for example Proof of Burn
[PoB] or Proof of Capacity [PoC] (Chalaemwongwan & Kurutach, 2018). Similar to the five
major mechanisms, the aim of these other protocols is to reduce computational power
requirements and usually to apply to specific use cases, instead of the more widely

applicable major consensus mechanisms.

2 Examples of this are Intel's SGX and AMD’s Secure Technology platforms.



Distributed Ledger Technology — A Solution To Bank Failure? Page 46

Other Blockchain application scenarios outside Finance (Treleaven, et al., 2017) can be

found in:

o Education as a digital record of intellectual achievement in order to reduce
qualification fraud for example in job applications (Sharples & Domingue, 2016).

o Government, for example as an enabler of digital government initiatives for
electronic voting (Ayed, 2017).

o The Internet of Things [loT] (Conoscenti, et al., 2016): in which Blockchain
applications might process sensor data automatically, allow devices to
communicate with each other and autonomously execute tasks (e.g. turn on the
water heater 15min after a homeowner started her car in the evening on a workday

to provide her with hot water for a shower after her 40min commute home).

o Insurance, where they should be able to speed up claims processing (Gatteschi,
et al., 2018).
o Intellectual Property, for example through Non-Disclosure Agreements [NDA] (de

la Rosa, et al.,, 2016), “decentralized trusted timestamping” (Schdnhals, et al.,
2018, p. 108) or Digital Rights Management [DRM] and Conditional Access
Systems [CAS] (Kishigami, et al., 2015). The information stored on the Blockchain

serve as certification of existence and reference to the idea’s/document’s author.
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3.4.3 Smart contracts

Smart contracts are part of the Blockchain version 2.0 (Swan, 2015), the technology
advance that followed after the initial Blockchain concepts utilizing cryptocurrencies for
payments between anonymous parties without trusted middleman, and one step before

decentralized autonomous organizations [DAQOs] (Figure 29).
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Figure 29: Blockchain technology subdomains (Morabito, 2017, p. 32)

The concept of a smart contract was first introduced (Christidis & Devetsikiotis, 2016) by
Nick Szabo® as “a computerized transaction protocol that executes the terms of a
contract’” (Szabo, 1994). He proposed to rewrite contractual definitions, for example
“delineation of property rights or collateral’ (Szabo, 1997), into machine code and embed
them into soft- and/or hardware to reduce the requirement for intermediators and the
manifestation of accidental or malicious anomalies potentially requiring legal intervention

to be resolved.

According to Szabo (ibid.) a smart contract is not dissimilar to a vending machine: each
user of the machine is entering into a contractual exchange with the apparatus; currency
is entered by the user, the machine dispenses change and the chosen product based on
the displayed price. The automaton’s till is encased in a lockbox and the overall machine
is protected through hardened material as well as other security mechanisms in order to
ensure a burglar’s requirements to penetrate the system are more costly than the contents

of the cash register (Szabo, 1997).

% According to the New York Times, Szabo might have worked as a contractor for David Chaum'’s firm
DigiCash for a couple of months (https://www.nytimes.com/2015/05/17/business/decoding-the-enigma-of-
satoshi-nakamoto-and-the-birth-of-bitcoin.html).




Distributed Ledger Technology — A Solution To Bank Failure? Page 48

Algorithmic trading can be considered another example of a smart contract (Kdlvart, et al.,
2016): computer to computer trading has consistently been on the rise®® while strictly
human to human trading has declined (Chaboud, et al., 2014). The utilized software in this
automated market is slightly different from Blockchain Technology, as it relies on
centralized SQL databases, but similar to a smart contract, these trading programs act

autonomously when specific events occur.

In the context of Blockchain technology, a smart contract is “a program that runs on the
Blockchain and has its correct execution enforce by the consensus protocol” (Luu, et al.,
2016, p. 254). In this, it is similar to stored procedures in a relational database (Christidis
& Devetsikiotis, 2016), which, given a permitted user request, run and produce an output.
Every smart contract is stored as a script on a suitable Blockchain protocol, for example
Ethereum (Buterin, 2014) or Hyperledger (Androulaki, et al., 2018), and in order for the
result of the smart contract to be valid, all executing members of the Blockchain network
need to obtain the same conclusions when individually executing the smart contract. Any
confirmed result will be recorded as valid transaction on the next published Block (Yaga,
et al., 2018).

A more complex smart contract is the decentralized autonomous organisation. Such
organizations? are defined as “long-term smart contracts that contain the assets and
encode the bylaws of an entire organization” (Buterin, 2014). The objective of a DAO
would be to transform conventional corporate governance into computer code in order to
allow organizations broader scale and flexibility while maintaining formal corporate
structures (Wright & De Filippi, 2015). In this fashion the decentralized autonomous
organization could become the evolution of the publicly held business corporation Jensen
& Meckling (1976) envisioned, in which agency costs could be reduced even further due
to strict and unchangeable, software based contracts. Existing proposals for Blockchain
based voting (Wang, et al., 2018) (McCorry, et al., 2017) indicate that it would be possible
to allow DAO shareholders to participate directly and location independent in the
organizational decision making as long as they are able to access the Blockchain network.
This would remove the necessity for a central management authority steering the
corporation, as well as lower operational costs. Accountability of all decisions as well as
the business actions is automatically enforced since all transactions are secured through

the Blockchain’s encryption and integrity mechanisms.

% Some estimates assume more than 50% of the European and North American equity trade.
%" The American technologist and author Daniel Suarez gives a fictional example of a worldwide DAO in his
two part novel series Daemon (2006) and Freedom™ (2010).
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In order to prevent banking failure in the future, a financial institution would have to be
built following a decentralized autonomous organization blueprint in which the founders
and future members of the corporation would be able to participate in and vote on the full
decision making process. Due to the distributed ledger being available to every member in
the network, information (for example about bad investment choices) could not be hidden
from the public’s eye, as every new participant would automatically receive the full ledger.
Smart contracts would serve as the autonomous controlling mechanism, making sure to
alert users to unsavoury behaviour or even directly removing their funds from the
organization. This is visualized in Figure 6: all transactions of a bank are accessible via a

public, permissionless ledger mitigating any type of information manipulation.
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Figure 6: Simplified auditing process chart for distributed ledger
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3.5 Conclusion

The technological viability of distributed ledger technology has opened up the pathway for
changing the way businesses and organizations, but also individuals operate. Making
transactions of any form transparent, but also immutable against retro-active change
without consent from the transacting parties, as well as the participating network allows to
conceptualize and to implement new organizational forms preventing mistakes from the

past (as pointed out by Maull et al. (2017) in their flowchart below).
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Figure 30: Distributed Ledger Themes (Maull, et al., 2017, p. 484)

Preventing information loss and mismanagement through a public Blockchain or
likeminded technologies while also granting access to the same information to every
interested party, will act as an effective governance tool to supervise organizational
behaviour. Adding the capability of legally viable, automated smart contracts enacting
specific, pre-agreed transactions immediately upon perceiving a pre-defined trigger (such
as news headline), allows this governance to even be executed without manual

intervention.

Moreover, with regards to legal requirements for a viable contract (adequate
consideration, capacity, legality mutual assent, as well as offer and acceptance), the
information symmetry guaranteed via the transparency of the distributed ledger will allow

the contracting parties to verify the other parties claims and assurances.
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In order for this potential disruption to current business conduct and governance
approaches to occur though, the technology will have to be adopted widely in the four
spheres: economic, political, social and technical (Woodside, et al., 2017). There exist
advantages and disadvantages to distributed ledger technology adoption in these four
categories, but two current obstacles to wider adoption are the political consideration of
Blockchain based currencies as unregulated markets (ibid.), as well as concerns over the
privacy and security of the technology (Li, et al., 2017) (Joshi, et al., 2018). One element
of the first barrier is currently under revision of the U.S. Securities and Exchange
Commission [SEC]: the Cboe BZX Exchange Inc. has petitioned the commission to allow
the trade of a Bitcoin based exchange-traded fund [ETF] (Securities and Exchange

Commission, 2019).

Implementation strategies and approaches are keys for every successful technology
adoption especially with potentially far reaching consequences such as distributed ledger
technology. It will require large scale government involvement for regulation of the
systems and taxation of its associated currencies (Lehdonvirta & Castronova, 2014), as
well widespread user adoption. Some of these factors will be discussed in chapter four in

the Bitcoin case study.
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Chapter 4 — Case Study: Bitcoin vs. Fiat Currency

4.1 Introduction

This chapter discusses Bitcoin’s potential to be widely adopted for conducting business
and transacting payments. It also analyses its impact on the environment through the
network’s energy requirements, as well as takes a look at the volatility between Bitcoin

and fiat currency exchange.

4.2 Distributed Ledger Technology — Bitcoin

4.2.1 The Tragedy of the Commons and Bitcoin’s Answer

The initial Blockchain 1.0 concept was proposed by an unknown entity with pen name
Satoshi Nakamoto (2008) through a whitepaper detailing a solution how to possibly
answer the tragedy of the commons problem in distributed networks. The tragedy of the
commons, originally introduced “in 1833 by a mathematical amateur named William
Forster Lloyd” (Hardin, 1968) and popularized by the U.S. American philosopher Garrett
Hardin in a 1968 article published in Science, describes a thought experiment in which a
common piece of land is shared by various cattle herders. Hardin continues to describe in
his game theory concept how it would be advantageous for each herder to bring additional
animals to the piece of land resulting in a situation in which, if all herders only considered
their own economic situation, the common would be overgrazed and depleted to the
economic detriment of the whole group of herders. The simplified situation of two herders
1 and 2 is graphically represented in Table 2. It is an application of the prisoner’s dilemma

(Tucker & Straffin Jr., 1983) to the tragedy of the commons situation.

Herder 2
Add more cattle Do not add cattle
Herder 1 Add more cattle (-1,-1) [B] (1,-2) [N
Do not add cattle (-2,1) [A] (10,10) [E]

Table 2: The prisoner's dilemma applied to the tragedy of the commons

The four values “-2, -1, 1 and 10” represent payoffs to the two herders within the game
theoretical mind-set. If only one of the two herders adds additional cattle to the land, she

will receive additional economic pay-off, while her counterpart will not (either “I" or A”).
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Assuming both herders are economically self-interested, they will anticipate that the other
side will add cattle to the land and in order to not lose out themselves will also add cattle.
This leads to situation “B”, which represents the tragedy of the commons in which the land
is overgrazed. The favourable situation “E” will only be achieved if both participants do not
set additional cattle to graze on the common land. According to Hardin, rational self-
interest in context of shared, limited resources must lead in eventual depletion of said

resources (Hardin, 1968).

Nakamoto argues that their proposed incentive scheme? and proof of work concept (for
new Block creation “may help encourage nodes to stay honest’ (Nakamoto, 2008, p. 4) as
well as continue to contribute to the network and act in the networks favour. Further
research following Nakamoto’s publication revealed, that this proposal would not be
sufficient to avoid the tragedy of the commons problem (Pilkington, 2016) and that
ultimately network participants, given enough computing resource accumulation (Bentov,
et al., 2014) would only act in their self-interest. Thus, they would not be aligned with the
benefits of the network any longer. Other distributed ledger technologies following
Bitcoin’s lead have taken this into consideration and try to address the challenge with

different consensus mechanisms.

Additionally to the weakness of Bitcoin’s proof of work consensus mechanism resulting
from the tragedy of the commons (e.g. through a 51% attack (Bastiaan, 2015) (Saad, et
al., 2019)), the technology and its associated cryptocurrency have fallen prey to two major
and many smaller thefts in recent years: the Mt. Gox Bitcoin exchange hack in 2014
resulting in an estimated loss of USD 500 million (McMillian, 2014) and the Coincheck Inc.
hack with an estimated loss of USD 530 million (Wilson & Wada, 2018).

Despite these circumstances, Bitcoin remains the most traded cryptocurrency and most
popular DLT according to the rankings of Coinranking (Figure 31), Coinbase (Figure 32)
and CoinMarketCap (Figure 33).

% The incentive structure in the Bitcoin network provides miners with Bitcoin currency for their efforts in
providing computing resources to the network.
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COINS PRICE MARKET CAP 24H CHANGE
- . = o 1.29%1
1 Bitcoin $5,308.79 $93.73 billion
0.67
2 4 Ethereum $173.52 $18.23 billion
0.15
: € xrp $0.3307 $13.88 billion
N N o 1.55
4 Bitcoin Cash $302.67 $5.37 billion
. . 0.20
s @ Litecoin $81.04 $ 4.98 billion

Figure 31: Coinranking screenshot (Coinranking, 2019a)

1 3 Bitcoin BTC $5,326.12 40.23% $94.08 Trade

2 9 Ethereum ETH $174.01 71.91% $18.48 Trade
3 8 XRP XRP $0.33 6204%  $13.98 Trade
4 Bitcoin Cash BCH $302.86 74.03%  $5.48

5 Litecoin LTC $81.61 44.82% $5.0B Trade

Figure 32: Coinbase screenshot (Coinbase, 2019)

# Name Market Cap Price Volume (24h) Circulating Supply  Change (24h) Price Graph (7d)
1 Bitcoin $94,329,634,356 $5,342.70 $13,816,411,563 17,655,812 BTC 1.39%
2 4 Ethereum $18,392,280,090 $173.94 $6,378,062,228 105,737,311 ETH 0.64%
3 X XRP $13,870,746,646 $0.330486 $966,714,234 41,970,748,057 XRP * -0.22%
4 [0l Bitcoin Cash $5,381,854,930 $303.40 $1,221,058,152 17,738,688 BCH 1.54%
5 @ Litecoin $4,998,797,626 $81.38 $2,604,057,805 61,422,984 LTC -0.29%

Figure 33: CoinMarketCap screenshot (CoinMarketCap, 2019)

This popularity is supported by the acceptance of Bitcoin by global cryptoasset service

providers (Figure 34). Almost all surveyed service providers support Bitcoin technology.
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Figure 34: Service provider support for cryptoasset (Rauchs, et al., 2018, p. 30)

It is interesting to note though, that while Bitcoin dominates the monthly on chain
transaction volumes, Ethereum, the second most popular technology according to the
above rankings, is used much more often for payment processing (Figure 35).

On-chain Transaction Volumes and Number of Payments
800,000

$10
700,000

600,000

Zcash (ZEC)

Daily average on-chain transaction volume ($billion)
&
I g
@
Pl
Average number of daily payments

100,000
Bitcoin Cash (BCH;
0

2016Q1 2016Q2 2016Q3 2016Q4 2017Q1 2017Q2 2017Q3 2017Q4 2018Q1 2018Q2 2018Q3 2018Q4

BTC - Volume (Ihs) I ETH-Volume (Ihs) B BCH - Volume (Ihs) LTC - Volume (Ihs) B ZEC- Volume (Ihs)
BTC - Payments (rhs) === ETH - Payments (rhs) === BCH - Payments (rhs) LTC - Payments (rhs) == ZEC - Payments (rhs)

Figure 35: Transaction volumes and number of payments on multiple DLTs (Rauchs, et al., 2018, p. 37)
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4.2.2 Conducting Business with Bitcoin

Considering Bitcoin’s strength in payment processing, its technology adoption hinges on
the availability of users being able to conduct business transactions via the network and
being able to transform virtual currency into fiat money® (Swan, 2015) for example

through high street automatic teller machines [ATMs].

According to the statistic published by coinmap.org, there are currently 14659 venues
accepting Bitcoin for payments globally (Coinmap, 2019)®. Utilizing the website’s time bar
reveals this number to be the result of a steady growth of businesses adding this
functionality to their portfolio initially starting on the 26™ of February 2013 with 3 venues to
the current number on the 16" of April 2019. This acceptance growth is mirrored by the
number of ATMs accepting cryptoassets being deployed (Figure 36), even though the two
largest markets in this regard are North America and Europe in first and second place
respectively (Coin ATM Radar, 2019c). The global amount of cryptoasset capable ATMs
is estimated to be 4628 (Coin ATM Radar, 2019a).

et changes

Crypto ATMs n

2015

Figure 36: ATMs accepting cryptoassets - net changes globally (Coin ATM Radar, 2019b)

? Fiat money is a currency which has been established typically through governmental regulation and often is
without intrinsic value.

%0 According to the same data, there are at the moment 15 local businesses accepting payments in Bitcoin in
the greater Dublin area.
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In comparison, the World Bank and the International Monetary Fund [IMF] estimated the
global amount of regular ATMs per 100,000 adults in 2017 to be 43.504 (The World Bank
& International Monetary Fund, 2017). The corresponding global population of 2017 was
7.53 billion people (United Nations Population Division, 2017) of which 8.696% were aged
65 years and above (The World Bank, 2017a), and 65.363% were aged between 15 and
64 years (The World Bank, 2017b). Together 74.059% of the global population, about
5,576,642,700 people, were above 15 years old in 2017. This places the global amount of
ATMs at roughly 2,426,063 based on the IMF, World Bank and United Nation statistics.
The ATM Industry Association [ATMIA] as “leading non-profit trade association
representing the entire global ATM industry” (ATM Industry Association, 2019a) estimates
the amount of installed ATMs at “over 2.2 million” (ATM Industry Association, 2019b)

machines globally.

Contrasting the amount of cryptoasset capable ATMs with the amount of regular ATMs
(4628 machines to ~2.4 million machines) reveals the prevalence of Bitcoin technology
still to be in its infancy. With consideration to the fact that Bitcoin is still the most popular
distributed ledger technology, the challenges in instrument of payment, security and

regulation clarify that much is still to be done before the technology will be widely adopted.
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4.2.3 Environmental impact of Bitcoin

Bitcoin’'s proof of work consensus mechanism requires network nodes to provide
computing resources to participate in its activity in exchange for receiving Bitcoin
currency. Since 2017 the technology platform has received more and more media as well

as public attention due to rising Bitcoin valuation (Figure 37).

Bitcoin $5,239.44 omesu-

Figure 37: Bitcoin currency exchange price (USD) development 2014 to 2019 (Coinranking, 2019b)

This led to an increase in participants joining the network and a “hardware arms race”
(O'Dwyer & Malone, 2014, p. 282) in order to increase the likelihood of being the node
that mines a new Block for the network and gains the currency reward. The Bitcoin
platform is averaged in such a way, that the algorithm expects the discovery of a new
Block at around ten minutes. The method to keep it this way is the difficulty of solving the
mathematical puzzle under the PoW scheme. With the increase in processing power
provided to the network the solutions require a more and more calculating intense process

in order to keep the Block discovery time average at ten minutes.
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This has driven the overall network energy consumption to an estimated 56.093 terawatt
hours [TWh] per year on the 19" of April 2019 (Digiconomist, 2019a) for the Bitcoin
network (Figure 38).

100
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Zoom Im 3m 6m YTD 1y Al From Feb 2,2017 To Apr 27,2019
-~ Estimated TWh per Year Minimum TWh per Year

Figure 38: Bitcoin energy consumption (Digiconomist, 2019a)

The total energy consumption for Switzerland, Greece and Colombia in comparison are
58.45 TWh (2015 estimate), 53.05 TWh (2015 estimate) and 60.11 TWh (2017 estimate)
respectively (Central Intelligence Agency, 2019). According to the CIA World Factbook
estimates (ibid.), the Bitcoin network consumes more energy than 170 individual countries

on planet earth.

Adding five other major distributed ledger platforms (Bitcoin Cash, Ethereum, Litecoin,
Monero and ZCash) to the Bitcoin energy consumption index reveals the following Figure
39.
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Figure 39: Estimated energy consumption range for six major DLTs (Rauchs, et al., 2018, p. 82)
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The combined energy consumption of these six platforms was estimated to be 111
terawatt hours annually (Rauchs, et al., 2018). This is five TWh annually more than the
estimated total annual energy consumption of the Netherlands in 2015, as well as more

energy consumption than 183 individual countries (Central Intelligence Agency, 2019).

4.2.4 Bitcoin Volatility

Figure 37 indicates a sharp rise and fall of Bitcoins currency valuation in USD between
November 2017 and April 2018 from USD 6,235 up to USD 19,500 down again to USD
7,034 (Coinranking, 2019b) with a current valuation of USD 5,270 (20. April 2019). It
poses the question about the reliability and volatility of the Bitcoin as a currency. Baur, et
al. argue “Bitcoin’s return properties are very different from traditional asset classes
including currencies” (2018, p. 187) and find that “Bitcoin is mainly used as a speculative
investment despite or due to its high volatility and large returns” (ibid. p. 178). This notion
is supported by Cheah & Fry (2015) attributing Bitcoin a fundamental value of zero due to
its high volatility and thus being prone to speculative bubbles. Some research also
indicates intentional manipulation of Bitcoin valuation through bots (Gandal, et al., 2018)
or Ponzi scheme like pump-and-dump scams (Simser, 2015) (Hamrick, et al., 2018). It
remains questionable if the observed volatility in the past can be overcome on a not-
access restricted distributed ledger technology under which users are only restricted by

the amount of physical processing power they are able to supply to the network.

4.3 Conclusion

This chapter discussed distributed ledger technology adoption based on the example of

Satoshi Nakamoto’s Bitcoin.

o Despite its almost eleven year old tenure as the first viable distributed ledger
technology and its inspiration of countless other technology platforms seeking to
improve upon technological shortcomings (such as the proof of work consensus
mechanism), Bitcoin has only gained popularity as speculative financial
instrument. Only few business transactions can be conducted using its currency
form, since accepting businesses, as well as teller machines for fiat currency

conversion are few and far between on a global scale.

. The estimated energy consumption of the network is massive and rivals that of
Switzerland.
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o Additionally, the technology has been proven to be unreliable from a security

perspective in two major thefts.

Based on these shortcomings and the lack of code based smart contract implementation
on Bitcoin, it appears unlikely for it to become a widely adopted technology platform
outside speculative investment. The Ethereum platform on the other hand was iterated
and built with improving upon Bitcoin’s shortcomings in mind and allows for Turing-
complete programming logic to facilitate autonomous smart contracts (Buterin, 2014). It
already outperforms Bitcoin in some metrics (Figure 35) and as part of Blockchain 3.0

(Swan, 2015) is more likely to be widely adopted in the future than its parent Bitcoin.
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Chapter 5 — Summary

Satoshi Nakamoto released the Bitcoin technology platform with the following message
included in Bitcoin’s genesis Block®: “The Times 03/Jan/2009 Chancellor on brink of
second bailout for banks” (De Filippi & Wright, 2018, p. 205). The message most likely
refers to The Times article “Chancellor Alistair Darling on brink of second bailout for
banks” (Elliott & Duncan, 2009) published at 12:00 am on the 3™ of January 2009.
Speculating on the meaning of this message is difficult without knowledge of the identity of
Nakamoto. It is possible though, that the publication of Bitcoin including this specific
message was done, because the authoring entity wished to provide the means to combat
banking and financial system failure in the future. However this is also speculation, the

real reason might never be known outside Nakamoto.

Nevertheless, it served as inspiration for this thesis, which explored two research

questions:

1. Has information mismanagement contributed to banking failure during the global
financial crisis from 2008 to 20127?

2. Can distributed ledger technology address this information handling negligence

and provide a solution to minimize the risk of future large scale bank failures?

In order to do so, chapter 2 analysed and quantified banking failures in the United States
and in Europe. During the investigation, examples of all four types of information failure
(Figure 1) are found in the proceedings of the aftermath of the global financial crisis 2008
to 2012. These information management malpractices contributed to bank failures and

some, such as information secrecy, are still commonly employed in the industry.

Information

Loss Falsification Misinterpretation Secrecy

Figure 1: Four types of information failure

* This Medium post explains the decryption process how to access the message:
https://medium.com/splytcore/simple-decryption-of-satoshi-nakamotos-hidden-message-in-the-blockchain-
42b5fe9b3c72 [accessed: 28" of December 2018].
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In chapter 3, this thesis proposes and discusses distributed ledger technology as an
alternative to current data management solutions in order to resolve the problem of
information mismanagement and improve upon the regulatory processes around banking
auditing. A public, permissionless distributed ledger, for example through Blockchain
technology and smart contracts, would allow moving from the current auditing process
(Figure 5) prone to information carelessness to a system (Figure 6) allowing for full

information and transaction access for all interested parties.

*All transactions of a specific financial services
institutions are recorded in their ledgers.

Ledger

ledgers and creates a report according to the
report

applicable accounting and reporting standards.
eThe regulatory authority
Regu Iatory receives the auditing report
: and investigates it for legal
review and regulatory compliance.

Figure 5: Current, simplified auditing process chart

Aud|t|ng ] *An external auditor assesses the institutions

Financial
Services

Institution

Distributed
Ledger

General

Regulator

audience /
Public

Figure 6: Simplified auditing process chart for distributed ledger
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Chapter four contrasts the Bitcoin technology and currency with fiat currency and finds
limitations in conducting business through the platform, as well as identifies energy

consumption as a problem for distributed ledger technologies.

With regards to the two research questions, the answer to both must be “Yes”. Distributed
ledger technology can provide a potential technological solution to information
mismanagement caused banking failure by opening up the information and transaction

pool of financial services institutions to provide full transparency at any given time.

Due to constraints in the technology itself (e.g. security, network speed for large ledgers,
etc.), owed to the young nature of the different versions of DLT 1.0, 2.0 and 3.0 (Swan,
2015), it is unlikely, that a decentralized permissionless Blockchain will be employed for
the purposes discussed in this thesis in the next five to ten years. Nonetheless, once the
technology is matured and the basic parameters of regulatory frameworks are set, it will
provide an effective tool to minimize the risk of banking failures. Financial services
institutions at that point, will become autonomously managed decentralized organisations

that are automatically supervised by every member wishing to do so.
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5.1 Lessons Learned

5.1.1 Distributed Ledger Technology — a Two Edged Sword

The global industry analyst Gartner marks Blockchain technology to be five to ten years

away from mainstream adoption (“Plateau of Productivity’) and at the end of hype

scenario (“Peak of Inflated Expectations”) garnering large popular attention (Figure 40).
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Figure 40: Hype Cycle for Emerging Technologies, 2018 (Panetta, 2018)

This popular attention was found in particular during the period November 2017 to April

2018 when Bitcoin currency speculations drove the valuation close to USD 20,000. The

speculative nature of these investments, the hope of many investors (without full

understanding of the risks of the new technology) to have found a get rich quick scheme

(Vasek & Moore, 2015) and the accompanying media coverage support Gartner’s notion,

that there is still work to be done until distributed ledger technology and Blockchain are

widely adopted. This strong interest is also mirrored in research where Konstantinidis et

al. (2018) found a drastic increase of primary studies published from 2015 to 2017 (Figure

41).
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Figure 41: Primary Blockchain studies distribution per year (Konstantinidis, et al., 2018, p. 392)

In this context, the media attention might even have negative impacts on the rate of
adoption, since the speculative bubble, as well as technology exploit based thefts have
created a bad reputation for Blockchain technologies. It should be clear that based on
individual use cases, a specific technology, fitting for the required scenarios, should be
chosen instead of propagating a one fits all solution. This is true for existing technologies
and does also apply to distributed ledgers. They are not the right choice under every
circumstance some have made them out to be. To provide some guidance, Figure 42
below provides a flowchart to identify specific use cases under which Blockchain would be

helpful.
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Figure 42: Flowchart to identify Blockchain use cases (Yaga, et al., 2018, p. 42)
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5.1.2 Data on Failed Banks in Europe

Contrary to the United States of America where the FDIC publishes annual data on bank
failure among there member institutions, the situation in Europe is quite different. On level
of the European Union, no similarly tasked organization exists, as banking insurance is
coordinated on a national level with the individual associations only having a common
communication platform through the EFDI. As a result, published information on the scale
of the FDIC is scarce within Europe, as no obligation for the individual deposit insurer
exists to provide their data to the public. This prevents an effective analysis of the full

extent of banking failure in Europe.

5.1.3 The Unclear Legal Situation of Distributed Ledger Technology

Satoshi Nakamoto paved the way for a new technology platform based on a synthesis of
fast peer-to-peer global networking, advanced cryptography and data resilience. It brought
with it a virtual currency, not backed through a precious metal (Eichengreen, 1995),
commodity standard (Hall, 1982) or governments and the assets of a national central
bank, for example the Federal Reserve Banks [Feds] in the United States (Board of
Governors of the Federal Reserve System, 2017). As a result of Nakamoto’s proposals,
enthusiasts, cryptographers, early adopters and companies have taken it upon
themselves to build and improve upon DLT systems, but the aligned currencies still fall
into a class of unregulated activities and unclear legal status. The European Central Bank
[ECB] warned: “Currently, if VCS [Virtual Currency Schemes] have a legal status at all, it
is unclear and the key actors are generally neither requlated nor supervised” (European
Central Bank, 2015). Nonetheless, the European Court of Justice considered Bitcoin to be
a means of payment (European Court of Justice, 2015) but specifically referred to the
virtual currency and did not make a statement on the technology platform itself. Concerns
about the privacy of public, permissionless distributed ledgers (Gabison, 2016) as well as
the legal validity of self-executing and —enforcing smart contracts (Wright & De Filippi,
2015) have given rise to the discussion of Lex Cryptographia (De Filippi & Wright, 2018).
Based on the idea of Lex Informatica (Reidenberg, 1997) Lex Cryptographia is considered
to be a new, yet fully to be defined, subset of laws and regulations influenced by four
regulatory levers (code, law, market forces and social norms) (De Filippi & Wright, 2018)

that would remove trusted intermediaries completely, but rather re-define their roles to

play.
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5.2 Conclusion

Considering that DLTs are still in their early phases (Figure 40) of implementation and
adoption it is not surprising that regulatory frameworks are still underdeveloped and
discussed by legal decision makers. Federal discussion platforms, such as the EU
Blockchain Observatory and Forum*? provide the opportunity to contribute and participate

in the development of regulatory standards for the future of the technology.

With the words of Bob Dylan: “The Times They Are a-Changin” (1963) and given time, as
well as solutions to such problems as security, environmental impact and networking
speed, distributed ledger technology might prove as useful as the internet. It is important
to keep in mind though, it is not a one-fit-all solution to solve every problem it sometimes

is made out to be.

82 https://www.eublockchainforum.eu/
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Appendices
Appendix A
Year FDIC insured FDCI failed Failure
institution banks Rate
1990 15158 382 2.52%
1991 14482 271 1.87%
1992 13853 181 1.31%
1993 13221 50 0.38%
1994 12604 15 0.12%
1995 11971 8 0.07%
1996 11454 6 0.05%
1997 10923 1 0.01%
1998 10464 3 0.03%
1999 10222 8 0.08%
2000 9904 7 0.07%
2001 9614 4 0.04%
2002 9354 11 0.12%
2003 9181 3 0.03%
2004 8976 4 0.04%
2005 8833 0 0.00%
2006 8680 0 0.00%
2007 8534 3 0.04%
2008 8305 30 0.36%
2009 8012 148 1.85%
2010 7658 157 2.05%
2011 7357 92 1.25%
2012 7083 51 0.72%
2013 6812 24 0.35%
2014 6509 18 0.28%
2015 6182 8 0.13%
2016 5913 5 0.08%
2017 5670 8 0.14%

Table 3: U.S. Bank failure rate 1990 to 2017
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Appendix B

Bank Name Country Closing date
Parkhead Credit Union Limited United Kingdom Apr-2019
Greater Milton and Possilpark Credit Union Ltd United Kingdom Mar-2019
Independent Portfolio Managers Ltd United Kingdom Dec-2018
Qudos Insurance A/S United Kingdom Dec-2018
Horizon Insurance Company Ltd United Kingdom Dec-2018
K&C Credit Union Ltd United Kingdom Oct-2018
Dial-A-Cab Credit Union Ltd United Kingdom Sep-2018
Harp Credit Union Ltd United Kingdom Sep-2018
My Community Bank Wales United Kingdom Aug-2018
Alpha Insurance A/S United Kingdom May-2018
Beaufort Securities Ltd United Kingdom Mar-2018
Strand Capital Ltd United Kingdom May-2017
Gable Insurance AG United Kingdom Nov-2016
Enterprise Insurance Company Plc United Kingdom Jul-2016
UK Car Group Ltd United Kingdom Dec-2015
Balva AAS Insurance United Kingdom Jul-2014
European Risk Insurance Company hf. United Kingdom Apr-2014
Millburn Insurance Company Ltd United Kingdom Dec-2013
Hypo Alpe-Adria-Bank International Austria Dec-2013
SNS REAAL Netherlands Feb-2013
Sparekassen Lolland Denmark Jan-2013
Toender Bank Denmark Nov-2012
North Yorkshire Credit Union United Kingdom Nov-2012
Lemma Europe Insurance Company Limited United Kingdom Oct-2012
Tamworth Credit Union United Kingdom Sep-2012
TT Hellenic Postbank Greece Aug-2012
Waltonian Credit Union United Kingdom Aug-2012
Caixa Geral de Depésitos Portugal Jun-2012
Banco BPI Portugal Jun-2012
Millennium BCP Portugal Jun-2012
Norton Insurance Services Ltd United Kingdom May-2012
Alpha Bank Greece May-2012
T Bank Greece May-2012
Bankia Spain May-2012
Pallister Credit Union United Kingdom May-2012
Permanent TSB Ireland Apr-2012
Banca Network Investimenti Italy Jan-2012
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Latvijas Krajbanka Latvia Nov-2011
Bankas Snoras AB Lithuania Nov-2011

Max Bank Denmark Nov-2011

Dexia Belgium Oct-2011

Fijordbank Mors Denmark Aug-2011

Crystal Clear Home Loans Ltd United Kingdom Jul-2011
Wilmslow Financial Services Plc United Kingdom Jul-2011
Irish Nationwide Building Society Ireland Jul-2011
Banca UBAE S.p.A. Italy Jun-2011
Welcome Financial Services Ltd United Kingdom Mar-2011
Amagerbanken Denmark Feb-2011

Havant Area Savers Credit Union United Kingdom Jan-2011
Keater Ltd United Kingdom Dec-2010

EBS Building Society Ireland Dec-2010

Bank of Ireland Ireland Nov-2010

The Exchange Insurance Company Ltd United Kingdom Oct-2010
Eik Bank Denmark Sep-2010

Allied Irish Bank Ireland Aug-2010
Caja Sur Spain May-2010

Bright Finance Ltd United Kingdom Apr-2010

Sofia Bank Finland Mar-2010
Capinordic A/S Denmark Feb-2010
Presbyterian Mutual Society United Kingdom Jan-2010
Chelsea Building Society United Kingdom Dec-2009
The Aldgate Insurance Company Ltd United Kingdom Nov-2009
Promise Finance Ltd United Kingdom Oct-2009
Picture Financial Services Plc United Kingdom Jul-2009
Eurolife Assurance (International)Ltd United Kingdom Apr-2009
Caja Castilla La Mancha Spain Apr-2009
Dunfermline Building Society United Kingdom Mar-2009
Banco Popolare Italy Mar-2009
Straumur Burdaras Iceland Mar-2009

Fionia Bank Denmark Feb-2009

Anglo Irish Bank Ireland Jan-2009
London Scottish Bank United Kingdom Dec-2008
Royal Bank of Scotland Group United Kingdom Nov-2008
EBH Bank Denmark Nov-2008
Parex Bank Latvia Nov-2008
Kommunalkredit/KA Finanzbank Austria Nov-2008
Barnsley Building Society United Kingdom Oct-2008
Landsbanki Iceland Oct-2008
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Bradford & Bingley United Kingdom Oct-2008
Glitnir Bank Iceland Sep-2008
Fortis Netherlands & Belgium Netherlands & Belgium Sep-2008
Halifax Bank of Scotland United Kingdom Sep-2008
Hypo Real Estate Holding AG Germany Sep-2008
Kaupthing Iceland Sep-2008
Roskilde Bank Denmark Aug-2008
Northern Rock United Kingdom Feb-2008
Highlands Insurance Company (UK) Ltd United Kingdom Nov-2007
AA Mutual International Insurance Services Ltd United Kingdom May-2007

Appendix C

CobbleStone Software CobbleStone Contract Insight Enterprise Edition
Exari Exari Contracts

SAP Ariba SAP Ariba Contracts

Symfact Symfact Contract and Compliance Software Portal
Thomson Reuters Thomson Reuters Contract Express

[Based on Sommers & Conaughton (2018)]



