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Abstract

The failure to understand privacy policies is a problem faced by most individuals.
Even legal experts have been known to misinterpret statements in privacy policies.
This problem leads many people to participate in, or consent to activities that jeopar-
dise their privacy based on incorrect assumptions.

The work presented in this research aims to begin the investigation of a particular
method of evaluating privacy policies. The evaluation is based on whether enough
information has been provided and whether the information is stated in a sufficiently
clear manner. This strategy of evaluation is informed by the theory of Contextual In-
tegrity, a theory a of privacy that considers it to be the appropriate flow of information
and judges it based on normative societal standards.

This dissertation begins the development of an analytical framework based on this
literature to conduct this evaluation. This framework is implemented using Semantic
Web technologies, a set of standards for representing and sharing information typi-
cally contained in web resources. Preliminary applications of the framework in this
project present promising results. However, this dissertation presents this framework
as a proof of concept that serves as an initial investigation into its real world viabil-

ity.
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1 Introduction

1.1 Motivation

The introduction of the internet in public life has enabled many public services to
transfer their operations online. Furthermore, the advent of a global network has

introduced new kinds of services and products to consumers worldwide.

As a result, there has been an increasing requirement for the users of these products
and services to expose their personal data to these service providers. In order to
protect the privacy of consumers, policy makers have intervened by legally requiring
that companies and service providers disclose certain information. For example,
GDPR (a European data protection regulation) requires that the processing categories
that users’ personal data undergo be disclosed[4]. In practice, this obligation has been
tulfilled through the provision of privacy policies. One of the main goals of these
privacy policies is to inform consumers about the data handling practices associated
with the product/service. This is so that users can make informed decisions about

whether to use a particular product/service.

Numerous research however, has shown that this goal is often not achieved[5, 6].
Users often draw the wrong conclusions about the implications of various data
handling practices outlined in privacy policies. This causes them to participate in
data handling practices that require them to expose personal data, with uninformed

expectations.

This mismatch between what users expect will happen to their personal data and
what actually happens to it, is the basis for the motivation underlying this research

project.

This project describes the development of an analytical framework for evaluating
data handling practices in privacy policies based on the theory of Contextual
Integrity (CI)[7]. Cl is a theory of privacy that attempts to evaluate the

appropriateness of information flow based on the expectations of the public.



As privacy policies outline the data handling practices associated with a
product/service, it is possible to extract from them various instances in which
information flows from a sender to a recipient. Based on the facts provided
surrounding these information flows, the extent to which they conform to or violate
specific rules or standards can be assessed. It follows that the ideas of CI can be used
to appraise the information flows extracted from the privacy policies in order to
establish the degree to which they align with the expectations of the public.

The challenge then is about establishing how these information flows can be
represented in accordance to the theory of CI. Furthermore, it is necessary to
determine how to identify instances in which CI has been violated. It is precisely
these question that this research project attempts to answer.

The viability of using Semantic Web technologies to implement the framework
developed in this project is explored. The ability of the data models in this domain to
model information using standard vocabularies renders it an attractive exploration
avenue for the representational requirements of the framework. Moreover, the
inference and reasoning properties conferred by these technologies suggest their
viability for the evaluation of the data models according to some normative
standards.

1.2 Research Goals

1.2.1 Research Question
The research question addressed in this dissertation is:

"How to represent and evaluate the flow of information as outlined in privacy
policies based on the theory of Contextual Integrity using Semantic Web
technologies?"

1.2.2 Research Objectives

The research objectives are:

1. Survey the relevant literature for understanding the current state of the art for

representing information in privacy policies.

2. Develop an analytical framework for representing CI and identifying CI
violations in privacy policies and implement it using Semantic Web
technologies.

3. Develop an interface for visualising CI violations in privacy policies.



1.3 Dissertation Structure

Chapter 2 - Background

Chapter 2 introduces the major concepts and technologies used in this project. The
theory of Contextual Integrity is presented as a foundation for the representation and
evaluation of data handling practices described in privacy policies. A review of the
Semantic Web, a set of standards and best practices for sharing information in a
machine readable way, provides insights into techniques for representing and
querying data using standard vocabularies. The key technologies used for these
purpose are described. Finally, GDPR[4] is introduced along with DPV[2], a standard
vocabulary based on the terminology in GDPR.

Chapter 3 - Theoretical Foundations

In chapter 3, the theory upon which the rest of the project is founded on is presented.
A review of the state of the art provides an understanding of existing techniques for
representing information flows in privacy policies. This chapter also explores a range
of analyses for evaluating these information flows. The concepts required to conduct
the representation and evaluation as outlined by research objective #2 are identified
from related work. Finally, the general structure of the framework developed based
on this investigation is presented with a description of its intended uses along with

some discussion.

Chapter 4 - Informational Representation

Chapter 4 builds on the theoretical foundations established in chapter 3. It outlines
the implementation of the framework developed in chapter 3 using Semantic Web

standards. This is done in order to achieve reasearch objective #2 in its entirety.

Chapter 5 - Proof of Concept - Implementation

In this chapter the framework developed is applied to an existing privacy policy. The
results are analysed and discussed and the conclusions drawn from the exercise are
presented. This chapter also outlines the development of a web application used to
visualise the evaluation results. The dissemination of the project resources as well as
the source code is described. The work described in this chapter achieves research

objective #3.



Chapter 6 - Summary

This chapter provides a commentary on the project as a whole. The research
objectives along with discussions of their achievement or lack thereof are outlined.
Possibility for future work is described and the contributions made by this project are
stated. Some final remarks inspired by the undertaking of this project conclude the

chapter.



2 Background

This chapter provides an overview of the main topics relevant to this project. It
begins with Section 2.1 which presents the theory of Contextual Integrity. The general
framework of the theory including its central claims are outlined. Subsequently, some
of the applications of the theory are presented. In section 2.2 the Semantic Web is
introduced. Its goals as well as the main technologies therein are briefly covered and
its role in this project is described. Section 2.4 introduces DPV which is a vocabulary
used in this project (the concept of a vocabulary in this context is explained in Section
2.2). Finally, the chapter closes with Section 2.3 by offering a brief description of
GDPR.

2.1 Privacy as Contextual Integrity

Contextual Integrity (CI) is a theory of privacy. In this theory, privacy is defined as
appropriate flows of information that conform to contextual informational norms[7].
According to the theory, contextual informational norms govern different settings
(contexts) in which information is transmitted[3]. A further claim of the theory is that

privacy conceptions are based on ethical concerns that evolve over time.

The context of an information flow is described by 5 parameters: data subject, data
sender, data recipient, the attribute or type of information and transmission principle. The
data subject is the person to whom the data refers. Transmission principles are
conditions imposed on the information flow that sanction or prohibit it. These 5
parameters are referred to as the CI-Tuple[7]. The omission of any of the parameters
in the CI-Tuple in a description of the information flow is considered a violation of
CL

These contexts determine informational norms. An example of such a norm is: it is
appropriate for an employee (data subject & data sender) to share medical records (data
type) with his/her physician (recipient) to receive medical advice(transmission
principle). However, it is not appropriate for him/her to share it with an employer. It

is based on these contexts and norms that the appropriateness of information flows



are appraised. It is upon this consideration of normative societal standards that the
theory has been selected to inform this research project.

Contextual Integrity has been used to investigate IoT device practices[8]. [9] used
Contextual Integrity to survey crowd-workers’ privacy expectations regarding
information flows in education. The theory has also been used to examine GDPR
regulations[10].

2.2 Semantic Web

The Semantic Web is a set of standards developed by the W3C (World Wide Web
Consortium)[11]. Its goal is to provide a common framework that allows data to be
reused across different domains[12]. The standards defined in the semantic web
allow the encoding of semantics with the data. It is based on these capabilities that
the technologies in the Semantic Web have been selected for the following work. The
following sections introduce some of the key standards in this domain.

Key Technologies

RDF

RDF (Resource Description Framework) is a data model. It is generally used to model
information represented in web resources[13]. However, it can be used to model
information about any resource. A resource describes the same concept as an object

in Object Oriented Design.

The basic building block of RDF is the triple. A triple is expressed in the form of a
subject, a predicate and an object. For example we might represent the concept of a
book having 200 pages in the form of a triple as follows: the resource being described
and the subject of the triple is the book, the predicate is hasNumberOfPages and the
object is 200 (See Figure 3.2). The subject and predicate of a triple are represented as
URIs[14] and the object can be represented as a URI or a literal such as a string or an

integer[15]. Triples can be joined such that the object of a triple can become the

Book ]7hasNumberOfPag954>[ 200

URI URI Literal

Figure 2.1: RDF Triple

subject of a new triple. This creates a mathematical graph with a set of vertices as

subject and object URIs and a set of edges as predicates. As representations of entire



domains can result in billions of triples. The data graphs are typically stored in
databases called triple stores which are optimised for performing reasoning and

operation on these triples.

As RDF is an abstract model, the particular encoding for resources varies depending
on the serialisation format used. These are different types of file formats for
representing the resources and graphs. The most popular serialisation formats are
RDF/XMLJ[16] and Turtle Syntax[17]. Figure 2.2 demonstrates syntax examples for
these formats.

<rdf:Description rdf:about="subject"=
<ex:predicate=

RDF/XML <rdf:Description rdf:about="object"/=
</ex:predicate=

</rdf:Description=

Turtle subject ex:predicate object.

Figure 2.2: RDF serialization formats[1]

RDFS

RDEFS (RDF Schema) is another Semantic Web standard. It is a language for
describing vocabularies in RDF. In this context, a vocabulary is a set of terms,
typically with its own namespace and standard format and it is stored in RDF format.
Namespaces are denoted with prefixes. In Figure 2.2 the predicate of the Turtle

syntax triple has the prefix "ex:".

RDFS allows class definitions for resources as well as range and domain attributes for
properties. This enables a system reasoning on a data graph to make certain
inferences. Consider the following example:

We can define a property playslnstrument and give it a domain of class Musician and a
range of class Musicallntrument. Given a triple with subject Bob, predicate
playsInstrument and object Violin, a system reasoning on this data graph can infer that
the Bob resource is a member of the class Musician and that the Violin resource is a
member of the class Musicallnstrument (see Figure 2.3). This information does not

need to be explicitly asserted in the data graph.

Bob ]~playsMusicallnstrument4>[ Violin

Inferred class: Domain: Musician Inferred class:
Musician Range: Musicallnstrument Musicallnstrument

Figure 2.3: Class inference from RDFS metadata



Along with classes and subclasses, RDFS allows the creation of subproperties (not
available in traditional Object Oriented Design).

OWL

OWL (Web Ontology Language) builds on RDFS and it is used to create ontologies:
“Ontologies are formal definitions of vocabularies that allow you to define complex
structures as well as new relationships between your vocabulary terms and between
members of the classes that you define”[18]. OWL metadata enables additional types
of reasoning (see Figure 2.4).

Inverse
properties
isDoctorOf < » isPatientOf

[ Bob ]*isDoctorOf—)[ Alice ]

Inferred relationship

........................................

—_————

........................................

Figure 2.4: OWL metadata inference

SPARQL

SPARQL (SPARQL Protocol and RDF Query Language) is the query language for
RDF graphs. SPARQL queries are composed of two clauses: a SELECT clause and a
WHERE clause. SELECT clauses are used to construct the result of the query.
WHERE clauses contain triple patterns which are constructs used to match against the

RDF graph being queried[18]. See the following example of a SPARQL query.

SELECT 7patient

> WHERE {

7?doctor :hasPatient 7patient

When a triple store is queried with the above query, it matches against all triples that
have the hasPatient predicate. The subject resources of these triples are returned. Note
that ?doctor and ?patient are simply variables that represent the object and subject

resources respectively.



SHACL

SHACL (Shapes Constraint Language) is a W3C specification. It is used for validating
data graphs with a set of constraints. These constraints are defined using constructs
called Shapes. See the following example of a SHACL validation shape.
:simpleShape a sh:NodeShape ;
sh:targetClass :Musician ;
sh:property [
sh:path :playsMusicallnstrument ;
sh:message "No instrument specified for the musician" ;
sh:class :Musicallnstrument ;

sh:minCount 1 ;

2.3 General Data Protection Regulation (GDPR)

GDPR is a regulation on privacy and data protection in the EU[4]. It provides
refinements to existing rules surrounding practices around data protection. The
regulation demands greater responsibility from organisations that handle personal
data.

GDPR concerns itself with two types of data: personal data and special category personal
data. According to the regulation itself, “‘personal data’ means any information relating to
an identified or identifiable natural person (‘data subject’)”[4].

Special category personal data on the other hand refers to personal data relating to
"data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or
trade union membership, and the processing of genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health or data concerning a natural
person’s sex life or sexual orientation”[4].

GDPR only sanctions the processing of this latter category of data in the event that
the data subject has given their explicit consent. This category of personal data was

called sensitive personal data under previous Irish legislation[19].

Organisations in the EU that process personal data are subject to the regulation
regardless of whether they process the data in EU or not[19]. Organisations outside
the EU that process personal data of EU citizens must appoint an EU

representative[19].

The penalty for serious breaches of GDPR includes a €20 million fine or 4% of the
annual global turnover of the organisation. The greatest of the two applies. Less
serious breaches include a potential fine of €10 million or 2% of the annual global

turnover[19], again whichever amounts to the greater fine. In addition to these



sanctions, individual states in the EU can introduce their own fines.

The regulation consists of 11 chapters and each chapter contains several articles.

2.4 Data Privacy Vocabulary (DPV)

The information recorded by GDPR compliant products and services about user data
and indeed about the compliance itself, must be inter-operable in order to provide
transparency in its usage[20]. It is partly in acknowledgement of this necessity that
DPV has been created. Its authors argue that “such interoperability can be enabled
through agreement over vocabularies using linked data principles”[20]. Linked data
principles provide best practices for linking data in the Semantic Web.

In order to evaluate the flow of information in privacy policies as per the
requirements of the framework to be developed, a number of objectives must be
achieved. Firstly, information about personal data and data practices must be
modelled. Moreover, the data model should facilitate inferences about the
compliance of specific actions with some normative standards. DPV lies at the
confluence of these objectives. The vocabulary captures concepts in the domain of
privacy and data protection. Due to its interoperability aims, it provides standard
terminology, based on GDPR, at varying levels of specificity. The vocabulary is thus
hierarchical in nature, resulting in its wide domain of application. See Figure 2.5 for
the base terms in the vocabulary. Furthermore, as it is compliant with Semantic Web
standards, it inherits the inference and reasoning capabilities of the technologies
presented in Section 2.2.

This project leverages these properties of the vocabulary in the execution of both the
representational and evaluation requirements of the framework developed.

PersonalDataCategory Fhas?ersonalDataCategory% PersonalDataHandling HhasDataController DataController

Processing iy hasprocessing——— 7hasRecipient4>

Purpose M——  hasPurpose——— ———hasDataSubject DataSubject
hasTechnicalOrganisationalMeasure
LegalBasis haslLegalBasis— ‘ |
=| TechnicalOrganisationalMeasure

Figure 2.5: DPV base vocabulary [2]

il
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Summary

This chapter presented an overview of the main topics and technologies relevant to
the work carried out in this project. The theory of Contextual Integrity was discussed.
The Semantic Web, along with some of the main standards and technologies therein
was explored. Finally, GDPR and DPV were introduced.
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3 Theoretical Foundations

A theoretical foundation for the technical work undertaken in this project is
established in this chapter. This is the theory required to develop an analytical
framework intended to be used for the representation and appraisal of information
flows in privacy policies, as required by research objective #2. Consequently, the
general structure of this framework is also established in this chapter.

The chapter begins with a review of the state of the art in Section 3.1. Firstly, the
literature is explored in order to determine the relevant variables needed to evaluate
information flows based on the privacy expectations of the public. Another objective
motivating this exploration is identifying existing techniques for representing the
information contained in privacy policies. This task achieves research objective #1. A
range of analytic tools for the evaluation of this information is also explored. Section
3.2 begins by introducing some of the standard terminology recurring in this
document. Subsequently, the role of the transmission principles derived at the end of
the section is described. The processing categories considered in the scope of the
evaluation are also described. Section 3.3 presents a rubric intended to establish the
means by which information flows are appraised. Section 3.4 presents the framework
developed as a result of this work. It also provides an example demonstrating its
application to a privacy policy. A discussion of the framework through a critical lens
along with a summary of the work undertaken conclude the chapter.

3.1 State of The Art

A survey of the relevant literature is intended to inform on the current practices for
representing information contained within privacy policies. Furthermore, strategies

for the appraisal of this information are examined.

In [21] the researchers use CI theory to determine whether personal data handling
practices outlined in privacy regulations conform to the privacy expectations of the
public. The researchers administer the survey designed in [22] by another set of

researchers, which according to the survey designers "is effective for discovering

12



privacy norms in general".

The results of this work demonstrate the primacy of transmission principles for
changing the manner in which data handling practices are perceived by the public. In
the cases where no transmission principle was specified in a given information flow,
the survey respondents rated the information flow as being less acceptable. What can
thus be concluded from this work is that transmission principles must play a central
role in evaluating information flows, if this evaluation is to be done in accordance to
the privacy expectations of the public. As a result the evaluation of information flows
in this project involves deriving a set of transmission principles against which they

are assessed.

Research carried out in [3] in contrast, looks at evaluating CI in privacy policy
information flows by annotating them using CI parameters (parameters in CI-Tuple).

An example of such an annotated information flow is illustrated in figure 3.1.

We [Facebook|™ """ also collect contact in-
formation®! "t te that sender propide if you

upload, sync or import this information
o

(such as an address book) from a device.

Figure 3.1: Annotated information flow[3]

The researchers specify a set of guidelines for identifying each CI parameter in any

given information flow. These are summarised in Table 3.1.

13



CI Parameter

Annotation Guideline

Sender

Any entity (person, company, website, device, etc.) that transfers
or shares the information. This may be a pronoun or a specific en-

tity, such as “Company A,” “strategic partners,” or “publisher.”

Recipient

Any entity (person, company, website, device, etc.) that ulti-

mately receives the information. This may be a pronoun or a

ars

specific entity, such as “third party,” “developer,” “other users,”

or “Company B and its affiliates.”

Transmission principle

Any clause describing the “terms and conditions under which
[...] transfers ought (or ought not) to occur” [7]. This includes
descriptions of how information may be used or collected. Ex-

e

amples include “if the user gives consent,” “when an update oc-

curs,” or “to perform specified functions.”

Attribute Any description of information type, instance, and/or example,
such as “date of birth,” “credit card number,” “photos,” or, more
generally, “personal information.”

Subject Any subjects of the information exchanged in a flow. Subjects

may be explicitly stated or implicitly described using pronouns

and possessives.

Table 3.1: CI parameter annotation guidelines from [3]

The researchers demonstrate the range of analyses allowed by this annotation

methodology. What follows is a non-exhaustive list accompanied by

explanations:

1. Comparison of CI parameters

2. Incomplete information flows

3. CI parameter bloating

4. Vague and ambiguous flows

3.1.1 Comparison of CI Parameters

The same instance of an information flow across two version of the same policy is

analysed and compared. See Table 3.2 for an example of how the Sender parameter of

an information flow in Facebook’s ! privacy policy compare across two versions of

the policy.

Thttps:/ /www.facebook.com /policy.php

14




CI Parameter | Previous Updated
Sender people you | specific friends or ac-
share and | counts, friends and fol-
communicate lowers, other people using
with Facebook and Instagram,
people

Table 3.2: Comparison of the Sender parameter in two version of Facebook’s privacy
policy[3]

Though this method of comparison has its applications, it is deemed out of the scope

of this research project as the privacy policies are examined in isolation.

3.1.2 Incomplete Information Flows

Information flows that have missing CI parameters are identified. As an example the
researchers in [3] have identified the following information flow as missing the
transmission principle parameter:

"We share information we have about you within the family of companies that are part of
Facebook.”

This is because there are no conditions that sanction or prohibit this

transmission.

This type of analysis is useful for evaluating isolated instances of information flow
and thus has been included in the set of evaluation techniques applied to information
flows in this project.

3.1.3 CI Parameter Bloating

This is a phenomenon in which an information flow contains several parameters of
the same type. According to [3] this adds to the cognitive effort required to isolate
single information flows from privacy policy statements. Consider Figure 3.2.

15
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seruders reciplert

lishers can send us information
through Facebook Business Tools that they
use, including our social plug-ins (such as
the Like button), Facebook Login, our APIs
].".l"

and SDKs or the Facebook pixel®®. These

partners provide information about your®"/®
activities off Facebook including informa-
tion about yvour device, websites you visit,
purchases you make, the ads you see and
how you use their services whether or not

you have a Facebook account or are logged

in to Facebook™ ! butes,

Figure 3.2: parameter bloating analysis [3]

It is possible to obtain multiple information flows given this description by giving
certain parameters different values. For instance one information flow could have
"advertisers" as the Sender parameter and another could have "app developers" as
the value of Sender. If this is done for multiple parameters it becomes unclear which

information flow are valid and could thus potentially take place.

This evaluation technique is deemed out of the scope of the research project.

3.14 Vague and Ambiguous Flows

Information flows that utilise vague terminology as defined in [23] are identified. As
described in Section 2.1, CI violations occur when the description of an information
flow omits one or more CI-Tuple parameters. However, it stands to reason that if a
parameter is included but it is not clear exactly how to interpret it then it has not been
provided in a satisfactory manner and it should also constitute a violation. For this
reason, this type of analysis is considered relevant for this research project. Section
3.3.2 provides a more comprehensive description of how this evaluation technique

has been adapted to this research project.
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3.2 Transmission Principles

3.2.1 Standardising the Nomenclature

Recall that the necessity of transmission principles for evaluating information flows
has been established. As GDPR [4] is used to derive the transmission principles to be
used in the framework, in the cases where CI theory and GDPR present different
terms to describe the same concept, the terms introduced by GDPR have been
adopted. This is the case for the concept of an information flow, which appears in its
analogous form in GDPR as an instance of personal data handling. This is also the case
for the data type parameter of the CI-Tuple. This is referred to as personal data.

The personal data collected in privacy policies can sometimes be supplied directly by
the data subject. However, there are cases in which the data originates elsewhere. For
instance, browsing preferences can be collected from browser cookies. For this reason
the term source has been adopted in this project to represent the sender parameter of
the CI-Tuple as it is deemed to be a better descriptor of the concept.

Within the relevant literature, different terminology has sometimes been used to refer
to contextual informational norms, a central concept in CI theory (see Section 2.1).
Some examples are: societal norms, privacy norms and privacy expectations [6, 21].
In order to maintain consistency, contextual informational norms will be the phrase used

in this project. Table 3.3 offers a summary of these variances in terminology.

Term/phrase in CI theory | Term/phrase used in this project
sender source

information flow personal data handling

data type personal data

Table 3.3: Nomenclature adopted in this project

3.2.2 Role of Transmission Principles

As aforementioned, CI attempts to capture the appropriateness of information flows
according to contextual informational norms. Results from [21] demonstrate that
transmission principles are a primary variable for determining the acceptability of
data handling processing as perceived by the general public. The transmission
principles derived in this project are thus intended to capture a set of high level
contextual informational norms that can be used to evaluate data handling practices

outlined in privacy policies.
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3.2.3 Processing Categories

In GDPR the concept of data processing is defined as:

"'processing’ means any operation or set of operations which is performed on personal data or
on sets of personal data, whether or not by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction;”

Many of these processing categories can be identified in privacy policies. However,
as CI only evaluates privacy based on information flow, only the processing
categories that can be seen as executing some sort of transmission lend themselves to
analysis according to the theory. Three processing categories have therefore been
identified as relevant for this project. These are collection, sharing and storage and

these are interpreted as instances of transmission as follows:

1. Collection - This can be regarded as a data processing instance in which

personal data is transmitted to the entity performing the collection.

2. Sharing - This refers to a processing instance in which personal data that has
been collected is transmitted to a 3rd party.

3. Storage - This can be regarded as a data processing instance in which the

transmission takes place across an extended period of time.

3.2.4 Deriving the Transmission Principles

A set of 8 transmission principles was derived in this project. These are listed below
in Table 3.4 and they outline the information that must be included in privacy

statements in order for them to conform to the contextual informational norms.

The transmission principles derived were based on GDPR [4] as the regulation is a
source of normative privacy statements. It is assumed for the purposes of this
research that these statements express contextual informational norms to some

extent.

The GDPR regulation consists of 99 articles distributed across 11 chapters[4]. The
normative privacy statements considered relevant for this project are found in
Chapter 2 - Article 5 entitled: Principles relating to processing of personal data. Of
these principles, the ones used to derive the transmission principles are listed

below.

Personal data shall be:
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* collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes... (GDPR Article 5.1 (b))

e kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed... (GDPR Article
5.1 (e))

* processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures...
(GDPR Article 5.1 (f))

# Transmission Principle Source

TP1 | The personal data that is being processed | CI-Tuple

should be specified.
TP2 | The data subject should be specified. CI-Tuple
TP3 | The data source should be specified. CI-Tuple

TP4 | The recipient (processors and 3rd parties) | CI-Tuple
should be specified.

TP5 | All collected personal data should have a | GDPR Article 5.1 (b)
specified purpose for its collection.

TP6 | All stored personal data should have a | GDPR Article 5.1 (e)

specified purpose for its storage.

TP7 | All personal data that is shared with a 3rd | GDPR Article 5.1 (e)
party should have a specified purpose for

its sharing.

TP8 | All personal data processing instances | GDPR Article 5.1 (f)
should have technical or organisational
measures associated with them to ensure

appropriate security of the personal data.

Table 3.4: Transmission principles

The first four transmission principles were derived from the theory of Cl itself. These
are used to ensure that for any given personal data handling instance, the parameters
in the CI-Tuple are included.
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3.3 Violations

In order to evaluate personal data handling instances according to CI theory, it is
necessary to establish precisely what constitutes a violation of a transmission
principle. Based on the state of the art explored in Section 3.1, two violation
categories have been adopted for this project: Incompleteness and Vagueness. A

description of these categories follows.

3.3.1 Incompleteness

This violation category represents the omission of any of the information required by
the transmission principles. Consider the following personal data handling

instance:
"We collect your email address.”

In most privacy policies, there will be sufficient information to reasonably infer that
"We" refers to the data controller and "your" refers to the data subject. What cannot be
inferred however, is the purpose for the collection of this particular personal data
(assuming that no other statement in the privacy policy specifies the purpose for
collection). This is thus treated as an incompleteness violation as it fails to provide
the information required by the transmission principles #5 and #8:

TP5: All collected personal data should have a specified purpose for its collection. (from
GDPR Article 5.1 (b))

TP8: All personal data processing instances should have technical or organisational measures
associated with them to ensure appropriate security of the personal data. (from GDPR Article

5.1 ()

This type of analysis is central to the evaluation task. Research in this area has shown
that in cases where information is missing from privacy policies users often
unwittingly supplement the information provided, using their own assumptions

[5, 6]. Much work has been done in the area of privacy policy comprehension. Some
of this work focuses on the lexical analysis [24, 25] other work focuses on the
semantic analysis [26] of these documents. This explains the difficulty that untrained

readers have in analysing privacy policies.

3.3.2 Vagueness

It is often the case that information included in a privacy policy is obfuscated with
legal jargon or unclear wording [27]. This often leaves readers with an unclear
picture of the personal data handling instance causing them to make judgement
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errors [5]. Some research shows that even legal experts often have difficulty
deciphering information contained within privacy policies [28]. The vagueness
violation category represents personal data handling instances in which the
information required by the transmission principles is included but considered vague
according to the standards presented below.

As privacy policies are documents in which information is expressed in natural
language, a standardised framework is required to maintain consistency in the
appraisal of the statements. [23] provide 4 subcategories for differentiating the ways
in which statements in privacy policies can be vague. These offer clearer guidelines
for identifying vague statements. What follows is a description of each of these
categories as well as some example phrases that can serve as heuristics for
determining whether the violation has taken place.

1 - Conditionality
Definition: the action to be performed is dependent on a variable or unclear trigger.
Examples: depending, necessary, appropriate, inappropriate, as needed...

2 - Generalization

Definition the action or information types are vaguely abstracted with unclear
conditions.

Examples: generally, mostly, widely, commonly, usually, normally, typically,
often...

3 - Modality

Definition: the likelihood or possibility of the action is vague or ambiguous.
Examples: may, might, can, could, would, likely, possible, possibly...

4 - Numeric quantifier

Definition: the action or information type has a vague quantifier.

Examples: certain, some, most...

3.4 Resultant Framework

The resultant framework is a series of steps intended to be applied to a privacy
policy. At its highest level the framework contains 2 steps: the representation step
and the evaluation step. A description of these has been provided below:
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Term in annotation guidelines | Term in this framework
attribute personal data

subject data subject

sender data source

Table 3.5: Mapping of parameters from guidelines in [3] to their framework parameter
counterparts

3.4.1 Representation

The first step in the representation task is identifying personal data handling
instances in the privacy policy. Recall that personal data handling in this project is the
conceptual equivalent of an information flow in CI theory. A personal data handling
instance is an instance in which the personal data of a data subject is processed

according to one of the processing categories outlined in Section 3.2.3:
1. Collection
2. Sharing
3. Storage

Following the identification of the personal data handling instances, it is necessary to
identify the information required by the transmission principles in each of these
instances. These are: personal data, data subject, data source, recipient, purpose and
technical and organisational measure(TOM). This list shall be referred to as

"parameters" from this point onward.

The annotation guidelines developed in [3] are used to identify the subset of these
parameters that is present in the CI-Tuple. These are outlined in Table 3.1. Table 3.5
provides a mapping from the terms in these guidelines to the parameters used in this

framework.

The rest of these parameters (purpose and TOM) are identified using the descriptions
provided by the Data Protection Vocabulary[2]:

® Purpose: “The purpose of Data Handling...”

¢ Technical and organisational measure: “Technical and organisational
measures, for instance security measure, storage restrictions etc.

required /followed when processing data of the declared category”

Any one particular instance of this parameter set constitutes the representation of a
personal data handling instance according to this framework. In the event that the
privacy policy doesn’t specify a parameter, the parameter is considered empty. This is
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in order to ensure that this classification of a data handling instance doesn’t omit

processing instances with missing parameters.

Note that depending on the layout of the privacy policy, a personal data handling
instance may be contained in a single sentence, it may span the whole privacy policy

or it may span several sentences, paragraphs or sections.

3.4.2 Evaluation

The evaluation step of this framework involves assessing the data handling instances
against the violation categories presented in Section 3.3: incompleteness and
vagueness. In the case in which a parameter is missing from the representation, an
incompleteness violation is associated with the personal data handling instance. In
the event that a parameter is considered vague according to the vagueness categories
described in 3.3.2, a vagueness violation instance is associated with the personal data
handling instance.

3.4.3 Example

Consider the following example. It demonstrates the application of this framework to
an example minimal privacy policy containing 2 personal data handling
instances.

This privacy policy describes the usage of data about you when you interact with us or our
platform.

1. Data we use to provide and improve our services:
e Status updates that you post on our platforms.
* Email address that we may use for contacting you about promotional offers.
2. Privacy measures:
All the data that we collect is encrypted during its transfer.
Representation
Personal data handling instance #1 (PDH1):
¢ Personal data: Status updates.

* Data subject: User of the service. This can be garnered from the first sentence of
the policy.

* Data source: User of the service. "...status updates that you post..."
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* Recipient: Service provider. This can be garnered from the first sentence of the
policy.
* Purpose: To provide and improve the service.
¢ TOM: Encryption during transfer.
Personal data handling instance #2 (PDH2):
¢ Personal data: Email address.
¢ Data subject: User of the service.

* Data source: User of the service. Though it is not explicitly stated, the first
sentence of the policy, stating that data comes from user interaction with

platform or service provider, makes this a reasonable assumption.
* Recipient: Service provider.
* Purpose:
1. To provide and improve the service.

2. May be used to contact user about promotional offers.

TOM: Encryption during transfer.

Evaluation

PDHI:

There are no violations associated with this personal data handling instance. All
parameters are provided thus there are no Incompleteness violations. There have
been no vagueness violation categories identified thus there are no Vagueness

violations.

PDH2:

All parameters have been provided thus there are no Incompleteness violations.
There has been a Modality violation associated with this instance due to the purpose
parameter. Recall the Modality violation description:

“the likelihood or possibility of the action is vague or ambiguous.”

The use of the word "may" is an indication that this violation has occurred. Thus,
there is one Vagueness violation instance associated with this personal data handling

instance.

24



3.5 Limitations

The personal data handling instances of privacy policies have to be identified and
represented manually. This task can be laborious and time consuming. Furthermore,
given that it involves the interpretation of natural language, some variability in the
representations is expected. It is envisioned that machine learning and natural
language processing methods can automate this task. However, the implementation
of such methods falls beyond the scope of this project.

The output of the evaluation task, for any one personal data handling instance, is
binary. Therefore, the degree to which a particular personal data handling instance
violates a transmission principle cannot be determined. This framework is limited to
identifying whether a violation has taken place and the category of violation that has
taken place. The severity of the violations are not encoded in any way. Thus, given
any set of violation instances, there is no way to rank order it based on severity. This
analysis could be carried out through other means but the scope of this project is
limited to detecting the violations as a first step.

3.6 Summary

This chapter establishes a theoretical foundation for the technical implementation
outlined in chapter 4. It also presents the general structure of the analytical

framework developed in order to answer the research question.

The relevant literature was surveyed in order to determine the concepts required to
evaluate information flows based on the privacy expectations of the public. The
primacy and thus necessity of transmission principles for conducting this evaluation
was established. Existing research was also examined in order to discover current
methods for annotating privacy policies based on CI. This was done as a first step in
developing a strategy for representing information flows. Subsequently, a range of
analytic techniques for evaluating information flows based on these annotations was

explored.

For the purposes of maintaining consistency, some standard terminology was
established. The processing categories for personal data deemed relevant for this
project were identified and described and the rationale for their inclusion in the

project was outlined.

Subsequently, a set of transmission principles for evaluating personal data handling
instances was derived along with a means by which to categorise their

violations.
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Following this work, the resulting framework developed was presented along with
an example demonstrating its application to a minimal privacy policy. Some
limitations identified as a result of the manner in which the project was scoped were

presented at the end of the chapter.
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4 Informational Representation

The technical implementation following from the theoretical foundations presented
in chapter 3 is outlined in this chapter. This entails implementing the framework
developed using Semantic Web standards and it is the next step in tackling research
objective #2.

The chapter begins with an analysis of DPV in section 4.1 with the aim to establish its
sufficiency for representing the concepts required by the framework. The vocabulary
is then extended by adding additional properties and classes in order to fulfil the rest
of the requirements. The resulting vocabulary is used to represent an example
personal data handling instance as an RDF data graph.

The SPARQL and SHACL RDF standards (introduced in Sections 2.2 and 2.2
respectively) are then employed in subsequent sections. The former is used to
construct queries for the retrieval of personal data handling instances with violation
instances associated with them. The latter is used to construct validation shapes in
order to ensure that the RDF representations of the personal data handling instances
have been constructed correctly.

Finally, the chapter closes with a summary of the technical work undertaken in this

chapter.

4.1 Expressing Information as Machine-Readable Meta-
data

RDF and SPARQL are the standards used for information representation and data
querying respectively. These are presented in chapter 2.

The terms used to express the concepts being modelled are selected from DPV[2].
This vocabulary fulfils most of the framework’s representational requirements as its
properties and classes are based on GDPR personal data handling concepts. Many of

these concepts have their analogues in CI theory. This further motivates the use of
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this standard vocabulary in this project.

DPV is not explicitly based on CI theory. It is also not based on the framework
developed in this project. As a result, it has to be extended by adding properties and
classes in order for it to be able to represent the rest of the concepts needed to

implement the framework.

Before proceeding to the following sections, it is useful to note the distinction
between different usages of the word "instance". It is sometimes used to refer to the
occurrence of a class of events. It can also refer to a concrete instantiation of an RDF
resource (the subject or object of an RDF triple, see Section 2.2). For example, the
phrase "violation instance" can be used to refer to a situation in which a violation has
occurred. It can however also be used to refer to an RDF resource of class

Violation.

41.1 DPV Analysis

In order to establish the sufficiency of DPV to represent the concepts required by the
framework, it is necessary to compare these concepts with the set of classes and

properties provided by the vocabulary. The results of this exercise are outlined in
Table 4.1.

Concept DPV Class DPV Property

Personal data handling | PersonalDataHandling Not required

Personal Data PersonalDataCategory hasPersonalDataCategory

Data Subject DataSubject hasDataSubject

Data Source N/A N/A

Recipient Recipient hasRecipient

Purpose Purpose hasPurpose

TOM TechnicalOrganisationalMeasure hasTechnicalOrganisationalMeasure
Violation N/A N/A

Table 4.1: DPV Analysis

4.1.2 Extending the Vocabulary:

Following this analysis it can be concluded that the vocabulary needs to be extended

in order to be able to model the following concepts:

1. Data Source
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2. Violation

See figure 4.2 for an illustration of the extensions to the vocabulary. The yellow
classes as well as the blue properties are from the base class. The green classes and

red properties represent the extensions.

Data Source

The class DataSource has been added to represent the data source parameter. The
hasDataSource property has been added to associate a data source with a personal

data handling instance.

Violation

The class Violation has been added to represent a violation instance. Two subclasses of
Violation: Incompleteness and Vagueness have been added to represent the two
violation categories of the framework. Four subclasses representing the different
categories of vagueness violations in the framework have also been added:
Conditionality, Generalization, Modality and NumericQuantifier. Figure 4.1 is a diagram

of the class hierarchy for the violation extensions.

Violation
Incompleteness Vagueness
Conditionality Generalization Modality NumericQuantifier

Figure 4.1: Violation class hierarchy

The property hasViolation has been added to associate a violation instance with a
personal data handling instance. Lastly, a property hasViolatingParameter has been
added. This associates a parameter instance with a violation instance. It is intended
to denote the parameter of a personal data handling instance that caused the
violation. Note that as incompleteness violations do not have an instance defined for
the parameter that is missing, this last property will never be used to associate a

parameter with an incompleteness violation instance.
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Figure 4.2: DPV with extensions

4.1.3 Personal Data Handling Data Graph Example

Figure 4.3 illustrates an example of the following personal data handling instance
from fictional Company X represented in RDF using this vocabulary:

We collect users’ browsing behaviour and we may use it to improve our service. This data is
anonymised.

Note that the terms (properties and classes) from DPV are prefixed with “dpv:” given
that they have their own namespace. The terms introduced in this project, that form

the extended part of the vocabulary, are prefixed with “ci:".

Snippets of text have been added as description annotations in order to illustrate the
specific areas of the privacy policy being represented with the various classes.

In this particular example the purpose parameter has been associated with a
Modality violation. Recall the definition of this violation category:

"The likelihood or possibility of the action is vague or ambiguous.”

The use of the word may in the specification of the purpose adds a degree of
uncertainty to the likelihood that the action takes place.

4.2 Retrieving Violations with SPARQL

This type of RDF based representation lends itself to querying using SPARQL. A set
of queries has been developed to retrieve data handling instances with violations
associated with them. See appendix Al.1 for the entire set of queries.

4.21 Constructing Incompleteness Violation Queries

A straightforward way to retrieve personal data handling instances with
incompleteness violations is to construct a query that matches against all personal
data handling instances with an incompleteness violation instance (defined with the

Incompleteness class) associated with them. A set of queries has been constructed to
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ci:hasViolatingParameter

Violation

Class: Violation > Modality

Purpose

Class: Purpose

Description: We may use it to improve

our service

Data Subject

dpv:hasPurpose

Class: DataSubject

Description: Platform user

dpv:hasDataSubject

[€———ci:hasViolation|

Personal Data Handling

improve our service

Description: We may use it to

Class: PersonalDataHandling

Description: We collects users' browsing

behaviour and we may use it to
improve our service. This data is
anonymised.

Recipient

Class: Recipient

dpv:hasPersonalDataCategory

Data Category

Class: PersonalDataCategory

Description: We collect users'
browsing behaviour...

Description: Company x

dpv:hasTechnicalOrganisationalMeasure

ci:hasDataSource

Data Source

Class: DataSource

Description: We collect users’

browsing hehaviour...

Technical Organisational Measure

Class: TechnicalOrganisationalMeasure

Description: This data is anonymised.

Figure 4.3: RDF representation example

retrieve personal data handling instances that have incompleteness violations even in

the absence of this violation instance explicitly asserted. The queries all follow the

same general structure. Shown below is an example of a query intended to retrieve

personal data handling instances where the PersonalDataCategory parameter is
missing (see Section 2.2 for the general anatomy of SPARQL queries).

SELECT 7dataHandling

WHERE {

?dataHandling a dpv:PersonalDataHandling

filter not exists {

?dataHandling dpv:hasPersonalDataCategory 7personalDataCategory
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4.2.2 Constructing Vagueness Violation Queries

Two types of vagueness violation queries have been constructed. The first type
retrieves personal data handling instances that have vagueness categories associated
with them. The second type retrieves the vague parameters from the personal data
handling instances to which they are associated.

First Type

SELECT 7dataHandling

WHERE {
?dataHandling a dpv:PersonalDataHandling
7?dataHandling ci:hasViolation 7violation

?violation a ci:Conditionality

The query presented in this example matches against all personal data handling

instances with a Conditionality violation associated with them.

Second Type

SELECT 7?violatingParameter

WHERE {
?dataHandling a dpv:PersonalDataHandling
7?dataHandling ci:hasViolation 7violation
?violation a ci:Conditionality

?violation ci:hasViolatingParameter 7violatingParameter

The query presented in this example matches against violating parameters associated
with Conditionality violation instances.

4.3 Validating Data Graph with SHACL

In order to ensure that the SPARQL queries constructed above retrieve the violations
correctly, the RDF data graph must be constructed correctly. One possible way in
which a query may fail is if a personal data handling instance with a vagueness
violation instance associated with it fails to indicate which parameter caused the
violation. The following SHACL shape identifies instances in which this omission has
occurred.
:violationParameter a sh:NodeShape ;

sh:targetClass :Vagueness ;

sh:message "No violating parameter specified" ;

sh:severity sh:Violation ;

sh:property [
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sh:path :hasViolatingParameter ;

sh:minCount 1 ;

Incompleteness Parameters

A set of shapes for identifying data handling instances with missing parameters has
also been developed. These shapes don’t identify graphs with invalid structure as the
shape described in the preceding section does. As a result they have been omitted
from the main report, however they are included in appendix A1.2 for the interested

reader.

4.4 Summary

This chapter outlined the technical implementation of the framework developed in
chapter 3 using Semantic Web standards. This is was done in order to achieve
research objective #2. The sufficiency of DPV for representing the information
required was analysed. Based on the results of this analysis, the vocabulary was
extended. The extended vocabulary was then used to represent an example of a
personal data handling instance. Subsequently, the construction of SPARQL queries
to retrieve personal data handling instances with violations associated with them was
described. Additionally, the construction of SHACL shapes to validate the data

graphs was outlined.
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5 Proof of Concept - Implementation

This chapter begins by describing the process used to generate the data graphs that
represent personal data handling instances in a privacy policy. In section 5.1 the
framework is applied to an existing privacy policy in order to assess the efficacy of
the framework in a non-idealised context. The development of a web application

based on this framework is finally outlined in section 5.2.

5.1 Craigslist Privacy Policy Use Case

The framework was tested on the Craigslist privacy policy'. The brevity and
simplicity of its layout motivated its use as a first example of a non-idealised
application of the framework.

5.1.1 Structure & Content of Privacy Policy

The policy begins with a short paragraph stating its goals and identifying the entities
referred to in the document. This provides a means by which the actors participating
in data handling instances can be identified. The paragraph also issues a number of
caveats concerning the legal legitimacy of the document under certain

conditions.
The document contains four main sections as follows:
1. Protecting your privacy
2. Data we use to provide/improve our services and /or combat fraud/abuse:
3. Data we store
4. Circumstances in which we may disclose user data:

These sections all contain a list of privacy statements structured in bullet point

format.

Thttps:/ /www.craigslist.org /about/ privacy.policy
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5.1.2 Identifying & Representing Personal Data Handling Instances

Section 2 of the policy provides a starting point for identifying the personal data
handling instances. This is due to fact that it consists of a list of data categories which

implies the occurrence of data processing.

Recall that according to the framework presented in section 3.4, a personal data
handling instance is represented with a set of 6 parameters. Therefore, each data
category presented in section 2 of the policy can be used to represent the personal data
parameter of a personal data handling instance. Additionally, the heading of this
section provides information about the purposes of processing this data. The purpose

parameter can also therefore be identified from this section.

Having done this, the policy can be examined in order to identify the information
needed to represent the rest of the parameters required for each of these personal

data handling instances.

As aforementioned, the opening paragraph provides a means by which the actors
participating in each of these personal data handling instances can be identified. As a
result, the data subject and recipient parameters can tentatively be added to the
personal data handling instances, at this stage, in the absence of more information.
The process is inherently defeasible as further examination of the policy leaves open

the possibility of editing any parameter.

Section 1 contains statements about the protection of privacy. It therefore stands to
reason that it should be explored in order to identify any technical and organisational

measures employed.

This process of analysing the policy, looking for information to represent and update

the parameters is continued until no further updates can be made.

The privacy policy is examined in order to identify other processing instances. This
can result in the identification of yet more personal data handling instances. For
instance, section 3 mentions storage which is one the processing categories
considered by the framework. Furthermore, section 4 alludes to the possibility of
data sharing with 3rd parties, another processing category considered by the

framework.

5.1.3 Deriving the violations

The second step in the application of the framework involves evaluating the personal
data handling instances identified in the representation step. In order to identify

incompleteness violations, the personal data handling instances are examined. Each
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parameter that has not been represented at the end of the process outlined in the

previous section constitutes an incompleteness violation.

The personal data handling instances are once again examined in order to identify
vagueness violations. As a first step in this process, the statements used to identify
the parameters are examined in order to determine whether they contain any of the
heuristic phrases outlined in section 3.3.2. Examples of such phrases are: "as needed",

"may", "usually" and "some". The definitions of the vagueness categories are then
used to assess the statements.

5.1.4 Results & Analyses

11 personal data handling instances have been identified in this privacy policy. See
appendix A1.3 for the RDF graph representation of the data handling instances in this
privacy policy.

Incompleteness

Table 5.1 illustrates the personal data handling instances along with the parameters
identified. A vis used to illustrate the presence of a parameter in the personal data

handling instance. A X is used to illustrate the absence of a parameter.

PDH# | personal data data subject data source recipient purpose TOM
1 v v v v 4 v
2 v v v v 4 v
3 v v v v v v
4 v v v v v v
5 v v v v v v
6 v v v v v v
7 v v v v v v
8 X v X v 4 v
9 X v v v X v
10 X v v X v v
11 X v v X v v

Table 5.1: Craigslist personal data handling instances parameter results

PDHS8, PDH9, PDH10 and PDH11 have incompleteness violations associated with
them.
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PDHS is primarily drived from section 3 of the privacy policy. This Section describes
the storage practices of Craigslist. The relevant statements from this section are:

* "We retain data as needed for our business purposes and/or as required by law.”
* "We make good faith efforts to store data securely, but can make no guarantees.”

The categories of data stored are not specified. For this reason the data source cannot
be identified. The rest of the parameters can be identified from other places in the

policy.
PDHY, PDH10 and PDH11 are largely based on section 4, "Circumstances in which

we may disclose user data:". This section deals with the personal data sharing

practices of Craigslist. The relevant statements from this section are:
1. "to vendors and service providers (e.g. payment processors) working on our behalf.”
2. "to respond to subpoenas, search warrants, court orders, or other legal process.”
3. "to protect our rights, property, or safety, or that of users of CL or the general public.”

The first point is used to represent the recipient parameter of PDH9. Points 2 and 3 are
used to represent the purpose parameters of PDH10 and PDHI11 respectively.

Once again, the personal data involved in these personal data handling instances is
not specified. For PDH9 no purpose can be identified, whereas for PDH10 and
PDH11 no recipients can be identified.

Vagueness

An examination of these personal data handling instances also reveals several

vagueness violation instances.

Firstly, due to the structure of the privacy policy, the same technical and
organisational measure has been associated with all the personal data handling
instances. However, some instances have additional technical and organisational

measures associated with them.

Technical and Organisational Measure Conditionality Violation

The technical /organisational measure associated with all the personal data handling
instances is:

"We take precautions to prevent unauthorized access to or misuse of data about you.” This is
specified in section 1: "Protecting your privacy".

According to the framework developed this is an instance of the vagueness
Conditionality violation:
"the action to be performed is dependent on a variable or unclear trigger.”
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The action to be performed is the prevention of unauthorised access to or misuse of
user data. This action depends on "precautions” which is a variable because

depending on the interpretation it can take a range of values.

Conditionality Violations of Storage Instance
Recall that the personal data handling instance PDHS is the only instance associated
with storage. Two Conditionality violations have been associated with this

instance.

The first is due to the purpose parameter:

"We retain data as needed for our business purposes and/or as required by law.”
Conveniently, the phrase "as needed" was included in the set of heuristic phrases for
identifying this type of violation. The action performed according to this statement is
the retention of data for business purposes and/or as required by the law. "As
needed" in this case can be regarded as an unclear trigger upon which the action
depends. This is because the exact conditions under which the action is considered

necessary are not clear.

The second is due to the TOM parameter:

"We make good faith efforts to store data securely, but can make no guarantees.”

In this case, the action is the secure storage of data. This action depends on "good
faith efforts" which can be considered a variable due to the range of values that it can
take.

5.1.5 Vocabulary Representation

The open source application Protégé? was utilised to streamline the process of data
graph generation. This tool provides a graphical user interface for creating RDF
resources. It also provides an interface for running SPARQL queries on the data
graphs created therein as well as validating these data graphs with shapes that can be
defined in the application. This piece of software can be extended using a number of

plugins.

Though the additional functionality provided by Protégé is not essential to the task of
data graph generation, it provided a convenient integrated environment for

conducting many of the tasks undertaken at this stage of the project.

Protégé allows users to define their own set of classes and properties. It also allows
users to import existing terms (classes and properties) from external vocabularies. In

this project, the classes and properties from DPV were imported from its online

Zhttps:/ / protege.stanford.edu/
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repository®. The extensions to the vocabulary were defined in the application.

The data graphs were created by defining resources with the relevant classes and
properties. See figure 5.1 for the definition of a personal data handling instance in

Protégé. In this figure the bounding box labelled with #1 is the resource defined, in

File Edit

View Reasoner Tools Refactor Window Help

& ci (httprontalog rrgle,argfe - Search...

Active ontology x Entities x | individuals by class x OwLViz x| DL Query x| OntoGraf x| SHACL Editor = | SPARQL Query x
Annotation properties Datatypes Indhviduals = & CLdhol e gicid
Classes Dbject properties Data properties Annotations | Usage
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Figure 5.1: Defining a personal data handling instance in Protégé

this case a personal data handling instance. #2 is the class definition. #3 is the area for
making property assertions for the resource and #4 is the area used to make

annotations to the resource. For this particular resource, a description has been
added.

Having created all the resources, data graphs can be exported in the form of an RDF
file.

Representing this information using the vocabulary (DPV with extensions) requires
creating resources representing all the concepts under consideration. 11 concrete
instances of the PersonalDataHandling class are created. A concrete instance of each
parameter is also created with its corresponding class. These parameter instances are
associated with the personal data handling instances to which they belong using the

appropriate properties.

The personal data handling instances created are associated with their violation
instances using the hasViolation property. Subsequently, the violation instances are

associated with parameters that caused the violation using the hasViolatingParameter

Shttps:/ /www.w3.org/ns/dpv/dpv.ttl
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Figure 5.2: PDHI illustration in Protégé

property.
The personal data handling instances and the parameter instances have description
annotations associated with them. This is done to indicate the phrase in the privacy

policy from which they are derived. See figure 5.2 for a visualisation of PDH1 in
Protégé.

5.1.6 Framework Evaluation

A number of insights can be drawn from this exercise. First and foremost, the
identification and representation of personal data handling instances is a creative
endeavour. There is no single correct way of doing it. This is in part owing to the fact
that it involves the interpretation of natural language propositions, which presents

variances across individuals.

What is also made clear by this exercise is that the information contained in a policy
does not always lend itself to a straightforward representation. There are cases in
which the information required to represent a particular parameter is not explicitly
asserted but rather implied. For instance, the data source parameter of a personal data
handling instance representing the collection of a browser cookie data, is often not
explicitly provided. It is however reasonable to assume that this data originates from

a user’s browser.

In extracting personal data handling instances from a privacy policy, many
statements in the policy are omitted from the evaluation. For instance, in section 1 of

the Craigslist policy, 9 statements are provided in bullet point format. However, only
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one of the statements constitutes a parameter that the framework takes into account:
"We take precautions to prevent unauthorized access to or misuse of data about you”.
Statements such as "We do not send you unsolicited communications for marketing
purposes”, which can also be found in section 1, are ignored. This is true in general for
statements that describe acts of omission as opposed to acts of commission. It would
seem reasonable to conclude that as these statements also provide information about
data handling practices, they must be accounted for in the evaluation. This calls the
comprehensiveness of the evaluation into question. It is worth pointing out however
that these questions are perhaps better explored in further research. This project deals
specifically with the flow of personal data. Thus, the limited coverage of the

evaluation, from the point of view of the entire policy, is likely unavoidable.

Finally, it is not always clear which parameter is associated with a violation. For
instance, personal data handling instances 9-11 are based mainly on section 4 of the
policy: "Circumstances in which we may disclose user data:". The use of the word
"may" alludes to a Modality violation. Recall its definition:

the likelihood or possibility of the action is vague or ambiguous.

However, no one parameter in the personal data handling representations is
associated with the violation. Rather, the violation seems best associated with the

personal data handling instances as a whole.

5.1.7 Further Work & Conclusion

In order to draw more robust conclusions about the efficacy of the framework along
with its viability, more activities would have to be undertaken. Firstly, the framework
should be applied to a number of privacy policies of varying layouts and complexity.
Furthermore, several individuals should attempt the exercise in order to determine
whether the evaluation results tend to converge. These activities would provide more

information regarding the viability of the framework.

Due to limitations in time and resources, these activities have not been conducted.
Unequivocal conclusions therefore cannot be drawn from the evaluation results. This
project however serves as a preliminary piece of research that can be built upon by

future work.

5.2 Developing the Web Application

The development of this web application achieves research objective #3. Its main
purpose is to provide an interface for visualising the evaluation results. It also
provides functionality for validating data graphs and visualising the validation
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results.

5.2.1 Requirements
The requirements of the application developed are as follows:

1. Users should be able to upload a data graph in the form of an RDF file. This
data file represents data handling instances in a privacy policy.

2. Users should be able to validate the data graph using the SHACL validation
shapes constructed in this project.

3. Users should be able to run the SPARQL queries constructed in this project

against this data graph in order to retrieve the violation instances.

5.2.2 Dependencies
The libraries and external software used in the application are:
e Chart.js*
e apache-jena-libs >
* commons-fileupload °
* javaee-web-api ’
e gson®
e standard ’
o jst] 10

e Apache Tomcat 7 11

5.2.3 Development

The web application was developed using Java 1.8. See figure 5.3 for the architecture

of the web application.

4h’rtps: / /www.chartjs.org/

Shttps:/ /mvnrepository.com/artifact/org.apache.jena/apache-jena-libs

®https:/ /mvnrepository.com/artifact/commons-fileupload /commons-fileupload
https:/ /mvnrepository.com/artifact/javax/javaee-web-api

8https:/ /mvnrepository.com/artifact/com.google.code.gson/gson

https:/ /mvnrepository.com /artifact/ taglibs/standard /1.1.2

Ohttps:/ /mvnrepository.com/artifact/jstl/jstl

http:/ /tomcat.apache.org/tomcat-7.0-doc/
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Figure 5.3: Web application architecture

A SHACL service and a SPARQL service have been implemented as independent
stand-alone modules. A set of controller modules, implemented as Java Servlets!?,
interface between HTTP requests from the browser and these two services. The pages
are rendered as JSP (Java Server Pages) and returned to the client. The data graph
tiles are uploaded from the user’s local hard disk.

The application has not been subjected to the type of evaluation typical to
enterprises. This includes quality assurance methods that evaluate software in terms
of scalability and extensibility. These were considered out of the scope of the project
as the development of this application was given lower priority to the development
of the framework. Some rudimentary evaluation has been conducted to ensure that
the application provides the correct results. That is to say that it successfully retrieves
the violations and it correctly validates the data graphs.

5.2.4 Results

The application has been successfully built and all requirements have been met. It
has been tested on the RDF file representing the Cragslist privacy policy and the
correct retrieval of the violations has been demonstrated. See figure 5.4 for some
screenshots.

In terms of functionality, the application provides a means by which users can upload
the data graph of a privacy policy and retrieve its violations based on the SPARQL
queries developed in this project. Functionality has also been provided to validate the

data graph to ensure that it is constructed correctly.

12h’c’cps: //docs.oracle.com/javaee/6/api/javax/servlet/Servlet.html
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It is envisioned that the adoption of this framework will result in a moderated
repository of data graphs representing different privacy policies. The web application
would subsequently serve as a tool for users to visualise the violations in these
privacy policies. This would eliminate the need for individuals to read and interpret
RDF files, a cognitively taxing task. This would also provide access to the wider
population not familiar with Semantic Web standards. Moreover, it is envisioned this
web application would further incentivise the production of clearer and more

comprehensive privacy policies.

) localhost % Q00 ® m @0 <« C  ® localhost * Q906 ®

PRIVACY POLICY UPLOADED

UPLOAD YOUR DATA FILE
le chosen

Choose Fies 8

Violations Report

i 1

Total Violations 8

Violations:

CLdhos
i

Violation Message: No Data Category spcified (TP1)

Figure 5.4: Web application screenshots

5.2.5 Dissemination of Application and Project Resources

The source code for the web application has been hosted on GitHub!3. Users can
build the application and run it locally. The vocabulary developed based on DPV, the
tull set of SPARQL queries and all of the SHACL validation shapes have also been
shared on GitHub!*.

5.3 Summary

The main aim of this chapter was to apply the work developed in chapters 3 and 4 to
determine whether it survived contact with the real world. The web application

developed in order to achieve research objective #3 was then presented.

Bhttps:/ / github.com/DerrickAfrifa/ciwebapp
14h’ctps: / / github.com/DerrickAfrifa/ci-resources
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The chapter began with an application of the framework developed to the Craigslist
privacy policy. This served as an example of a non-idealised privacy policy against
which the efficacy of the framework could be assessed. The structure and content of
the policy were first described. The process by which the representation and
evaluation steps of the framework were applied to the policy, were subsequently
outlined. An analysis of the results of this exercise was finally presented. Examples of

both incompleteness and vagueness violations were identified in the policy.

Subsequent sections presented a description of the manner in which the vocabulary
developed was used to represent the data handling instances. The open source
application used to streamline this process was also described.

What followed was a discussion of the merits and indeed shortcomings of the
framework identified as a result of this exercise. The limitations on the conclusions
that could legitimately be drawn from the results were presented along with
recommendations of future work necessary for further establishing the viability of
this work.

Finally, the development of the web application used for visualising the evaluation
results of this framework was described along with a discussion on its potential use

cases.
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6 Conclusion

6.1 Project Overview

This work presents an analytical framework for evaluating the manner in which
privacy policies describe data handling practices. This evaluation is based on the
expectations of the public. Additionally, it is informed by the theory of Contextual
Integrity[7] which considers privacy as appropriate information flow and judges it
based on expectations of the public. The project also explores the viability of using

Semantic Web standards to implement this framework.

Numerous research detailing the failure of individuals to understand the implications

of data practices in privacy policies[5, 6, 27, 28] motivates this research.
The research objectives are as follows:

1. Survey the relevant literature for understanding the current state of the art for

representing information in privacy policies.

2. Develop an analytical framework for representing CI and identifying CI
violations in privacy policies and implement it using Semantic Web

technologies.
3. Develop an interface for visualising CI violations in privacy policies.

Research objective #1 was achieved in chapter 3. This chapter explored the
annotation methodology of a piece of research used to annotate privacy policies
based on CI parameters[3]. This annotation methodology informed the

representation step of the framework developed in this work.

Chapter 3 began tackling research objective #2 by attempting to establish a theoretical
basis upon which the framework could be founded. Examination of the relevant
literature revealed a range of analytical tools[3, 23] as well as relevant concepts[21]
needed to conduct the evaluation. These further informed the development of the
framework. In chapter 4 the viability of implementing this framework using

Semantic Web standards was explored. The successful application of the framework
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using these standards on an idealised example, suggested the achievement of
research objective #2.

The achievement of research objective #3 was demonstrated in chapter 5 in which the
development of the web application associated with the framework was
described.

This work contributes the preliminary stages of an analytical framework to the state
of the art. It permits the evaluation of information flow in privacy policies according
to the privacy expectations of the public. As part of this work, an extension to the
Data Privacy Vocabulary[2] has been presented to facilitate the representation of
these information flows according to Semantic Web standards.

6.2 Future Work

In order to draw more legitimate conclusions regarding the viability of the
framework, further activities must be conducted. Firstly, it must be applied to a
larger set of privacy policies of varying layout and complexity. Furthermore,
independent results from multiple individuals must be compared to ascertain the
degree to which the results converge. Refinements to the framework following from
these activities could eventually lead to the automation of the certain tasks. For
example, the representation task could prove susceptible to automation using
machine learning and natural language processing techniques. This would in turn

provide more consistent representations.

6.3 Final Remark

The piece of research presented in this dissertation has been judged successful within
the bounds of the stated objectives. Unequivocal conclusions about the real world
viability of the work are beyond the scope of the project. However, a proof of concept
has been provided as an initial investigation into its viability. Its status as a
preliminary piece of work intended to be built upon is thus acknowledged.

Nevertheless, this proof of concept has proved successful in its aims.
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&1

Al Appendix

Al1.1 SPARQL Queries

PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>
PREFIX owl: <http://www.w3.o0rg/2002/07/owl#>

PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema#>
PREFIX xsd: <http://www.w3.org/2001/XMLSchema#>

PREFIX dpv: <http://w3.org/ns/dpv#>

PREFIX ci: <http://ontology.example.org/ci#>

#1
SELECT 7dataHandling
WHERE
{
?dataHandling a dpv:PersonalDataHandling
filter not exists { 7dataHandling dpv:hasPersonalDataCategory 7

personalDataCategory 1}

#2
SELECT 7dataHandling
WHERE
{
?dataHandling a dpv:PersonalDataHandling
filter not exists { 7dataHandling dpv:hasDataSubject 7dataSubject }

#3

s SELECT 7dataHandling

WHERE

{
?dataHandling a dpv:PersonalDataHandling

filter not exists { 7dataHandling ci:hasDataSource 7dataSource }
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SELECT 7dataHandling
WHERE
{
7?dataHandling a dpv:PersonalDataHandling
filter not exists { 7dataHandling dpv:hasRecipient 7dataRecipient 1}

#5
SELECT 7dataHandling
WHERE

5 {

?dataHandling a dpv:PersonalDataHandling

filter not exists { 7dataHandling dpv:hasPurpose ?7purpose }

s #6

SELECT 7dataHandling

WHERE

{
?dataHandling a dpv:PersonalDataHandling
filter not exists { ?dataHandling dpv:

hasTechnicalOrganisationalMeasure ?7technicalOrganisationalMeasure }

#7
SELECT 7dataHandling
WHERE
{
?dataHandling a dpv:PersonalDataHandling

7?dataHandling ci:hasViolationy 7violation

#8

5 SELECT 7dataHandling

WHERE

{
?dataHandling a dpv:PersonalDataHandling
?dataHandling ci:hasViolation ?violation

?violation a ci:Conditionality

#9
SELECT 7dataHandling
WHERE
{
7?dataHandling a dpv:PersonalDataHandling
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?dataHandling ci:hasViolation 7?violation

?violation a ci:Generalization

> #10
3 SELECT 7dataHandling

WHERE

{
?dataHandling a dpv:PersonalDataHandling
?dataHandling ci:hasViolation 7violation

?violation a ci:Modality

#11

» SELECT 7dataHandling

WHERE

{
?dataHandling a dpv:PersonalDataHandling
?dataHandling ci:hasViolation 7violation

?violation a ci:NumericQuantifier

#12
SELECT 7violatingParameter

> WHERE

{
?dataHandling a dpv:PersonalDataHandling
?dataHandling ci:hasViolation ?violation
?violation a ci:Conditionality

?violation ci:hasViolatingParameter 7violatingParameter

#13
SELECT 7violatingParameter
WHERE

s {

7?dataHandling a dpv:PersonalDataHandling
?dataHandling ci:hasViolation 7violation
?violation a ci:Generalization

?violation ci:hasViolatingParameter 7violatingParameter

#14
SELECT ?violatingParameter
WHERE

s {

7?dataHandling a dpv:PersonalDataHandling
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?dataHandling ci:hasViolation 7?violation

?violation a ci:Modality

?violation ci:hasViolatingParameter 7violatingParameter

#15

SELECT 7violatingParameter

WHERE

s {

?dataHandling a dpv:PersonalDataHandling

?dataHandling ci:hasViolation ?violation

?violation a ci:NumericQuantifier

?violation ci:hasViolatingParameter 7violatingParameter

Al.2

Oprefix
Oprefix
Oprefix
@prefix
@prefix
@prefix

Oprefix

SHACL Validation Shapes

rdf : <http://www.w3.0rg/1999/02/22-rdf -syntax -ns#>
sh: <http://www.w3.org/ns/shacl#>

xsd: <http://www.w3.org/2001/XMLSchema#>

rdfs: <http://www.w3.0rg/2000/01/rdf -schema#>

owl: <http://www.w3.0rg/2002/07/owl#>

dpv: <http://w3.org/ns/dpv#>

<http://ontology.example.org/ci#>

:dataHandling a sh:NodeShape ;

sh:targetClass dpv:PersonalDataHandling ;

sh:property [

sh:

sh:

sh:

sh:
1

path dpv:hasDataSubject ;
message "No Data Subject specified (TP2)" ;
class dpv:DataSubject ;

minCount 1 ;

sh:property [

sh:
sh:
sh:
sh:
1

path :hasDataSource ;
message "No Data Source specified (TP3)" ;
class :DataSource ;

minCount 1 ;

sh:property [

sh:
sh:

path dpv:hasRecipient ;
message "No Recipient specified (TP4)"
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sh:
sh:
1 3

class dpv:Recipient ;

minCount 1 ;

sh:property [

sh:
sh:
sh:
sh:

path dpv:hasPersonalDataCategory ;
message "No Data Category spcified (TP1)" ;
class dpv:PersonalDataCategory ;

minCount 1 ;

sh:property [

sh
sh:
sh:
sh:

:path dpv:hasPurpose ;

message "No Purpose spcified (TP5,6,7)"
class dpv:Purpose ;

minCount 1 ;

sh:property [

sh:
sh:

sh:
sh:

]
:violat

path dpv:hasTechnicalOrganisationalMeasure ;
message "No TOM spcified (TP8)"
class dpv:TechnicalOrganisationalMeasure ;

minCount 1 ;

ionParameter a sh:NodeShape ;

sh:targetClass :Vagueness;

sh:message "No vagueness violating parameter specified" ;

sh:severity sh:Violation ;

sh:property [

sh:
sh:

Al3

Oprefix
Oprefix
@prefix
@prefix
Oprefix
Oprefix
@base <

<http:/

path :hasViolatingParameter ;

minCount 1;

Craigslist Privacy Policy RDF representation

<http://ontology.example.org/ci#>
owl: <http://www.w3.o0rg/2002/07/owl#>
rdf: <http://www.w3.0rg/1999/02/22-rdf -syntax-ns#>
xml: <http://www.w3.org/XML/1998/namespace>
xsd: <http://www.w3.org/2001/XMLSchema#>
rdfs: <http://www.w3.o0rg/2000/01/rdf-schema#>
http://ontology.example.org/ci>

/ontology.example.org/ci> rdf:type owl:0Ontology ;

owl:imports <https://w3.org/ns/dpv>
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3 # Object Properties

HAHRAHHHBHHARARAHBH B SR AR AR AR BH RSB AR AHHHBH BB AR A HBHBA R AR A BB H BB H R RS

### http://ontology.example.org/ci#thasDataSource

:hasDataSource rdf:type owl:0bjectProperty
rdfs:domain <http://w3.org/ns/dpv#PersonalDataHandling>

rdfs:range :DataSource ;

>

<http://purl.org/dc/terms/description> "This property

associates a data source with a personal data handling instance.'

### http://ontology.example.org/ci#thasIncompletenessViolation
:hasIncompletenessViolation rdf:type owl:ObjectProperty
rdfs:subProperty0f

### http://ontology.example.org/ci#hasVaguesnessViolation

:hasViolation

:hasVaguesnessViolation rdf:type owl:0ObjectProperty

rdfs:subProperty0f

:hasViolation

:hasViolatingParameter rdf:type owl:0bjectProperty ;

rdfs:domain

<http://purl.org/dc/terms/description>

:Violation

B

B

>

3 ### http://ontology.example.org/ci#hasViolatingParameter

"This

property associates a personal data handling parameter with a

violation instance."

### http://ontology.example.org/ci#thasViolation

:hasViolation rdf:type owl:0ObjectProperty

rdfs:domain <http://w3.org/ns/dpv#PersonalDataHandling>

rdfs:range :Violation ;

>

<http://purl.org/dc/terms/description> "This property

associates a personal data handling instance with a violation."

# Classes

s HERHHBRHBAHHBRHHARHBAHH AR B BAHH BB RAHH RS BB B BAH BB BB RS R AR H R AR HRHS

HAHAHBHHHHARAHAHBH BB HAHAH AR BH B SR AR AH AR BH RS H AR AR RS RS RS H AR AR RS H SRR H

### http://ontology.example.org/ci#Conditionality

:Conditionality rdf:type owl:Class ;

rdfs:subClassOf

:Vagueness
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78

79

80

86

87

<http://purl.org/dc/terms/description> "The action to

be performed is dependent upon a variable or unclear trigger."

56 ### http://ontology.example.org/ci#DataSource

:DataSource rdf:type owl:Class

### http://ontology.example.org/ci#Generalization

:Generalization rdf:type owl:Class ;
rdfs:subClass0f :Vagueness ;
<http://purl.org/dc/terms/description> "The action or

information types are vaguely abstracted with unclear conditions."

### http://ontology.example.org/ci#tIncompleteness

7 :Incompleteness rdf:type owl:Class ;

rdfs:subClass0f :Violation

### http://ontology.example.org/ci#Modality

:Modality rdf:type owl:Class ;
rdfs:subClass0f :Vagueness ;
<http://purl.org/dc/terms/description> "The likelihood or

possibility of the action is vague or ambiguous."

### http://ontology.example.org/ci#NumericQuantifier
:NumericQuantifier rdf:type owl:Class ;
rdfs:subClass0f :Vagueness ;
<http://purl.org/dc/terms/description> "The action

or information type has a vague quantifier."

3 ### http://ontology.example.org/ci#PrivacyPolicy

:PrivacyPolicy rdf:type owl:Class

### http://ontology.example.org/ci#Vagueness
:Vagueness rdf:type owl:Class ;
rdfs:subClass0f :Violation

> ### http://ontology.example.org/ci#VaguenessCategory
; :VaguenessCategory rdf:type owl:Class
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125

126

127

128

129

130

137

138

139

### http://ontology.example.org/ci#Violation
:Violation rdf:type owl:Class

HHHHSHH SRS HSHHSHH S UGS H SRS HH UG H SRS HH S HSHH S H S S UGS H S H S H SRS HHY
# Individuals

HERBHHAHHBAAH AR B RAHH BB B AR R B RS R AR H R AR R BB R AR H B RS R BB R AHH AR H R AR HRHS

### http://ontology.example.org/ci#CLCCDataSource
:CLCCDataSource rdf:type owl:NamedIndividual ,

:DataSource

### http://ontology.example.org/ci#CLCollectionProcessing
:CLCollectionProcessing rdf:type owl:NamedIndividual ,
<http://w3.org/ns/dpv#Collect >

### http://ontology.example.org/ci#CLDataCategoryIncompleteness
:CLDataCategoryIncompleteness rdf:type owl:NamedIndividual ,

:Incompleteness

### http://ontology.example.org/ci#CLDataControllerSource
:CLDataControllerSource rdf:type owl:NamedIndividual ,

:DataSource

### http://ontology.example.org/ci#CLDataSubjectSource
:CLDataSubjectSource rdf:type owl:NamedIndividual ,
:DataSource ,
<http://w3.org/ns/dpv#DataSubject >

### http://ontology.example.org/ci#CLFraudCombatCollectionPurpose
:CLFraudCombatCollectionPurpose rdf:type owl:NamedIndividual ,
<http://w3.org/ns/dpv#Purpose>

<http://purl.org/dc/terms/description>

"combat fraud/abuse"

### http://ontology.example.org/ci#CLImproveServiceCollectionPurpose
:CLImproveServiceCollectionPurpose rdf:type owl:NamedIndividual ,
<http://w3.org/ns/dpv#
Purpose> ;
<http://purl.org/dc/terms/
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160

description> "provide/improve our services"

### http://ontology.example.org/ci#CLIncompletenessViolation
:CLIncompletenessViolation rdf:type owl:NamedIndividual ,

:Incompleteness

### http://ontology.example.org/ci#CLPlatformDataSource
:CLPlatformDataSource rdf:type owl:NamedIndividual ,

:DataSource

### http://ontology.example.org/ci#CLRecipient
:CLRecipient rdf:type owl:NamedIndividual ,
<http://w3.org/ns/dpv#Recipient >

7 ### http://ontology.example.org/ci#CLSSLTOM

:CLSSLTOM rdf:type owl:NamedIndividual ,

<http://w3.org/ns/dpv#TechnicalOrganisationalMeasure

<http://purl.org/dc/terms/description> "credit card data,
which is transmitted to payment processors via a security protocol
e.g. SSL)."

s ### http://ontology.example.org/ci#CLShareProcessing

:CLShareProcessing rdf:type owl:NamedIndividual ,
<http://w3.org/ns/dpv#Share>

; ### http://ontology.example.org/ci#CLStorageConditionalityViolation

:CLStorageConditionalityViolation rdf:type owl:NamedIndividual ,
:Conditionality ,
:Violation ;
:hasViolatingParameter

CLStorageMeasure ,

CLStoragePurpose

### http://ontology.example.org/ci#CLStorageMeasure
:CLStorageMeasure rdf:type owl:NamedIndividual ,
<http://w3.org/ns/dpv#
TechnicalOrganisationalMeasure> ;

<http://purl.org/dc/terms/description> "We make good
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faith efforts to store data securely, but can make no guarantees."

180

12 ### http://ontology.example.org/ci#CLStorageProcessing
155 : CLStorageProcessing rdf:type owl:NamedIndividual ,
184 <http://w3.org/ns/dpv#Store>

17 ### http://ontology.example.org/ci#CLStoragePurpose

15s :CLStoragePurpose rdf:type owl:NamedIndividual |,

189 <http://w3.org/ns/dpv#Purpose> ;

190 <http://purl.org/dc/terms/description> "We retain

data as needed for our business purposes and/or as required by law."

3 ### http://ontology.example.org/ci#CLTOMConditionalityViolation
94 :CLTOMConditionalityViolation rdf:type owl:NamedIndividual ,

195 :Conditionality ;

196 :hasViolatingParameter

CLTechnicalorganisationalMeasure

99 ### http://ontology.example.org/ci#CLTechnicalorganisationalMeasure

20 :CLTechnicalorganisationalMeasure rdf:type owl:NamedIndividual ,

201 <http://w3.org/ns/dpv#
TechnicalOrganisationalMeasure> ;

202 <http://purl.org/dc/terms/description
> "We take precautions to prevent unauthorized access to or misuse

of data about you."

205 ### http://ontology.example.org/ci#CLThirdPartyData

2060 : CLThirdPartyData rdf:type owl:NamedIndividual ,

207 <http://w3.org/ns/dpv#DerivedPersonalData> |,
208 <http://w3.org/ns/dpv#PersonalDataCategory>

211 ### http://ontology.example.org/ci#CLThirdPartyRecipient
212 : CLThirdPartyRecipient rdf:type owl:NamedIndividual |,

213 <http://w3.org/ns/dpv#Recipient> ,
214 <http://w3.org/ns/dpv#ThirdParty> ;
215 rdfs:label "Payment processor"

218 ### http://ontology.example.org/ci#CLThirdPartySource
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219 : CLThirdPartySource rdf:type owl:NamedIndividual ,

220

221

2729

:DataSource

http://ontology.example.org/ci#CLWebBrowserSource

:CLWebBrowserSource rdf:type owl:NamedIndividual ,

:DataSource

http://ontology.example.org/ci#CLdhO1

:CLdhO1 rdf:type owl:NamedIndividual ,

<http://w3.org/ns/dpv#PersonalDataHandling> ;

:hasDataSource :CLPlatformDataSource ;

:hasViolation :CLTOMConditionalityViolation ;

<http://w3.org/ns/dpv#hasDataSubject > :CLDataSubjectSource ;

<http://w3.org/ns/dpv#hasPersonalDataCategory >
CLdhO1PostedData ;

<http://w3.org/ns/dpv#hasProcessing> :CLCollectionProcessing ;

<http://w3.org/ns/dpv#hasPurpose >
CLFraudCombatCollectionPurpose ,

CLImproveServiceCollectionPurpose ;
<http://w3.org/ns/dpv#hasRecipient > :CLRecipient ;
<http://w3.org/ns/dpv#hasTechnicalOrganisationalMeasure >

CLTechnicalorganisationalMeasure ;
<http://purl.org/dc/terms/description> "data you post on or

send via CL, and/or send us directly or via other sites"

http://ontology.example.org/ci#CLdhO1PostedData

:CLdhO1PostedData rdf:type owl:NamedIndividual ,

<http://w3.org/ns/dpv#PersonalDataCategory >

http://ontology.example.org/ci#CLdh02

:CLdh02 rdf:type owl:NamedIndividual ,

<http://w3.org/ns/dpv#PersonalDataHandling> ;

:hasDataSource :CLDataSubjectSource ;

:hasViolation :CLTOMConditionalityViolation ;

<http://w3.org/ns/dpv#hasDataSubject> :CLDataSubjectSource ;

<http://w3.org/ns/dpv#hasPersonalDataCategory> :CLdh02CCData ;

<http://w3.org/ns/dpv#hasProcessing> :CLShareProcessing ;

<http://w3.org/ns/dpv#hasPurpose >
CLFraudCombatCollectionPurpose ,

CLImproveServiceCollectionPurpose ;
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258 <http://w3.org/ns/dpv#hasRecipient> :CLThirdPartyRecipient ;

259 <http://w3.org/ns/dpv#hasTechnicalOrganisationalMeasure >
CLSSLTOM ,

260
CLTechnicalorganisationalMeasure ;

261 <http://purl.org/dc/terms/description> "credit card data, which

is transmitted to payment processors via a security protocol (e.g.

SsL) . "

264 ### http://ontology.example.org/ci#CLdh02CCData

265 : CLdhO2CCData rdf:type owl:NamedIndividual ,

266 <http://w3.org/ns/dpv#CreditCardNumber > ,
267 <http://w3.org/ns/dpv#PersonalDataCategory >

270 ###  http://ontology.example.org/ci#CLdh03
271 : CLAhO3 rdf:type owl:NamedIndividual ,

272 <http://w3.org/ns/dpv#PersonalDataHandling> ;

273 :hasDataSource :CLDataSubjectSource ;

274 :hasViolation :CLTOMConditionalityViolation ;

275 <http://w3.org/ns/dpv#hasDataSubject > :CLDataSubjectSource ;

276 <http://w3.org/ns/dpv#hasPersonalDataCategory> :CLdhO3Address ,
277 :CLdhO3Email ,
278 :CLdhO3Name ;

279 <http://w3.org/ns/dpv#hasProcessing> :CLCollectionProcessing ;
280 <http://w3.org/ns/dpv#hasPurpose>

CLFraudCombatCollectionPurpose ,

28
CLImproveServiceCollectionPurpose ;

282 <http://w3.org/ns/dpv#hasRecipient > :CLRecipient ;

283 <http://w3.org/ns/dpv#hasTechnicalOrganisationalMeasure >
CLTechnicalorganisationalMeasure ;

284 <http://purl.org/dc/terms/description> "data you submit or

provide (e.g. name, address, email, phone, fax, photos, tax ID)."

257 ### http://ontology.example.org/ci#CLdh03Address

288 :CLdhO3Address rdf:type owl:NamedIndividual ,

289 <http://w3.org/ns/dpv#PersonalDataCategory> ,
290 <http://w3.org/ns/dpv#PhysicalAddress>

291

292

203 ### http://ontology.example.org/ci#CLdh0O3Email

29¢ : CLAhO3Email rdf:type owl:NamedIndividual ,

295 <http://w3.org/ns/dpv#EmailAddress> |,

296 <http://w3.org/ns/dpv#PersonalDataCategory>
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324

326

327

HH#EH#

http://ontology.example.org/ci#CLdh0O3Name

:CLdhO3Name rdf:type owl:NamedIndividual ,

HH#H#

<http://w3.org/ns/dpv#Name> |,
<http://w3.org/ns/dpv#PersonalDataCategory >

http://ontology.example.org/ci#CLdh04

:CLdh04 rdf:type owl:NamedIndividual ,

HH#H#

###

<http://w3.org/ns/dpv#PersonalDataHandling> ;
:hasDataSource :CLWebBrowserSource ;
:hasViolation :CLTOMConditionalityViolation ;
<http://w3.org/ns/dpv#hasDataSubject> :CLDataSubjectSource ;
<http://w3.org/ns/dpv#hasPersonalDataCategory >
CLdhO4BrowsingBehaviour ,
:CLdh0O4IPAddress

<http://w3.org/ns/dpv#hasProcessing> :CLCollectionProcessing ;
<http://w3.org/ns/dpv#hasPurpose>
CLFraudCombatCollectionPurpose ,

CLImproveServiceCollectionPurpose ;
<http://w3.org/ns/dpv#hasRecipient> :CLRecipient ;
<http://w3.org/ns/dpv#hasTechnicalOrganisationalMeasure>

CLTechnicalorganisationalMeasure ;
<http://purl.org/dc/terms/description> "web log data (e.g. web

pages viewed, access times, IP address, HTTP headers) ."

http://ontology.example.org/ci#CLdh0O4BrowsingBehaviour

> :CLdhO4BrowsingBehaviour rdf:type owl:NamedIndividual |,

<http://w3.org/ns/dpv#
BrowsingBehavior> ,
<http://w3.org/ns/dpv#

PersonalDataCategory >

http://ontology.example.org/ci#CLdh04IPAddress

:CLdh0O4IPAddress rdf:type owl:NamedIndividual ,

###

<http://w3.org/ns/dpv#IPAddress> ,
<http://w3.org/ns/dpv#PersonalDataCategory >

http://ontology.example.org/ci#CLdh05

:CLdh05 rdf:type owl:NamedIndividual ,

<http://w3.org/ns/dpv#PersonalDataHandling> ;
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336 :hasDataSource :CLWebBrowserSource ;

337 :hasViolation :CLTOMConditionalityViolation ;

338 <http://w3.org/ns/dpv#hasDataSubject> :CLDataSubjectSource ;

339 <http://w3.org/ns/dpv#hasPersonalDataCategory >
CLdhO5BrowsingBehaviour ;

340 <http://w3.org/ns/dpv#hasProcessing> :CLCollectionProcessing ;

341 <http://w3.org/ns/dpv#hasPurpose >
CLFraudCombatCollectionPurpose ,

CLImproveServiceCollectionPurpose ;

343 <http://w3.org/ns/dpv#hasRecipient > :CLRecipient ;

344 <http://w3.org/ns/dpv#hasTechnicalOrganisationalMeasure >
CLTechnicalorganisationalMeasure ;

345 <http://purl.org/dc/terms/description> "data collected via
cookies (e.g. search data and \"favorites\" lists)."

346

347

sas ### http://ontology.example.org/ci#CLdhO5BrowsingBehaviour

399 :CLdhO5BrowsingBehaviour rdf:type owl:NamedIndividual ,

350 <http://w3.org/ns/dpv#
BrowsingBehavior> ,

351 <http://w3.org/ns/dpv#
PersonalDataCategory> ;

352 <http://purl.org/dc/terms/description> "web
log data (e.g. web pages viewed, access times, IP address, HTTP

headers) ."

355 ### http://ontology.example.org/ci#CLdh06
356 : CLdhO06 rdf:type owl:NamedIndividual ,
357 <http://w3.org/ns/dpv#PersonalDataHandling> ;

358 :hasDataSource :CLdhO6DeviceSource ;

359 :hasViolation :CLTOMConditionalityViolation ;

360 <http://w3.org/ns/dpv#hasDataSubject> :CLDataSubjectSource ;

361 <http://w3.org/ns/dpv#hasPersonalDataCategory >
CLdhO6DevicelInfo ;

362 <http://w3.org/ns/dpv#hasProcessing> :CLCollectionProcessing ;

363 <http://w3.org/ns/dpv#hasPurpose>

CLFraudCombatCollectionPurpose ,

364
CLImproveServiceCollectionPurpose ;

365 <http://w3.org/ns/dpv#hasRecipient > :CLRecipient ;

366 <http://w3.org/ns/dpv#hasTechnicalOrganisationalMeasure >
CLTechnicalorganisationalMeasure ;

367 <http://purl.org/dc/terms/description> "data about your device(

s) (e.g. screen size, DOM local storage, plugins)."
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370 ###  http://ontology.example.org/ci#CLdhO6DevicelInfo

371 : CLdhO6DeviceInfo rdf:type owl:NamedIndividual ,

372 <http://w3.org/ns/dpv#DeviceBased > ,

373 <http://w3.org/ns/dpv#PersonalDataCategory >

a76 ### http://ontology.example.org/ci#CLdhO6DeviceSource
377 : CLdhO6DeviceSource rdf:type owl:NamedIndividual ,

378 :DataSource

381 ### http://ontology.example.org/ci#CLdh07
32 :CLdh07 rdf:type owl:NamedIndividual ,

383 <http://w3.org/ns/dpv#PersonalDataHandling> ;

384 :hasDataSource :CLThirdPartySource ;

385 :hasViolation :CLTOMConditionalityViolation ;

386 <http://w3.org/ns/dpv#hasDataSubject> :CLDataSubjectSource ;

387 <http://w3.org/ns/dpv#hasPersonalDataCategory >
CLThirdPartyData ;

388 <http://w3.org/ns/dpv#hasProcessing> :CLCollectionProcessing ;

389 <http://w3.org/ns/dpv#hasPurpose >

CLFraudCombatCollectionPurpose ,

390
CLImproveServiceCollectionPurpose ;

391 <http://w3.org/ns/dpv#hasRecipient > :CLRecipient ;

392 <http://w3.org/ns/dpv#hasTechnicalOrganisationalMeasure >
CLTechnicalorganisationalMeasure ;

393 <http://purl.org/dc/terms/description> "data from 3rd parties (
e.g. phone type, geo-location via IP address)."

394

395

36 ### http://ontology.example.org/ci#CLdh08

397 : CLAhO8 rdf:type owl:NamedIndividual ,

398 <http://w3.org/ns/dpv#PersonalDataHandling> ;

399 :hasViolation :CLDataCategoryIncompleteness ,

400 :CLStorageConditionalityViolation |,

401 :CLTOMConditionalityViolation ;

402 <http://w3.org/ns/dpv#hasDataSubject> :CLDataSubjectSource ;
403 <http://w3.org/ns/dpv#hasProcessing> :CLStorageProcessing ;

104 <http://w3.org/ns/dpv#hasPurpose> :CLStoragePurpose ;
105 <http://w3.org/ns/dpv#hasRecipient > :CLRecipient ;
406 <http://w3.org/ns/dpv#hasTechnicalOrganisationalMeasure >

CLStorageMeasure |,

CLTechnicalorganisationalMeasure ;
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408 <http://purl.org/dc/terms/description> "We retain data as

needed for our business purposes and/or as required by law."

11 ### http://ontology.example.org/ci#CLdhO09

412 : CLAhO9 rdf:type owl:NamedIndividual ,

413 <http://w3.org/ns/dpv#PersonalDataHandling> ;

414 :hasDataSource :CLDataControllerSource ;

115 :hasViolation :CLTOMConditionalityViolation ;

16 <http://w3.org/ns/dpv#hasDataSubject> :CLDataSubjectSource ;

417 <http://w3.org/ns/dpv#hasRecipient> :CLdhO9Recipient ;

418 <http://w3.org/ns/dpv#hasTechnicalOrganisationalMeasure >
CLTechnicalorganisationalMeasure ;

419 <http://purl.org/dc/terms/description> "to vendors and service

providers (e.g. payment processors) working on our behalf."

10 ### http://ontology.example.org/ci#CLdhO9Recipient
23 :CLdhO9Recipient rdf:type owl:NamedIndividual ,
124 <http://w3.org/ns/dpv#Recipient >

w7 ### http://ontology.example.org/ci#CLdh10
28 :CLdh10 rdf:type owl:NamedIndividual ,

429 <http://w3.org/ns/dpv#PersonalDataHandling> ;

130 :hasDataSource :CLDataControllerSource ;

431 :hasViolation :CLTOMConditionalityViolation ;

432 <http://w3.org/ns/dpv#hasDataSubject> :CLDataSubjectSource ;
433 <http://w3.org/ns/dpv#hasPurpose> :CLdh10Purpose ;

434 <http://w3.org/ns/dpv#hasTechnicalOrganisationalMeasure >

CLTechnicalorganisationalMeasure

137 ### http://ontology.example.org/ci#CLdh10Purpose

18 :CLdh10Purpose rdf:type owl:NamedIndividual ,

439 <http://w3.org/ns/dpv#Purpose> ;

140 <http://purl.org/dc/terms/description> "to respond to

subpoenas, search warrants, court orders, or other legal process."

w3 ### http://ontology.example.org/ci#CLdhil1l
s :CLdh11 rdf:type owl:NamedIndividual ,
145 <http://w3.org/ns/dpv#PersonalDataHandling> ;

446 :hasDataSource :CLDataControllerSource ;
447 :hasViolation :CLTOMConditionalityViolation ;
448 <http://w3.org/ns/dpv#hasDataSubject> :CLDataSubjectSource ;

149 <http://w3.org/ns/dpv#hasPurpose> :CLdhl1Purpose ;
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450 <http://w3.org/ns/dpv#hasTechnicalOrganisationalMeasure >

CLTechnicalorganisationalMeasure

153 ### http://ontology.example.org/ci#CLdhl1Purpose

454 :CLdh11Purpose rdf:type owl:NamedIndividual ,

455 <http://w3.org/ns/dpv#Purpose> ;

456 <http://purl.org/dc/terms/description> "to protect our
rights, property, or safety, or that of users of CL or the general

public."

0 ### http://ontology.example.org/ci#CraigslistPP
460 :CraigslistPP rdf:type owl:NamedIndividual ,
161 :PrivacyPolicy ;

462 rdfs:label "Craigslist"'

15 ### http://ontology.example.org/ci#user1CC

o :userlCC rdf:type owl:NamedIndividual ,

167 <http://w3.org/ns/dpv#CreditCardNumber >

468

469

w0 ### Generated by the OWL API (version 4.5.9.2019-02-01T07:24:44Z)
https://github.com/owlcs/owlapi
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