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Federated Learning (FL) is a distributed form of machine learning where models are
trained on the local data available on edge/mobile devices without collecting user-sensitive
data on the server. However, implementing FL on edge devices such as a Raspberry Pi has
been challenging due to the limited computational resources available on these devices.
This dissertation demonstrates the feasibility of implementing a next word prediction
model using FL on resource-constrained Raspberry Pi devices. Long-Short Term Memory
(LSTM), a variant of Recurrent Neural Network (RNN) is designed to predict the next
word on the Reddit dataset. Cross entropy loss and accuracy of the trained model are
evaluated. During the federated training, the performance metrics of the Raspberry Pi
devices including memory usage, training time, and temperature were measured to estab-
lish the practicality of the designed solution. It was observed that next-word prediction
LSTM model could be trained in a federated setting on real edge devices (Raspberry
Pi). However, there is a need to scale the system to atleast 50 to 100 clients to get
state-of-the-art results.
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Chapter 1
Introduction

With the massive growth of the amount of data generated by the devices in the world
around us, there has been a pressing need to incorporate this user-information rich data
to enhance the end users’ experience. This can be achieved by training machine learning
(ML) models using this data to drive various mobile applications running on Artificial
Intelligence (Al). Classical machine learning approaches require training data to be col-
lected at a centralized location, most likely on servers located in a data center, which
raises concerns regarding users’ data privacy and the costs associated with moving the
data over the network. These concerns have now been addressed by the introduction of
a distributed machine learning technique called Federated Learning (FL) [§] which elim-
inates the need to collect and store training data at a central location. It allows models
to be trained on end-user devices in a federated setting, and these are then combined by
an orchestrating server to form a shared global model.

Natural Language Processing (NLP) is a branch of Al that aims to make computers
understand and interpret the written text as well as spoken human language in a similar
way as humans do. NLP has undergone tremendous improvements due to the advance-
ment in deep learning and neural networks in the past few years. It finds applications
in text processing, machine translation, and speech recognition. However, due to the
complexity and size of the language models, it becomes extremely difficult to deploy and
run these models on mobile and other edge devices. This is due to the limited resources
available when dealing with such devices. However, federated learning comes to the rescue
in this scenario, providing the ability to train language models on the user device itself

without compromising the users’ data privacy.



1.1 Motivation

The motivation for this study has been the challenge of implementing federated learning
and language modelling on a resource-constrained device, i.e., a Raspberry Pi. A similar
problem has been commercially realised on an Android mobile device through the devel-
opment of Gboard [I7]. This mobile keyboard application that is powered by features like
auto-correction and next word prediction has already crossed over 1 billion downloads
as recorded in 2019. Other similar applications like Swype and SwiftKey have also em-
ployed neural networks for making predictions [33] and gained popularity based on their
improved performance.

There is an ever increasing number of users using hand-held devices like smartphones,
smartwatches, sensors, and edge devices like Raspberry Pis. These generate and store a
wealth of data that is mostly private but can be utilized to develop models which can
prove to be much more accurate in making predictions about the users’ behavior. This
can be used to optimize the performance of various intelligent applications. This has been
one of the key motivations for this research which is focused on implementing next word
prediction using language models on Raspberry Pi clients.

A Raspberry Pi is a cheap and lightweight mini-computer board with limited com-
putational capacity when compared to high-end laptops and desktops powered by fast
CPUs and GPUs. Nevertheless, it is still quite powerful when compared with other mo-
bile edge devices. It is currently being used in Internet-Of-Things (IoT) applications in
home automation and human activity detection to name a few. Raspberry Pis have the
potential to be used in various intelligent applications, which make them an ideal candi-
date to explore the possibilities of implementing next-word prediction task on this device
through federated learning. However, Raspberry Pis have their own set of challenges [19]
when it comes to training language models on them. They have limited memory available
which reduces their capacity to perform the higher order computations involved in data
processing and model training. They are also potentially bounded in terms of energy con-
sumption and repeated communication of model updates to the server over the network

can prove costly and slow down the learning process.

1.2 Research Goals

The objective of this research is to implement and analyse the feasibility of training a
next word prediction model on a resource-constrained device like a Raspberry Pi. Instead
of using a simulation framework, the solution needs to be implemented using a framework

that supports deploying ML models on real devices in a federated setting leading to a



realistic evaluation of the factors affecting the performance of the FL system.

The next word prediction model will need to be designed considering the nature of the
data on which the predictions have to be made. Since conversational text data is sequential
in nature, neural networks capable of storing and processing contextual information need
to be used. Since the idea of implementing next word prediction on a Raspberry Pi is
novel, the research question that is being investigated here is the analysis of the hardware
limitations of the Raspberry Pi clients based on RAM usage and the training time taken to

complete the federated learning process which involves running a language neural model.

1.3 Dissertation Layout

Below is a summary of the outline of this research document:

Chapter 2: A Literature Review covering the concepts required for understanding the
federated learning system along with the challenges of implementing the same on a

resource-constrained device such as a Raspberry Pi.

Chapter 3: Details the design and implementation of a next word prediction model on

resource-constrained devices, including the framework used and the challenges faced.

Chapter 4: The results obtained and how they are evaluated against the State-of-the-

art.

Chapter 5: Concludes this dissertation with final reflections and possible directions for

future work.



Chapter 2
Literature Review

This chapter presents a detailed description of the concept of federated learning and how it
can be implemented on resource-constrained devices such as Raspberry Pi. It further dis-
cusses how it is being currently used in next word prediction out of the many applications
in other areas like image recognition, smart manufacturing, and financial risk prediction
to name a few. It further explores the different implementations of federated learning in-
cluding both federated simulations and those involving real devices like Android phones.
The chapter then moves onto a discussion of the Flower Framework which overcomes the
shortcomings of current simulation frameworks and allows for an understanding of the
computational costs associated with FL on edge devices like Raspberry Pi and NVIDIA
Jetson devices. Consequently, the chapter summarises the related work done and how it
can be used in this research to build a federated implementation of a Long Short Term
Memory (LSTM) neural network for predicting the next word on a Raspberry Pi using
the flower framework. In particular, this chapter reviews the main papers which have
motivated this dissertation on the feasibility of implementing Federated learning for next

word prediction on Raspberry Pi.

2.1 Federated Learning Overview

Federated Learning (FL) is a distributed machine learning technique where model training
is decentralised. This eliminates the need to transfer sensitive user data to a central server
for model training. Instead, the clients send model updates to the server while the training
is performed locally. This idea was introduced by Brendan McMahan et al. [§] in 2016
and since then it has been an active area of research as it exploits the rich data available at
user-held devices without compromising the security and privacy of that data. This has led

to the development of highly intelligent applications [27] on smartphones, smartwatches,



and other sensor devices which are powered by the user’s own data, providing them with
enhanced user experiences.

A large number of clients participate in the training process to send model updates to
the server, which then aggregates the client updates using Federated Averaging algorithm
[8] to produce an improved global model. This whole cycle makes one pass of the training
process. Once the client updates are applied to the global model, they are then discarded
as they serve no purpose after being applied.

The main objectives that led to the development of this federated style of learning
were to achieve the training of machine learning models on user-held data and harness
the power of this data, which in most cases is unbalanced and non-I1ID (identically and
independently distributed) in nature. This is because data belonging to each client is
different and does not follow the same distribution. Maintaining the privacy of the user

data was one of the biggest motivators in the development of federated learning.

2.1.1 Stages of a Federated Learning Process

There are a set of well-defined steps followed in developing a model in a federated setting
as shown in Figure

The use case for each application scenario may differ slightly, but the broad idea
remains the same. A typical process that is followed by any FL scenario comprises of the
following steps as outlined in [25]:

1. The group of clients participating in the training process based on the selection
criteria is decided by the centralised server.

2. Common global model parameters are shared with the selected clients by the server,
which becomes the starting point for each client.

3. Each client trains the base model as per the training instructions provided by the
server on its local dataset and sends the updated model parameters back to the server.

4. On receiving the updates from each of the selected clients, the server aggregates
them using an algorithm.

5. The server updates the initial global model by applying the aggregated update

received from the set of clients, which completes one round of the training process.

2.1.2 FederatedAveraging Algorithm

Stochastic gradient descent (SGD) is an optimization approach adopted in machine learn-
ing in place of simple gradient descent methods. Simple gradient descent method involves

iteratively optimizing the objective function that needs to be minimized by finding its



gradient corresponding to each data point. However, due to the large computational over-
head of calculating the gradient on the entire dataset, simple gradient descent becomes
unsuitable for problems with large datasets. SGD is an approximation of the gradient
descent method as it uses a single data point randomly in each iteration to calculate the
gradient, which leads to faster convergence. However, calculating the gradient averaged
over a random minibatch of samples provides a better approximation than the true SGD
where the gradient is computed on a single random sample. In [§], it was proposed that
SGD be used in preference to a simple gradient descent approach to solve the federated
optimization problem. When SGD is used in FL, only a fraction C of clients is selected
from the entire set K of clients that receive the global model parameters. This makes C a
parameter that decides the batch size. The resulting algorithm is termed FederatedSGD
algorithm.

Each client i calculates the average gradient descent g; = VF;(w;) where w; is the
initial global model provided by the server and submits an update wj_ , <— w; — ng; to
the server. A weighted average of all these client updates is performed by the server to
get the resulting global model. For each client, it is possible to have multiple iterations
of the update before it is sent to the server for averaging. This algorithm is termed as

Federated Averaging (FedAvg) [§].

Figure 2.1: A pictorial representation of the Federated Learning Process
from [27] (A) Each client device computes an update based on training
with the local data, (B) Updates from all the clients are aggregated to
form a shared global model, (C) The new global model is shared again
with all the clients and the process is then repeated.



2.2 Next Word Prediction using LSTM RNN

Language models are now extensively used in Natural Language Processing (NLP) appli-
cations like text generation, speech recognition and translation. Next word prediction is
one of the most important tasks in NLP, which is now a widely used feature in Google
keyboard application called Gboard. Al-Rfou et al.[I] described how the context of the
conversation, as well as the history of the participants, improves the prediction accuracy
of the user’s response in the conversation. Recurrent Neural networks (RNN) have proved
useful in modelling sequential data like conversational text and for generating novel re-
sponses. However, RNN suffers from the gradient vanishing problem which was resolved
by Long Short-Term Memory(LSTM) developed by Hochreiter et al. [18] in 1997. This
has been discussed in more detail in Section 3.1 of the next chapter. LSTMs have achieved
state-of-the-art results [22] in language models as they introduced a mechanism to factor

in long-term dependencies by preserving the contextual information in the input.

2.2.1 Initial implementation of FL in next word prediction

The first practical implementation of federated learning for next word prediction was
brought together by Rajiv et al. in the paper, “Federated Learning for Mobile Keyboard
Prediction” [17]. This paper demonstrates the real world application of federated learning
in predicting the next word to be typed by users on mobile keyboards implemented by
the Gboard application. Prior to the use of LSTM, next-word prediction models were
built using finite state transducers (FSTs) [30]. FST is a finite state machine which
operates on two tapes, namely, input and output. It reads the input tape which is
essentially a sequence of characters in a word and maps it to the output tape. It is used for
predicting the next word which involves searching for the highest order n-gram state from
the previous text typed by the user and returning n-best output labels. However, in [17],
it is highlighted that the LSTM RNN performs better than n-gram FSTs both in terms of
CPU-consumption and inference time latency. The LSTM trained by the authors proves
advantageous over a simple RNN as the former uses a variable-sized context window
to capture the long-term dependencies when predicting the next word. It also reduces
the number of parameters without having an adverse impact on the model accuracy.
This choice proves beneficial when the model needs to be trained over computationally
constrained devices. The focus of this dissertation is to check whether it is feasible to
implement an LSTM RNN on a Raspberry Pi.



2.2.2 Enhancements in FL and related work

The initial implementation of federated learning on a commercial scale sparked exten-
sive further research in the area, which led to enhancements in the field through the
development of new techniques. These will be reviewed later in this section.

Federated learning has also been used to improve Gboard query suggestions [37] with-
out exposing the user’s private data to the server and keeping the mobile constraints
under strict consideration. The authors have demonstrated the process of improving the
query suggestions via two stages: the first stage uses the baseline model which creates
predictions for the query, while the second stage comprises the triggering model trained
in FL fashion which filters out the less accurate suggestions.

To enhance the users’ experience, Rajiv et al. showcased the effect of personaliza-
tion on the global model in [35]. The authors utilised the same next word prediction
model developed in [17] which was trained using FL on a number of mobile devices. The
research presented by the authors was a first attempt at analysing personalization strate-
gies and evaluating the performance of the federated model. The variation in the model
performance was studied by tuning the following hyperparameters: training batch size,
learning rate, and stopping criteria. Since these strategies used the users’ on-device data
which varied both in quality and quantity, it led to differences in the model improvement
accuracy. As expected, the study suggested that users with more data saw significant
improvement. Increasing the learning rate from 0.1 to 1.0 led to improved performance
accuracy for most users (39%) even when a sizeable chunk of users encountered degrada-
tion in their performance when the learning rate was increased to 1.0 for a smaller batch
size of 20. Since this research initially evaluates the federated setting using only 2 clients
(Raspberry Pis), personalization may not lead to similar results as stated by the authors
in the above study.

In another interesting work done by McMahan et al.[23] showed ways in which to
improve the communication efficiency in Federated Learning. A large number of devices
connected via a network are involved in training a federated model, which makes the com-
munication of the model updates to the server the biggest bottleneck if it is not performed
in an optimised way. The paper focuses on the reduction of uplink communications as
the uplink speed of the network provider is always slower than the downlink speed. An
LSTM model for next word prediction is trained on the Reddit comments dataset [5] by
the authors. They used two common approaches to reduce the communication overhead,
namely, structured and sketched updates. The sketched approach used in LSTM training
involves calculating the full update initially. This later undergoes lossy compression be-

fore being sent to the server for aggregation. The results show that increasing the number



of clients participating in a training round can help to reduce communication while main-
taining a similar level of accuracy with negligible drop. As this dissertation is focused on
training an LSTM on a Raspberry Pi where communicating model updates to the server
can be expensive, the above techniques prove beneficial in achieving the desired results
without compromising on the model accuracy.

In [38], Yu et al. developed a highly efficient word prediction neural model that not
only optimises the memory usage but also meets the time constraints needed for a seam-
less experience when using a mobile keyboard. Out of the various compression methods
employed so far, this work involved the use of a shared matrix factorization technique
in combination with knowledge distillation. Shared matrix factorization helps reduce the
number of parameters and along with knowledge distillation, it reduces the iterations re-
quired for updating those parameters. The resulting model has been successfully launched
for commercial use on Samsung mobile devices.

Having discussed the various approaches being studied by the researchers, it is clear
that some techniques might help improve the predictions of language models like LSTM
RNNs, while others prove to have little impact on the final models. Training the same
LSTM variant used in [I7] on a Pi can yield similar results as long as the available dataset
and the training parameters have minor differences but it needs to be ascertained how

the hardware limitations of the Pi might affect the final outcome.

2.2.3 Security considerations related to FL

Federated Learning has proved to be extremely helpful to address the data privacy risks
associated with sending and storing user data in a centralised location. However, there
are still concerns about the potential leak of user data from the model updates. It is also
potentially prone to adversarial attacks.

A number of security and privacy concerns which have been highlighted in past re-
search. For example, Carlini et al.[11] demonstrated that an RNN trained on user’s
language data can reveal sensitive information like social security numbers as a result
of unintentional memorization of unique or rare sequences in the training data by the
language model. There have also been scenarios where having the previous model and
current update from a particular user can reveal the raw training example for that user
[21] [32]. Another important category of attacks against the FL model includes adversar-
ial attacks which can be aimed at deteriorating model performance as well as at inferring
sensitive data. Data poisoning is an adversarial attack aimed to degrade model perfor-
mance by sending malicious updates to the server to manipulate the globally aggregated

model by a suspicious client. Focusing on the security aspect, FL is also susceptible to



Byzantine attacks where the intent of the malicious actor(s) is to prevent the final model
from converging.

Some of the main strategies [25] that can be used to address the issues outlined in
the previous section are the use of differential privacy [14] to communicate noisy data
along with the intended updates, homomorphic encryption [39] which involves operating

on encrypted data, and secure multiparty computation protocol (SMC)[L3].

e Differential Privacy (DP) as a technique to provide higher level of privacy quantifies
the amount of sensitive information that can be leaked. It introduces some level of
uncertainty into the final model which is capable of hiding the contribution of a single
user’s device data. It can be achieved in two flavours namely, global differential

privacy and local differential privacy[21].

Global DP means that the client updates shared are made private from all third
parties except the orchestrating central server which aggregates these client updates,
whereas local DP involves masking these updates from the third parties including
the central server. It should be noted that differential privacy completely rules
out the possibility of unintended memorisation of sensitive information, which is
a major concern in the area of language models trained on public dataset [28]. It
is important to keep the model updates/iterates masked from the various parties
involved in the system which includes the central server and the remaining clients

taking part in the model training.

There is a need to come up with the combination of differential privacy, which
creates a balance between a strict global DP and a pure local DP. There are a
number of approaches in which DP can be guaranteed in a distributed manner to
reap the benefits of both global DP without relying on the central server. These
include secure aggregation[16][7], secure shuffling [6] etc, however, it depends on the

specific scenario we are faced with.

e Multiparty Computation (MPC)[I3] is also a cryptographic protocol that can be
used in an FL setting to hide the model updates from the different clients involved.
The server encrypts the model updates before sending to the clients and the clients
in turn compute the updated parameters in an encrypted form without the need to
decrypt them. The clients then send back the updates to the server in an encrypted
form for aggregation. Homomorphic Encryption[39] can be used as a tool to imple-
ment MPC by allowing computation of functions on cypher texts while keeping the
real values hidden[21].

e Trusted Execution Environment (TEE) [21] are secure enclaves that allow running

10



specific components of code on a remote machine without the need to trust even the
owner of the machine and this is made possible by limiting the capabilities of any
parties involved like the client or the server. The code run on a TEE can be verified
that it was executed faithfully and privately without revealing details at any stage

of the execution of the code.

Implementing DP requires deciding which form would be best suited to the specific
use case scenario. It can be implemented at the global or local level while extending it
to a more granular level, for example, user-specific or even sample specific. As DP will
involve adding noise to the updates, it becomes necessary to perform extra computation
at each user’s device to reduce the communication rounds to train the final model. This
extra computation will act as an overhead as this dissertation is focussed on carrying out
the computation on a Raspberry Pi 4. This might crash the device due to an increase in
processing power required or could lead to possible delays in training. In addition, specific
consideration needs to be given to the fact that distortion caused by the additional noise
used in DP can lead to lowered model accuracy, therefore a trade-off between security
and accuracy is desirable.

The concerns that arise out of the possibility of using multiparty computation are
the party that holds the secret key used for encryption. A probable solution could be
an external non-colluding party, but such a scenario would not be available in the FL
setting being considered in this dissertation where there will only be a central server and
participating Raspberry Pi clients. A workaround to this could be distributing the secret
key to the clients.

Since this dissertation aims at implementing federated learning on a resource-constrained
device such as a Raspberry Pi, it is crucial to understand and analyse the impact of using
the different privacy ensuring techniques mentioned above. The specific use case being
investigated involves training a language model i.e., an LSTM RNN on a Raspberry Pi
where the communication overhead can become a bigger bottleneck than it would have
impacted in a classical machine learning scenario. The direction of exploring security and
privacy aspects in FL is itself quite vast and widely researched at the time of writing this
dissertation. It can be taken up for future research and will not be explored in depth as

part of this study.
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2.3 Raspberry Pi and the challenges imposed

2.3.1 A Brief Introduction

RaspberryPi is an ATM card-sized computer board as shown in Figure 2.2 that came into
existence in 2012 at the Computer Laboratory of the University of Cambridge [9]. The
idea behind developing it was to facilitate and foster the interest of school-going children
in computing and programming. It provided a tiny but cheap and powerful platform which
was made affordable (priced at 35%) by its developers at the Raspberry Pi Foundation to

promote computer education among the less privileged.

Figure 2.2: A Raspberry Pi Board

The core components that make up this tiny computer are an ARM processor and
the program memory (RAM). It is powered by a USB power supply and has USB sockets
for connecting peripherals like a mouse and keyboard. It also has an HDMI port for
connecting monitors or televisions which renders it usable as a full-fledged desktop PC.
A variety of different linux-based operating systems can be used by the Pi, the most
common being Raspbian. The Raspberry Pi can be connected to the internet via both
wired (Ethernet cable) and wireless (through WiFi) connections. It also houses GPIO

(general purpose input and output) pins which help connecting the Pi with electronic

12



circuits and embedded devices, facilitating a variety of [oT projects and applications.

2.3.2 Challenges associated with working on Raspberry Pi

The Raspberry Pi is a resource-constrained device when compared with the current gen-
eration of desktops and laptops. It is noteworthy that the Raspberry Pi does not have
an inbuilt hard drive rather everything gets stored on an SD card that is mounted on it.
This includes the image of the OS and the data required.

Limited memory availability makes it difficult to perform operations that are compu-
tationally demanding on a Raspberry Pi. The minimum hardware requirements to train
a next word prediction model on an Android keyboard application were stated by Hard
et al.[I7] as a minimum of 2GB of available RAM. For these requirements to be fulfilled
in a Pi, the amount of locally stored data needs to be monitored to avoid overloading the
device.

The next big challenge when working with a Raspberry Pi is the cost of communi-
cation between the Raspberry Pi clients and orchestrating the server over the network.
Federated learning involves sending model updates to the server for aggregation. How-
ever, communicating more often can lead to faster convergence, but it comes at a cost
which might be prohibitive. Therefore, it becomes necessary to formulate ways to achieve
model convergence while keeping the number of communication rounds to a minimum.

Training neural networks is particularly challenging on a Raspberry Pi due to the pro-
cessing capabilities required for weight parameter computation. Not all machine learn-
ing frameworks provide support for deploying and running models on these resource-
constrained edge devices. There are various approaches being researched to find ways
to train complex and accurate models while keeping the computations limited through
techniques like model pruning, resizing input etc.

Due to the exceedingly large amount of data available at the edge devices and the value
it can add to improve the user experience, it is interesting to explore the possibilities of
implementing and evaluating FL on resource-constrained devices like a Raspberry Pi.
Training an LSTM through a network of federated client devices like the Raspberry Pi
can potentially become a future use case scenario considering the popularity gained by
Raspberry Pis in the past few years and the emerging trends that are supporting the use
of such devices to drive the Internet-Of-Things (IoT). This will be considered in the next

section of this chapter.
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2.4 Federated Learning Frameworks for IoT

Recent growth in the area of federated learning has led to the development of several
open-sourced frameworks for implementing federated learning. The following sections

provide an overview of the ones that are actively used in the ongoing FL research.

2.4.1 TensorFlow Federated (TFF) by Google

One of the most popular open-sourced frameworks for federated learning currently being
worked upon is Tensorflow Federated [34]. This has been developed by Google engineers
and is open-sourced inviting community contributions. TFF has been designed to execute
simulations of federated learning scenarios for developers and researchers to investigate
and analyze FL models and use-cases.

Tensorflow provides interfaces to support the implementation of federated learning,
including both training and evaluation using two main APIs:

(i) The High-level Federated Learning (FL) API layer of TFF can be used by developers
to implement FL training and evaluation on top of their own models. The namespace
under which these interfaces have been defined is tff.learning.

(ii) The higher level layer is built upon the lower level Federated Core (FC), which is
also responsible for creating a run-time environment and acts as the building block for
the FL layer.

Furthermore, TFF provides the users with base classes to implement FL tasks for
both training and evaluation of the models generated by the users using TensorFlow and

Keras. Different methods are provided for the aggregation of client updates as follows:

e MeanFactory: calculates a weighted mean of model updates for different clients and

the resulted mean is placed at the server

e SumFactory: calculates a simple sum of model updates for different clients and the

result is produced at the server.

e DifferentiallyPrivateFactory: calculates model updates on different clients based on
the DPQuery set accordance to the differential privacy (DP) algorithm and places

the resultant aggregate at the server.

To understand how the tensorflow federated simulations work, there are three main

annotations used:

e @tf.function: decorates i.e. extends the function to be used inside federated com-

putations.

14



o @tff.federated _computation: python wrapper used to indicate the enclosed compu-

tation will be a federated computation.

e Q@tff.tf_computation: python wrapper invoked with or without a function returning

an instance of tff computation.

The Federated Core API can be used by developers to come up with new federated
algorithms apart from the available implementations provided by TFF as it provides
templates for the different stages of the federated learning process including aggregation
of model updates and evaluation of the accuracy metrics. However, the biggest drawback
of the TFF framework is that it does not support the implementation of a real federated
learning network, rather it provides just a simulation framework to facilitate FL research.
This makes TFF unsuitable for use in this dissertation as it focuses on implementing FL
on a real device (i.e., a Raspberry Pi) to understand whether it is feasible to train an

LSTM for next word prediction on a Pi.

2.4.2 Flower Framework

To understand the real costs associated with FL in terms of computation and communica-
tion associated with the deployment of FL on heterogeneous clients like mobile and edge
devices, Daniel et al. developed the Flower Framework [4] which provides the flexibility
of furthering the state-of-the-art in FL research. It introduced a platform to execute real-
time FL workloads involving heterogeneous devices at scale with the capability of adding
up to 1000 clients to the federated training process.

This framework has been developed keeping in mind the following goals:

e To provide compatibility with both existing and currently being developed ML
frameworks in order to preserve the efforts invested in the ML technology so that

they can be easily integrated with the FL framework.

e To provide compatibility with heterogeneous clients keeping in mind real world sce-
narios where a range of devices including mobile phones, tablets, embedded devices

are used.

e To ensure interoperability with ML frameworks keeping the engineering overheads

at the minimum possible costs.

e With the growth of IoT and mobile devices, Flower aims to provide scalability in

terms of the number of clients that can participate in the FL training and evaluation.
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e Aims to make the framework extensible to new FL approaches and algorithms to

facilitate research in the field.

The architecture of the Flower framework is based on two main partitions, namely, the
server side and the client side. The server side is responsible for coordinating the entire
FL process based on the available set of clients. The server side comprises of three main

building blocks as follows:

e RPC Server: It is used for connection establishment between the client and server

along with sending and receiving message updates.

e Federated Learning Loop: It is responsible for coordinating the whole process of
FL.

e Strategy for Aggregation: This allows the user to choose the strategy for feder-
ated averaging, which decides the specifications for clients to be selected, training

parameters, and the model evaluation mode.

The client side of the architecture is responsible only for acting on the instructions re-
ceived through the strategy configuration for both training and evaluation. The messaging
protocol used for connection and message exchange between server and clients is called
the Flower Protocol. There are two types of messages: Training instructions (sent by the
server) and connection messages (exchanged between both server and clients).

The unique property of this framework is that the server remains oblivious to the
type of client devices involved in the process.This helps users to experiment with different
heterogeneous clients with varying ML frameworks implemented on a variety of platforms
and programming languages.

Based on this novel framework, Daniel et al. [26] performed experiments for training
on a combination of embedded devices (NVIDIA Jetson and Raspberry Pi) using a flower
client implemented in Python. A docker image specific to the client platform was cre-
ated to enable training on a variety of devices including Android phones, Raspberry Pis,
smartwatches, Nvidia devices. Experiments were conducted to analyse the system costs
associated with FL using two main datasets, CIFAR-10 [24] and Office-31 [31] on Android
smartphones and Nvidia Jetson devices. The results based on the metrics showed that
increasing the number of epochs led to increased accuracy, albeit at the cost of more en-
ergy and training time. Similarly, training on the Office-31 dataset showed that increasing
the number of participating clients led to higher accuracy but again at the cost of higher

energy utilization.
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2.5 Summary

This chapter reviewed the extensive research being conducted in federated learning, specif-
ically in language modelling tasks like next word prediction and the challenges it poses
when implemented on Raspberry Pi. It provided insights into the enhancements and
advances in federated learning, discussing in detail the security considerations required
when implementing FL. It also included a brief discussion on Raspberry Pi and the issues
that may arise during training and inference of deep models due to the limited compu-
tational capabilities of such devices. The most popular frameworks for both simulation
and deployment on real devices being currently used for experimenting with federated
ML workloads were presented. The background research detailed in this chapter will help
the reader appreciate the design and implementation of the proof of concept involved in

this novel implementation of language models on Raspberry Pi.
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Chapter 3
Design and Implementation

This chapter discusses the details of the design and implementation of the next word
prediction model on a resource-constrained device, i.e., a Raspberry Pi. It clearly lays out
the design choices made during this dissertation and builds upon the knowledge acquired
from the previous chapter on background research and related work that has been done in
this area. It begins with a discussion of Recurrent Neural Networks (RNN) and explains
their suitability to model text data. In addition to that, it also explains the problems
with RNNs and how LSTMs resolve those issues. It also highlights the challenges and
bottlenecks that were encountered in the effort to train this model on Raspberry Pi FL

clients using the Flower framework.

3.1 Recurrent Neural Networks (RNN)

Recurrent Neural Network (RNN) is a type of artificial neural network that is best suited
for modelling data that is temporal in nature [36]. In contrast to feed-forward networks
which work on a fixed length of context when processing information, RNNs possess
the ability to store information to be used later while utilizing variable length contextual
window. The input provided at a given time step in RNN is a function of both the current
input as well as the information from the previous layer. This leads to the information
stored in the previous layers getting passed on to successive layers in the network which
is then utilized in making predictions.

RNNs are known to achieve the best results in language modelling tasks as shown in
[3] [22]. This motivates the use of RNNs in this dissertation as the text conversational
data is sequential in nature. However, as the sequences of words in the text get longer,
it tends to forget the information learnt and is unable to handle long-term dependencies

due to the problem of exploding and vanishing gradients. This arises due to the repeated
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back-propagation of the error gradients as part of the learning process. In this process,
the gradients which are greater than 1 tend to become larger at each time step due
to repeated matrix multiplication, resulting in an unstable network. Hence the term
exploding gradient. Whereas, the gradients with a value smaller than 1 tend to decay
exponentially leading to no learning. This led to the development of LSTMs which use

gates to control memorization and learn long-term dependencies.
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Figure 3.1: A Vanilla RNN Cell

3.1.1 RNN Variant - Long Short Term Memory (LSTM)

LSTM network is a type of Recurrent Neural Network which was developed [22] to resolve
the shortcomings of RNN, which led to the exploding and vanishing gradient problem.
LSTM consists of gates which control the information that needs to be stored and what
needs to be discarded, resulting in a faster learning process. This architecture helps in
bridging the long-time lag of up to 1000 discrete time steps. The difference in the internal
architecture of a vanilla RNN and an LSTM has been illustrated below using the figures
taken from [29].
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Figure 3.2: An LSTM with four layers

The Figure[3.1{shows a vanilla RNN cell with a single layer of tanh function, input X,
at time t, and the hidden state h; at time t which is the output of the current cell state.
However, an LSTM has a different internal structure where the tanh layer is replaced by
four layers which interact with each other regulating the flow of information through the
cell as shown in Figure (3.2

There are three gates which have been implemented to control the flow of information
inside the LSTM Cell, which are described as follows:

e Forget Gate: The forget gate f(t) helps in forgetting unnecessary information while
retaining only important information. The same is achieved using a sigmoid layer
which takes in output from the previous layer h;_; and the current input z; combined
with bias by and returns the output of 1 which implies “remember completely” or 0
which implies “forget completely”. The final output of this gate is f; x C;_; where

C;_1 is the previous cell state.

ft = O'(Wf.[ht_l, l’t] + bf) (31)

Figure below shows the flow of information in and out of the forget gate.
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Figure 3.3: Forget Gate of LSTM Cell

Input Gate: The input gate works in two stages as shown in Figure [3.4] and
Figure [3.5| During the first stage, the sigmoid layer decides which values need to
be updated and the next stage comprises the tanh layer which produces a vector C,

of the values required to be added to the current state.

th = U(Wf.[ht,l,xt] + bl> (32)

ét = tanh(WC.[ht_l, xt] + bC) (33)

Next, we combine the steps performed previously to forget the information from
the previous cell state which is not needed given by f; * C;_; and adding it to the

information that is needed given by C,  i,.

Cr=fixCioy + iy * ét (3.4)
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Figure 3.4: Input Gate at Stage 1

Figure 3.5: Input Gate at Stage 2

e Output Gate: The output gate decides the final output of the current cell state.
This is done by the sigmoid layer which returns the information to be sent as output.

The tanh layer is used to move the values of the cell state in the range of -1 to 1
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which are then multiplied by the output of the sigmoid layer to get the final output.
Figure 3.6 shows the output gate as described above.

or = o(Wy.lhi_1, 2] + b,) (3.5)

hy = o * tanh(C}) (3.6)

||IJr

Figure 3.6: Output Gate of LSTM Cell

3.2 FLOWER Framework

Flower framework has been used for this dissertation as described in the previous chapter.
The driving force behind using this framework is its ability to integrate federated learning
with the real device landscape, which is the main goal of this study.

The architecture of the framework is shown in Figure and is broadly divided into
two core components of a federated learning environment, namely, the server and the
client. There are two sets of computations that are performed as part of functioning of

the core framework:
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Figure 3.7: Architecture of Flower Framework, image from [4]

¢ Global Computations: The computations that are performed centrally at the
server level to control the federated learning process together comprise the global

logic implemented.

The RPC server is responsible for establishing a network connection and initiat-
ing communication between the server and the federated clients. Flower Protocol
messages are also exchanged using the RPC server. The communication protocol
provides interfaces defining the server-side methods that can be called remotely by
specifying the serialised model parameters which in turn expects return messages
from the client in the form of updated model parameters or evaluation results like

loss and accuracy.

The next core element at the server level is the strategy which refers to the averaging
algorithm used to combine the model updates received from the participating clients.
Federated Averaging (FedAvg) is the strategy used in this implementation. However,
the framework provides the freedom to choose other algorithms or customize a
new strategy altogether. The decision making logic is placed in the strategy which
configures each round of the federated training by sending instructions to the clients

through the RPC server, receiving updates from them, and aggregating the results.

The following methods and classes are defined in the framework to support server-

level operations described above:

start_server(): This method is used to start the server with the help of gRPC
transport layer. The parameters passed in this method include server_address:

IPv6 address of the server, config: a dictionary which specifies the number of
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rounds of federated training to be performed, and Strategy: implementing the base

class flwr.server.Strategy defaulting to server.strategy.FedAvg if not specified.

server.strategy.Fed Avg: This class is used to configure the parameters for the
federated averaging strategy, including the fraction of clients used both in training
and validation along with the minimum number of clients that need to be specified
for both training and evaluation. It also provides the function: on_fit_config_fn
which can be called to send training configurations to the client in each round for
controlling the parameters like batch size, learning rate from the server side itself.
Similarly, the function: on_evaluate_config_fn is used to customise the evaluation
at the client.

Local Computations: These computations majorly involve the local logic imple-
mented at the client side to facilitate training and evaluation on the local dataset
available at the client. Flower provides a client abstraction class which provides
an interface to the server for interacting with the client. The benefit of using this
class is that user-provided workload specific code can be executed without worrying
about the details of network connection and message exchange formats. The conve-
nience class provided by Flower used in this implementation is NumpyClient, which

contains the following three methods:
get_parameters: This method returns the model weights.

fit: This method involves training the received model weights on the locally stored

dataset and providing the updated model weights back to the server.

evaluate: This method evaluates the local model weights on the locally held test
data.

Once the above interface class is instantiated, the function start_numpy_client() is
used to start the client which takes in the server_address and the instance of the

class created above as arguments.

3.3 Data Collection

The main objective of this dissertation is to check the feasibility of training an LSTM

model on an embedded device like Raspberry Pi. To develop a next word prediction model

in [I7], the logs of data stored on client devices were used, where each device contains a

cache of text representative of the user’s typing behavior as captured by various social

media and chatting apps. Data from consenting users of the Gboard app have been used

after removing any personal information to protect the user privacy.
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However, due to the inaccessibility to real user device data, this study uses the textual
data from the publicly available Reddit dataset [5]. Reddit is an online social platform
which hosts discussions across a wide variety of social and general events and issues
happening in society. The data is structured into subreddits which represent hundreds
of communities corresponding to different discussion topics under which users can create
new posts or comment on the existing ones. The use of this dataset is intentional as it
very closely relates to the real-world scenario of user conversations that occur on mobile
devices while chatting. The dataset is accessible through the Google BigQuery API and
is available in the form of posts or comments associated with particular users identified
with the UserID. This provides an inherent partition based on userIDs, which can be used
to mimic local data corresponding to a client in the federated setting. Since each device
represents a different user, therefore the underlying data will be different based on the
user’s interaction with the device.

To show the feasibility of training LSTM on Raspberry Pi, this implementation uses
the preprocessed Reddit dataset provided by LEAF in [10]. LEAF is a modular framework
designed for federated learning simulations. Datasets module of this framework provides
preprocessed data to users which can be directly applied to ML pipelines built on different
frameworks like Tensorflow and Pytorch. It also provides enough details on how the data
has been preprocessed to be used in the next word prediction task unlike the remaining
literature where the steps involved in preprocessing have not been discussed in depth
for them to be reproduced. The Reddit data in LEAF has been taken from pushshift.io
[2] which includes posts and comments from December 2017. The comments dataset
comprises of files where each comment is represented in the form of a JSON object.
The most relevant keys and their respective description for each comment are shown in
the Figure below. Each comment in the data has a number of associated fields like
comment ID, author of the comment, corresponding parent ID, created timestamp, to
name a few. However, not all of these fields have been extracted while processing the
data to make it ready to be fed into the model. For the task of next word prediction, for
each user, the body of comments is used to create input sequences of text. Corresponding
target variable contains the subreddit, created timestamp, score of the comment and the

target output sequence.
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[ Field Description

id The comment’s identifier, e.g., “dbumng8” (String).

author The account name of the poster, e.g., “example_username” (String).

link id Identifier of the submission that this comment is in, e.g., “t3_519541r” (String).

parent_id Identifier of the parent of this comment, might be the identifier of the submission if it is top-level
comment or the identifier of another comment, e.g., “t1_dbuSbpp” (String).

created_utc UNIX timestamp that refers to the time of the submission’s creation, e.g., 1483228803 (Integer).

subreddit Name of the subreddit that the comment is posted. Note that it excludes the prefix /i/. E.g.,
*AskReddit’ (String).

subreddit_id The identifier of the subreddit where the comment is posted, e.g., “t5_2gh1i” (String).

body The comment’s text, e.g., “This is an example comment” (String).

score The score of the comment. The score is the number of upvotes minus the number of downvotes.
Note that Reddit fuzzes the real score to prevent spam bots. E.g., 5 (Integer).

distinguished Flag to determine whether the comment is distinguished by the moderators. “null” means not
distinguished* (String).

edited Flag indicating if the comment has been edited. Either the UNIX timestamp that the comment
was edited at, or “false”.

stickied Flag indicating whether the submission is set as sticky in the subreddit, e.g., false (Boolean).

retrieved_on UNIX timestamp that refers to the time that we crawled the comment, e.g., 1483228803 (Integer).

gilded The number of times this comment received Reddit gold, e.g., O (Integer).

controversiality Number that indicates whether the comment is controversial, e.g., 0 (Integer).

author flair_css_class | The CSS class of the author’s flair. This field is specific to subreddit (String).

author_flair_text The text of the author’s flair. This field is specific to subreddit (String).

Figure 3.8: Reddit Comments Data description, image from [2]

The dataset provided by LEAF contains a total of 56,587,343 comments from 1,660,820
users. However, for this dissertation, only a subsample of the dataset has been used. Since
the objective here is to use two Raspberry Pi clients to train the model in a federated
fashion, only data specific to two users having the highest number of training sequences
were extracted using the script shown in Figure 3.9 A vocabulary size of 10000 tokens
has been used while the user data corresponding to each Pi contain 1700 and 2200 tokens
respectively.

The following steps are involved in cleaning the data to make it ready to feed into the

model:

e The special symbols used in HTML are unescaped, which involve decoding the

escaped strings.
e Extra spaces and non-ASCII symbols are also removed from the raw text.

e Any URLs present are replaced with a special token, the Reddit username for each
user is replaced by a unique user token, and finally the sub-reddit name is also

replaced by a sub-reddit token.
e The resulting text is converted to lowercase throughout.
e The cleaned text is then broken down into a list of tokens/words.

e For each comment converted into tokens after performing the above steps, sequences

of 10 tokens are generated for the LSTM. Every input sequence begins with a “BOS”
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#load reddit dataset
users, groups, train data, test data = read data(train data dir, test _data dir)

mu = [0, 0]
mu sz = [-1, -11
for u in users:
sz = len(train data[ul["="])
if sz >= mu sz [0]:
mu[l] = ma[0]

mu s5z[1] = mu s5z[0]
mu[0] = u
mu sz[0] = sz

elif sz >= mu =sz[l]:
mu[l] = u
mu sz[l] = sz

$# for u in users:
for 1 in range(2):

u = mua[i]

u train = train datalu]

u test = test_data[u]

folder = os.path.join('new correctdata’, 'user "+ str(u))

if os.path.exists(folder):_
os.remove (folder)
os.makedirs (folder)
train file name = 'train {}.Jjson’'.format(u)
test file name = 'test {].json’.format (u)
train file = os.path.jeoin(folder, train file name)
test file = os.path.join(folder, test file name)

filel = open(train file, 'w')
json.dump (u_train, filel)
filel.close ()

file2 = open(test file, 'w')
json.dump (u_test, fileZ)
fileZ.close ()

Figure 3.9: Python script used to extract data for two Raspberry Pi
clients

token which refers to beginning of sequence and ends with “EOS” token which refers
to the end of sequence. Corresponding target sequences are of the same length except
shifted one word to the right. From this target sequence, the last token is extracted

to be the output label as it represents the next word for the given input sequence.

e Since the length of each comment is not going to be the same, padding is added to
the sequences where there are less than 10 tokens to keep all the sequences of equal

length before feeding the input into the neural network.

For a given comment, the input sequence of tokens and the corresponding target
sequence in the form of JSON object can be seen in Figure below.
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Figure 3.10: The structure of the input and corresponding target se-
quence in JSON Format

3.4 Model development

The LSTM model is used for the task of next word prediction as described in Section
3.1.1. The model has a total of 1,524,240 trainable parameters. The architectural design
of the model developed is described below:

e The first layer in the model is the embedding layer. It is used to create a vector
representation for each word in the vocabulary. Therefore, it is necessary to pass
the size of the vocabulary as a parameter into the embedding layer. It is also re-
quired to specify the dimension, i.e., the size of the embedding vector space such
that the model maps each token(word) to the embedding vector of that dimen-
sion. The model specifies a dimension of 16 as the data available on each client
is small. Increasing the dimension of the embedding vector can help in capturing
the relationship between similar words, but it would need more data to learn that

relationship.
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e The embedding vector is then passed through a single hidden layer of LSTM with
128 units.

e The output embedding returned from the LSTM layer is passed through a fully
connected dense layer with the number of units equal to the size of the vocabulary.
Softmax activation function is used to convert the output vector into a vector of

probabilities normalized over the vocabulary.

The loss function of the LSTM model is computed as the cross entropy between the
predicted target labels and the actual output labels. Detailed summary of the model is
shown in Figure A.1 (Appendix).

Hardware Specifications

The experiments are conducted using Windows 10 laptop powered by Intel(R) Core(TM)
i5-1035G1 CPU@1.00GHz and 64-bit processor which is used as the server. Two Rasp-
berry Pi 4 Model B devices with 4 GB RAM and 16 GB external SD card are used as
clients for training the next word prediction model using federated learning. The Rasp-
berry Pi has been preinstalled with Raspbian Operating system, which is a version of
the linux-based Debian operating system. Both the Raspberry Pi devices use wireless

connections and were configured over the WiFi network.

3.5 Integration with FLOWER Framework

The training of the model begins with the random initialization of the model by the
server. This randomly initialised model is shared with both clients to start the federated
training. The Keras LSTM model is specified both in the server.py and client.py as shown
in Figure below. The model is compiled using the Adam optimizer which uses the
stochastic gradient descent (SGD) method. This method helps in optimizing the error
gradient for the current model state computed using the training data and updates the
model weights using backpropagation. The amount at which the weights are updated is
specified by the learning rate. It is currently set to 0.001 which is the default configuration
of Keras Adam optimizer class. The loss function which needs to be minimized is specified
as categorical cross entropy. This function computes the cross entropy loss between the

actual target sequences and the output of the model.
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main() ->

model = keras.Sequential( )

model.add(layers.Embedding(
model.add(layers.LSTM( ))

model.add(layers.Dense(
(model.su )
model.compile(

Figure 3.11: Keras LSTM model used in implementation

The strategy is configured to use the FederatedAveraging (FedAvg) algorithm and
takes in two clients for the parameters: min_fit_clients and min_eval_clients which ini-
tialises the minimum number of clients required during training and evaluation. These
values can be changed when the system is scaled to use more clients. The parameter
man_available_clients is also set to 2 as the current federated system is configured to use
only 2 clients. The fraction of clients to be used in training and evaluation is specified us-
ing the fraction_fit and fraction_eval parameters, both are set to 1 to use both clients.

The code snippet [4] of the strategy configuration in the flower server file is shown in

figure [3.12]

=fit_config
=evalua config

=model.get_weights()

Figure 3.12: Code for Configuration of the Federated Averaging strategy
in Flower server.

The connection to both the Flower Raspberry Pi clients is established via SSH using
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MobaXterm tool. A small subset of data for two users is extracted from Reddit dataset
and saved on each of the Raspberry Pi Clients. This data is already split into two separate
train and test JSON files. The setup of the virtual environment on each of the Raspberry
Pi clients is done using Poetry which is a package management tool in Python. The
pyproject.toml file contains all the packages and their versions that need to be installed
to run the client code on the Raspberry Pi. This file is similar to the requirements.txt file
which is generally used for running Python projects. Figure [3.13] shows the MobaXterm
GUI used to connect to one of the Raspberry Pi named raspfedl.

B raspfedt - X
Terminal Sessions View Xserver Tools Games Settings Macros Help
% 4 =
B % % s x & B Y B & @ X O
Session  Servers  Tools  Games Sessions  View Split  MultiExec Tunneling Packages Settings  Help X server Exit
Quick connect 4\ @3 homelmobaxterm [X]7. raspfedt

WiIiTO®R [ J) (SSH client, X- ver and networking tools)
2 | © > SSH session to pi@
S & Name ~ * SSH compressio v
8 B + SSH-browser -
e « X11-forwarding : v (remote display is forwarded through SSH)
ideos « DISPLAY : v (automatically set on remote server)
2 Templates
i quickstart_tensorflow > For more info, ctrl+click on help or visit our website
s Public
% Pictures Linux raspfedl 4.19.97-v71+ #1294 SMP Thu Jan 30 13:21:14 GMT 2020 armv7l
=
M . .
7 el The programs included with the Debian GNU/Linux system are free software;
F3 MagPi the exact distribution terms for each program are described in the
@ FLproject individual files in /usr/share/doc/*/copyright.
Downloads Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
Documents permitted by applicable law.
Desktop Last login: Fri Aug 20 18:27:18 2021
[ SSH is enabled and the default password for the 'pi' user has not been changed.
.poetry This 1s a security risk - please login as the 'pi' user and type 'passwd' to set a new password.
Jocal
o cd advanced_tensorflow/
keras P s
anupe .toml README.md run.sh server.py tensorflow-2.1.0-cp37-cp37m-linux_armv71.whl
. Bl picraspfedi:~/a sorflow $ poetry shell
< > ng
o . /home/pi/.cache/pypoetry/virtualenvs/advanced-flwr-tensorflow-1XIJ06qz-py3.7/bin/activate
E Remote monitoring pi@raspfedl:~/advanced_tensorflow . /home/pi/.cache/pypoetry/virtualenvs/advanced-flwr-tensorflow-1XIJ06qz-py3.7/bin/activat
e
[] Follow terminal folder (advanced-flwr-tensorflow-1XIJ06qz-py3.7) pi@raspfedl:~/adva flo [ ]

Figure 3.13: MobaXterm GUI to connect with Raspberry Pi Clients

The server.py is executed on the local machine which serves as the server while the
client.py is run on both the Raspberry Pi clients connected via SSH as shown above. The
server waits until both clients are connected and once the connection is established, the
federated training process is started. The number of training rounds is specified by the
server. Currently, the system is set up to run 50 rounds of training with 10 epochs in

each round for both clients.

3.6 Challenges encountered

The following challenges were encountered as part of the design and implementation of

this dissertation:

e Implementing next-word prediction model on an embedded device such as a Rasp-
berry Pi using federated learning has been a challenging task owing to the novelty

of the idea as the same has only been achieved on Android devices.
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Federated learning has been around since 2016, the research field is relatively new,
and the available frameworks and technologies supporting FL are under ongoing
development, which made it extremely difficult to develop a working prototype for
a real-world FL scenario. The available code base is continuously evolving with

many issues still unresolved.

For next-word prediction task on a mobile keyboard, it requires learning the most
frequently typed words by the user. Due to the privacy constraints, there was no
access to real data. Initially, the dataset from the popular question and answer web-
site, Stackoverflow, was explored but due to the lack of enough data preprocessing

information required for using it for LSTM model led to the change in the dataset.

The Reddit dataset was sourced from LEAF [10]. It included comments from thou-
sands of users and getting data corresponding to only two users involved processing

large files of size 1.6GB, which resulted in out-of-memory errors on the local ma-
chine. This was resolved by using lab machines which had 16GB RAM.

Choosing a framework for federated learning was also a bottleneck as most of the
popular frameworks like Tensorflow Federated (TFF), PySyft and LEAF did not
support the implementation of federated learning on real devices but only provided

simulations.

Using the Flower framework and setting it up on the Raspberry Pi was the most
difficult task as it required installing a lot of dependencies and packages involving
debugging compatibility issues and finding the right versions of different packages
to work with. After consistent troubleshooting, Python dependency management
tool, Poetry was installed to handle version mismatches, which led to the successful

setup of the Flower framework example code in Tensorflow.

Finally, since there is no working example of implementing an LSTM in the flower
framework, integrating the model in the framework to produce a working solution

was a challenging task.

3.7 Summary

This chapter discussed the design and implementation details of the next word prediction

LSTM model and training the same on resource-constrained Raspberry Pi devices acting
as federated clients. This involved data gathering from the LEAF Reddit dataset and

preparing it to mimic the local data cache of the Raspberry Pi clients. Next, it explained
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the LSTM model design followed by its integration into the flower framework and sum-
marising the challenges faced during the process. The next chapter will discuss the results

and evaluate the hardware performance metrics on the Raspberry Pi devices.
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Chapter 4
Evaluation

This chapter discusses the analysis of the federated training process and presents the re-
sults of the model implemented in the previous chapter. It also measures the performance

metrics on the Raspberry Pi devices.

4.1 Experimental Setup

As described in the previous chapter, the experimental setup for the next word prediction
task in a federated setting comprises the laptop as the server and two Raspberry Pi
devices as the federated clients. The two Raspberry Pi client devices are named raspfedl
and raspfed2. The data of two users extracted from Reddit dataset described in Section
3.3 of the previous chapter, is stored on each of the two Raspberry Pi devices. It is
important to note that due to the practical limitations of storage and computational
capacity on the Raspberry Pi, only a subset of data is used, divided into train and test
samples as shown in Table 4.1} The data in raspfedl consist of 1485 training samples and
576 test samples. Similarly, the data in raspfed2 consist of 1097 train samples and 292

test samples.

Federated Clients | Train Data | Test Data
raspfedl 1485 576
raspfed?2 1097 292

Table 4.1: The composition of local data on Raspberry Pi clients
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4.2 Evaluation Results of the Federated Training

The federated training process involved training an LSTM model for next word prediction
on Raspberry Pi devices. Both the Raspberry Pi clients participated in the training and
evaluation round. The Reddit data was partitioned into clients in non-IID fashion. The
data was non-IID as the size of the data was different and it was unique in the sense that
it belonged to different users. The LSTM model comprised a single layer of 128 units
followed by a fully connected dense layer with units equal to the size of the vocabulary.
The federated training process starts with the random initialization of the model weights

by the server which are sent to both clients.

4.2.1 Understanding the loss function

The loss function used in the Keras LSTM model is the categorical cross entropy. For
each input sequence of 10 tokens, the output is a single token which is the next predicted
word. The next word predicted by the model is a single vector having a size equal to the
vocabulary size and has not been normalised. The softmax activation ensures that the
raw predictions are converted to probabilities normalised over the vocabulary. The model
is compiled using categorical cross entropy loss as this problem becomes a multiclass
classification problem where the number of classes are equal to the number of tokens in
the vocabulary of the training corpus.

The cross entropy (CE) loss is calculated as the difference between the output prob-
abilities predicted by the model and the actual output (ground truth). The objective is
to adjust the model weights during the training process such that the cross entropy loss

1S minimum.

4.2.2 Federated Evaluation at the Clients

The model is evaluated based on the loss and accuracy metrics. Client side evaluation is
performed and is controlled by the server. The server configures the model hyperparam-
eters: local batch size and the number of training epochs at the clients. At each client,
the training data is divided into train and validation splits in the ratio of 9:1. The cross
entropy loss and accuracy were calculated during the training on both train and validation
data and illustrated in Figure [1.1] From the plot, it can be seen that for the first client,
raspfedl, the initial loss reported on the training set is 7.8726 in the first epoch, which
gradually declines to 3.9518 by the 10th epoch of the first round of federated training.
However, the loss on the validation set is still higher with a value of 5.1543 by the end

of the first round of federated training. Similar observations were reported by the second
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client, raspfed2, where the loss on train data falls from 8.5485 to 4.1182 by the end of
the 10th epoch in the first round of training. However, the final loss on validation data is
5.8556. As the training continues, the model starts to overfit the training data on both
clients. This behaviour can be attributed to the small amount of training data available at
the clients. The results obtained by the federated model are not as promising as the ones
presented in the State-of-the-art FL simulations in [12][17] as the local data is limited to

a few hundred training samples as well as the number of clients are limited to 2.

Decline in Loss on Client1 in 1st round of FL Decline in loss on Client2 in 1st round of FL
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Figure 4.1: Plots showing the decline in CE loss during the first round
of federated training on both clients.

At the end of each round of federated training, the local model at each client gets
updated with the new global model weights. The loss and accuracy of this global model
is then evaluated by both clients on their local test data and the results are published. The
final evaluation results obtained on both clients at the end of the 50 rounds of training are
CE loss and accuracy of (3.9669, 23.12%) and (6.1696, 39.37%) respectively. High value
of CE loss on test data clearly points towards overfitting in the LSTM model. Reducing
the complexity of the model can help in resolving the issue of overfitting. However, since
the model comprises a single hidden layer of LSTM with 128 units only, increasing the
training data would be a better option.

Varying the number of local epochs per round of federated training, test accuracy of the
model does not improve for either of the two clients. However, it leads to increased training
time of the whole system which in turn results in higher utilization of the computational
resources on the Raspberry Pi devices. The results of choosing multiple number of epochs
per round of training for 50 rounds are shown in Table 4.2}

It is evident that to achieve better results from the federated training of next word
prediction LSTM model, there is a need to increase the number of participating clients.
The experiments performed above clearly demonstrate the feasibility of training a next
word prediction language model on real devices like the Raspberry Pi. However, to

commercially exploit the capabilities of FL. as done by the mobile keyboard application,
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Test Accuracy

No. of epochs Training Time (min) Clientl Client2

1 15.59 24.37%  40.62%
5 35.29 23.74%  38.74%
10 95.93 23.12%  39.37%

Table 4.2: Test accuracy and training time reported on varying the number of local epochs
on Raspberry Pi clients.

Gboard, there is a need to scale this prototype by increasing the number of Raspberry Pi
clients to 50 or 100.

4.3 Measurement of Performance Metrics on Rasp-

berry Pi

This section shows an evaluation of the measurements of time taken, memory consumed,
and temperature recorded while running FL on the Raspberry Pi device as shown in [15]
[20].

e Memory usage was measured by running free -h command on Raspberry Pi devices
during the training process. Table4.3|shows the memory used in FL training process
on each of the client devices. Used memory also includes the memory occupied by
the Raspbian operating system. It can be clearly observed that it is possible to
train an LSTM with a single hidden layer of 128 units on a Raspberry Pi. However,
increasing the complexity of the LSTM model further would mean training more

parameters on a larger dataset. This would result in higher memory utilization.

Clients Memory

Used(with OS) % Utilization Total
raspfedl 876MB 21% 3.8GB
raspfed2 658MB 17% 3.8GB

Table 4.3: Memory consumption on Raspberry Pi clients during federated training.

e The temperature of the Raspberry Pi devices was monitored during the training
using the command: vegencmd measure_temp. Since performing FL on device in-
volves training LSTM model, it significantly increases the temperature of the device
as shown in Table The acceptable limit of temperature for the device to func-
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tion properly as recommended by the Raspberry Pi Foundation is 85°C. Beyond

this range, the device needs to be cooled down using an external cooling fan.

Temperature
Idle Training
raspfedl 48°C 64°C
raspfed2 45°C 63°C

Clients

Table 4.4: Temperature recorded on the Raspberry Pi clients during federated training
versus when they are left idle.

e The training time was recorded by the flower framework at the time of completion
of FLL on the Raspberry Pi devices. As the number of local epochs were increased,
the training time increased significantly without much improvement in the accuracy
of the model. Tt took 15.59 minutes to run 50 rounds of training with the number of
local epochs set to 1. On increasing the number of epochs to 10, the training time

increased to 55.93 minutes.

4.4 Summary

The LSTM model used for prediction of the next word given a sequence of 10 tokens has
been implemented and trained on the resource constrained device, Raspberry Pi. Two
Raspberry Pi devices are used as federated clients in a real deployment scenario. The
final global model obtained after the last round of training resulted in a prediction accu-
racy of 23% and 39% on test data at clientl and client2, respectively. The performance
metrics captured while executing training on the Raspberry Pi were analyzed. It included
the training time, memory usage, and temperature measurement on the devices. The
experimental results show the practical feasibility of implementing a language model on
resource constrained devices in a federated setting. However, to achieve viable accuracy,
the system needs to be scaled to include more than two devices, with each device having

access to more training samples compared to the local data currently available.
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Chapter 5

Conclusions & Future Work

5.1 Conclusion

This dissertation assessed the feasibility of implementing a next word prediction LSTM
model on resource constrained devices such as a Raspberry Pi. It was inspired from similar
work done on Android devices [I7]. Addressing the initial research objectives, it clearly
demonstrated the practicality of the novel idea of implementing next word prediction on a
Raspberry Pi. The LSTM model implemented and trained on the device contains a single
hidden layer of 128 units, which is well within the resource bounds of the Raspberry
Pi Model B device with 4 GB RAM. However, the Raspberry Pi devices need to be
connected to a constant source of power supply until the training is completed. The use
of the flower framework helped in implementing this novel solution in a practical setting
using real Raspberry Pi devices compared to other frameworks which only supported
FL simulations. Lastly, it can be concluded that it is computationally possible to train
language models on devices like Raspberry Pi using federated learning. However, to
exploit the technology in a commercial setting, the current prototype needs to be scaled

to use more clients required to achieve the desired accuracy of the LSTM models.

5.2 Limitations and Future Work

The limitation of this work, as highlighted by the experiments conducted, is the usability
of the trained model to predict the next word given the low accuracy achieved. This can
be attributed to the current implementation solution which deploys federated learning on
only two Raspberry Pi devices. The next most exciting step to build upon this dissertation
would be to deploy this solution on a testbed of 50 to 100 Raspberry Pi devices to

relate more closely to real-world situations and uncover possible issues. Moreover, this
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dissertation needed data which could be used to mimic the user-typed data on mobile
keyboards. Due to privacy concerns associated with sharing personal data by the users,
the data for two users with the maximum size of training samples was extracted from
the Reddit dataset. However, even that data was limited to just a few hundred training
samples available per user. It would be worth exploring another dataset which can provide
larger text data per user, where each user’s data will correspond to local data stored on
a particular Raspberry Pi device. Getting real user device data as used in [I7] can lead
to a more accurate model which maximizes the real-world usability of this solution.
Once there are more client devices available to train on, it would be interesting to
optimize the model by stacking more hidden layers of LSTM. Having more devices with
sufficient data will be required to train the model parameters for a complex LSTM neural
network. This could lead to better predictions and reduced cross entropy loss. Fine
tuning hyperparameters like local batch size, number of epochs, and fraction of the client
population used in training and validation steps are also possible directions which can be

explored to improve the performance of the overall system.
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Appendix A

Model specifications

"sequential"

(None, None, 16)

Total params: 1,5
Trainable params: 1,524
Non-trainable params:

Figure A.1: Model Summary
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