
School of Computer Science and Statistics

Amobile exam proctoring system with
deep-learning-based human action recognition

Tong Ge

Supervisor: Dr. Ciarán Mc Goldrick

A dissertation
Presented to the University of Dublin, Trinity College

in partial fulfilment of the requirements for the degree of
Master of Science in Computer Science

(Future Networked Systems)

August, 2021

http://www.scss.tcd.ie


Declaration

I, the undersigned, declare that this work has not previously been submitted as an exer-

cise for a degree at this, or any other University, and that unless otherwise stated, is my

own work.

Signed: Date:

i



Permission to Lend and/or Copy

I, the undersigned, agree that Trinity College Library may lend or copy this thesis upon

request.

Signed: Date:

ii



Amobile exam proctoring system with
deep-learning-based human action

recognition
Tong Ge, Master of Science in Computer Science

(Future Networked Systems)
University of Dublin, Trinity College, 2021

Supervisor: Dr. Ciarán Mc Goldrick

Abstract

The COVID-19 pandemic has prevented students from congregating to take
traditional in-person exams, shifting the attention of pedagogical institutions
to online exam systems accessed remotely. This research surveys previous
review papers on human action recognition to confirm the feasibility of ob-
taining action features from spatiotemporal data sets such as videos. This re-
search reviews multiple state-of-the-art deep models and optimisation meth-
ods under the premise of achieving a balance between performance, function
and resource demand constraints of mobile devices. Then a deep learning
model is developed to classify the behaviour of examinees to a series of activ-
ities, approved or prohibited by the exam holder. The model evaluation care-
fully considers themodel performance inmachine learning classificationmet-
rics and computational performance. Experimental results show that the pro-
posedmodel achieved over 90% accuracy over 12 exam-related action categor-
ies with 23.6M parameters, making it possible to run inference smoothly on
most modern mobile phones. Finally, this research concludes with a discus-
sion of model design and optimisation experiences with possible directions
for future research in this area.

Keywords: Deep learning, pose-based features, video data, classification,
mobile device, exam proctoring
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1 Introduction

This chapter introduces the background 1.1 of the current COVID-19 pandemic, leading
to the research questions and aims 1.2 to be achieved in this research. Furthermore, since
human participants are involved in data collection and model training, research ethics
1.3 are discussed. Finally, this chapter also presents the overview and structure 1.4 of
this dissertation.

1.1 Research background

COVID-19 has brought many challenges to higher education. Marinoni, VanǨt Land
and Jensen [1] reiterate the facts released by UNESCO regarding the significant impact
of the pandemic on education in countries around the world. For example, there are ap-
proximately 130 million students, accounting for 89.4% of total enrolled learners, whose
academic career has been vitiated because of the impact of pervading virus caused school
closures.

To better respond to the crisis and allay public concerns caused by the epidemic, the Inter-
national Association of Universities (IAU) launches a survey of the impact of COVID-19
on higher education. Marinoni, VanǨt Land and Jensen [1] present the survey results
showing that COVID-19 has inevitably affected many processes in education, including
teaching & learning, researching, and assessment.

In teaching and learning, most classroom lectures have been substituted by distance
teaching and learning, which may not be difficult for professors and students who are
familiar with computers and the Internet. On the other hand, experiments and research
that require the use of shared professional equipment are much more severely affected.
The survey shows that 80% of researchers have reported that their research progress is
decelerating and moving at a creep.

However, as for assessment and examination, institutions have no way to perpetuat-
ing the traditional assessment methods, which is indicated by Clark et al. [2] as one
of the most important challenges for students. “Learning assessment and examination
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approacheswill be reviewed, and institutionsmay choose to invest further in technical in-
frastructures”, said byMarinoni, VanǨt Land and Jensen [1] points out the fact. Although
some universities shift from closed-book exams to pure continuous assessments imme-
diately, other educational institutions are craving for new technologies to help them out
of trouble.

As a result, themotivation of this research is to investigate the feasibility of deep-learning-
based human action recognition techniques in the distance invigilation application and
provide a way for educational institutions to hold exams and reduce labour costs.

In recent years, ubiquitous influences of deep learning methods have brought tremend-
ous advancement to many computer science fields and individual’s daily life. In many
fields, such as computer vision andnatural languageprocessing, deep learning approaches
achieved higher performance than traditional algorithms. McCay et al. [3] show that in
the research field of automatic human action recognition, the analysis and reconstruc-
tion of human actions have copious applications, including content-based video index-
ing, intelligent surveillance, human-computer interaction, and virtual reality. Therefore,
this research will explore deep learning techniques to solve automatic exam invigilation
problems in the assessment process of distance education.

This research is also based on previous studies in deep learning and deep model mobil-
isation. Currently, there are some existingmodels for human posture analysis and detec-
tion. But many of them use static imagery as input and key points of the body as output,
and they are not optimised for mobile devices with limited computing power. Beside,
the personal computer hardware, the bridge between the software system and the phys-
ical space, is not trusted. However, a trusted software environment can be ensured on
mobile phones with hardware attestation functions provided by operating system and
device manufactures.

1.2 Research aims
After clarifying the research background, the research question of this dissertation is
summarised as the following:

Is it possible to understand sequential human actions, using an on-device
camera video input stream with deep learning technologies, to classify the
actions of an exam attendee in respect of approved or suspicious behaviours
to a high level of accuracy?

In order to answer the research question, this research aims to achieve the objectives
through the corresponding methods shown in Table 1.2.

2



� Research objectives Method to achieve objectives
� To do the literature review By surveying and analysing the state-of-the-art

technologies of deep-learning-based human ac-
tion recognition

� To have an available data set By obtaining a suitable image and video data set
and labelling them for training the model

� To design a deep learning model By designing a deep learning model
� To code and train the deep model By training the model and fine-tuning hyper-

parameters
� To optimise the model for mobile By developing a working mobile app that equips

the model
Table 1.2: Research objectives and corresponding methods

After completing the above objectives, this research will also evaluate the project out-
comes, especially for model performance and other following aspects.

• Model accuracy, precision and other evaluation metrics on the classification task.

• Balancedperformance between accuracy and efficiency of the deep learningmodel.

• User experiences of the overall system.

1.3 Research ethics
According to the requirements of research ethics, any research involving human particip-
ationmust have reviewed and got an ethical approval by the Research Ethics Committee.
Obviously, this research is about human activity, and videos also need to be captured
from participants as training and validation data set, so it requires some ethical discus-
sions before conducting research.

The ethics committee raised privacy concerns during the review process that people
in the videos have facial biometric information which directly identifies participants,
and inadvertent capture of sensitive information from surroundings or computer screen
might menace examinees’ privacy.

In terms of privacy, Coghlan,Miller and Paterson [4] philosophically describe the ethical
rationality of online proctoring technologies, which highlights “academic integrity, fair-
ness, non-maleficence, transparency, privacy, respect for autonomy, liberty, and trust”.
Finally, they conclude that the online proctoring function requires a precedent balancing
between concerns and possible benefits. Educational institutions also have the duty to
take ethical considerations should they decide to adopt the technologies.

Bozkurt and Sharma [5] mention that laws and regulations should strive for online

3
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