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Abstract

This research sets out to examine the feasibility of using a Distributed Ledger Technology to
facilitate an Internet of Things application where there is intermittent connectivity between
the nodes. The research will investigate the various requirements of Internet of Things en-
vironment and how Distributed Ledger Technology is potentially suited to meet them. The
Internet of Things is a network of networks where networks can act independently without
complete connection to all nodes within all other networks.

The existing literature relating to the main topics of this research paper were examined. To
fully understand the topics, the focus of the research was on identifying the requirements and
limitations of the Internet of Things. The types of Distributed Ledger Technologies and which
one was most suited for meeting the recognised requirements was also identified.

As part of the primary research for this study, the researcher expanded upon a pre-existing
simulation of a Distributed Ledger Technology to implement behaviour which would simulate
a node disconnecting and reconnecting to the network. The goal of implementing this be-
haviour was to examine how the rate at which transactions are issued by the nodes is affected
by the disconnecting node. The data gathered was then compared with the literature to
reach some potential conclusions about how feasible Distributed Ledger Technology is in this
scenario.

Encoding this behaviour accurately required understanding the simulation used and the Dis-
tributed Ledger Technology so that the author could accurately program the experiments and
understand the results.

The data and research indicate that Distributed Ledger Technology in its current state is
not suitable for an environment of intermittent connectivity. A node which disconnects from
the network appears to stop any transactions from being issued when not able to confirm
coherency within the network. It indicates that a group of nodes which disconnect from the
main network cannot independently work when offline.

This research study concludes with suggestions and recommendations for future work based on
the comparison and analysis of both the data and the literature obtained in this paper.



Acknowledgements

| would like to thank my supervisor, Ciaran Mc Goldrick for his time, support, and guidance

throughout the writing of this thesis.

| also want to thank my family and my girlfriend, for their endless love, support and

encouragement.

Finally, I would like to thank my friends and the staff of the School of Computer Science and
Statistics at TCD for their invaluable support and advice throughout my 5 years at
TCD.



Contents

1 Introduction

2 Literature Review
2.1 Introduction . . . . .. ...
2.2 Internet of Things . . . . . . . . . ... ...
2.2.1 Applications of Internet of things . . . . . ... ... ... ... ..
2.2.2  Requirements and Current Limitations . . . . . ... .. ... ...
2.2.3  Summary and Insights of Requirements of loT . . . . . .. ... ..
2.3 Distributed Ledger Technology and the Internet of Things . . . . . . .. ..
2.3.1 Blockchain . . . ...
2.3.2 Directed Acyclic Graphs . . . . . . ...
2.3.3 Interoperability and intermittent connectivity in DLT . . . . . . . ..

2.4 Conclusions. . . . . . .

3 Research Methodology
3.1 Introduction . . . . . .. ..
3.2 Research Schedule . . . . . . .. .. .. ... ...
3.3 Whatis Research? . . . . . . . . . . ...
34 Typesof Research . . . . . . . . .. .. ... ... ...
34.1 Primary Research . . . . . . . ... ... ... ... .. ... ...
3.42 Secondary Research . . . . . .. ... ... ... ... ... ..
3.4.3 Qualitative Research . . . . . . . . ... ...
3.4.4 Quantitative Research . . . . . . . . ... ... ..
345 Mixed Methods Research . . . . . .. ... ... ... ... .. ..
3.5 Justification of the Quantitative Method . . . . . . . . . . . .. ... ...

3.6 Conclusions. . . . . . . L,

4 Design and Implementation
4.1 Introduction . . . . . . . ...
4.2 Initially Planned Experiments . . . . . . . .. ... ... L.

© ©O© 00 N & O W N N NN

11
11
11
11
12
12
12
13
13
14
14
14



42.1 Nodes as Intermediary . . . . . . ... ...

4.2.2 Network of network experiment . . . . . . . .. .. .. ... ....
423 Result gathering . . . . ... ...
4.3 Problems Encountered . . . . .. .. ... ...
4.4 Experimentation . . . . . . . ...
4.5 Implementing the Experiments . . . . . . . . . . ... ... ... ... ..
4.6 Limitations . . . . . . ..
47 Conclusion . . . . . ..
Results
5.1 Introduction . . . . . . . ...
5.2 Regularnetwork . . . . . ...
52.1 Control . . . . . . .
522 Experiment . . . . . ...
53 Cyclenetwork . . . . . . ..
53.1 Control . . . . . . .
53.2 Experiment . . . . . ...
5.4 Complete network . . . . . . ...
54.1 Control . . . . . . .
542 Experiment . . . . ...
55 Conclusion . . . . . ...
Discussion
6.1 Introduction . . . . . . ... ..
6.2 Impact of intermittent connectivity . . . . . . ... ... L.
6.3 Findings and Analysis . . . . . . .. ... L
6.3.1 Network robustness . . . . . . .. .. ... ...
6.3.2 Network of networks . . . . . . . ... ...
6.3.3 Simulation inaccuracy . . . . .. ..

Conclusion and Recommendations
7.1 Conclusion . . . . . .

7.2 Recommendations for Future Study . . . . . . ... .. ... ... ... ..

22
22
22
22
23
24
24
25
26
26
27
28

30
30
30
31
31
31
31



List of Figures

4.1 Topology of Control Experiment. . . . . . . . . . ... ... ... ..... 15
4.2 Topology of Experiment 1.. . . . . . . . . . ... ... ... 16
4.3 Topology of Experiment 2. . . . . . . . . ... ... 17
5.1 Network : Regular. Control. Dissemination Rate. . . . . . . . ... .. ... 23
5.2 Network : Regular. Control. Number of tips . . . . .. .. ... ... ... 23
5.3 Network : Regular. Experiment. Dissemination Rate. . . . . . . .. ... .. 24
5.4 Network : Regular. Experiment. Number of tips. . . . .. ... ... ... 24
5.5 Network: Cycle. Control. Dissemination Rate. . . . .. .. ... ... ... 25
5.6 Network: Cycle. Control. Number of tips.. . . . . .. ... ... ... ... 25
5.7 Network : Cycle. Experiment. Dissemination Rate. . . . . . . ... ... .. 26
5.8 Network: Cycle. Experiment. Number of tips. . . . .. .. ... ... ... 26
5.9 Network: Complete. Control. Dissemination Rate. . . . . . . ... ... .. 27
5.10 Network: Complete. Control. Number of tips. . . . . . .. ... ... ... 27
5.11 Dissemination Rate. Network : Complete . . . . . . . . ... ... .. ... 28
5.12 Number of tips. Network: Complete . . . . . . . . . . ... ... ... ... 28

vi



1 Introduction

In recent years, with the increase in computational power on smaller devices there has been
a growing interest in creating more Internet of Thing (loT) based environments. Such envi-
ronments have several applications but also a large number of requirements. One of which is
the ability for all agents to continue to operate in an environment where central connectivity

is not always possible.

Distributed Ledger Technology (DLT), is a technology that has received a lot of attention
since its inception. A distributed database has the potential to be a technology of which large

loT environments could be based on.

The aim of this research is to examine the behaviour of DLT in an loT environment which
has intermittent connectivity. The research will be conducted by researching the literature
about loT and DLT in order to identify the most suitable DLT to use for the experiment.
A simulation and evaluation will then be set up of the most suitable DLT technology where
nodes within the DLT will disconnect and reconnect. The results of the experiments will be

used to gain insight into the behaviour of the technology.

This work will begin with the literature review. This review will first identify the requirements
of loT followed by an investigation into DLT. The scalability, security, and privacy limitations
of loT will be considered. Then the two major categories of DLT will be critically evaluated.
The paper will contextualise and justify the research methodologies used to obtain the results.
The results will be displayed and discussed to draw some potential conclusions about the

observed behaviour.



2 Literature Review

2.1 Introduction

This section is a review of the literature surrounding the loT and how DLT has been used to
address its requirements and limitations. This section will highlight the state of the art of DLT
based loT systems, their applications, and shortcomings, as well as explore the currently mostly
unaddressed topic of networks of networks interacting, losing connection, and maintaining

consistency as transactions are performed.

2.2 Internet of Things

2.2.1 Applications of Internet of things

The loT describes the use of smart devices, to gather data about their immediate environment,
process that data, and transfer the data to other devices to create a dynamic network of
networks(1). This technology has the potential for many applications in many domains.

Some of that potential is already being realised.

The loT is the focus of a large amount of research in recent years because the applications
and domains where loT technology is applicable are wide and multifaceted. In a personal
and social space, a domestic network of smart devices which allow a homeowner to remotely
access providing them with more convenience, comfort, and security. In an industrial and
society environment, the primary sectors which can adopt loT technology and have it greatly
improve their efficiency and accuracy are the transportation, healthcare, suppliers, and energy
sectors(2, 3).

Within healthcare, one could monitor all patient data in real time, strategically deploy staff
based on current data, and streamline the stocking of hospital supplies. Within smart cities,
traffic lights can be controlled to allow for more organised movement, optimise the allocation
of resources, and identify conveniences for inhabitants such as available parking locations.
A potential application which has not been thoroughly explored has been the use of loT to

facilitate communication in locations of intermittent central connectivity. Search and rescue



operations, cave exploration, and aeroplane internet access are all examples of situations where

the connection to all devices or connection to the internet is not always possible.

To realise the potential of the loT in these fields, research has identified several major re-
quirements which any peer-to-peer loT system must have to be effective. These requirements
are robustness, availability, secure communication, device authentication, data management,

identity authentication, and privacy(4).

2.2.2 Requirements and Current Limitations

loT faces many challenges if it is to become fully feasible. There are challenges in a technical
capacity, scalability, interoperability, and security, as well as challenges in a social sense,
standardisation protocols. loT use is becoming more common but these requirements have

not in the author's view been fully addressed.

Scalability

The problem of scaling is perhaps the most obvious issue regarding development of any loT
environment, especially any peer-to-peer system. While this paper is not focused on addressing
the problems around scalability, the requirement still needs to be highlighted and investigated,
because it is the most fundamental requirement of any loT system. The main advantage of
the loT is the ability to gather data and react to it in real time and thus any issues around

bottlenecking and latency need to be addressed.

Scalability must be handled with regards to latency and throughput as well as energy con-
sumption. Hester(5) makes the point that battery powered loT devices are not a sustainable
solution and they identify a potential battery free solution form of energy harvesting from
the environment, (e.g. light and heat). The solution is still in its early stages and problems
have already been identified with it. It would require a large upgrade to the hardware of
the devices, significantly increasing cost. Latency and through-put are the main causes of
the issue and power consumption. Peer-to-peer loT are required to sense process, send, and
receive information, requiring a lot of computing power for all devices in the network. As
such it becomes clear that energy consumption and throughput are intertwined problems that
need to be balanced within any current loT system. Devices are designed to be as efficient as
possible, as small as possible, and use as little computing power as possible. Large batteries
are already too big for most modern loT devices. These issues are present in the system but

are made dramatically worse when security is factored into the system.

Security

The author concludes that, while scalability is the most fundamental requirement of loT, the

focus of research is on the potential security issues around it. The author believes that it makes



sense to focus on this requirement of the loT as the full potential of loT would require a lot of
data, much of it sensitive, to constantly be collected and to make decisions unsupervised about
the data. As discussed in (6), (7) and (8) loT has many security concerns. From the above
literature the author has identified data privacy, confidentiality and integrity, authentication
and availability, and single point of failure as the main security issues with regards to loT.
Many of the issues can potentially be solved using cryptography solutions however within loT
the scalability and power limitations places a limit on the level of computation power available.

To understand the security requirements the author will describe them in detail.

Single Point of Failure

loT requires a basic resilience to attacks by not having a single point of failure (6, 9). This is
a common requirement with any system that demands availability and reliability. Within an
loT this becomes especially difficult. In the best case scenario every device can perform all
the operations required of it and can process, send and receive data completely independently,
but that is optimistic. This would require all devices to have the same processing power as a
small computer exponentially increasing the cost of the system. A potential solution to this
is to have certain devices act as processing nodes to compile all the data that smaller devices
collected. This however creates points of failure in an loT system as you are then beginning

to remove the robustness that distribution promises.

Authentication and Availability

Within an loT devices should always be able to connect and send data to the rest of the
network and there should be a mechanism for authentication of those devices. This makes
the system resistant to Distributed Denial of Service attacks. The devices or any human
supervisor should be able to react to up to data information and this is compromised if the
devices do not have the ability to send data to the system. Tangential to the requirement is
the need for the system to be able to identify the devices in the system. This allows devices
to confirm the authenticity of the data they receive and prevents bad data from being flooded
into the system by attackers to compromise availability or attackers to anomalously add bad
data to the system to disrupt operations using code injection. It also prevents an attacker

from capturing a device and listening into potentially critical information(10).

Data privacy

The issue of data privacy and control in loT is a unique one as it requires both, flexibility and
rigidity depending on the requirements of the system. With regards to personal data, privacy
is critical if medical and financial operations and monitoring is to utilise loT. In these scenarios
personal data is flowing between devices and it is imperative that the data is protected (8).

Even setting aside personal data, smart cities, companies, vehicles etc. in an loT scenario



are all reliant on extremely tight information control. While that privacy is intuitive, and
with regards to personal data is necessary, when moving into the realm of automated or
unsupervised systems the free movement of data across the system is required if devices are
meant to react to the information in real time. However, this also fails to consider what occurs
when two networks interact with each other. At the minimum there needs to be an access
control mechanism and a device authentication method for determining who has access to
the data (6, 11). If one thinks further about it, then there needs to be a standardisation of
the protocols around how two networks interact with each other in real time with regards to

data privacy.

Confidentiality and Integrity

Similar to data privacy there is the problem of actual confidentiality of users and the integrity
of the data sent and received (4, 8). All devices within the loT network need to be able
to confirm that any devices operating with the system have proper authentication without
revealing any personal information about the users which the device is transmitting data
about. There is also the integrity of the data to consider. Man in the middle (MITM) attacks
and general network unreliability compromise the integrity of the data in the system. While a
basic checksum can address much of the unreliability around networks, MITM however, allows

data to be visible to bad actors unless it is sufficiently encrypted.

Interoperability

Interoperability is a systems capacity to interact with other systems. In an loT scenario,
this could be an application in someone's car looking for car parking spaces in a smart city
being able to request information from the car park tracking system in different smart cities
even though the cities use different software for their car park management. The interaction
between devices with different manufactures, coding languages, protocols, and hardware ca-
pabilities is a large problem within loT(12).

2.2.3 Summary and Insights of Requirements of loT

In the author's view, there are several clear balancing acts which need to be managed to
meet all the requirements of an loT system of any kind. The requirements, and how they
interact, create issues which need to be handled to make loT usable in any form and many
of the current solutions for similar issues in similar systems are not viable. Most current
cryptographic solutions, asymmetric or symmetric, while providing solutions to the above
security questions are in the author's view not viable because they are either, not scalable,
computationally intensive, or sacrifice one of the security requirements to meet the other
requirements(8). As such, in the researchers view it is not surprising that different enabling

technologies are currently being investigated (6, 13).

5



2.3 Distributed Ledger Technology and the Internet
of Things

There has been much debate since the loT as a concept was defined about which combination
of design, architecture, and technology could be used to meet those requirements. These
methods include, fog/edge computing(13) and homomorphic encryption(14). The researcher
however decided to focus on distributed ledger technology (DLT) as their research lead them
to conclude that there is a lot more research and practical potential currently available to draw
from around this topic in which to build a more practical system. This research has concluded
that there is a gap in the research around this topic. In the researchers view there has not
been a focused examination on how intermittent connectivity could impact the performance of
distributed ledger system in an loT scenario. If sets of devices become disconnected forming
many different private networks of devices, when they reconnect how does the DLT resolve
the fork. The system must be able to resolve these issues as reliable connectivity is never
guaranteed especially if one wishes to use loT in industries such as mining, air travel or search

and rescue.

There is no set definition for Distributed ledger technology. As identified in Distributed
Ledger technology Systems: A conceptual framework(15), depending on the institution asked
you will receive different answers, leading to misconceptions, oversimplification, and unrealistic
expectations. However, amongst all solutions there exists some common characteristics. They
compile these definitions into the following working definition: A DLT system is a multi-party
system which participants reach agreement over a set of shared data and it's validity in the
absence of a central coordinator. DLT consists of 6 main properties which have been identified
by (16).

These properties are:
e Flexibility: degree of freedom in application deployment and customisation.

e Opaqueness: degrees to which the operations can be tracked, Performance: degree at

which the ledger can efficiently use its resources.
e Policy: the ability to verify the DLT is operating correctly.
e Practicality: how well can users complete their goals.

e Security: the resistance of the DLT to compromises in its functionality and data pro-

tection.

KannengieBer's survey of DLT(16) is the most comprehensive exploration of all the charac-
teristics and trade-offs within DLT. They identify the move away from large public networks

to smaller private networks, and as such there is a area of research which has not been fully



explored due to the recent shift away from the original conception of DLT, complete decen-
tralisation on large networks, towards many different. The focus of this author’'s work is on
interoperability between private networks with particular focus on how disconnected nodes

and sets of nodes work together then reintegrate with a larger system.

DLT in their current state can be divided into two primary categories based on how the system
architecture is structured, Blockchain and Directed Acyclic Graphs (DAG). With regards to
loT systems it becomes clear that the two systems frameworks map onto each other well as
both Blockchain and DAG promise decentralisation, immutability, and distribution. However,
the author has concluded that Blockchain currently has design limitations which make it
incompatible with most loT systems and as such has chosen to focus on DAG when conducting

their research.

2.3.1 Blockchain

Blockchain is a decentralised data and transaction management technology. The structure of
the system is a network of nodes all of which contain a copy of the complete ledger. The
ledger is an append only ledger, meaning that transactions once added cannot be removed. In
order to maintain transaction integrity two primary consensus mechanism are used to, Proof-
of-Work(PoW) and Proof-of-Stake(PoS) (17, 18, 19).

PoW consensus works by requiring any node which wishes to add to the ledger to perform
a difficult computational task to append to the chain (20). PoS is a consensus mechanism
that runs an algorithm which chooses semi-randomly which transactions are allowed to be
performed based on the stake of each node trying to perform a transaction (21). While
Blockchains are an innovative technology when compared to the requirements defined in

section 4.2.2 in this author’s view that in its current state it does not meet the requirements.

With regards to scalability, there are several issues which arise from the design of the topology
of the system and the consensus mechanisms. The latency and throughput of a Blockchain
is abysmal compared to the requirements of loT if the security of the Blockchain is to be
maintained (22). As there needs to be a copy of the ledger on every node, nodes require
a large amount of space to work, drastically increasing the cost of the system and requiring
designers to operate on the assumption that the memory of devices are infinitely expandable.
There is also a computational power of devices, PoW requires solving of increasingly difficult
computational problems, and of wasted energy as all work done by devices to solve the com-
putational problem is now wasted. Blockchain also introduces the fifty-one percent security
issue into loT, where more than half the nodes are controlled by malicious actors thus, they
gain control of the entire system (20, 23). Privacy is also a concern, since all transactions
are on the chain available to all nodes while it is technically anonymous, utilising things like

location data being sent and some other basic meta data it becomes easy to connect the



dots of data and identify information on the chain. However, most pressing for the focus of
this paper is the issue of hard forks on the chain. Forking occurs when two separate nods
reach consensus at a similar time creating two separate versions of the chain and requires
and administrator to decide which version of the chain is correct. In areas where there is
intermittent connection between the nodes this could be a major problem as it is very difficult

to carry out transactions between the two chains.

As outlined above the author concludes that, in their current state, Blockchain technology has
too many issues to be worth investigating the application of it in a lightweight loT scenario
particularly when reliability between nodes is not guaranteed. The DAG form of DLT is a lot

more promising in the author’s view.

2.3.2 Directed Acyclic Graphs

A DAG is a graph of nodes which are connected by pointed links and where there is no cycle
through the directions of the links. A DAG based DLT works in the following way. Rather
than have a Blockchain where all ledgers are privy to all information the data is structured
in a DAG, usually called a tangle. New transactions are attached to the edge of the tangle
with between two and eight edge transactions pointing to it. This is done is the incoming
transaction is required to approve between two and eight previous transactions. This approval

is represented by directed lines from the approved transactions to the new transaction.

The main advantage of this method is that nodes are required to contribute to the networks
integrity and security by validating already issued transactions. As the tangle is built up, more
transactions are approved, and further transactions are based on and compound the approvals
there is a greater level of confidence in the transaction. The main technology based of this
system that is designed specifically for IoT is IOTA. Since lota was designed with loT in mind

there are several innovations to make it a more feasible system (24).

lota and loT

lota is an open-source DAG DLT which focused on using DLT in an loT scenario. To address
the requirements of loT there are several features lota includes. The tangle in lota is very
scalable. Because proof of work is being spread out amongst all nodes which want to complete
transactions the business the system the faster transactions are handled. lota is structured
with full and light nodes; the full nodes are required to keep a copy of the tangle and have
both good computational output and reliable internet access. Then the light nodes connect
to the full nodes to issue transactions. This moves the validation of transactions onto the
light nodes and theoretically means that more light nodes in the network will improve the

network speed and security.

lota is also designed to require a low number of resources on each individual node, however



the literature has shown that currently lota requires at the very least a raspberry Pi level of

computational ability and that it is not read for battery powered units (25).

lota has other features beyond being scalable which make it suitable for loT. lota has no
transaction fees. Since lota has no miners this allows for small transactions to be preformed.
lota also utilises a time stamp scheme allowing for messages and transactions to be ordered
and enable applications which require time ordering (26). Finally, data transferring in lota is

encoded, meaning data storage, transferring and referencing is secure.(27)

There is also a security issue which the lota foundation, the non-profit organisation which
developed lota, is currently in the process of fixing. At present lota requires a coordinator
node to issue regular milestones which nodes must reference to participate in the network.
This is to prevent the fifty-one percent attacks, where attackers flood the network with many
smaller nodes. lota does not rely on miners and as such this kind of attack is relatively easy

to complete if there is a limited number of devices connected to the network.

Even with the above issues, lota or another technology, which rely on the Tangle(24), are in the
author’s view are a promising way of creating effective peer-to-peer loT systems and as such,
given that the current move towards private networks and interoperability an investigation of
how well lota functions in conditions where connections between full nodes are not always

possible is worth investigation.

2.3.3 Interoperability and intermittent connectivity in DLT

The researcher has discovered that the exploration of interoperability between various Blockchain
networks has only recently begun to be investigated but it is rapidly growing. This survey on
interoperability(28) contains a recent comprehensive examination of the literature surrounding
it and proposes a blockchain interoperability framework and judges how interoperability could
be approached.

Intermittent connectivity however is a far less popular point of study, this researcher suspects
that solving for the larger problem of interoperability will mitigate the relatively smaller problem
of intermittent connectivity. A focus on intermittent connectivity between private networks
based of the same technology on a smaller scale will provide insights into potential challenges
and risks within such networks before it can be expanded to include networks of different

languages and protocols.

2.4 Conclusions

It is the author’s view that the literature with regards to the loT, DLT and interoperability

is disparate and lacking in focus. The requirements of loT are not being met by Blockchain



technology yet Blockchain is still most of the focus of research in the area. DAG based DLT's
while not being neglected are not receiving the same level of focus even though in the author's
view being a far better fit for loT. Despite its current limitations with regards to efficiency
there is work being done to improve the computational power of smaller and smaller devices
and the issues raised with regards to interoperability within Blockchains have become more
relevant to the Tangle. As such the author has concluded that examining the performance of

lota private networks at interacting in an intermittent connected environment is of value.
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3 Research Methodology

3.1 Introduction

This chapter describes the procedures utilized to gather all of the necessary data for this study.
The main and secondary research are defined in this chapter. This chapter also delves more
into the many sorts of primary research, including qualitative and quantitative approaches.
The advantages and disadvantages of each will be examined, as well as why one kind was

chosen over the other and provides a summary of the study timeline.

3.2 Research Schedule

1. Concept of study began in September 2021.

2. Secondary research to be conducted between September and December 2021.
3. Research methodology will begin in January 2022.

4. Experiments will be done in February 2022.

5. Results and findings will be collected by the end of February 2022.

6. The review and edit of the completed study will take place in March 2022.

7. Submission date is April 18th.

3.3 What is Research?

Research, according to Collins Online Dictionary, is work that entails investigating something
and attempting to know as much as possible about it (29).The research process is methodical
in that it follows established frameworks and adheres to established norms for defining the pur-
pose, handling the data, and disseminating the findings (30). The act of gathering, analysing,

and interpreting data in order to comprehend a phenomena is known as research(31).

According to these definitions, research is a method of gathering knowledge in a methodical
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manner in order to answer questions or solve issues. They also allow the conclusion to be
reached that research is the methodical collecting of data for the purpose of answering a

question or resolving a problem.

3.4 Types of Research

When doing a study, there are various distinct forms of research that may be employed.
There are both primary and secondary sources of knowledge in this category. Qualitative,
quantitative, or hybrid methodologies can be used to find primary sources of information.
Secondary sources are discovered by looking at previous research in the topic of study. The
strategy to answering the research question must be defined once the topic of study has been
chosen, the question has been developed, and the aims and objectives have been identified.
Different research methods are appropriate for different topics of study, and it is critical to

establish which research approach is appropriate for the issue at hand.

3.4.1 Primary Research

Primary research is research that is gathered directly from individuals rather than via a book,
journal article, or database (32). Primary research's major goal is to add to current knowledge
by casting light on unresolved topics. These unsolved issues usually stem from your literature
analysis, where you identified gaps in secondary research that you want to complete or expand
on. The benefits of primary research include having complete control over the data collected,
the opportunity to personalise your questions to the precise issue you wish to address, and

the fact that the data will be original, allowing you to assure its objectivity.

Primary research is beneficial to a researcher since it allows them to focus their data on
their topic rather than reading through books and articles that may or may not include the
information they want. Planning, collecting, analysing, and writing are the processes that
a researcher goes through when performing primary research. Observation, interviews, and

surveys are three typical methods for doing primary research (32).

3.4.2 Secondary Research

Secondary research is made up of data and other information sources that have been gathered
and preserved in some way (33). Secondary information is quick and inexpensive, and it
may address a variety of questions. Secondary research, on the other hand, does not allow
researchers to address highly precise queries. Secondary research often consists of a textbook
or textbooks that summarise numerous theories in various domains or provide an overview
of the study (34). Secondary sources are less essential than main sources since they provide

greater space for mistake in terms of the information supplied.

12



Secondary research is frequently done before starting original work to see what past data is
available and to help the researcher focus on what they want to uncover. Secondary research
can be skewed since it is impossible to establish which side the author was on, making it
difficult to determine whether the material is accurate or has been slanted to fit a certain

agenda.

3.4.3 Qualitative Research

Leedy and Ormrod (31) advocate the following five methodologies for performing qualitative
research: case studies, grounded theory, ethnography, content analysis, and phenomenological

research.

Case study A case study is a type of research approach often employed in the social sciences.
It's a descriptive and exploratory examination of a person, a group, or a situation. These

analyses are looked at as a whole (35).

Grounded Theory : A type of theory that is used to investigate social interactions and
group behaviors, often known as social processes. Grounded Theory is study that is

'grounded’ in data that has been collected and analysed in a methodical manner (36).

Ethnography : Ethnography is the study of people from different cultures "The study of
a particular group’s or community's culture and social organization... Ethnography en-
compasses anthropology's data collection as well as the examination of specific peoples,

locations, or ways of life"(37).

Content analysis : "A research technique for the objective, systematic and quantitative

description of the manifest content of communication.” (38).

Phenomenological : Phenomenology is a qualitative research technique that focuses on
the shared experiences of a group of people. The approach’s main purpose is to come

up with a description of the phenomenon’s nature (39).

3.4.4 Quantitative Research

Quantitative research is study that analyses numerical data collected for analysis (40). The
data must be numerical, and while this may appear to be a constraint at first, questions
may be adjusted to allow for numerical outcomes. A scale of one to five can be used to
assess attitudes and views, with one indicating strong agreement and five indicating extreme
disagreement. Quantitative research may now be more wide and well-rounded as a result of
this.
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3.4.5 Mixed Methods Research

Mixed methods processes combine elements of quantitative and qualitative methodologies.
Mixed methods research has gained in popularity over time as research technique has pro-
gressed. It makes use of the capabilities of both quantitative and qualitative research in order

to gain a better understanding of research issues (39).

3.5 Justification of the Quantitative Method

Quantitative research methods will be used to conduct the research for this dissertation. The
information required to examine the practical feasibility of building and deploying a DLT for
loT in an intermittently connected environment is numerical and as such qualitative research

methods would not be useful.

3.6 Conclusions

In light of all that has been said, the author has concluded that both primary and secondary
research will be carried our with the quantitative research and numerical data being the primary
method of research. The numerical data will be gathered in a set of use cases where the results
will be recorded in order to address the feasibility of a DLT based loT in an intermittently

connected environment.
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4 Design and Implementation

4.1 Introduction

In this section, the author will describe in detail the work done to obtain the results of the
experiments. The coding work and experiment layout and goals will also be described. The
author will first describe the initially planned experiment which involved using iota nodes on
different local devices to communicate with each other while intermittently connecting to the
main lota development network. The researcher discusses why simulations of lota networks

containing a node with intermittent connectivity were chosen as the primary research method.

4.2 Initially Planned Experiments

The author initially wanted to make use of a raspberry pi and local computer in order to have
two operating lota nodes which would connect to the main development tangle. This would
create the topology displayed in Figure 4.1. The two local nodes can communicate with each
other and the development tangle. 30 transactions would be sent and the throughput of
those transactions would be measured in order to plot a graph where the X axis would be the
transactions in order and the Y axis would be the throughput time of the transactions. This

would provide a control for the throughput of the network.

lota Open Development Tangle

{3

Local Laptop Raspberry Pi
Running Full lota Running Full lota
Node node

Figure 4.1: Topology of Control Experiment.

This would allow for the researcher to do the following experiments.
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4.2.1 Nodes as Intermediary

The first experiment planned was to disconnect one of the local machines from the devel-
opment tangle only and then try to communicate with it using the other local node as an
intermediary between them. It is important to note that the node which is not acting as an

intermediary is completely offline except through the intermediary node.

This experiment was to demonstrate if the node could continue interacting with the devel-
opment tangle even when it is not connected directly to it. If communication between the
nodes was possible then the throughput time of 30 transactions would be measured in order
to observe the effects of this topology on the network performance. This would then be

compared with the control graph.
lota Open Development Tangle

(P

(-

e

Local Laptop Raspberry Pi
Running Full lota Running Full lota
Node node

Figure 4.2: Topology of Experiment 1.

4.2.2 Network of network experiment

The next experiment is to check if the two nodes can disconnect from the development network
and interact with each other as an independent network. The goal of this was to see if in
a scenario where two agents are not able to connect to the rest of the nodes they can still
interact with each other and preform basic actions independently. If communication between
the nodes was possible then the throughput time would be measured in order to observe the
effects of this topology on the network performance. This would then be compared with the

control graph.
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lota Open Development Tangle

(3

L
— —7
—_ F—Z é_i;,—:',P—
Local Laptop Raspberry Pi
Running Full lota Running Full lota
Node node

Figure 4.3: Topology of Experiment 2.

4.2.3 Result gathering

The results of the throughput times as described above would be graphed and compared with
each other to observer the effect on throughput in the three systems. The other result which
would have been measured was the success or failure to complete the transactions. This would
have provided good insight into the ability of lota nodes to act when connection to the main

network of nodes is impossible or .

4.3 Problems Encountered

The author encountered an error due to supply issues related to Covid-19. As such the author
was not able to obtain a raspberry pi to preform the initially planned experiments. While the
author was able to have a locally running node on a laptop, lack of resources meant performing
any meaningful experimentation with the node was impossible in the time given. Adapting to

this problem required a reevaluation of the experimental process and redesign of the scenario.

4.4 Experimentation

In light of the limitations encountered the author designed another experiment. The experi-
ment involves utilising a simulation of an lota network (? 7 ), to observe the behaviour of the
network when a node is disconnected and reconnected. The author will observer the results
of what happens when a node disconnects with the rest of the nodes in 3 scenarios. When
topology of the network is a complete graph, a cycle graph and a regular graph. A complete
graph is a graph were all nodes are connected to all other nodes, a regular graph is where all
nodes have the same number of edges. The results will then be recorded and the behaviour

observed.

The experiments will yield two results. The first is the dissemination rate for each node. The

dissemination rate of a node is the rate at which a transaction issued by the node is seen by all
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other nodes, weighed by the node's work. The results of this are merely to demonstrate that
the node has disconnected completely from the network. The second result is the number of
tips tips are being added to the tangle by each node. The tips of a tangle are the transactions
which are being added to the tangle. The results should provide a good overall view of the
health of a small lota network where a node is intermittently connected to the rest of the

nodes.

4.5 Implementing the Experiments

The way this experiment was added is by editing three main classes. The first is the node
class. This was to add the parameter of health and the functions, setHealth and checkHealth.
setHealth, assigns a boolean value to the health variable and checkHealth when called returns
the health variable. When a node is initialised the health is set to True by default. True
represents when the node is healthy and false represents when the node is not healthy. Below

" indicates

is a truncated code sample showing where additions were made in node.py. "

there is code which exists there that is being cut for clarity.

from .global params import x

from .inbox import Inbox

from .message import PruneRequest, Message
from . import network as net

import numpy as np

from random import sample

class Node:
nimn

Object to simulate an IOTA full node

mninn

def _ init  (self, Network, NodelD, Genesis, PoWDelay = 1):
self.health = True

def checkHealth(self):

return self.health

def setHealth(self , state):
self.health = state

The next class to be edited was the Network.py class in the simulate function. Here some

conditional statements were added to the network to use the health parameter. When the
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node attempt's to issue a message the health is checked. When the node attempts to schedule
a message the health is checked. If the health is False, i.e. the Node cannot issue and schedule

messages this simulates a communications issue.

The second spot where conditions were added was in the deliver packet function. Here in
order to deliver a packet both the receiver node and the sender node are healthy the message

continues as usual.

The final addition to the network.py file is an addition to the simulation function which sets

the health of node one to False between times twenety and forty.

from .global params import x
from . import message as msg
from . import node
import numpy as np

import random

class Network:
nmimnn

Object containing all nodes and their interconnections
mninn

def simulate(self, Time):
mninin
Each node generate new messages.

If the node is unhealthy then it can’'t issue a message.
miin

for Node in self.Nodes:
if Node.checkHealth():

Node.issue msgs(Time)

Each node schedules messages in inbox
1nimn

for Node in self.Nodes:
if Node.checkHealth ():
Node . schedule _msgs( Time)

ninn

set node 1 to be unhealthy for 20 units of time.

minn

if(Time > 20 and Time < 40):
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#print ("Entered Deactivate mode\n", Time)
nodeToChange = self.Nodes[0]
nodeToChange. setHealth (False)
mninin
condition so set.health() doesn't
uuuurungeverytimeythe network runs when time  <40.

mian
[ ]

Luuy € | i f (Time|_|>u40|_|and|_|Time|_J<|_|41):
vuuuuuuunodeToChange =, self . Nodes[0]

uuuuuuuunodeToChange . setHealth (True)

Within the global parameters the number of nodes was changed to 5 so the results were more
clear in the results and the GRAPH parameter, representing the shape of the network was set

to complete,cycle or regular depending on the experiment.

4.6 Limitations

The primary limitation in regards to this research is because of the limitation inherent in
simulated behaviour. First, the simulation is not lota it is just something which imitates lota’s
behaviour and it contains an optimisation algorithm for medium access control which may

impact results.

In addition,to have the simulation work properly the author was required to alter the source
code so the communication channel between the nodes broke down and then reconnected.
Therefore, the behaviour may not be accurate to a real lota node's behaviour even though
the author has attempted to replicate it based on the lota documentation. (41)

4.7 Conclusion

The focus of the experiments is to examine how a node behaves when it is disconnected
from the network and what impact that has on the overall health of the network. As a result
of unforeseen difficulties getting access to equipment, the focus of the primary research had
to pivot to the overall behaviour of an iota network where there is intermittent connectivity
to a node rather then on specific use cases which intermittent connectivity could cause and

evaluating the nodes behaviour to those cases.

Checking that a network does not break down when a node is removed and seeing how it's
absence and reconnecting effects the network performance does allow the author to make
some observations about the feasibility of lota for intermittent connectivity loT environment

but, due to the limitations of simulating behaviour, it is not as specific and as detailed as the
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author would have preferred.
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5 Results

5.1 Introduction

This section contains the results from the completed experiments. Each network type will
first have the graph of results of the control. Then after the results of the experiment will
be shown. Completing a control run for each network to track the the dissemination rate
shows that all nodes are consistently connected and working correctly and the number of tips
is to show the rate at which transactions are being added to the tangle. They provide a good

reference point to compare the the effects of disconnecting and reconnecting a node.

5.2 Regular network

The first network type that was tested was a regular graph. The graph is a representation an

loT scenario where there are many nodes which have a limited fixed capacity for connectivity.

5.2.1 Control

Figures 5.1 contains the dissemination rate of each node within the complete graph over
time. Figure 5.2 contains the tip numbers of each node within the complete graph. No nodes

disconnect from the network at any point.

22



120

Node 1
Node 2
100 Node 3
Node 4
80 Node 5
g
o 60
o
©
o
40
20/
0 10 20 30 40
Time
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Figure 5.2: Network : Regular. Control. Number of tips

5.2.2 Experiment

Figures 5.3 contains the dissemination rate of each node within the complete graph over time.
Figure 5.4 contains the tip numbers of each node within the complete graph. At time 20 node

1 disconnects from the other nodes and at time 40 it reconnects.
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Figure 5.3: Network : Regular. Experiment. Dissemination Rate.
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Figure 5.4: Network : Regular. Experiment. Number of tips.

The experiments show that when node 1 disconnects the dissemination rate falls to 0 as it
is no longer possible for transactions to be viewed by all nodes. In addition when node 1
disconnects the number of tips added by node 1 remains consistent with the number it had
issued when it disconnects until the node reconnects and node 1 adds all the tips it would

have added if the connect had remained.

5.3 Cycle network

5.3.1 Control

Figures 5.5 contains the dissemination rate of each node within the complete graph over
time. Figure 5.6 contains the tip numbers of each node within the complete graph. No nodes

disconnect from the network at any point.
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Figure 5.6: Network: Cycle. Control. Number of tips.

5.3.2 Experiment

Figures 5.7 contains the dissemination rate of each node within the cycle graph over time.
Figure 5.8 contains the tip numbers of each node within the cycle graph. At time 20 node 1

disconnects from the other nodes and at time 40 it reconnects.
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Figure 5.8: Network: Cycle. Experiment. Number of tips.

The experiments show that when node 1 disconnects the dissemination rate falls to 0 as it
is no longer possible for transactions to be viewed by all nodes. In addition when node 1
disconnects the number of tips added by node 1 remains consistent with the number it had
issued when it disconnects until the node reconnects and node 1 adds all the tips it would

have added if the connect had remained

5.4 Complete network

5.4.1 Control

Figures 5.9 contains the dissemination rate of each node within the complete graph over
time. Figure 5.10 contains the tip numbers of each node within the complete graph. No

nodes disconnect from the network at any point.
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Figure 5.10: Network: Complete. Control. Number of tips.

5.4.2 Experiment

Figures 5.11 contains the dissemination rate of each node within the complete graph over
time. Figure 5.12 contains the tip numbers of each node within the complete graph. At time

20 node 1 disconnects from the other nodes and at time 40 it reconnects.
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Figure 5.12: Number of tips. Network: Complete

The experiments show that when node 1 disconnects the dissemination rate falls to 0 as it
is no longer possible for transactions to be viewed by all nodes. In addition when node 1
disconnects the number of tips added by node 1 remains consistent with the number it had
issued when it disconnects until the node reconnects and node 1 adds all the tips it would

have added if the connect had remained

5.5 Conclusion

The main results seem to be that when a node disconnects from the network, the overall
impact on the network is minimal. When a node disconnects and reconnects it sends all
it's transactions at once in order to catch up to the number it would have been if it did

not disconnected. The findings of this primary research will be discussed and compared to
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the literature reviewed to attempt to explain the behaviour of the network and gain greater

insights.
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6 Discussion

6.1 Introduction

In this section the author will discuss the results of the experiments and the literature dis-
cussed in the literature review section. The author will combine the results obtained in the
experiments with the literature reviewed in order to draw some potential conclusions about
lota's ability to operate in an loT environment with limited connectivity. The researcher will

discuss the following topics:
e How intermittent connectivity impacted the network

e Potential conclusions which can be drawn

6.2 Impact of intermittent connectivity

Within the limited scope of the simulation a couple of characteristics can be observed about

how lota nodes act when there is intermittent connectivity.

The first and most obvious characteristic is that there appears to be no single point of failure
for the network configurations which the simulation tested. Within all the network shapes
when a node was removed the effect on the number of tips being produced was minimal.
There is a minimal drop in the tip adding rate when the node disconnects. This could be
due to there being less nodes adding tips to validate and solidify other tips (24). This could
demonstrate the fulfilment of the no single point of failure requirement. The overall health

of the network seems to remain strong except for the node which has disconnected.

With regards to the node which disconnects and reconnects there is an interesting behaviour
observed in all experiments. On disconnecting the number of tips the node has issued jumps
to catch up to the number which it expected if there had been no interruption. The horizontal
line between time 20 and time 40 shows that the node is no longer adding any tips but past
time 40 the number of tips jumps up. Further testing would be needed to confirm if this

behaviour typical of iota nodes.
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6.3 Findings and Analysis

6.3.1 Network robustness

The behaviour of the network simulation seems to match some of the requirements discussed
in (6, 9). The behaviour of all the networks when a node was removed was not drastically
impacted by the removal of a single node and it's connection. A conclusion that could be
reached is that in a peer-to-peer environment lota then when communication to a central
node is not always possible the nodes can continue to operate as long as the network doesn't

separate into two independent groups of connected nodes.

6.3.2 Network of networks

The results of this experiment seem to be in line with the conclusions of Kannengiefer's survey
on DLT(16) when combined with the timestamp behaviour described in the lota documenta-
tion (26). In the simulation, when nodes disconnect they are marked as unhealthy and nothing

is sent or received by the node until communication has been restored.

This feature of the timestamp means that one could conclude that having a single tier massive
network of nodes is impractical as there is no way to guarantee complete connection. This
could indicate that if a subset of nodes were to disconnect from the network they would simply

all be marked as unhealthy and not be able to complete any actions.

This would explain and support Kannengiefer's observations of the move towards many dif-
ferent private networks. As such this could indicate that interoperability should be the focus
of further research. Further testing would need to be preformed on a more expansive network

of many different shapes in order to verify if this is true.

A potential solution to this limitation could be for nodes, when they disconnect, to create
private tangles in order to achieve independent flexible networks. However there is the potential

for this to require a lot of resources making it potentially impractical(25).

6.3.3 Simulation inaccuracy

One could also conclude that the simulation is inaccurate and does not reflect the actual
behaviour of lota in the experiment scenario. There could be unforeseen or unaccounted for
variables which would influence the behaviour of an actual lota network. Further research

would need to be carried out to confirm or disprove this conclusion.
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7 Conclusion and Recommendations

7.1 Conclusion

In order to satisfy the requirements of this research paper, a thorough review of the literature

was conducted.

This research was used to generate a literature review that included all the scalability, security,
privacy, and design requirements of the loT, as well as which DLT could be used to attain

those requirements.

Primary research was then conducted by the researcher. This primary research was used to
develop more well-rounded research by comparing the view of experts in the field to experi-

ments carried out by the researcher.

Following the evaluation of the results from both the primary and secondary research, it was
found that the there are several likely issues with lota when it comes to environments of
intermittent connectivity. The nodes in the simulation were not able to act independently of
the network thus making it potentially unsuitable where networks of networks are disconnecting

and reconnecting freely. A centralised coherent fully connected network appears to be required.

The results would have been more valid and held more weight had a raspberry pi been used
to facilitate a true lota node. However it only arrived in the latter weeks of the project work
and was not able to be used. The researcher worked within their limitations to create the

most accurate simulation possible.

Following the evaluation of the results this research paper concludes that the timestamp
functionality to maintain coherency within lota networks may be a disruptive factor to lota
networks disconnecting and acting independently. Utilisation of many different networks of
private tangles may be able to deal with these limitations. While the results are not conclusive,

further research can be conducted to potentially discover a viable solution.
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7.2 Recommendations for Future Study

e Perform the experiments described in section 4 which the author was unable to complete

due to resource limitations.

e Confirm the results are accurate by utilising real lota nodes in similar experiments. This
can be achieved using private tangles or by connecting to the main development network

and conducting experiments on it.

e Expand the number of nodes with which the user disconnects and reconnects. This
would allow the experimenter to observer the network behaviour in a more realistic
scenario. The nodes disconnected could be at random or could be targeted to test

reliability with regards to network connections and security threats.

e Expand the experiments to include a network of nodes where the network disconnects
into two independent networks then reconnects and observe how the two groups of
nodes react to the disconnection. This could demonstrate further if lota is capable of

achieving the network of networks requirement of the loT in it's current state.

e Develop a system where, when a group of connected nodes become disconnected from
the network they create a private tangle so they can stay operational and examine the

feasibility of this strategy.
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