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Abstract

The way thoroughbred horses are tracked throughout their lifetime is deeply antiquated and
flawed. The current paper-based system allows for doping in racehorses and fraud resulting
in horses not fit for human consumption entering the food chain. This system also requires a
high degree of trust between the owners of a horse, and those put in charge of its care.

This paper proposes a new system of tracking horses that utilises the Ethereum blockchain.
The blockchain has several attributes that makes it suitable for a system tracking horses, such
as immutability and transparency. The proposed system also makes use of smart contracts to
allow for more flexible relationships between the managers of a horse and one or more owners
of a horse, than can exist currently.

The design and implementation details of such a system are discussed as well as the consid-
erations given to the security, privacy and cost elements. Scalability and the ability to update
data in the system are outlined. It was found that the proposed system is able to execute all
of the required functionality at an affordable price point.
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1 Introduction

The means by which horses are tracked is deeply flawed. Antiquated, paper-based systems
mean administrative bodies are often unable to police the racing and breeding industries
effectively. This paper uses Ireland as a case study due to its dominance in the horse
industries relative to its size (1), however the system described is applicable

internationally.

Horses in Ireland are tracked via a physical passport combined with a transponder implanted
in them soon after their birth (2). This passport does not track their movements throughout

their lifetime and the fact that it is a paper booklet means it is not secure against

fraud.

Two dire consequences of this are the opportunity for doping and the corruption of the
human food chain. Doping racehorses for performance purposes is difficult to police because
the current passport system does not allow for the tracking of a horse's location throughout
its lifetime and thus the authorities cannot determine where the horse is in order to subject

it to surprise testing (3).

Horses who have not received certain medicines are often suitable for human consumption.
However, the paper-based passport allows for fraud such as a horse unsuitable for human
consumption being posed as a different, more suitable horse in order to successfully enter

the human food chain (4). This can have serious public health consequences.

The means of tracking ownership of horses is a separate problem, but also one that currently
has disjointed and less than optimal solutions. A horse has a manager (referred to as a
keeper) and one or more owners (5).The keeper is responsible for the well-being of the horse
while the owner(s) are financially responsible. Owners must pay the keeper for their services.
The relationship between the keeper and owners differs on a case-by-case basis and is built
on trust between the two parties. The owners must trust the keeper to maintain the horse

well, the keeper must trust the owners to pay them, etc.

While there exist solutions that aim to digitised horse ownership using blockchain solutions
(6, 7), there are none that provide a solution that allows a keeper and owners to set the

conditions of their relationship on a case-by-case basis.



This paper aims to layout a system for horses that solves both the tracking problem and the
ownership problem by proposing a solution that uses the Ethereum blockchain. Features of
the blockchain such as its immutability and transparency make it suitable for a system
tackling doping and food chain corruption, while smart contracts are leveraged to allow

keepers and owners to define the conditions of their relationship.

In the second section, all technical concepts used in this design: fundamental cryptographic
concepts, Bitcoin and, Ethereum are briefly explained, along with the Solidity programming
language, which was used to build this system. The third section describes in greater detail
the state and needs of the horse racing industry in Ireland. The fourth section outlines

similar work done in attempts to leverage blockchain technology to represent horses.

An overview of the design is given in the fifth section. The various actors in the system, as
well as their specific needs are described. This is followed by a more detailed description of

how the system was implemented and the various design choices that were made.

Finally, issues faced by the nature of using a blockchain system, such as privacy and cost,

are addressed specifically.



2 Technical Background

2.1 Cryptographic Concepts

Blockchain is built upon pre-existing cryptographic concepts. Two of the most important are

public key encryption and hashing algorithms.

2.1.1 Public Key Encryption

Public key or asymmetric encryption is an encryption structure where the user is assigned
two keys (a public and private key) devised in such a way that the private key cannot be
derived from the public one, as put forward by Diffie and Hellman(8). The public key can be
made known to all parties while the private key should remain a secret. If Alice knows Bob's
public key:

1. Alice can encrypt messages with Bob's public key, that can only be decrypted by Bob
using his private key.

2. Bob can ‘sign’ messages by encrypting them with his private key and then Alice, or
anyone else who knows Bob's public key, can decrypt the message and be confident it

was sent from Bob.

2.1.2 Hash Function

A cryptographic hash function, as defined by S. Al-Kuwari, J. H. Davenport and R. J.
Bradford(9) is a deterministic function H that takes a message m and produces a hash value

H(m) with the following properties, among others:

Collision-Resistance - For the hash function in question, it should be practically
impossible to find two messages that when run through the hash function, produce the

same output.

Pre-image Resistance - If a message has been run through a hash function, and the
output given to Bob, it should be impossible for Bob to determine the original

message. The only way Bob should be able to determine the original message is a



brute force attack; trying every possible message in the hashing function and seeing if

it matches the output he has.

2nd Pre-image Resistance - If Bob has a hashing function and a specific message. It
should be impossible for him to find another message, that when run through the

hashing function, results in the same output as the first message.

Near-collision Resistance When put through the hashing function, messages that differ

only slightly should produce considerably different outputs to each other.

For example, as seen in Table 2.1, with the SHA-256 algorithm, although the input

messages differ by a single character, their output values differ significantly.

2.2 Bitcoin and Blockchain

In the paper, ‘Bitcoin: A Peer-to-Peer Electronic Cash System’ (10), Satoshi Nakamoto puts
forth the ideas of the blockchain and Bitcoin. The paper set out to “allow online payments
to be sent directly from one party to another without going through a financial institution”
(10). This is achieved by distributed network of ledger nodes, rather than one ledger, as is
the case in a traditional bank. There are two issues that arise from this approach: verifying
the owner of the coin wished to send it and verifying that an owner did not spend a coin

twice.

The first problem is solved with relative ease. Every user of the system generates a
public/private key pair. Bob can send a coin to Alice by firstly creating a hash of the
previous transaction combined with Alice's public key, and secondly signing this hash value
with his own private key (10). In this way any observer can verify that each owner in the

coin’s history intended to send the coin to its subsequent owner.

The second problem with a distributed ledger setup, and the problem Nakamoto addresses,
is the issue of “double-spend”. Should Chuck be malicious, he could inform some nodes in
the network that he sent a coin to Bob, and then inform others that he sent the same coin

to Alice. It is then difficult for the network to decide which transaction is legitimate. While

Table 2.1: Inputs and outputs for the SHA-256 algorithm.

Input Output

“Bob says hello”  “27224A7C425CEA634DEAF6B1D86AFB
E7B342235D1FDBF0974432B527B36D8594"

“Bob says hello!” “1329D520AFD4842C0OE36F39B46056
456E7604F4C475123C3AEA5BA36203676F8"




a traditional bank would simply deem the second transaction Chuck made to be illegitimate,

as the coin had already been spent, a node on a distributed network is unaware of which

transaction occurred first, as they may have been made aware of them in an unchronological

order.

Nakamoto solves this double-spend issue with the following algorithm (10):

1.

2.

Each node on the network maintains a ledger of balances.

All owners of coins who wish to execute a transaction will broadcast this to all

listening nodes.

Nodes will collect these transactions, check if they are legitimate given the node’s

current ledger, and group them into a block.

. The node must then do work to verify the block. This involves guessing a nonce value

that when added to a block, results in the block's hash value starting with x zeros.
Increasing x by one will double the average amount of work required to guess a valid
nonce value. Once a node has found a valid nonce, it broadcasts this as solved to all

other nodes. While this nonce value is difficult to guess, it is easy to verify.

Each block, along with containing transactions and a nonce value, will also contain
the hash value of the most previous block the node accepted, thus if block x — 1 is
changed, its hash value will change and so will the hash value of block x. This creates
a blockchain, where if a value in a block is changed, its hash value and the hash value
of blocks following it in the chain will be changed. This also means that the nonce

values for all affected blocks will have to be recalculated.

Nodes will always accept the blockchain with the greatest number of blocks in it as
the valid one as this is the chain to which the greatest amount of work has been done;
the most nonce values have been successfully guessed for this chain. This is called

proof-of-work consensus.

Guessing nonce values for blocks is computationally expensive and nodes must be
incentivised for carrying out this work. For this reason, nodes that can successfully add
a block to the chain by guessing the correct nonce value for it are permitted to add a
special transaction in which they award themselves one or more coins that previously

did not exist. This is how new coins are created and is referred to as mining.

The second way miners can be incentivised is to prioritise transactions which award

them a fee for including the transaction in the block.

The advantage of this proof-of-work system can be given by example: Bob, Alice and Chuck

all maintain nodes on a toy blockchain. All have the CPU power to create a block on

average every 15 seconds, therefore a block is created every 5 seconds on average. They are



currently on block 50. Everyone can, with relative certainty, conclude that transactions in
block 40 are agreed upon. If Chuck were to change a transaction in block 40, it would

invalidate blocks 40 to 50, meaning this new malicious chain is 10 blocks shorter than the
honest chain, and while Chuck can grow the malicious chain, because Alice and Bob have

more computing power, their chain grows faster and remains the accepted chain.

In any proof-of-work network; if honest nodes account for the majority of computing power,
the integrity of the chain will be maintained. In the unlikely case that this is not true,
Nakamoto points out that a potentially bad actor with 51% or more of the computing power
on the network would be incentivised to use this power to generate profit mining, rather

than using it “to undermine the system and the validity of his own wealth” (10).

2.3 Ethereum

In the Ethereum White Paper(11), Buterin notes that the bitcoin blockchain acts as very
limited state machine where the states are snapshots of the ledger and transactions are the
transitions between states. He notes that while Bitcoin does have a simplistic scripting
language, it is not Turing complete; it intentionally leaves out loops to avoid infinite loops.
Buterin lays bare further flaws with this stack-based language: the state it can maintain is
extremely limited, just a record of straightforward transactions, and the interface the
language has with the blockchain is extremely limited. As Buterin points out, one cannot
retrieve a block’s nonce or the previous block’s hash, both important sources of randomness.
As stated in the white paper(11), Ethereum allows for the creation of fully featured
applications by providing a Turing complete programming language and “accounts’. An

account has an address and four fields:

e A nonce, which does not refer to a value added to a block to achieve a hashing criteria
in this case. Instead it refers to a counter of the amount of transactions an account

has executed.

e The current balance of the account, in ether, the name of the default currency of the

Ethereum protocol.
e Code the account executes every time it receives a message from another account.
e Internal storage for the account.

“Externally owned accounts” are controlled by a private key and behave somewhat like
bitcoin accounts, being able to send and receive transactions. Their code and internal
storage fields are empty. Whereas “contract accounts” are not governed by a private address,
but by their code. They can maintain state using their internal storage, and interact with

other accounts.



These contract accounts are also often described as “smart contracts” (12).

The term “smart contract” long predates both Ethereum and Bitcoin, being coined by Nick
Szabo in 1994 (13). He defined it rather broadly as “a computerized transaction protocol
that executes the terms of a contract”. This definition encompasses any coded system or
product that executes some element of a contract between two or more parties. Szabo
claims this term represents technology ranging from point-of-sales machines to “smart
property” in the form of a car which aids a financial institution in the reposetion of itself in

the event that payments to the financial institution are not made.

On the Ethereum network, smart contracts could contain code that could run forever or be
very expensive for nodes on the network to run. Therefore, the Ethereum protocol(11) puts
forward a new transaction fee structure: transaction cost = (gas used)(gas price). The gas
used is determined by how complex the transaction is to run (including all calls to smart
contracts) and how much storage it uses. The gas price is determined by the current strain
on the Ethereum network and is given in either ether, or more commonly, a denomination of
it. This formula was updated following the “London Update”(14) to

transaction cost = (gas used)(base fee + miner tip). The base fee of the block is
determined by the protocol and is “burned” or destroyed. The miner tip is the amount per
unit of gas used that the miner of the block receives and, as in bitcoin, is used to incentivise

the miner to include that transaction in the block.

The result of this formula is that parties wishing to execute a transaction are punished for
making the transactions computationally expensive, and for executing them at times when

the network is busy.

2.4 Solidity

Solidity is a curly-bracket programming language heavily influenced in style by C++ (15). It
is used for creating smart contracts and has a range of features that may not be familiar to
someone with experience in traditional curly-bracket languages. Features of Solidity relevant

to understanding the system proposed are discussed below.

All functions discussed in this paper are public functions, meaning they can be called by
anyone with an Ethereum account (although some functions will only change state if the
calling account is authorised to do so). Likewise, all variables discussed in this paper are
publicly available and can be seen by anyone. All public variables in Solidity have automatic
getter functions. Any function has access to the address of the account that called it

through the global variable msg.sender.

Special functions with the keyword ‘payable’ can accept ether on behalf of a contract.

Contracts or regular accounts can also be sent ether via the send function as seen in the



following pseudo code:
address.send(amount)(16).

In this case, the receiving address (if it is a contract) automatically calls a special fallback

function immediately after the send function is called.

2.5 Token Standards

The use of tokens for tracking assets, both real and virtual, is one of the main applications
set out for Ethereum (11). Tokens are assets defined by smart contracts whose owners are
tracked within the state of that contract. There are several token standards that are
accepted in the Ethereum community. The advantage of using a token standard is that

other contracts and software not on the blockchain will be able to interact with them.

2.6 ERC-20

The ERC-20 token is one that “provides basic functionality to transfer tokens, as well as
allow tokens to be approved so they can be spent by another on-chain third party” (17). The
standard dictates that any implementation must contain methods that allow for the retrieval
of the balance of any account, and the total supply of tokens. It includes functionality to
send tokens from the caller's account to a destination account. Finally, it offers the ability
for accounts to allow their tokens to be sent to a specific account if requested, the ability to

see what allowances have been made, and the ability to act on these allowances.

2.7 ERC-721

The ERC-721 standard builds upon ERC-20 to allow for the creation of non-fungible tokens
(18). While ERC-20 allows for the transfer of tokens, each token within the contract is
identical, or fungible. If Alice has 15 tokens as defined by a generic ERC-20 contract, and
Bob sends her 5 more and she then sends Chuck 10 tokens, it is impossible to tell if Chuck
has received tokens from Alice that first belonged to Bob. While this makes ERC-20 tokens
very useful for representing some financial assets, it is less useful for representing unique
assets. If Alice were to be sent a token representing €1, she would not care which specific
token she receives as they are fungible, and all represent €1. However, if she received a
token representing a house, if would matter to her dearly which specific token she received,

as that would determine the unique house she owns.

The latter case — the case where each token must be unique — is the case that ERC-721

tokens address. In a contract that is an implementation of ERC-721, each token has a



unique identification number that does not change over the period of its life. These
non-fungible tokens (NFTs) can be used to track the ownership of assets such as houses,

digital artwork, or horses.

ERC-20 tokens have a further flaw in that if a transfer is made to a contract that cannot
handle ERC-20 tokens, they are forever stuck there. ERC-721 makes use of a safe transfer
mechanism, which checks if an account that is about to receive is a contract, and if so, that

it is ERC-721 compliant. Only then will the transfer take place.

2.8 ERC-1155

A viable approach to representing a horse on the blockchain would be to use an ERC-721
contract and make the horse an NFT. Every time a new horse is created, a token with a
unique identifier is added to the contract. However, these tokens are atomic and therefore,
one could not own a fraction of the horse. Another approach would be to create an ERC-20
contract for each horse. Then one could own half the horse by owning half the tokens for
that contract. Creating a new contract for each horse would be far more expensive than
adding an NFT to an ERC-721 contract as, in the case of the former, an entire contract

with all associated code must be deployed to the blockchain.

The ERC-1155 standard (19) attempts to solve the shortfalls of both types of tokens
discussed by combining the two together. Unlike ERC-20, ERC-1155 allows for multiple
distinct assets to be stored on one contract, each with a unique identifier, making them
much cheaper to create. Unlike ERC-721, each asset can be represented by multiple tokens,

allowing for fractional ownership, as is the case in ERC-20.

As Figure 2.1 shows, the ERC-20 contract can contain multiple fungible tokens. The
ERC-721 contract can contain multiple non-fungible tokens. The ERC-1155 contract can

contain multiple identifiable groups of fungible tokens or “semi-fungible tokens”. The

ERC-20 contract ERC-721 contract ERC-1155 contract
Token Token Token Token Token
Token -::Token -::Token -::Token -::Token
Token Token Token Token Token

Figure 2.1: Representation of the fungiblity of tokens in each contract

ERC-1155 standard also uses the safe transfer functionality that ERC-721 uses. It adds to



this by allowing batch operations: allowing several transactions to be requested with one

function call.
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3 Industry Background — The lIrish
Horse Racing and Breeding Indus-

try

Horse racing has and continues to play a significant role in Irish culture, with the
steeplechase first originating in Ireland (20). A report prepared by Deloitte for Horse Racing
Ireland (1) found that “Breeding and Racing activities in Ireland are the most prominent and
important of any country on a per capita basis’, giving the example that there are 50
thoroughbred horses per 10,000 people, 10 times that or more of Great Britain, France and
the USA. It also stated that 21% of the top 100 flat horses in the world in 2016 were bred in
Ireland, while 13% were trained in Ireland, suggesting an extremely strong international
standing for the country (1).

The same report found that the industry has a significant impact on the economy with it
resulting in €1.84 billion estimated total expenditure in 2016. It was also responsible for
15,200 full time jobs in core and directly related industries, and 28,900 full time jobs in
direct, indirect and associated employment. As of 2017 there were over 8,100 people with

some form of stake in a horse (1).

3.1 Horse Ownership Structures

Horse Racing Ireland defines five structures through which one can own a racehorse
(5):

Sole owner - As the name suggests, one person controls and owns the horse. This person
must apply to Horse Racing Ireland and must provide personal details, proof of

identification, a proven bank account and an upfront deposit (21).

Partnership - Between two and four sole owners join together to register a racehorse, each

with a defined stake. A new partnership is formed for each horse (22).

Syndicate - An agent is nominated to control the horse and must provide the same details

11



as the sole owner, while shareholders are not subject to the same level of scrutiny,
having only to provide a name, date of birth, address, Eircode, phone, email and share

of horse. For a syndicate there must be between 3 and 100 shareholders (23).

Club - This structure differs from syndicate in two key ways: there are an unlimited number

of shareholders, and two agents are charged with care of the horse instead of one (24).

Company - A company can be registered to own a racehorse by nominating a company
director or secretary as the agent for the horse. The owner of the horse is then the

company itself (25).

It is worth mentioning that while Horse Racing Ireland will only allow ownership of a
racehorse under these structures, their authority does not prevent an individual from buying
the animal itself, but does prevent a horse that does not meet their ownership criteria from

being registered for racing.

This outlined system deals with the tracking of ownership of a horse during its racing career.
Horses exist before and after racing and most horses never race at all. The tracking of a

horse over the course of its lifetime is handled by a separate system.

3.2 How Horses Are Currently Tracked

The Department of Agriculture, Food and the Marine (DAFM) set out the current passport
and microchip based system for tracking horses (2). Horses in Ireland are currently tracked
by a passport system where each horse is issued a passport valid for their lifetime. Each
horse is also implanted with a transponder (often referred to as a microchip) by a vet, which

has the unique value it returns recorded in the corresponding passport.

The vet must also create a “marking chart” of the horse, which details the physical features
of it, and include it in the passport. The person wishing to acquire the horse passport
(which is typically the keeper), is required to register the location where the horse is to be
first kept. Any medicinal products given to the horse must also be recorded on the passport
(2). A significant characteristic of this system is it does not aim to track the legal owner of
a horse throughout its lifetime, nor does it track the movement of an animal from premises

to premises.

This system has high compliance. In a report by the House of Oireachtas’ Joint Committee
on Agriculture, Food and the Marine (JCAFM), it was stated that there was “nearly 100% of
the thoroughbred population microchipped” (26).

However, the same report found the current, paper-based system of tracking horses to be
wholly unsatisfactory and far inferior to an electronic system used for tracking cattle, as

made clear by the final recommendation of the report:

12



“Full traceability of all horses via an electronic system, like the AIM system for cattle, needs
to be introduced by DAFM immediately. A database that can provide data on the number of
horses in Ireland, horse ownership details, track the movements of every horse through its
life and record if they are exported to another jurisdiction is essential for animal welfare and
public health. The Committee is concerned that there might be traceability gaps in the
current system and recommends that electronic passports should be implemented for all
horses in Ireland. Responsibility for the location of the horse should rest with the person
authorised to be in control of the horse, for example a trainer, and all overnight movements

of the horse must be accounted for at all times” (26).

The recommendation and the report more generally make clear the issue that the current
system leaves enough ambiguity over the details of a horse's lifetime that one cannot have

sufficient confidence in the fairness of the racing industry due to the threat of doping.

3.3 Doping

This report highlights that the current passport system hinders the work of the Irish Horse
Racing Regulatory Board (IHRB), the organisation tasked with detecting doping in the
industry.

“Currently, when arriving to a stable yard, the IHRB cannot know for certain the number of

horses on site unless they are registered in the Weatherby's stud book” (26).

In an interview with the chairperson of the JCAFM, Jackie Cahill T.D. (3), he spoke of the
ramifications of the IHRB not being able to know the whereabouts of a specific horse.
Deputy Cahill explained that if the IHRB were to arrive in a yard wishing to test a horse
suspected of doping, and the keeper of the horse was guilty of such, the keeper could tell the
IHRB that the horse was not under their care. The IHRB, having no record of where the
horse was currently, would have no recourse but to accept the guilty keeper's assertion and

leave, unable to detect the crime.

3.4 Horse Welfare and Food Chain Integrity

Another effect of the current paper-based system is concern over the integrity of the horses
deemed to be suitable for human consumption. An investigative documentary by the BBC
found that a horse being sent for slaughter for human consumption had fraudulently been
implanted with the microchip of a horse that had been deceased for several years previously.
This was done as documentation of the horse to be slaughtered suggested it was unfit for
human consumption, while the deceased horse was theoretically suitable (27). Furthermore,

the deceased horse in question, “Tammy'’s Hill", had heavily a publicised death, having

13



sustained fatal injuries during the 2015 Irish Grand National (4).

The fact that a horse could die in circumstances well covered by the media only for there to
be fraudulent, yet successful claims that it is still living years later, highlights the failures of

the current tracking system and the dire effects it could have on food safety.
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4 Related work

Significant work has been done in using blockchain functionality for tracking physical assets.
Hasan and Salah(28) propose a proof of delivery system where a physical asset is tracked on
the blockchain on its journey from seller, through various couriers, to buyer. They identify

requirements a sound proof-of-delivery system must have:

Accountability - It must be clear who is responsible for the asset at any one time. And if
key decisions are taken, it must be clear under whose authority those decisions were

taken.

Penalty and Incentivization - There must be penalties for actors who behave maliciously

in the system. Likewise, actors who behave in a desirable way should be rewarded.

Auditability - Historical records should be easily accessible to any party privileged to audit

any transactions or agreements that have taken place in the system.

Integrity - These records should be tamper-proof, both in their content and the

chronological order in which they occurred.

Authentication and Authorization - Certain actions can only be executed by specified
actors.

Timebound - Assets must be delivered in a timely manner.

Off-chain Arbitration - A judicial body must be capable of making rulings that affect the
state of the blockchain.

All these requirements, except for ‘timebound’, are applicable to a system that would be
used for tracking horses. Characteristics of the Ethereum blockchain mean that these
requirements can be integrated with little additional effort. Accountability is enforced by the
fact that every transaction on the blockchain can be traced back to the account that called
it. Penalty and incentivization can be built into smart contracts. The blockchain is public
and immutable, satisfying the auditability and integrity requirements. Smart contracts can
have restrictions on functions that allow only specific accounts to call them, which satisfies

the authorization requirement, and authentication is satisfied if an actor knows the private
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key of an account. Off-chain arbitration can be built into smart contracts by allowing the

arbitrating body’s account special privileges in the contract (such as to seize tokens).

Equinechain (29) aims to improve the tracking of horses by storing them as ERC-721 tokens
on the Ethereum blockchain. Data related to the horse would be stored on chain and would
be updated via “trusted sources’. The owner can set who has permission to add data to
their horse. Some of this information would be publicly available, some only to the owner

and those who have the permission of the owner (7).

While this approach utilises the transparency related benefits of blockchain, it falls short in
its overly simplistic relationships. For instance, while Horse Racing Ireland allows for several
complex ownership models that can separate ownership from management of the horse (5),
Equinechain allows for one and only one party to be owner, and that same person must be
responsible for the management of the horse. This is rarely the case for a racehorse and
therefore the usability of the system is limited. The management of what is a trusted source
for adding to the horse's data appears to be handled off-chain and therefore the

transparency into the validity of these sources is questionable.

Equideq offered a centralised exchange to transact shares of horses of their partners. They
claimed to be using the private blockchain Quorum (30) on the backend of their exchange

for auditing purposes (6).

While this implementation gave greater ownership flexibility than Equinechain in that it
allows multiple owners of a horse, it like Equinechain, fails to provide any infrastructure to
manage the horse. In the case of Equideq horse ownership appeared to be completely
disjointed from management, with owners having no say in how a horse is managed and it
being handled off-chain by Equideq’s partners. Equideq also appeared to use their private

blockchain for monitoring ownership, but not other details about the horse’s life.
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5 Design

The desire for a horse tracking system comes from two places. The Houses of the
Oireachtas would like for there to be a system that maintains a full record of a horse's
whereabouts, medical record, and keeper throughout its lifetime (26). Horse Racing Ireland
has set standards for structures tracking ownership (5). Any proposed solution must be able
to meet the needs of both groups. The system requirements can be broken down by the five
actors types that will interact with it, either directly or indirectly: the horse, the vets, the

regulatory bodies, the owners and the keepers.

5.1 Horse

The horse itself is represented by a token on a contract. The contract can also maintain
current and historical data regarding the horse such as its location history, its medical
record, its keeper, and its owner(s). The horse should be linked to its immediate relations,
so that ancestries and family trees can be established on the blockchain. Actors who have
the authority to change the various variables in the horse’s state are also determined by the

contract.

5.2 Veterinarians

Veterinarians are the most straightforward actors in the system. They are responsible for
updating a horse's medical history. They are an actor in the system represented by a
contract. Only vets that have first been approved as valid vets on the blockchain will be
permitted to alter a horse’s contract, and even then, only with the permission of the horse's

keeper.

5.3 Regulatory bodies

Several groups have been discussed so far as having a stake in the horse racing industry in

Ireland: Horse Racing Ireland, the Irish Horseracing Regulatory Board, the Department of
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Agriculture, Food and the Marine. Further groups of authority, such as the judiciary may
need to influence the system if a horse needs to be seized from its owners due to

mistreatment.

As all these groups play a similar role, one of oversight and occasional interjections, they are
treated as one kind of user in the proposed system, rather than trying to guess which
governmental body should be responsible for specific actions. This group will be referred to
as the “regulatory bodies”. This grouping of bodies into one generalised actor also makes the
system more suitable for international adoption, as other jurisdictions will have different

regulatory bodies to Ireland.
Regulatory bodies have several functions within the system:

e They must decide the results of a horse race, the appropriate prize money to be given
to each finishing position and pay the owners of the winning horses through the

system.

e The importance of a horse's ancestry is significant when determining its value. The
proposed system should have at least several generations of deceased horses included
in the system so living horses’ ancestry can be included in the system. As deceased
horses have no keeper, it will be the responsibility of the regulators to import these
animals onto the blockchain.

e Vets and keepers have a legal and moral responsibility to the horses they care for and
therefore these actors must be linked to verified people in the physical world. It is the

responsibility of the regulatory bodies to approve vets and keepers in the system.

e In the case of malpractice by any other body or the introduction of false records to the

blockchain, it is the responsibility of the regulatory bodies to correct this falsehood.

5.4 Owners

While owners are a significant user group of the system, they are not represented by a
contract, as they themselves have no state to be represented. Owners are unknown entities;
under the currently proposed system anyone with an Ethereum address can buy any horse
token without any verification process whatsoever. They do not manage the horse directly,
but can have a say in decisions effecting its future, and may be entitled to prize money

should the horse win any.

18



5.5 Keepers

A keeper is a single person responsible for managing a horse represented by a contract.
Throughout a horse's lifetime it must have a non-interrupted string of keepers, all of whom
have consented to managing the horse in question. Keepers cannot be anonymous (as is the
case with owners) as they must be accountable to both the owners and the law. Therefore,
any keeper account must be approved by the regulatory bodies, as is the case with the vet
contract. As a horse's manager, a keeper has several options with regards to changing the

state of the horse:

e The keeper sets the vet for a horse. Only the vet currently set by the keeper can add

medical records to a horse.
e The keeper declares if the horse has had any offspring.

e The keeper sets the race name for the horse which must be approved by a regulatory

body.

e The keeper is responsible for ensuring the horse's current location is correct and up to
date.

e The keeper is entitled to payment from the owners for their services and costs they

incur while maintaining the horse.

e The keeper is responsible for declaring the horse's death on the blockchain when it

arises.

5.6 Defining the owner/keeper relationship

While most relationships defined in this system are asymmetrical, with one user type
typically beholden to another - keepers are approved by the regulatory body, vets are enabled
by keepers - the most complicated relationship in this system is between the owners of a
horse and its keeper. There are several conflicts built into their relationship. While the
owners bought the horse and have a right to determine its future, the keeper is responsible
for the horse and must ensure it is well kept. While the keeper is entitled to compensation
from the owners for maintaining their horse, the owners should have a say in which keeper is
responsible for the horse and how much they are willing to pay the keeper for that service.
There are several questions that can arise when defining this relationship that differ on a

case-by-case basis, for instance:
e What should be the procedure for the changing keeper?

e What happens if owners refuse to pay the keeper for maintenance?
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e How much is the keeper entitled to ask for maintenance and what factors affect this?
e Should the keeper receive any prize money the horse may win?

Previous works fail to handle the complexity of this relationship, either they treat the keeper
and owners off the horse as a single party, like Equinechain (29), or they hand all of the

power in this relationship to the keeper as is the case with Equideq (6).

To address this relationship, a smart contract between the keeper of the horse and the
owners of the horse is created. This contract is called the “horse’s constitution” in the design
of the system as the term “horse’s contract” is a separate smart contract used to define the

horse token. These constitutions are used for the following purposes:

e To define a mechanism through which the keeper can request funds from the owners

for maintenance of the horse.

e To define a mechanism through which the owners can pay the keeper the amount

requested.
e To allow the keeper some form of recourse should they go unpaid by the owners.
e To define who should receive what proportion of a prize that a horse may win.

e To put special criteria in place before permitting the sale of a horse (for instance an

owner may not sell their share while in debt to the keeper).
e To allow for the selection of a new keeper.
e To allow for the selection of a replacement constitution.

Figure 5.1 shows the six different actors that interact with the horse contract and the
relationships between them. Note the lack of a relationship between regulatory bodies and

owners, as owners under the proposed system are entirely unregulated.

5.7 Motivation for using a blockchain based design

There are several features of the blockchain based design that would not be possible in a

non-blockchain based, traditional solution.

In a traditional system for buying and selling assets, a centralised exchange would be
required. This exchange would be a financial middleman and thus, subject to the legal
requirements such as Know Your Customer (31). These requirements create friction for
potential buyers as they would be required to provide proof of address, proof of identity, etc.
Deputy Cahill is of the opinion that these requirements would hinder the adoption of any
such system and should be avoided (3). These requirements also create risk for the

operators of the centralised exchange as they would be required to store and process the
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Figure 5.1: The different relationships between the actors in the system

customers’ sensitive documents. By using a blockchain based approach, buyers and sellers of
horse tokens can interact directly, there is no need for a middleman, and therefore, none of

the costly regulatory requirements.

Along with the lack of regulatory requirements, the use of a blockchain based approach over
a centralised exchange means that no financial institutions are required for payment and
horse tokens can be paid for with ether directly on the blockchain. Furthermore, by using
the Ethereum blockchain, horses can be leveraged as assets in the ever-expanding
Decentralised Finance (DeFi) (32) ecosystem. This means horse tokens could interact with

other financial products on the blockchain.

For example, the owner of a very valuable horse that is currently being used for breeding
purposes can be reasonably confident that horse is going to produce a stable income (via
selling its offspring) for several years. The owner could potentially use a DeFi service to
borrow ether using their valuable horse tokens as collateral. Other DeFi products could also

be built off horse tokens, such as financial derivatives. Given the volatile historic price of
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ether, owners of horse tokens may wish to exchange their tokens for a stablecoin that is

pegged to a traditional reserve currency (33).

Another advantage of a blockchain approach is the immutability of the records. In the case
of disagreements, such as a horse being found to be neglected, a full record of the horse's
keepers throughout its life is fully available to any body issuing sanctions. Those guilty
cannot attempt to abscond by calling into question the validity of the records by accusing
the regulatory bodies of corruption, as even in that case, the records proving the guilt of the

neglectful keeper could not be falsified on the blockchain.

The main advantage of the blockchain approach is the ability it provides keepers and owners
to create their own agreement through a custom horse constitution, which itself is a smart
contract. The possibilities this flexibility provides to parties desiring bespoke ownership and
management structures are endless. It can allow a trainer to sell shares in a horse they own
to investors they have never met while retaining full control of the horse, if that is desired.
Likewise, it could allow a group of owners to vote on the keeper of the horse. Perhaps in
some arrangements, only certain owners get voting rights, or elevated voting rights, or it
could be the case that voting rights are completely separated from ownership. If desired, a
constitution could dictate that a new keeper be chosen at random (provided that the keeper
is willing). The point being the absolute freedom the constitution provides the owners and

keepers in defining their relationship.

The above examples only relate to selecting the next keeper. The same flexibility applies to
updating the constitution, how prize money is distributed, how the keeper requests payment
from owners, how they pay, and what recourse the keeper has if owners refuse to pay. This

kind of flexibility is only possible through the use of smart contracts.
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6 Implementation

This section will discuss the specific details of the design’s implementation, starting with the
design of the horse contract. It is worth noting that the terms used in this implementation
favour readability over the use of industry specific terms. For instance, “mother” will be used
to reference the horse's mother instead of the industry term “dam”. Where industry terms

are used, they are explained.

6.1 Horse contract design

The horse contract maintains all details for a specific horse, and all of its historical data. All
state on the horse contract is publicly accessible to view. The specific state the horse

contract maintained is as follows:

horseName - This is the horse's name used for racing and breeding purposes. It is a string
value and is not set on the creation of the horse as newborn horses are not typically

named immediately.

claimedFather - A reference to another horse claimed as this horse's father (see
section 6.2).

father - A reference to another horse that is confirmed as this horse’s father.
mother - A reference to another horse that is confirmed as this horse's mother.
children - An array of references to other horses confirmed as this horse's offspring.
currentVet - The address of the contract that is the current vet of the horse.

birthDay - A date struct which consists of a uint8 day, uint8 month and uint16 year of
the horse's birth.

deathDay - A date struct, the same as birthDay, but instead the day, month and year of
the horse’s death.

isFemale - A bool value determining the biological sex of the horse.
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chipIlD - A value linked to the data returned from the transponder implanted in the horse

by the vet(2). The value is unset at birth and remains so until set by the horse's vet.
constitution - The address of the contract that acts as the horse’s constitution.

keeperHistory - An array recording all keepers of the horse so far. Each entry is a struct
which contains the address of the keeper contract and the time the keeper took

ownership of the horse.

medicalHistory - An array recording all medicines taken by the horse so far, where each
entry in the array is a struct containing the details of the medicine, the dose, and the

administering vet (currentVet at the time of the record’s addition).

locationHistory - An array of all the locations the horse has been to so far. Like the
previous two arrays, each element is a struct. This location struct contains a unique
identifier of the new premises and the date of arrival. It is currently illegal to keep
horses in any capacity on a premises that has not been registered with the
government(34). Each location where a horse is kept (stud farm, training yard, etc.)
already has a premises registration number. This is used as the unique identifier of the

new location.
raceHistory - An array of references to races in which the horse has taken part.
owners An array of addresses of all the current owners of the horse.

tokenBalances - A mapping from owner addresses to the number of tokens that owner
possesses. The total number of tokens available for any horse in this system is 1000,
meaning an owner cannot own less than 0.1% of a horse. This value is fixed at 1000

for scalability reasons (see section section 7.4).

There are various functions to interact with the variables given above which are divided by

the actors who can call them. The following methods can be called only by the keeper:
addLocation - Called when a horse has moved location.

setRaceName - Must be called prior to a horse engaging in breeding or racing. Currently
the only requirement for picking a new name is that it not be already taken. However,
it is possible, and likely that if this solution were to be adopted, extra requirements
would be introduced such as checking for curse words or perhaps even a name would

require approval from a human in a regulatory body before being set.

setVet - Allows the keeper to update the current vet of the horse by setting this value to

the address of the new vet's contract.

declearDeath - Called when the horse has died. After the date of death has been set,

most methods become unavailable.
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The current vet of the horse can call two methods:

addMedicalRecord - Add a medical record to the horse's medicalHistory array. Deputy
Cahill (3) made the point that vets often prescribe medicine to a horse that is then
administered by the keeper. Therefore, the vet should add the medical record at the
point of sale, rather than when the keeper claims to have administered it to ensure full

accountability.

setChipld - Sets the chiplD variable as described above. This value should be set soon

after the vet has implanted the transponder into the horse.

The regulatory bodies have access to one method on the horse contract which is
addRaceRecord. This method adds a reference to the raceHistory array and should be
called after a horse has completed a race. As previously stated, several processes for
updating a horse’s state are designated to a constitution contract. The constitution contract
can interface with the horse contract via the following functions, of which only the
constitution contract has access to. These will be discussed in the constitution section 6.10.

There are several other functions which relate to the creation of a new horse.

6.2 Horse Creation

The process of adding a horse to the block chain must be carefully controlled, otherwise
there is nothing to stop a malicious actor from simply adding a horse token to the block
chain and setting themselves as the owner, without them owning the horse in reality. Such
an occurrence would render the ownership system useless, as legitimate owners could not be

differentiated from scoundrels.

Another important aspect of a horse to be taken into consideration during its creation, is the
importance of its pedigree, which is measured through the achievements of its relations. The
significant value of a horse added by a good pedigree is highlighted by the fact that the
owner of a female horse would have to pay €125,000 simply to have their horse impregnated
by “No Nay Never”, a horse of significant breeding in Coolmore Stud (35). A further
example of the impact that the success of a horse's relations can have on a its value is that
“yearlings” (horses too young to have proven themselves in their own right) that have been
fathered by No Nay Never have been sold for amounts exceeding €1,000,000(36). Due to
the significance of a horse's ancestry in determining its value, it is important that its
ancestry be recorded in the system. Likewise, it is of great importance to valuable horses like
No Nay Never that only genuine offspring can claim it as a father, and not just any horse.
The inverse is also true, a horse should not be able to claim to be the father or mother of a

horse without agreement from the horse itself.

The proposed design of bringing a standard horse into existence has three steps: The keeper
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of the mother horse registers it, the father's keeper acknowledges it, and then the vet

implants it with a transponder.

When a new horse is born, they are physically under the care of the mother's keeper. It is
therefore the responsibility of the mother's keeper to register the new horse. They do this
with the createHorse function which creates a new horse with the same keeper, owners,
and constitution as the mother. The most recent location in the mother’s location history
will be the first entry in the new-born horse's location history. Only the current keeper of the
mother horse will be able to call this function and it will add a reference to the new horse to

the mother's “children” array.

A newly registered horse on the blockchain has a mother but no father. To add a verified
father to a new horse is a two-step process. First the keeper of the new horse must use the
function setClaimedFather to set the claimedFather variable to a reference to the horse
the keeper claims to be the father. The keeper of the horse that is claimed to be the father
can - if the claim is a valid one — confirm it. They do this by calling the addChild function
on the father horse, which will add a reference to the new horse to the father's children
array, and in the new horse confirm that the father value equals the claimedFather value.
The keeper of the father horse can only verify a claim that exists. They cannot claim their

horse is the father of a horse that has not claimed it.

This is the addChild function called by the father's keeper:

function addChild(uint256 horse, uint256 child) public {

require (

Keeper (getCurrentKeeper (horse)) . _owner () == msg.sender ||
msg.sender == admin
)
if (horses[child].claimedFather == horse && !horses[horse].
isFemale) {
childrenByHorse [horse] .push(child);
horses[child].father = horses[child].claimedFather;
}

The final stage of a horse being considered valid on the blockchain is the vet coming to
implant the new horse with a transponder. The horse must also be DNA tested to ensure its
parentage is as claimed(37). Under the proposed system the vet should not set the chip ID

until they are satisfied that DNA results prove the parentage claims legitimate.

This design, where horses can only be created by the keeper of an existing mother horse,
solves the issue of anyone being able to create a representation for a horse on the blockchain
without having proper ownership of it in the real world. The addition of the vet step in the

creation process stops a scenario where two keepers, one of a male horse and one of a
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female horse, conspire to register offspring that never existed with the aim of selling shares
in these imaginary horses to unknowing owners. Adding the step where the vet confirms the
DNA of the horse prevents this practice as the vet implicitly confirms the new horse's
existence and explicitly, its parentage. The vet is discouraged from engaging in fraudulent

behaviour as doing so is likely to cause their licence to practice to be revoked.

This means owners will be able to buy a stake in a horse on the blockchain without having
ever seen it, having any trust in its father's keeper or having any trust in its mother's keeper,
and still have high confidence that the horse both exists and was bred as advertised. This
also means that every horse token confirmed by this system represents a real-life animal and

cannot be created out of nothing.

6.3 Starting the Lineage

While this process of horse creation works well in the large majority of cases, there are

several cases where it is unfit for purpose.

e Deceased horses have no keeper but must be entered into the system so that their
descendants can be linked to them, and an ancestry tree established. Lineage is of
such importance to this industry that Weatherbys has been publishing the General
Stud Book of Pedigree Information since 1791 (38). While it is most likely excessive
for every thoroughbred horse that has been bred since 1791 to be included in the
system, it is common when buying a horse to consider several generations before it, as
seen in an example sales catalogue page (39) which shows the horse's parents,
grandparents, and great-grandparents. Therefore, at least a few generations of

deceased horses must be included in the system.

e While the proposed system could theoretically work in any country, it is still unlikely to
have universal jurisdiction. Horses that are kept by keepers not within the grasp of the

regulatory bodies must also be represented in the system.

e As the previously described process for registering horses requires an existing mother

horse, a separate process for beginning the chain must exist.

To allow for these edge cases a second function, loadHistoricalHorse, is used. Only the
regulatory bodies have access to this function. The mother and father parameters can be set
to any value by them, and the regulatory bodies are automatically given full ownership of the

horse along with the title of keeper.
Transitioning to this system will be a multistage process:

1. The regulatory bodies use the loadHistoricalHorse function to load all living horses

onto the blockchain. The regulatory bodies will have a rough, albeit slightly outdated
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idea of currently living animals from the existing paper-based passport system (2).

2. For each living horse registered, the regulatory bodies will ensure their ancestors, dead
or alive, are loaded into the system using the same function going back a suitable

number of generations.

3. People will be given a well-advertised window of opportunity to prove ownership of
existing horses. While it is likely that most cases will be undisputed, as this step
involves transitioning from a system where the ownership of a horse can be entirely
ambiguous to all parties to a system where it is definitive, there are likely to be
disputes of ownership. How exactly the regulatory bodies decide on these disputes of
ownership during the transition to this system is beyond the scope of the system

design.

4. Once the regulatory bodies have decided on the current owners and keepers of all
horses currently living, they will transfer the horses’ tokens to the owners. The horses

will inherit a default constitution.

5. The transition is now complete and new horses will be created by the mother’s keeper

calling the createHorse function.

6.4 ERC-20 vs ERC-1155

During the process of designing the system, the horse token was built trying both the
ERC-20 standard and the ERC-1155 standard. In the ERC-20 design, the creation of a new
horse involved deploying a new contract to the blockchain to represent that horse. Horses
were referenced by the address of their contract. Horses had to be created through a
method on the regulatory body contract that the keeper of the mother horse had access to.
A mapping of verified horses that had been created correctly had to be maintained on the
regulatory contract with the horse contracts address as the key, and a bool value indicating

whether or not the contract had been correctly created as the value.

This verified mapping on the regulatory contract was necessary as anyone who desired could
create a malicious horse contract with all the same getter functions as a legitimate one - so
an observer would be unable to distinguish it from a legitimate horse contract. However, this
malicious contract would not be subject to the same strict creation criteria outlined in the
horse creation section 6.2. To check if a contract is valid an observer would have to

reference this mapping.

The main drawback to the ERC-20 design was the significant cost incurred each time a new
horse was created. Each time a new horse contract is created under the ERC-20 design the

logic for all the functions outlined in section 6.1 had to be deployed with it. This led to

28



considerable repetition of code. For instance, if there were 10,000 horses registered in the
system, the logic for the function addLocation would be added to the blockchain 10,000
times. Along with the significant cost of doing this, it made the horse contract very difficult
to update. If it were found after 10,000 horses had been registered, that there was a fatal
flaw in the addLocation function, each of the 10,000 horse contracts would have to be

replaced, again at considerable cost.

The solution implemented to fix these problems was to replace the ERC-20 design with the
ERC-1155 design. This means that instead of each horse's state being held in a separate
contract, and being referenced via that contract’s address, the state of all horses would be
represented on a single contract, their state being encapsulated in elements of arrays and
values of mappings, and would be referenced by a uint256 value that acts as the index or

key in those arrays and mappings respectively.

The effect of this is that when a new horse is added to the system, state is added to one
contract, but no function logic is replicated, making it considerably cheaper to deploy a new
horse to the blockchain. The addLocation function for example can now serve all horses
having been only deployed once, with an extra parameter being added to it which is the

reference number of the horse it should act on.

Figure 6.1 shows how data is stored using an ERC-20 design. The methods to act on the
state of the horse are identical in horse contract A, in horse contract B, and in horse
contract C, meaning the replication of code. The regulatory bodies’ contract contains the

methods to create a new horse contract and maintains a list of valid horse contracts.

Figure 6.2 shows how data is stored using an ERC-1155 design. Each horse's state is stored
in data structures on a single contract and are referenced not by a contract address but by
the index/key value of the data structures. The methods to act on the state of the horse are
stored only once on this contract, and have an extra parameter passed to them which is the
horse's reference number. Methods to create a new horse are stored on this contract rather
than the regulatory contract, and there is no need for a list of valid horses in the regulatory
contract anymore, just a reference to the single ERC-1155 contract that stores all horses.

Henceforth, this ERC-1155 contract will be referred to as “the horses’ contract”.

One minor drawback of the ERC-1155 approach is that the ERC-1155 standard is less well
adopted relative to the ERC-20 token. For instance, at the of time writing ERC-1155 tokens

cannot be sent using the popular wallet Metamask (40).

6.5 Ownership in the horses’ contract

The data structure tokenBalances as defined in section 6.1 is maintained in the horses’

contract but wrapped in another mapping called balancesByHorseThenAddress. By
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example of the following pseudo code:

the amount of tokens Bob owns in horse X = balancesByHorse ThenAddress[The reference

number of horse X|[Bob's account’s address]

Using the ERC-1155 standard also mandates that the horse's contract implements the
following functions (19):

safeTransferFrom — This method is called to transfer tokens of a horse from one owner to
another provided the sender has the sufficient balance required and the sender has
granted permission that the transaction takes place. The confimSale method of the

horse's constitution must also be called to approve the sale.

safeBatchTransferFrom - This method provides the same functionality as
safeTransferFrom but allows multiple transfers to be completed with a single call,

lowering the overall cost.

balanceOf — This method takes an address and a reference to a horse and returns the

number of tokens owned by the given address of the given horse.

balanceOfBatch - this method provides the same functionality as balanceOf but

allowing multiple calls at once.

setApprovalForAll — This method allows an owner to grant (or remove) approval to
another account to manage their tokens, and withdraw that approval as needed. The
“All" refers to the fact that this sets the permission for all the owner's tokens, rather

than just one horse's tokens.

isApprovedForAll — This method can be used to check if a given operator has permission

to spend a given owner's tokens.

6.6 Keeper Contract Design

The keeper contract maintains all details for a keeper. All state on the keeper contract is
publicly accessible to view. The specific state the keeper contract maintains is as

follows:
fullName — The keeper's name to aid owners to identify them.

reglD - A unique key so the regulatory bodies can match this keeper to their private
records.

owner - The address of the Ethereum account that the keeper controls. Note that the

keeper is a separate Ethereum account to the keeper contract.
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address - The postal address of the keeper, to aid owners in identifying them. This is an
optional field. The purpose of it is to aid owners to differentiate keepers with a similar
name. The address can be a partial address, so a keeper can include a county or town,

but exclude their exact location.

admin - The address of the regulatory contract the keeper is linked to. If the admin value
of the keeper contract does not match the address of the regulatory contract, the

keeper contract was not formed legitimately.

approved - A bool which communicates whether the keeper contract has been approved by
the regulatory body. Only approved keeper contracts are eligible for taking care of
horses.

willingToKeep — A mapping with a horse reference value as the key and whether the

keeper is willing to keep them as the value, in bool form.
Along with this state, the keeper contract also contains the following methods:

constructor - Populates all the state variables and sets the approved variable to false. The
admin field is set to the contract that calls the constructor, meaning the constructor

must be called from a function in the regulatory contract.

approve — Must be called from the regulatory contract as well. This function sets the
approved variable to true and is called by the regulatory body once they are satisfied

the keeper contract information is true and acceptable.

addWillingHorse — Given a horse’s reference value, this function sets the value of
willingToKeep for that horse to true. This function must be called by the owner of
the keeper contract and communicates that this keeper is now willing to take
responsibility for the horse in question should the constitution of the horse dictate this

keeper should become the horse's new keeper.

removeWillingHorse - Given a horse’s reference value, this function undoes the action of
the previous function and sets the value of willingToKeep for that horse to false.
This function must also only be called by the owner of the keeper contract and
communicates that the keeper is no longer willing to assume responsibility for the
horse. This function only has meaningful consequences if called before the horse is
already in the keeper's care. The keeper cannot reject responsibility for a horse already
in their care until they find a new keeper for it, which must be done through the

horse's constitution (section 6.10).
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6.7 Keeper Creation

The process of keeper creation has the following steps:

1. Anyone wishing to register as a keeper can call generateKeeper in the regulatory
bodies’ contract (section 6.9). This will generate a new keeper contract with given
details.

2. They must then provide any private details that the regulatory body requires in order
to verify them. These details could include PPSN, email address, phone number, etc.
This data will be stored off the blockchain by the regulatory bodies and would be
linked to the reglD in the recently created keeper's contract.

3. The regulatory bodies then approve the keeper's contract on the condition that they

have found the information the keeper provided to be satisfactory.

4. The keeper, now with their own approved contract, can add horses they would be

willing to keep should the opportunity arise.

5. Should a keeper have registered willingness to keep horse X, the owners and/or the
current keeper of horse X, can, through horse X's constitution, update horse X's

keeper to the new willing one.

6. This new keeper can now interact with horse X's state and constitution as defined in

sections section 6.1 and section 6.10

6.8 Vet Contract Design

The vet contract maintains all details for a vet. All state on the vet contract is publicly
accessible to view. The vet contract behaves very similarly to the keeper contract. This

contract maintains the following state variables:

name - The name of the vet's practice. This is used to allow keepers to identify the correct

vet contract for the vet they had in mind.

practicelD - The unique identification number the regulatory bodies used to identify the

vet's practice.

admin - The address of the regulatory contract the vet is linked to. This variable performs

the same role as the admin variable in the keeper's contract.

owner - As is the case with keeper contract and keeper, the vet has their own Ethereum
account separate to the vet contract. This owner variable is the address of the vet's

own account.
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approved - Is the same as it is in the keeper's contract: a bool representing whether the

contract has been approved by the regulatory bodies.

The methods available are a subset of the methods available in the keeper contract.
constructor and approve provide the exact same functionality that they do in the keeper

contract.

The vet goes through the same setup process as the keeper in relation to the contract’s
creation and approval. The biggest significant difference between the vet's contract and the
keeper's contract is while the keeper's contract allows for the keeper to consent to keep
certain horses there is no such mechanism in the vet's contract. If a keeper is made keeper
for a specific horse, they are immediately responsible for the care of the horse and liable in
the case that the horse is mishandled, therefore there must be a consent mechanism to
ensure the keeper is willing to take on this burden. If a vet is made the currentVet for a
horse, this status alone carries no responsibility and therefore no consent mechanism for this

position is necessary.

6.9 Regulatory bodies contract

The regulatory contract is responsible for maintaining the state of any metadata for the
system, for adding race records, and for approving vets and keepers. The contract maintains

the following state variables:

admin - As is the case with the keeper contract and the vet contract, the regulatory body
contract is a separate Ethereum account from the regulatory body itself. This admin

variable is the address to the account of the regulatory bodies.

raceCourseNameTolD - Racecourses are typically identified by their name, however a
name which is stored as a string is expensive to store multiple times. Therefore, each
racecourse is given a unique ID int. raceCourseNameTolD is a mapping from the

racecourse's string name to their unique int ID.

raceCourseNames - Is an array of strings of all the names of the racecourses in the

system.

raceHistory - Is an array of RaceRecord structs that records all races that have taken
place since the beginning of the system. The RaceRecord struct contains the course
ID where the race took place, the start time in milliseconds since epoch (1 January
1970), and an array of references to the horses that ran in the race in the order in
which they finished.

daysSinceEpochToRecordIndex - The array raceHistory would quickly grow so large

as to be very computationally expensive to search. As the array would contain all race
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records in mostly chronological order, if one were to try to retrieve a specific race
record, it would involve a binary search on a very large array.
daysSinceEpochToRecordIndex Is a mapping to improve the efficiency of
retrieving a specific race. Its key is the number of days since 1st January 1970, and its
value is an array of RaceRecord that took place on that day. Rather than storing the
RaceRecord struck twice, once in raceHistory and the other time in
daysSinceEpochToRecordIndex, daysSinceEpochToRecordIndex contains only

a reference to a RaceRecord, which is the index it is at in raceHistory.

unapprovedKeepers - Is an array of all keepers that have applied to be in the system but

have not yet been approved by the regulatory body.
unapprovedVets - Is the equivalent for vets.

keepers - Is an array of all keepers that have been approved by the regulatory body and

are eligible for keeping horses.

vets - Is an array of all vets that have been approved by the regulatory body and are

eligible to add medical records to horses and to chip horses.

defaultKeeper - horses that are added by the regulatory bodies to the system, such as
deceased horses (see section 6.2) still must be given a keeper, and so a default keeper

is given.

horseToken - like all other contracts talked about before, anyone could create a horses’
contract and maintain their own ledger of horses. It is important that only one ledger
be recognised officially. horseToken specifies the address of the legitimate horses’

contract.

The constructor of the contract makes admin the address of which ever Ethereum account
created the contract and sets defaultKeeper to a keeper contract which has the value
“DEFAULT" in its name, address and reglD, with the keeper's owner also being the

account that initially created the regulatory bodies contract.

The regulatory body contract also makes available the following methods for anyone to call,

not just the regulatory bodies themselves:

generateVet - This function takes the vets' practice’s name and unique practicing ID.
Anyone can call this function. It will create a new vet contract with the name and
practicelD given, and the owner as the account that called the generateVet
function. The newly created vet contract is then added to unapprovedVets to await

approval by the regulatory bodies.

generateKeeper - Operates similarly to generateVet. It takes as arguments the keeper's

name, address, and reglD. It creates a new keeper contract with these details and
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sets the owner as the account that called generateKeeper. The new keeper contract

is then added to unapprovedKeepers.

All other methods that the regulatory body makes available can only be accessed by the

address in the admin variable, which is the regulatory bodies account:

addHorseToken - Accepts an address as an argument and makes that address the

accepted horses contract address, horseToken.

newRaceCourse - Takes a racecourse name and adds it to the system, also creating a

corresponding unique racecourse ID for that name.

addRaceRecord - Takes as arguments the details of a RaceRecord and adds a new
RaceRecord with those details to raceHistory. It also inserts a reference to this new
record in daysSinceEpochToRecordIndex. It receives another array which
stipulates the amount of prize money to be given to each horse by position. This is a
payable function and will transfer the value it receives to the winning horses through

their respective constitutions (see section 6.10).

decideKeeperApproval - Is the method called when the regulatory bodies wish to decide
on whether to approve a keeper in unapprovedKeepers. They will only approve a
keeper after the keeper has proven off-chain that they indeed control the contract that
the regulatory bodies are about to approve, and they have given enough details to the
regulatory bodies off-chain to satisfy any legal requirements. The method takes the
index of the keeper in unapprovedKeepers to be judged, and the decision, in the
form of a bool which is true or false depending on whether or not they have granted
approval. The keeper may then be approved by via the keeper contract’'s approve
method and the contract added to the keepers array in the regulatory bodies
contract. Regardless of the decision of the regulatory bodies, the keeper will be

removed from unapprovedKeepers as that contract is no longer awaiting processing.

decideVetApproval - This method is the same in format as decideKeeperApproval

with the exception that it is used for approving vets rather than approving keepers.

6.10 Constitution Contract Design

A constitution contract is designed to fulfil the role of defining the relationship between the
multiple possible owners of a horse and its keeper. At birth each horse inherits the

constitution of its mother. The motivation behind the idea of the constitution is to allow the
keeper and the owners to define the relationship between them themselves without the input

of any centralised authority.

Like the keeper of a horse, the constitution of a horse has special privileges to interact with
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certain methods on the horses’ contract not yet discussed:

updateKeeper - Provided the new keeper given is willing to keep the horse and is
approved by the regulatory bodies, this function upon being called by the constitution

will update the current keeper to the new one.

updateConstitution - Allows the current constitution to select a new constitution. All

future calls to the horses’ constitution will be directed to this new one.

safeTransferFrom - This method as defined in section 6.5 can also be called by the
constitution, meaning the constitution of a horse can move tokens of that horse from

one account to another, effectively seizing ownership.

While all constitutions can be different, they must implement an interface so that all other
contracts in the system know how to interact with them. This is the interface for a horse

constitution:

import "./ERC1155TokenReceiver.sol";

interface ConstitutionInterface is ERC1155TokenReceiver {

function updateKeeper (uint256 horse, address newKeeper) external;

function updateConstitution(uint256 horse, address newConstitution)

external;
function recievePrize(uint256 horse) external payable;

function requestMaintenance (uint256 horse, uint256 totalAmmount)

external;

function payMaintenance(uint256 horse, uint256 dueBlock) extermnal

payable;

function callInDebts(
uint256 horse,
uint256 startBlock,
uint256 endBlock

) external;

function confirmSale(
address to,
address from,
uint256 horse

) external returns (bool);

function frontEnd () external pure returns (string calldata);
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The methods defined in the interface are responsible for the following tasks:

updateKeeper — This method being called should influence in some way the
currentKeeper variable of the horse.

updateConstitution — This method should change the constitution of the horse given

defined criteria have been met.

recievePrize - This method is called by the regulatory bodies when they wish to pay a
horse prize money. This method receives the prize money (note the keyword ‘payable’)

and then distributes it to the owners and keeper.

requestMaintenance - This method is called by the keeper when they wish to seek
payment from the owners for the service they provide in caring for the horse. This will

typically leave the owners in debt to the keeper.

payMaintenance - This method is called by the owners to pay the debt they owe to the

keeper following the keeper calling the previous method.

callinDebts - This method is called by the keeper in the case that an owner has not paid

or refuses to pay the maintenance money owed to the keeper.

confirmSale - This method is called by the safeTransfer method of the horses’ contract
whenever a transfer of a horse's token is taking place. This is to allow the constitution
to update its state if necessary. For instance, a constitution may be keeping track of
the most recent buyer of a horse for its own purposes. This method also may be used
to block a transfer of horse tokens in cases where the constitution deems it necessary
to do so. For instance, it may not be permissible for an owner to sell their stake in the

horse if the owner owes the keeper a maintenance debt.

frontEnd - As each constitution will be implemented differently, with different state
variables available to view, and different possible methods in addition to the ones
outlined, it would be impossible to design a singular client front end application that
could display every single constitution’'s data and interactions to an end user.
Therefore the onus for creating a front end for a constitution will lie with the
constitution creators. This frontEnd method should return a string which is the URL

location of the front end for that specific constitution.

While these are the intended uses of these methods, in reality the constitution’s author can
specify these methods to do whatever they desire. For instance, in the default constitution,
the keeper can simply select their successor by calling updateKeeper:
function updateKeeper (uint256 horse, address newKeeper) public {
require (

msg.sender == Keeper (token.getCurrentKeeper (horse))._owner

O,
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"Function must be called by current keeper"
)

token.updateKeeper (horse, newKeeper);

However, a group of owners may desire a constitution where they vote on who becomes the
next keeper. So, they may create a constitution where the owner can cast their vote by

calling the same function:
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//Some state maintained by the contract
mapping (address => uint256) public keeperByVotes;

mapping (address => address) ownerVoteToKeeper;

function updateKeeper (uint256 horse, address newKeeper) public {

uint256 ownersBalance = token.balancesByHorseThenAddress (
horse,
msg.sender

)

address oldVote = ownerVoteToKeeper [msg.sender];

if (keeperByVotes[oldVote]l > 0) {
keeperByVotes [oldVote] -= ownersBalance;

}

ownerVoteToKeeper [msg.sender] = newKeeper;

keeperByVotes [newKeeper] += ownersBalance;

if (keeperByVotes [newKeeper] > token.NUM_TOKENS() / 2) {

token.updateKeeper (horse, newKeeper);

Likewise for the other methods in the constitution, the keepers and owners can set the
conditions for their own relationship and can be absolutely confident that the conditions will
be enforced by the code. This allows for trustless relationships where the keeper might not
even know the identity of any of the owners, something impossible under the status quo. For
instance, in the following constitution, an owner can be confident they will receive an
amount proportional to their share in the horse:

function recievePrize(uint256 horse) public payable {

uint256 length = token.lengthOfOwners (horse);

uint256 prizePerToken = msg.value / token.NUM_TOKENS () ;
for (uint256 index = 0; index < length; index++) {
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address owner = token.ownersByHorse (horse, index);
uint256 ownersBalance = token.balancesByHorseThenAddress(
horse,
owner
IE

payable (owner) .transfer (ownersBalance * prizePerToken);
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Note that all methods defined in the interface take a horse reference argument. This is due
to the fact that when a constitution contract is deployed it should be able to service more
than one horse. This is for scalability reasons. Multiple different constitution contracts all

with the exact same logic do not have to be deployed, instead one is deployed.

When the current controllers of a horse are considering new keepers for it, it is important
that they can identify the correct keeper contract belonging to the real-life keeper they had
in mind. The most obvious way for them to link a keeper with a contract is for the keeper to
tell the owners through some other channel their contract address. The name and address
fields of the keeper contract also aid in identification. Finally the horses already in, or
previously in the keepers care serve as a means of verification of a keeper. For instance if
one knows keeper X had previously trained horse Y from 2020 to 2022, one could look at
horse Y's records, and identify the correct keeper contract based on those records.

6.11 Front End

A typical centralised system may make its data available to a client application through the
use of something like a rest APl or GraphQL. The system outlined in this paper, by being on
the blockchain, makes all state outlined in all the contracts public to anyone from any node
on the blockchain. Likewise, all functions outlined in the implementation can be called from
any node on the blockchain. Client applications can therefore be built fully independently,
and an advantage of this system is that if the government were to implement it, anyone

could create a client application to interact with it.

An example front end application was developed to demonstrate this system. This was a
web application built using the Vue JS JavaScript library (41). For an Ethereum account to
interact with the system on the blockchain, they must send transactions using their private
key. For the sake of simplicity and security keys are typically managed buy a separate
application called a wallet. In the case of the demonstration, the wallet Metamask (42) was

used, specifically the browser extension.

The wallet asks acts as an intermediary between the client application and the blockchain.
The advantage of this is that the client application does not need to handle account
management or key management, also the wallet can display the account’s current ether
balance along with several types of tokens that the account owns. Unfortunately, as
previously stated, at time of writing Metamask does not support ERC-1155 tokens (40). For
the client application to communicate with the wallet the JavaScript library Web3.js (43)

was used.
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7 Addressing Blockchain Drawbacks

7.1 Security

Like all implementations, this system is subject to a plethora of potential security
weaknesses both at the protocol and application layer. At the protocol layer there are a
series of known attacks that could potentially be used against the Ethereum Virtual
Machine, and their success would be a considerable threat to the integrity of the system put

forward in this paper.

Sayeed and Marco-Gisbert put forward 7 possible security threats to blockchain systems(44).
These are the 51% attack, the Long-Range attack, the P + Epsilon attack, the Sybil attack,
the Balance attack, the Border Gateway Protocol Hijacking attack and the Distributed
Denial-of-Service (DDoS) attack. It is worth mentioning that while a DDoS attack is
possible on a blockchain network, traditionally, DDoS attacks depend on overwhelming a
centralised server with information. Due to the decentralised nature of the blockchain, it is

theorised that it is less susceptible to an attack of this nature (45).

The system will also be vulnerable to attacks on the application layer due to flaws in the
code. While this is also possible in a centralised server, the risk of it is exacerbated on the
blockchain. Two primary reasons for this increased risk are the fact that all the code is
viewable to anyone, and more importantly, in the event of an attack taking place no

centralised server can halt the attack by disconnecting itself from the network.

An example of where such an attack can have dire consequences was the DAO attack (46).
The Decentralized Autonomous Organization (DAO) (47) was a system that used smart
contracts to allow investors to pool their money together and then vote on proposals for
that investment. At the end of its formation period, the DAQ’s contract had over 12M
ETH. At the time, the value of 12M ETH was roughly $150 million (46).

There was however a mistake in the DAQO'’s Solidity code which allowed attackers to be able
to withdraw more ether than they were entitled to. The following properties of the solidity
code made it vulnerable to attack (48). Like most smart contracts the contract maintained

a ledger of the amount of ether each Ethereum account was entitled to withdraw. The
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function to withdraw these funds had the following basic structure:

1. There is a check if the account seeking to withdraw has the necessary funds in the

Ledger.
2. If so, the amount requested is sent to the account.

3. The Ledger is updated to subtract the amount withdrawn from the amount that the

account had available.

On the face of it the structure of this function seems reasonable. However, as seen in
section 2.4, when an account receives funds in Solidity, they call a fallback function. This
fall back function will run between steps 2 and 3 above. An attacker can make this fallback
function call this original withdraw function, thus creating a recursive loop. As step 3 in the
withdrawal function outlined above is never reached until this recursive loop is over, the
ledger amount of the attacker is never updated, meaning the attacker can withdraw far more

funds than they are entitled to.

In the case of the DAO attack this vulnerability was spotted prior to the attacker being able
to take advantage of it. However, the method for updating the contract was incredibly slow,
requiring a vote. This meant that although the maintainers of the contract knew about a
potential attack, they were powerless to stop one when it occurred, with the attacker
successfully withdrawing 3.5M ETH or about $50 million(46). This attack was so
consequential that is ultimately led to a controversial hard fork of the Ethereum chain

(49).

There are two separate lessons to be learned from this attack. The first relates directly to
the flaw in the Solidity code. In this system any variables responsible for maintaining
amounts of a token held are always updated before the token is sent, whether the token be

ether or a horse token.

The second lesson is less straight forward to address, which is the fact that update
mechanisms that require consensus from a group of actors, (as is the case with many
constitutions) are vulnerable to attack due to the time they take to patch. The solution put
forward in this system is a path of recourse for the owners of a horse to claim a crime has
taken place. If the regulatory bodies find this to be true, they will invalidate the horse and
create a new one in its place, reversing its state to how existed prior to the attack, and
replacing its flawed constitution with the default one. This will reverse the damage of the
attack.

While these are disadvantages to using a blockchain network from the perspective of
security, there are also several advantages. One of the main advantages introduced by using
Ethereum is how authentication is handled. Traditional web applications with a server

require the use of passwords and cookies to implement authentication. This approach is
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vulnerable to all the weaknesses that passwords bring with them such as users selecting weak
passwords, reusing passwords, etc.(50), as well as being vulnerable to exploits tackling the
client application cookie based authentication system such as a Cross Site Request Forgery
attack (51).

Instead, authentication is handled by private keys, which are not generated by the user and
therefore do not suffer from being poorly created nor reused from site to site as passwords
are. Likewise, they are not stored on any centralised server as passwords are. These private
keys are not handled by the client application itself, but by a wallet which specialises in key
management. This adds a layer of security in that the developers of the client applications
for the system do not need to worry about key management. Authorization is also greatly
simplified by Solidity. A require statement in a methods logic can dictate who is authorised
to call that method.

For example, in the function used to set a horse's chiplD, setChiplD, the require
statement ensures only the current vet can call it, otherwise the function will not change any
state:

function setChipID(uint256 horse, uint256 newID) public {

require (msg.sender == horses[horse].currentVet.owner());

horses [horse].chipID = newID;

A final and major concern for security in the system comes from the fact that owners and
keepers are allowed to define their own constitution, which if abused could potentially allow
a malicious actor to falsely seize greater ownership in the horse than they are entitled to
through use of the safeTransferFrom function in the horses contract, which allows a

horse's constitution to seize tokens from an owner without their consent.

To stop such behaviour from happening, all owners and the keeper of a horse would have to
review the code of a newly proposed constitution to ensure it didn't facilitate actors from
maliciously seizing control of a horse in bad faith. It is unreasonable to expect anyone
wishing to own a stake in a horse to have a proficiency in the Solidity programming
language. However, without this proficiency owners and or keepers may agree to adopt

constitutions that are highly unfavourable to them without understanding it.

To solve this problem Hasan and Salah (28) suggest a "Smart Contract Attestation
Authority" whose role it would be to generate valid smart contracts, in this case
constitutions, from traditional contracts in plain English. The Smart Contract Attestation
Authority would validate these contracts on the blockchain in some way, so that owners and
keepers can adopt a constitution, confident in the knowledge that it implements an

associated traditional contract written in plain English that they can understand.
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7.2 Privacy

By design the system is intended to make all data on it public for all to see. A keeper for
instance may well need to register their mobile number, or PPSN, but this sensitive data will
be kept off chain by the regulatory bodies. Only information that is not necessary to keep
private such as a keeper's name and general address, is stored on the blockchain. The same
is true for vets. In the case of owners, no data is collected at all, and owners’ privacy is far
greater than it is under any current system as under the proposed system they are entirely

anonymous.

The other type of information publicly available on the blockchain are keys which link a
contract or struct on the blockchain to information the regulatory bodies hold privately.
Examples of this already outlined in the system are the reglD which links keepers' contracts
to regulatory bodies records, practicelD which links vets’ contracts to contracts to
regulatory bodies records, and premises registration numbers, which allow regulatory bodies
to determine the physical location of a horse based on the regulatory bodies’ private

records.

These variables are meaningless to the general public in that, for example, an attacker would
not be able to determine the location of a horse based on a premises registration number, as
that is a meaningless integer to them. Whereas the regulatory bodies would be able to
locate a horse using that same number, as it would correspond with their existing private
records, which may include, for instance an Eircode(52).

The exact location of horses should be kept secret. Although the premises registration
number cannot only be used by a malicious party to determine the location of a horse,

uploading them directly does leak useful information to a malicious party.

In the case a malicious party knows the location of horse A, but does not know the location
of horse B, and the premises registration number of horse A matches that of horse B, the
malicious party now knows the location of horse B. To counteract this leaking of useful
information, every time a horses location is registered on the blockchain, it should be a

unique value so that it cannot be associated with any other possible location.

A straightforward method of doing this would be to store the hash value of the locations
premises registration number concatenated with the public address of the keeper
concatenated with the transaction number. The transaction number is a counter of the
number of transactions that specific keeper has done and is maintained buy the blockchain
anyway. This hashed value is guaranteed to be unique. The regulatory bodies will know the
transaction counter and the keeper public address used in the hash as these values are
publicly available and can try different premises registration numbers with these two other

values in the hash function, until they get a hash value equal to the one on the blockchain,

45



which signifies they have found the correct premises registration number. By this method a
keeper can communicate the premises registration number of a horse's current location to
the regulatory bodies without making that premises registration number directly visible to
the public.

7.3 Updates

One of the main advantages of the blockchain based system is the immutability and
transparency of all records. However, there are several instances in which this immutability
poses a problem. For instance, in the case where an attacker uses a vulnerability in a
constitution contract to steal ownership tokens from a horse, or the case where a keeper and
vet collude to lie about the horse's medical history. In both cases the regulatory bodies must
have the capacity to punish the malicious actors off the block chain as well as the ability to

rectify the records to be accurate.

In the cases where a horse's information has been corrupted through one form or another,
the regulatory bodies can update the state of the horse so that its new state reflects the
physical horse rather than a corrupted state as a result of an attack or malicious keeper or
vet. Although the regulatory bodies will have changed the state of a horse at their own
discretion, there will still be a full record of immutable and transparent logs of them doing

so, and thus accountability is maintained.

Other than the data stored on the contracts, the contracts themselves require updates if
new functionality is needed or if a security vulnerability needs to be patched. The keeper
and vet contracts are the easiest to update, as the regulatory body can simply invalidate
those contracts and create new ones in their place. This could be done by replacing the
keeper to be updated in the keepers array. For updating the regulatory bodies contract and
the horses token contract an extra variable updatedVersion can be added to each
contract, which is the address of an updated version. In the case that updatedVersion
does not equal the default value, then actors interacting with the contract know to use the
one at the updated address rather than the one they are currently looking at. Each

constitution handles updates in its own manner as described in section 6.10.

The efficiency of updating these contracts could be improved by abstracting the solidity
logic away in libraries (53). By doing this in cases where the logic is flawed or needs to be
updated, the state does not need to be transferred to a new contract as the logic has been

abstracted away in a library.
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7.4 Scalability

The system is highly scalable. There is no real limit on the amount of data a contract can
hold. The only factor affected by scalability is the retrieval time of data. For this reason,
mappings are used along with arrays for lists that are likely to grow massive. For instance,
there is a mapping in the horses’ contract called horsesByName which can be used for
finding a horse by its name (a horses’ name must be unique) and there is a mapping in the
regulatory bodies contract that maps races by the day they took place called
daysSinceEpochToRecordIndex. The number of horses and the number of races is the
two lists that are likely to grow the biggest, but this approach of a mapping combined with

an array can be applied to any list.

The blockchain has a built-in mechanism to deal with a heavy computational load by making
gas prices more expensive. This discourages people from using the blockchain at that
particular time. The only array that needs to be iterated over in this system is the list of
owners of the horse. For this reason, the number of tokens released for each horse is limited

to 1000. The means the maximum number of owners of a horse is 1000.

7.5 Costs

Table 7.1 shows the sample transaction costs of the different actions the regulatory bodies,
keepers and vets can make. These costs are certainly a drawback to using a blockchain
system over a centralised server. While the regulatory bodies do not have to pay to maintain
servers, all actors do have to pay any time they wish to make a state change. It is worth
noting that reading from the blockchain is always free and the read to write ratio in most
use cases for this system will be quite high. For instance, a horse's name is only ever set
once but may be read thousands of times throughout its lifetime by different actors. Using
the ERC-1155 token over the ERC-20 token leads to significant savings when creating a
horse as the cost for creating a horse under the ERC-20 token system is €69.51 while under
the ERC-1155 system it is €12.55.

Constitution costs are harder to estimate as they will vary by constitution and by the number

of owners, by table 7.2 shows the costs of transacting with the default constitution.

An important consideration to make when contemplating the importance of cost as a
drawback to the system is to look at these transaction costs relative to the cost of owning
and maintaining a horse generally. The cost for registering a horse currently is between €35
and €650 (54). The average cost for training a horse in Ireland is €1,400 per month (55).

Relative the this, the fees associated with the blockchain are trivial.

ICalculated using a gas price of 0.0000000124 ETH and a conversion of 1 ETH = 2873.99 EURO
2Calculated using the same prices as Table 7.1
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Table 7.1: Example costs for all major actions in the system.

Action Gas Cost Cost in €
Regulatory bodies contract deployment 2374564 84.42
Horses' contract deployment 3062849 108.88
Default constitution deployment 1638150  58.24
Regulatory bodies setting default constitution 43503 1.55
Linking the horses’ contract & regulatory bodies contract 43449 1.55
Registering vet 310487 11.04
Registering keeper 394795 14.03
Approving a vet 47972 1.71
Approving a keeper 48016 1.71
New race course 72487 2.58
Pay prize 574172 20.41
Load historical horse (ERC-1155) 437123 15.54
Load new horse (ERC-1155) 352889 12.55
Load new horse (ERC-20) 1955265  69.51
Set new vet 53758 1.91
Set claimed father 47388 1.68
Verify child 94349 3.35
Add new location 76325 2.71
Set race name 70937 2.52
Set chip 46556 1.66
Add medical record 131469 4.67
Transfer ownership 77759 2.76
Add willingness to mind horse 44040 1.57
Remove willingness 14119 0.50

1

Table 7.2: Example costs for the default constitution.

Action Gas Cost Cost in €
Change keeper 87706 3.12
Request funds 485804 17.27

Pay debts 53418 1.90
Collect debts 113229 4.03
Change constitution 40461 1.44

2
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8 Future work

There are several features that could be added to this system to improve and expand its
functionality. One such feature is that vets and other trusted parties are often required to
sign off on a horse's suitability for sale, soundness for breeding etc. (56). These documents
are often not required by the regulatory bodies, but other actors in the industry such as
auctioneers. These documents can contain a large amount of text that would make them
extremely expensive to store on the blockchain. The InterPlanetary File System (IPFS)
protocol (57) may be a suitable technology to use for this feature. IPFS allows for
peer-to-peer file sharing where each document can be addressed and identified via a unique
content identifier. The file then cannot be changed without altering the content identifier.
This means the vet can create a document and have it stored on a node using the IPFS
protocol. They can then link this document to a horse by adding a medical record with this
content identifier. Interested parties can then view the document, confident that it has been
approved by the vet (as they were the ones who added it in a medical record) and hasn't

been altered in the interim.

The scope of the constitution and its capabilities could be expanded upon. For instance,
there are exclusive areas for owners in some racecourses and each horse entitles their owners
to a certain number of tickets to access this area. These tickets could be tokenised, given
their own ERC-1155 contract on the blockchain and distributed to the owners according to

the constitution of the horse.

While the constitution defines the complicated relationship between the owners and the
keeper (one of the most complicated relationships in the system) it is not the only
complicated relationship between two parties in the system. For instance, when paying a
stud farm for impregnating a female horse, there are a variety of payment structures that
depend on the success of conception, success of birth and a variety of other factors (58).
These arrangements often require a degree of trust between the owner of the female horse,
and the stud. For instance, in the case of a “No Foal No Fee" arrangement, the owner of the
female horse either trusts the stud to return their fee in the case of a failed pregnancy, or if
the owner has not yet paid, the stud trusts the owner to pay in the event of a successful

birth. The trust required for this relationship to operate could easily be removed by
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encoding the conditions of the arrangement into a smart contract.

This theoretical smart contract would hold funds from the female horse’s owner that would
automatically be paid to the stud if the keeper of the female registered an offspring of that
horse within a year and would automatically be returned to the owner if this did not

happen.

While it is considered an advantage in this system that the owners can remain completely
anonymous and there is no barrier to entry to buying a horse other than having an Ethereum
account with some ether in it, Horse Racing Ireland currently expect at least some
information about owners even when they own only part of a horse, and it is possible that

they would rather this new system also require a degree of “know your customer”.

Implementing this would be a relatively trivial matter. The regulatory bodies could maintain
a mapping of addresses to bools, where the address is the address of a potential owner, and
the bool is whether they have been approved for horse ownership by the regulatory bodies.
The safeTransfer method in the horses’ contract could have an extra requirement that if a
token is being transferred to a new address, that address has been approved in this mapping
by the regulatory bodies. To become an approved owner, you could fulfil criteria for the

regulatory bodies off chain.
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9 Conclusion

The system outlined has succeeded in fulfilling the needs of the various actors in the system.
The regulatory bodies’ need for oversight is satisfied to a far greater degree by the
blockchain than by the existing paper-based system. The system outlined is also more
transparent than a traditional system by the virtue of it being on a public blockchain. The
system affords the regulatory bodies the power to seize tokens in the event of

mismanagement and holds corrupt keepers and vets to account for their actions.

Vets are given a straightforward way of logging all medicines sold and attributing them to
specific horses, allowing for greater protection of the food chain than currently exists. The
fact that the horse's transponder number can also be logged allows for a provable link

between the representation on the blockchain, and the real-world animal.

One of the attributes of the system is that the horse is always in the care of a keeper that

has previously acknowledged their willingness to mind it. This means if the horse is found to
be neglected, doping or otherwise mistreated, the regulatory bodies can take actions against
a keeper. This is not always possible under the current system, as who the keeper of a horse

is at any one time is somewhat ambiguous.

The system also provides keepers with greater certainty than they receive under the status
quo. When a keeper is given the care of a horse, they are required to trust the owners that
they will be paid for their services. Uncertainty surrounds whether they will be paid, and
when the owners want to replace them. The use of the constitution gives them certainty
over how much they will be paid, and what recourse they will have if they go unpaid. The
constitution also provides certainty over how much prize money they will receive and the

conditions that must be met for them to lose their position.

The owners in the new system have the most benefits relative to the paper-based system.
They can buy and sell fractional ownership in horses with almost no overhead, except for
having an Ethereum account. This is not possible in the current system and would not be
possible using a non-blockchain approach. This lowers the barrier for entry to participate in
owning a horse. The use of a constitution means owners can trust a keeper to maintain a

horse under terms that will be enforced automatically. This means the owner does not have
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to trust or even know the keeper they are dealing with, further lowering the barrier of entry

to ownership.

While the proposed system, like all systems, is subject to security weaknesses, it is
considerably more secure than the existing system, and likely more secure than a
non-blockchain approach. The immutable and public nature of the blockchain mean that
records can not be tampered with, while the powers given to the regulatory bodies means
malicious behaviour can be undone (although a record of it will remain permanently). The
freedom given to owners and keepers in setting their own constitutions does leave open the
possibility of exploitation, although this can be rectified by the inclusion of a Smart Contract
Attestation Authority (28).

Privacy can effectively be addressed by storing sensitive information off the blockchain, with
reference keys on the blockchain, sometimes hashed to avoid comparability. The system
scales well, for the most part by avoiding the use of loops in favour of maps. The contracts
in the system are updatable by use of referencing new contracts in old ones. The cost actors
pay to add to the blockchain is perhaps the greatest disadvantage, although this cost pales

in comparison to the cost of maintaining a horse generally.

Overall the system design was able to achieve all the requirements necessary for it to be a
successor to the current system. Along with fulfilling these criteria, the flexibility it provides
to new models of ownership lowers the barrier to entry of owning a horse, and could change

the nature of the horse racing industry in Ireland, and worldwide.
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