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Chapter 1

Introduction

1.1 Introduction

Social media and especially communication applications currently are present in many day
to day tasks and processes throughout the world. With widespread use in professional
and personal settings alike, the vast majority of existing services and networks being cen-
tralized in a small cohort of controlling entities. Utilization of user data & metadata for

the use in various applications such as advertising and fingerprinting is widespread today.

In a centralized architecture all traffic is routed through central servers and services owned
by a single entity, this leads to large amounts of user metadata, and in many cases mes-

sage and media content being available, allowing for the creation of internal user profiles.

Alternatively in a decentralized or federated communication network, metadata is only
shared between participating servers in a given interaction, this together with the presence
of open-source server and client implementations allows to better preserve the privacy and
security of users participating in such a network. In this research we aim to provide a
possible design and architecture for a federation communication network with end-to-end
encrypted communications between users and no centralized control of metadata, with

provable identities of users and group membership.
1.1.1 Background

When looking at some of the most used instant-messaging, communication networks and

social media services, such as Facebook, WhatsApp, Instagram, TikTok and to extension



various Google services, the first three noted are even owned by a single entity (Meta),
these kinds of control patterns lead to linkage between user accounts on various services to
create an accurate profile of interests and usage patterns, which as mentioned are utilized
efficiently in targeted advertising and other applications.

Identification of users is typically done through a pseudonymous identifier such as a phone
number or email address, which can be readily created or obtained through other means,
this leads to the emergence of bullying and even fraudulent behaviours and activity due
to the the absence of any verifiable identity service. Extensive research is available within
the field of analysis of fake accounts on social media networks and the detection methods
used [31].

1.1.2 Motivation, Scope & Objectives

We aimed to provide a possible design solution that resolved existing issues in the cen-
tralized paradigm of existing communication networks, while also addressing some of the

side-effects that come with the use of a federated network.

In terms of scoping our work we aimed to emulate the high level functionality of

"WhatsApp” with implementations for:

1. E2EE group and 1-to-1 communications.
2. Invitation-based and public groups.

3. Ability to be run on a mobile device or similar, meaning that we do not rely on a
self hosted model.

Provide verifiable identities of participants

When looking at the current state of identities provided in all types of social media and
communication accounts, they are typically pseudonymous, our aim to was to implement a
flexible system in which participating federation nodes could define verifiable identities of
users, which would provide assurance that you are talking with a real person, as opposed
to pseudonymous or bot operated accounts, however this should not disrupt the privacy

of users’ communications.



Decentralization of communication and data control

In a federated network, users have the possibility to utilize a trusted node, which provides
an identity provider discussed above. In some cases users can host their own servers if
this is viable. However our primary motivation in this avenue was to limit metadata to
only organizations participating in a conversation. Together with a transparent protocol
and server software, this forms a federated network, where users do not need to worry

about the aforementioned problems of large centralized services.

Provide permanent record of group membership in a decentralized manner

We also aimed to provide a parallel network which would operate in sync with the com-
munication protocol, to allow federated nodes to provide an API to users to implement
an asset transfer system, which would allow for clients to persist group membership mod-

ifications to be stored on a permanent ledger, for provable membership of groups.

1.1.3 Dissertation Overview

This dissertation will aim to provide a viable design for a decentralized communication
network, with verifiable identities and a distributed ledger mechanism for storage of group

membership.

We will examine the existing state of the art research that discusses the contained topics
and components. Discussing the existing paradigm and how it affects the social network
users, which is still a rapidly growing user-base over the last decade.

We will discuss an architecture to be used within the identity, communication protocol
and distributed ledger components. Followed by an evaluation of the viability, advantages
and limitations of this implemented design. We will conclude with a with a discussion of
possible alterations and factors that affect the various components and security assump-

tions that have been listed in the scoping and implementation.

In the appendix we will outline a guide to demonstrate how to run the network.



Chapter 2

State of the Art

2.1 State of the Art & Context

2.1.1 Current state of Social Networks
Social Network Reach

Social and Communication Networks have grown tremendously in the last decade, with
more than 4.5 billion active social media users in the world as of 2022, growing from
approximately 1.4 billion in 2012. This creates similarly large amounts of data that is
utilized to its fullest in aforementioned typically in marketing and advertising fields, this

is typically the cost of utilizing free social media services.
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Figure 2.1: Social Media usage worldwide over time.

Data Collection

In the context of data collection, many centralized networks collect a multitude of data
with the purposes of improving targeted advertising, with basic information such as in-
terests, likes and types of content shared being common data collection points, mobile
devices can provide more data such as contacts lists, data regarding group membership
and in some cases even further permissions such as user locations and other sensor data.
Several practical processes and frameworks used in data collection within social media

networks are described in [29].

2.1.2 Identity within Social Networks

In current implementations of various social media networks, and other less well known
services we see the utilization of identity services and authentication through the use of
an existing account on another network, with well known examples being the use of a

Google or Facebook account to sign-in to other external websites and services.

Technologies and standards such as OAuth [11], are used in the authorization of use
of user credentials on external sites and systems, this however is adjacent to our research

task as our focus is not necessarily on the mechanism of authentication, and more on



the verification of identity of the users within our system, as this provides a number of

desirable properties defined in the objectives and motivation to this work.

In the case of federated identity services, the federational node can choose which tech-
nologies it uses for the identification of its users, to provide them with a certificate based
proof of identity on some time-period. In this way it is similar to companies such as
Amazon, Google providing the use of their user information. In this way the federated
nodes should proceed through the use of a Know-Your-Customer [15] like process in the

verification of user identities before they may participate in the network.

The kind of KYC process is very commonly used within industries that deal with fi-
nancial operations or transfers of funds. In this sense its our aim also to prevent fake user

accounts that are not accountable.

2.1.3 Federated Communication Protocols & Networks

When considering many staple protocols within the internet, many of the base implemen-
tations were set out to be federated, implementable by differing servers and clients, some
examples being email, web-serving and DNS, this trend however was not transferred over
to the realisations of popular social media and communications applications, with many

being centralized as mentioned previously.

There is a multitude of federated protocols that available to implement and tinker with.
XMPP [21] being one of the most well known as a message passing protocol operating
with XML formats, used in communication applications primarily, Matrix [7] being an-
other well known protocol that we will discuss in detail further during the design section
defining itself more as a decentralized conversation store. There exist a number of other
protocols and concepts which aim to provide decentralized functionality for an experience
closer to social media, as opposed to a communication network in our case. We examined

some of these during the research phase, including as some of the primary actors in this
field:

e Mastodon [0] - A self-hosted application for running Twitter like micro-blogging

functionality in a federated manner.

e Diaspora [I]- A similar concept, with a federated implementation of a social network,

with the network consisting of individually owned and operated ”pods”.



These networks however solve a different issue than what we are aiming for objective
wise. Our focus being on a secure communication network with provable identities and

membership.

2.1.4 Permissioned vs Permissionless Distributed Ledgers

During the research phase in which we considered the use of a ledger for persistence of
information, with the motivation of later provability and immutability in the future, we
saw a clear distinction between models which used a ”Permissionless” ledger, these are
very commonly found in cryptocurrency systems such a Bitcoin [34] or Ethereum [22], a
number of works are described with access control policies and even full message content
being stored within an Ethereum like chain [30], however the first and foremost issue
with this kind of approach is the availability of smart contracts and the cost of opera-
tion when scaling such a system. Gas fees on the Etheruem network are way past the

viable operation cost of a system with the given user count of less than ten thousand users.

Although permissionless networks provide valuable benefits such as no amount of trust
being required, and a direct involvement in the consensus mechanism via mining or other

implementations, these advantages are often used in other use-cases.

When looking at an alternative model, a ”Permissioned” network, such as Fabric [4]
described in the following design sections, we observe that it fits the paradigm of fed-
erated networks more readily. With a much smaller pool of defined actors on the top
level, this pairs well with federational node admins. In which designated parties interact
over a network, scalability concerns are smaller due to the lack of a extensive or time-
consuming consensus mechanism due to the inherent trust between participants to some
degree. This way the system is not anonymous or pseudonymous, however still decentral-
ized in the sense that ledgers are replicated between all participants , and no one member

has control over the network additions of updates with an ordering mechanism.



Chapter 3

Design

3.1 System Design

3.1.1 Identity Service Design

For our desired system the identity component plays an important role from the perspec-

tive of the permissioned blockchain network & communication protocol federation side.

Importance of Identity

Identity is important when writing applications in the modern day, with specific require-
ments for personal identities and for the handling of permissions within automatic services
within distributed systems. For each of these actors we should be able to provide and
implement the minimum working permissions within a system to be able to interact with

other components and APIs.

The key concept behind the digital identities within this work is a X.509 [20] certificate,
the primary goal of a certificate is to identify the role of the given user or component and
verify their status. When dealing with verifiable identities we must relegate some trust
to a different party or authority, who is responsible for this verification process. In our
case a so called Membership Service Provider will be implemented in the case of each
federated node in the network, each representing a set of users related to that organiza-
tion / federation. This entity may have their own identification process, and semantics
which may be related to its real life status such as Universities, Educational institutions

or Corporate entities.



The implementation we aim for utilizes X.509 certificates with a hierarchical public key
infrastructure behind it. Meaning that the Membership Service Providers and Certificate
Authorities will rely on some higher level trusted parties for their authorization and vali-

dation within the hierarchy.

When dealing with concepts such as identity and verification a good analogy to use is the
processing of payments within real life systems. Where different brands of debit or credit
cards may be accepted, you can only pay with the authorized implementations whether

or not you may have a different brand of card with sufficient funds.

A public key infrastructure may provide a given list of identification certificates, however
in the case of a private federated network, we may only be interested in authorizations

from a specific party.

Public Key Infrastructure

Public Key Infrastructures (PKI) provide secure communications in a network, these sys-
tems are extremely common by in the current state of communications & web technology,

with almost all web services utilizing some kind of secure communication protocols in
HTTPS.

A public key infrastructure can be broken down into several components:

Digital Certificates

Public and Private keys

Certificate Authorities (CA)

Certificate Management & Revocation
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Figure 3.1: PKI infrastructure diagram.

Digital Certificates & Authentication

A digital certificate is simply a document, with a set of limited attributes, to the speci-
fication of a given standard. A commonly used certificate currently is a X.509 standard
certificate. The cert is used to provide and prove the attributes listed when dealing with
applications and servers, the trust here is placed on the certificate authority that has

signed the certificate with its own private key.

A key concept regarding certificates is that through signing operations by the author-

ity, we can prove that the certificate has not been tampered with following its creation.

Authentication is an important concept within secure communications, as it is crucial
to understand and verify that you are talking to the desired participant within a secure
communications network. We also require a message to be verified as unchanged from its
sender, the integrity of the message means that we know it has not been modified during

transmission.

When dealing with digital signatures we work with a cryptographic primitive in which a
given entity must have:
e Public Key

e Private Key

These keys are unique related in some kind of cryptographic scheme in modern implemen-
tations typically through elliptic curve cryptography [28], the mathematical relationship
means that within this pair, the private key can be used to sign a given message, for this

message only the public key in the can possibly decrypt it. For the operation of PKI it is

10



very important to keep the private key in your pair a secret, held securely on your own
device or server depending on the actor. In the case a private key is leaked, your identity

may be compromised.

Meanwhile the public key is specifically used to reach out to other parties and to be

used to verify signed messages from a given user.

Original Document Signed Document
Signature
document "" O verified for
Anton public key
° document
b4 BEJG4I4DUS
Verification
‘ Tampered Document
Signature
document ’p @ incorrect for
2 public key
BEJG4I4DU9

Figure 3.2: Certificate and Signing process utilizing user key-pair

Certificate Authorities & Chained Certificates

When dealing with any kind of participating user, we would like to validate its identity
using a digital certificate as described. A certificate authority (CA) is a common part

of online security, some common higher level CAs include: DigiCert, GoDaddy, Symantec.

Certificates from these high level organizations, may not be easy or cheap to obtain
on a mass scale, certificates are aimed to be disseminated widely. In the context of com-
munication networks and blockchain systems, we would like to define multiple levels of
users and participants, here a chain of certificates in a further heirarchical structure can

be applied.

11



Root CA

[lntermediate] [lntermediate]

CA CA

v vy

Issuer Issuer Issuer
CA CA

Figure 3.3: A wisualization of the hierarchy of existing certificate authorities, with a top-
level root CA , dependant intermediate C'As, and a number of federational C'A implemen-
tations below, noting that each issuer CA can also have subdivisions within its structure.

In a chain of certificates the root CA acts as the most important and secure party, as
if compromised it has the greatest impact, however much security efforts can be applied
to its protection. We can implement intermediate certificate authorities to sign different
levels of certificates such as admins, users and other roles within the system, with each
being dependant on the last. In the case of a compromise of one of the lower level certifi-
cate authorities, we only are exposed so some limited action such as the creation of users.

Instead of compromise of the whole system.

12



Signing Chain from ROOT CA to TCD SCSS CA

s r 7
ROOT CA INTERMEDIATE 1 TCD CA TCD SCSS CA

. .
Signed by Root CA Signed by I1 CA Signed by TCD CA Signed by TCD SCSS

Figure 3.4: Diagram showing how chained certificate authorities are structured.

Additionally when dealing with self signed certificates on a federational level, we can
create multiple layers or intermediate certificate authorities, and not need to worry about
the costs of certificate creation. In the case that a user needs to replace their certificate
or a member of our network has left, we can readily replace their certificate with a new

one, which from now on authorizes them.

3.1.2 Communication Protocol Operation
Matrix Protocol Principles

In our design the chosen protocol to implement the communications and encryption side

of the work was Matrix.

Matrix is a decentralized E2EE conversation store, in this way it differs in principle
to other commonly known communication protocols in the decentralized sphere such as
XMPP which is a XML message passing protocol. In this sense Matrix is more similar to
Git [3], a conversation is stored across the participating member home-servers, meaning

that no one server maintains centralized control over the room.

Additionally due this nature of the protocol, and the room centered approach there are

13



no principal differences between a group and one-to-one chat. One-to-one chats can be
considered as a group chat with two members. The following is extended by the principle

of devices within Matrix, where different devices may participate under a single matrix id.

The communications are facilitated through a relatively straight-forward HTTP API,
this facilitates the possibility of diverse clients and server applications to implement the
protocol, and a possibility for application-servers to be written which can implement ser-
vices such as bridging to various other communications platforms, this extensible nature

of Matrix is one reason for it’s recent growth in popularity within this sphere.

We will cover some key concepts, and common operations that are used within the pro-

tocol during communications.

Figure 3.5: Example structure of a private federated Matriz communications network, with
the trio of nodes denoting home-servers, with multiple users in each case.

A visualization in figure two, denotes a trio of home servers, where as mentioned a con-
versation store between ”@alice.tcd.ie” and ”@bob.ucd.ie” would be isolated completely
to the two corresponding homeservers, the DCU server would not be in participation,

although federation is enabled on all three.

14



Protocol Requirements & Alignment

In addition to the previous introduction. The protocol fits well with the proposed use-
case, with readily available implementations for invitation and public group membership
functionality and an email like matrix id, for discovery of users within a private federated
network such as we list in the objectives. This aligns well with a public-key infrastructure
model and other parts of our applications, which can be semantically linked through the

use of signed certs proving a users identity.

The federation functionality of Matrix also aligns well with our intended use-case, with
possibility to limit federation communication to a given field, but also the availability to

chat with large established servers if needed.

Registration

To participate users should be registered on a given home-server, which may or may
not have federation enabled. Meaning it communicates with external home-servers. In
our case, a user should complete registration implemented through a trusted registration
process described in the identity section, with the federated node providing them with a
signed certificate of their public key. This certificate can semantically be linked to their

matrix identity.

Room Creation

Using git as an analogy again, as it gives insight into the protocol operation. A user on
a given server can create a public or private room, by sending a POST request to their

home-server that they are registered on, this is like creating a repository.

Following this a user can create message requests to be sent to this single-user group
for now. The key concept is that the group doesn’t need other members to exist, and is
currently stored only on the home-server of the creator. Any messages sent at this point
will not be propagated to anywhere else. Operations are implemented through POST and
GET requests utilizing the API, a client can technically communicate with a server with

only curl installed.

15



Room Invitation

Depending on the federation settings, users can invite other registered participants from
their own home-server or from another running home-server into an already existing room.
A request is made from a client to invite a given matrix id into the room, this is accord-
ingly propagated to another server if this user is external. The invited user must confirm
their invite before joining the room. From this point on they can communicate, the en-

cryption technicalities will be discussed in their own section.

From this point all room participants can make requests to add messages to them room,
their respective clients can then sync the un-added messages from their respective home-
servers, noting that in this kind of network only the participating servers will know any

metadata about this conversation.

User Kicks & Bans

A user may be kicked from the room, meaning that the home-server is instructed not to
send any more messages to this matrix id, this user can rejoin in the case of a further
invitation. Bans are also operated on by matrix id, as this encompasses multiple devices
the user may be connecting on. IP address bans are avoided as a users IP address may

be dynamic or connections may be from different places.

In un-restricted environments this would not be as effective. However as users are linked
to their signed certificates from the federated nodes, working well in our use-case. There
are also interesting implications of how bans and kicks are operated on in terms of en-
cryption, this is also discussed further, as we would not like a kicked user to maintain

access to the encrypted keys or sessions for a given room.

Privacy-preserving configurations

Some additional configurations can be made within the home-server to apply privacy
preserving behaviours in the federation settings, whether it is permitted to share existing
public room lists or user information with any home-server on the Matrix network or only

white-listed servers.

16



E2EE Definition & Technologies

In an end-to-end encrypted (E2EE) system of communication, only the participating users
should be able to decrypt the message content, meaning that Internet service providers,

client developers or server admins all cannot view the contents.

In Matrix "Olm” & "Megolm” [12] are the libraries utilized for providing E2E encryp-
tion, where respectively "Olm” is utilized for device to device communication, using a
double-ratchet mechanism. While "Megolm” is used for group message encryption and is

a single-ratchet.

E2EE - Ratchets?

A system that does not utilize cryptographic ratchets, is a symmetric encryption system in
which users may have a shared secret key obtained in some manner, this key is now used
to encrypt and decrypt following messages. The secret shared key used remains static
over time between the participants. The shared key is typically obtained through some
kind of key exchange, typically Diffie-Hellman [33] [25]. Ratchets appearing as a concept
quite recently in 2013 by a team at the Signal Foundation [14] messenger, a centralized
but privacy focused E2EE messenger application rivaling WhatsApp. This concept en-

capsulates an implementation of the idea of [24] post-compromise security.

In the case of a man-in-the-middle attack, in which an attacker would record the en-
crypted packets passing from one member to another, it will only be required to leak or

obtain the key once to obtain decryption keys for all previous messages.

In a simple-ratchet system, the goal is prevent an attacker of being able to decrypt the
messages that they have collected from a single known key in the future. The key principle
behind this scheme is that each message is encrypted with a newly generated key derived
from the previous key in the chain, utilizing a one way key derivation function. Meaning

that a function can be easily done one way, but not in the reverse, such as a hash function.

In this scheme, both participants starting with a shared secret key can apply an equal
transformation to their key, this can be done iteratively, for example for each message.
This also means that the previous keys can be destroyed after this operation, as we have

utilized them already. The analogy of the ratchet works well in this case as we can go

17



forward, but never backwards, in the case a key is breached. This does not provide any

forward secrecy, as the attacker would be able to continue with the key generation process.

This is solved by a double-ratchet, in a single ratchet the key-derivation-function uses
a constant in its input, however in a double ratchet, we can agree on another Diffie-
Hellman shared secret to be injected into the process relatively frequently, depending on
your security model. In this case an attacker cannot reproduce neither past or future
messages, the most they can obtain is the decryption for a small number of messages in a
series before a change in injection secret. In the double-ratchet system there is consistent

regeneration of security over time.

Simple Ratchet Double-Ratchet
P X
h x New Shared Secret 1 8 ° ‘
Constant D—l
P> X
P ‘
Constant D—l
P> x
h ¢ New Shared Secret II 8 ° ‘
P> v

Figure 3.6: Diagram visualizing the ratcheting process in a single vs double ratchet, in
which respectively a constant and a new Diffie-Hellman exchanged secret are shared peri-
odically. Keys are marked as invalid as a new key has been created in the ratchet, in the
case any new user joins the room, the new key will be provided for forward readability.
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Figure 3.7: Diagram of an intuitive visualization for understanding operation of shared
secret operations such as Diffie-Hellman, with an analogy of mixing colors, in which each
participant utilizes a common and shared secret color to create a shared secret over public
transport, in this analogy we must assume that “unmizing” a bucket is as difficult as
reversing a hash.

Group Encryption

Some limitations of using double-ratchet (Olm) encryption for group communications is
issues with scalability. This is exacerbated by the use of multiple devices per actual user,
as it increases by two or three times the amount of cryptographic calculations that need
to occur. This becomes further difficult when dealing with other types of media such as

images or video content being encrypted.
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In trying to optimise for bandwidth, we can define a ”sender-key”, this is created by
each member of the group. Using existing Olm channels established a user can distribute
their sender-key via these double-ratchet channels. Following this all messages from a
given user are encrypted using this key. This creates an initial processing heavy period
where sender keys are distributed to users directly, however further messages can be passed

through the server. The sender key operates on a single ratchet.

In real world operation the sender key is denoted the session id, this is generated for
each device when establishing a session with the group, for different types of devices this
can be updated at differing frequencies, for example a mobile client will not change as of-
ten as a browser client connection, due to it’s more temporary nature. Due to the ratchet
mechanism we do not need to rotate the keys or sessions in the case a new user joins as
we can send them the latest iteration of the key, this way they maintain forward access,
but not to past messages.

As a rule of thumb this is done automatically one events such as device leaving a room,
ever one hundred messages or every week passing. The benefit of this is a higher level of

security assurance.

20
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Figure 3.8: In the first panel the diagram displays the key distribution process, in which
node A, distributes its "Sender Key”, utilizing one time keys to establish the Olm sessions
denoted in purple. Following this in the second panel, participants may decrypt further
messages from node A utilizing the shared sender key, this communication is now facili-
tated through the server, as opposed to Olm channels.

Megolm Key Gossiping

In the case a user decides to utilize a new devices, it would be desirable to allow them to
decrypt past messages in the room, in which they are participating on their other device.
This is implemented through key gossiping between devices, however this is dangerous in
the sense that a user’s device needs to be verified completely before this exchange can be

done.

This is done through a verification process, where a user can chose to verify on both
devices simultaneously, in practice this is done through through a visual representation
such as matching a series of emojis or numbers on both devices, this is done to protect
from a man-in-the-middle attack, from a malicious server for example. However this has
to be done out of bound to maintain security. The gossiping mechanism will only operate

if verification has been completed and confirmed by both devices.
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Key Backup

An implementation of a generic server-side safe, exists within the protocol in order to
store key backups and client secrets, they are accessed by a master password, and are
available to access from all client sessions. This is utilized for storing secrets for backing
up keys, and storing things such cross-signing keys used for gossiping. This allows for
further integration and accessibility for users with multiple devices. A security key or
passphrase can be used to access this secure safe. Passwords are actually generated into a
key with pseudo random additions, utilizing a technique such as key-stretching, the client

is responsible for secure storage of this key.

Encrypted Attachments

When dealing with encrypted attachments such as images, clients should implement a
strategy listed in the protocol specification, the files are encrypted with AES-CTR, which
is not a part of the basic encryption framework, here clients need to implement through

a third-party library.

Protocol - Key Specifications
There are a number of keys that are used within the specification [9]:
e Ed25519 Fingerprint Key-pair - Used for signing messages.
e Curve25519 Identity Key-Pair - Used for establishing a shared secret.

e Curve25519 One-Time keys - Together with the identity keypair used to create
one-time keys for establishment of Olm sessions. Typically a user sends multiple

one-time keys to the server before communication and replenishes them periodically.

e Megolm Encryption Keys - Group encryption key used to derive a AES-256 key and
SHA-256 key for this purpose.

e Fd25519 Megolm Signing Key-Pair - Used for signing messages within an existing

Megolm session.
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For all the keys crucially the public part is shared for communications, but the private
component must remain on the users device, in order to maintain the scheme, and privacy

of users.

3.1.3 Permissioned Ledger Architecture & Application Design
Ledger Architecture Introduction

In our design we plan to utilize ”Hyperledger - Fabric” [4], which is a framework for
building permissioned distributed ledger solutions. More commonly utilized in enterprise

systems, with to model relations between a number of semi-trusted parties.

The architecture consists of several modular components, interacting together over the

shared ledger.

e Assets - Assets are defined to enable records and possible exchange between entities

and by proxy users within the network.

e Chaincode - Similar to Smart Contract, chaincode is used for interaction with the
ledger from the point of a authorized party, this limits the amount of trust required

for interactions and transactions.

e Ledger - The ledger is shared & immutable, storing the transaction history perma-
nently for a given channel on a network, with functionality for SQL like queries, for

proving transactions in a distributed manner.

e Membership & Identity services - The framework provides it’s own membership

services which can be a base for federated identity.

e Consensus - Consensus between parties is an important factor when dealing with

different levels of trust or operations on the network.

We aim to cover some of the key concepts and components within the design that will be
used to implement our desired functionality of recording and storing group membership
changes on a ledger in relation to the communication component implemented through
Matrix, the principal idea of this is to create an asset-based system, where a group admin
would invoke via the network an operation to create or update a ledger entry on change of
group membership in their room, this information would be encrypted using a shared key
for the given group, and would able to be viewed on the ledger for the group participants

via query to their federated node in case of need.
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Network Architecture - Peers

In the blockchain network, the Peer is the primary unit, hosting within itself a copy of the
ledger and smart-contract deployments that are accepted and endorsed by other peers in
the network, due to these properties peers make a good starting point in understanding

the architecture of the network.

Peers are applications hosted on a server that can be created, noting that a single or-
ganization may have different peers for different functionalities within their network, or
purely from a scalability standpoint in order to service more users. In our demonstration,
we will assume one peer node per organization. The Peer hosts an instance of the network
ledger and instances of chaincode or smart-contracts, these terms are used interchange-

ably in these cases.

As the Peer hosts the ledger and chaincode, applications and administrative actions are
performed directly interacting with the peer in most cases, it acts as the primary API to
other functionalities within the network. Additionally the Peer has the ability of hosting
different instances of chaincode and even ledger instances, meaning the ability to use dif-

ferent smart-contract implementations and versions on the same peer.

Applications interact with the peer in a number of different ways, the key difference

is the types of different interactions for example:
e Ledger Query
e Ledger Update

These are primarily different as ledger queries are a less complex interaction with results
being returned almost instantly never needing to consult with other peers within the net-
work to return a query request that can be handled exclusively on their own peer, while
ledger update interactions involve additional parties such as the Ordering service which
will be covered in a further section, in this process the other peers depending on the poli-
cies set in the network first need to agree on the proposed change in a consensus process.
This update transaction if completed successfully now will live on all of the other peer

ledgers.
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Figure 3.9: Diagram representing basic structure of peer centered architecture of the Fabric
block-chain network, with peers denoted ”P”. Chaincode instances denoted ”S” and local
ledger copies denoted "L”. Noting that multiple instances of chaincode installations are
represented on "P3” in this case.

Additionally a Peer is typically tied in with a number of supporting services such as
a membership service provider instance with a corresponding certificate-authority (CA)
server in order to provide the identity roles for peer admins and registered users within

the network.

Ledger Principles & Mechanisms

The Ledger stores information about objects within the network, each organization has a
peer which has a copy of the ledger and participates in the editing of the ledger through
endorsing update actions. The ledger is immutable meaning that, once a entry is added,
it cannot be removed post-factum. Looking at the block-chain as a immutable history of

facts about given business objects is a simple way to understand its function.

In the Hyperledger framework, a ledger is constructed from two components:
e The World State

e The Blockchain
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The world-state is analogous to a database which holds the current values of objects that
are stored within the ledger. The world-state component allows us to easily access the
information currently held, when dealing with queries especially. Without traversing the
whole transaction history. In our case it is represented in a key-value store database, the

world-state is relatively frequently changed.

The blockchain is the transaction log that holds records of changes from the creation
of the chain, the first block is typically denoted the ”Genesis Block”, this allows us to
understand the changes and transactions that brought us into the current state of the

ledger. To emphasise the history cannot be modified, it is immutable.

W@te
- 1
gl

Ledger

Blockchain

Figure 3.10: Representation of the ledger components, consisting of the world-state
database like component and the block-chain, which determines the world-state

Looking at the world-state in more details. It is useful in the interest of applications
to hold a current state of the ledger as a database like structure due to the operators
provided and efficient query functionality. This way we insulate application details from
direct interaction with the consensus mechanism within the network. When a transaction
is proposed it must be signed by endorsing peers. The ledger world-state displays the ver-
sions of given objects on the ledger, additionally with information about them, versions
are also utilized internally to verify that due to concurrent updates an object doesn’t get
changed in a non-standard behaviour. When we first create a ledger, the world state is

empty.

Turning our attention to the blockchain, it is a historical record of information regarding
the objects contained in the ledger. It is structured in a chain-like sequential manner,

with a number of interlinked blocks, each block contains a series of transactions, each
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representing some query or change to the world-state. Transactions within blocks are cre-
ated using a process called Ordering, fulfilled through the Ordering Service. The chain is
stored in a file as opposed to the world-state, this is due to the non-existent modifications

of already created blocks, and additions to the head of the chain.

The structure of a blockchain is as such:

Blockchain
: B: Block Number
Y 1v . 7 | I 7 | :
BO B1 B2 B3 B4 H: Block Header
. D:Block Data
DO D1 D2 D3 D4 :
genesis T1,T2, T3 T4,T5 T7 T8, T9 J T: Block Transactions
M: Block Metadata
[ mo (L w1 LI w2 LI w3 [ ma ]

Figure 3.11: Diagram with legend detailing the specific structure of the blockchain compo-
nent of the ledger. See diagram for details regarding specific fields. Noting that "B0” the
first block is always denoted the ”Genesis” block and that all blocks excluding it reference

the previous block in the chain.

Looking closer at the blocks themselves, we can see they consist of:
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Figure 3.12: Diagram with a breakdown of the header and transaction components within
a single block. With Bl denoting a block with a number of transactions in it. HI1 being
the block header, and T1 an inside look into one of the transactions within.

e Block Header - The header consists of the block number starting from zero the
genesis block, the current block hash, and the previous block header hash. This

ensures that the chain is linked at all points in an immutable structure.

e Block Data - Here transactions are arranged in order, we will discuss how they are

structured.

e Block Metadata - A signature of the block creator is contained here, this is utilized
to verify in subsequent peer nodes that the block was created by a verified user.

The metadata is not included in the block hash for use in the chain.

Referring to figure 11 again, we take a look inside the transaction itself that is carried

within the block. It consists of a number of fields:

e Transaction Header - The header contains information such as the chaincode name

and version specified.

e Transaction Signature - This contains a signature from the signing client who has
proposed the transaction, used to verify that it has not been tampered with in any

way.
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e Transaction Proposal - The proposal contains the parameters to run within the

specified smart contract, to make an update to the ledger.

e Transaction Response - The response contains an output log from the smart con-

tract.

e Transaction Endorsements - Finally for a transaction to be committed successfully
we require the number of endorsements set by a number of other peers depending on
the endorsement policy within the channel and network. In the case endorsements

are lacking, the request will be invalid and will not update the world-state.

The Ordering Service

When looking at permissionless distributed blockchains such as Bitcoin or Ethereum there
are no restrictions on who can participate in the consensus process and the creation of
blocks. Permissionless systems rely on mechanisms such as proof of work which provide
high probabilistic guarantees on the consistency of the ledger, a fork occurs in the case

where different groups have different opinions of how transactions should be ordered.
In our case the framework provides the infrastructure that relies on some level of trust

between the parties, the use of this kind of deterministic ordering system allow s for a

trade-off of higher scalability and throughput on the network.
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Figure 3.13: Diagram of the full process including the orderer when a client application
denoted A1, would like to make a query or update to the world-state.

The process described on Figure 12. is enumerated as such, noting that the orderer
doesn’t get exposed to personal details within the data itself but only constructs the
blocks.

1. - The client application connects to its respective peer.
2. - The client sends a proposal to invoke specified chaincode on the per node.

2.1 - The Peer invokes the specified chaincode after validating that it is valid &
installed.

2.2 - The query or update response is generated through via a request to the ledger.
3. - The proposal response is communicated to the client through the peer.

4. - Once the proposal has been approved the transaction is sent for construction to

the ordering service.
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4.1 - The Orderer will generate the transaction into blocks and propagate it to the

peer node.

4.2 - The peer updates the ledger with the approved blocks.

5. - A response is sent to the application to confirm the completion of its query /

update.

Taking a view of how the orderer operates, we can discuss the process in three phases:

1. Proposal

In the first phase, a client application on a given peer node will make a transaction
proposal, a specified amount of peers must invoke chaincode to produce the pro-
posed update from the transaction, and endorse the results. A response is returned

to the client application.

2. Ordering & Package into Blocks

After the first phase is completed, following all needed peers endorsing the trans-
action, the application submits the transaction to the ordering service, blocks are
created within the ordering service, these blocks will eventually be distributed to

all other peer nodes on the channel.

3. Validate & Commit

Following the blocks constructed in phase 2 being distributed between the corre-
sponding peer nodes, noting that not each peer node necessarily must receive blocks
from the orderer directly, they may pass through a gossip protocol from other peers.
Each peer completes a validation process independently, this involves checking that
the transaction has been endorsed by the other peers, and to check whether it may

have been invalidated by other transactions that may have appeared.

One additional note about the ordering process is that the ordering service is agnostic
regarding block content, it only participates in the creation of blocks and the distribution

between peer nodes for their specific operations.

The default orderer is implemented through Raft [35], in which a ”leader, follower” model
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is used. RAFT is a crash-fault tolerant ordering service. A leader is elected dynamically
within the nodes participating, the system can be fault-tolerant to the loss of nodes, as
long as a majority of the ordering nodes remain intact and acting properly, this is known
as a "quorum”. Typically in real life deployments nodes would be hosted in different data
centres, in this scheme of three ordering nodes we would need two of them operational at

all times.

Taking a look at some of the concepts within Raft:

e Log Entry - The basic unit within the ordering service, a sequence of log entries

form a log. Logs are consistent if the majority of nodes agree on the entries.
e Consenter Set - The set of nodes participating in the consensus mechanism.

e Finite State Machine - The FSM is present in each participant, used to ensure that

logs are written in a deterministic manner.
e Quorum - Minimum number of consenters to affirm a proposal.

e Leader - A leader chosen at the start of the process, is responsible for ingesting
new entries and replicating them with follower nodes. The leader role may change
over time with each transaction to another node participating in the consensus

mechanism.

e Follower - Receive logs from the leader, and replicate them in a deterministic man-
ner, to ensure that the log remains consistent. In the case that a leader fails due
to the absence of updates, the followers need to elect a new leader to restart the

process.

Each channel runs on it’s own instance of Raft, noting that not all members must partic-
ipate in running their own ordering service, however this is one of the factors that defines

a different the level of decentralization within the permissioned blockchain network.

Although raft operation is limited to the operation of the order, we can take a look
at how the leader election is performed, Raft nodes always are either followers, candi-
dates or readers. Within the follower state nodes can accept log entries and heartbeats,
and additionally can self promote themselves into a candidate state. Being a candidate

the nodes can request votes from the other participating nodes, if a candidate receives
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the majority (quorum), they will be elevated to leader status. A leader’s role is to accept

log entries and to replicate them across the followers.

New election

Start new election ~ (Timeout)

Start up (Timeout)

"

Elected as leader

/\(Majority of votes)

Leader

Candidate

Discover current leader / new term ) o
Discover server with higher term

Figure 3.14: Diagram of a finite state machine for the operation of a raft node, to demon-
strate visually changes between the three node states, Follower, Candidate and Leader.

Smart-Contracts & Chaincode

The semantic difference between smart contracts and chaincode is that multiple contracts
can be enclosed and deployed to a peer within a chaincode package. As opposed to the
ledger which simply stores the facts regarding the business logic objects, the chaincode

provides the functionality to change the ledger.

Smart contracts primarily operate in the realm of put, get and delete operations within

the world state, and for implementation of queries within the chain itself.
e Get - Used to query the current state of a business object.
e Put - Used for creation of a new object or modification of an existing object.

e Delete - Removal of a business object from the world-state, however the history

remains immutable on the ledger.

Noting that whichever operations are performed a record remains on chain, this cannot
be deleted. In our case contracts were chosen to be written in golang, with other possible

implementation languages such as java or javascript also available.
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Application Design & Use Case

In our specific use-case, the design implements an asset transfer like model. With the

following fields in defined in the business objects.

e ID (String) - Identification value within the ledger.

e Owner (String) - The group creator who has initiated the transaction proposal from

the matrix client to their corresponding peer node.
e Contents (String) - Encrypted contents of the group membership json object.

The encryption does not interact directly with the chain logic, as a shared key is decided
within the Matrix federated network. A new shared secret should be generated for each
membership change entry, additionally with the owner parameter, as the fabric network is
interconnected with all participating network members, it is possible to transfer ownership

of a record in the case a group admin decides to leave the group.
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Chapter 4

Implementation

4.1 Implementation

As within this work, many components are not written from scratch and various open
source projects and documentation sources were utilized in the development of a demon-
stration network, we aim to go through the process and steps that were part of the
implementation, in order to display any specific technologies used and to later assess the
viability of constructing a network of this type in an educational, corporate and possibly

personal use environment.

4.1.1 Matrix Communications Setup & Federation

In utilizing Matrix for the setup of a private federated network, we will focus on the setup
requirements that were completed within the implementation, The protocol provides clear
APIs and a thorough eco-system for the implementations of details such as linkage iden-
tity services and other specifications in the configuration. Although we did not scope any
major changes that would affect the server implementation itself, this kind of future work

is very feasible, due to the receptive community, and open source nature of the project.

Technologies

We utilized several technologies within the setup of the federated communication network,

we will cover them initially:

e Matrix Synapse (Home-server) [16] - Synapse is the first generation home server de-
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veloped by the Matrix.org team, it was chosen for its relative stability in comparison
to something newer such as Dendrite within the Matrix development community.

Synapse is written in python.

e Docker & Docker Compose [2] - We utilized Docker, to run and organize the various
images that were used to host various applications such as the Synapse Server, a
database behind the server (SQLite or Postgres) and if needed we could also setup
a local client to connect to our home server. We chose to use Element, note that
it is available in a web or desktop clients, this could be used to verify functionality
such as key sharing as described in the design section between devices owned by a

single user.

e NGinX Proxy Manager [10] - NPM was used in order to redirect traffic from our
domain / virtual private server (VPS) into the Synapse server in order to implement
the federational functionality. We demonstrate the ability to connect with common

servers such as Matrix.org, and our other running Synapse instances on different
VPS hosts.

Homeserver Setup & Hosting

In order to demonstrate the implementation, there were three Synapse servers hosted
on a domain and corresponding VPS instance, a relatively low specification server will
be well suited for this kind of operation, depending on the load provided, when dealing
with less than fifty users we found that a 2GB RAM, 50GB Storage VPS was suitable.
Problems with memory usage when dealing with Matrix arise when dealing with a very
large rooms, this is not such a critical issue when dealing with either educational or cor-
porate environments especially with the availability of hosting horizontally scaled servers
for different departments or ”schools” , we will discuss relative server requirements and

scalability concerns in the evaluation section.

Starting with the installation of Docker & NGinX Proxy Manager on the VPS, we defined
the Synapse server specification in a docker-compose.yaml configuration file, including
specifications for the required images for a Postgres database to operate in parallel with
the server, and synapse itself. Additional steps included preemptive setup of DNS records
to link the domains and VPS hosts, and the setup of server homeserver.yaml configura-
tion file, which includes some details like the base homeserver url, database options and

registration actions for users.
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You can observe and interact with a server running at:
"https://matrix.anton-test-orgl.xyz” with the server endpoints for standard communica-

tion listening on port: 8008 typically.
[matrlx]

It works! Synapse is running

Your Synapse server is listening on this port and is ready for messages.
To use this server you'll need a Matrix client.

Welcome to the Matrix universe 3)

Figure 4.1: Running Matriz - Synapse home-server

Federation Setup

When dealing with the federation setup there exists an API for federational testing, pro-
vided by Matrix located at.

e federationtester.matrix.org

This allows server operators to resolve issues regarding DNS and proxy operations when

trying to setup the required SSL requirements and listeners.

Port 8448 is used for federation within Matrix, we set up a reverse proxy configura-
tion using NGinX, to add an additional listener to facilitate this, utilizing ” LetsEncrypt”
[5] for SSL certificates. With directions to forward requests to the docker network address
running on the VPS. Found through ”ip addr show docker(0”.

Additional configuration for federated operation:
add_header Access—Control—Allow—Origin x*;
listen 8448 ssl http2;
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location /.well-known/matrix/server {
return 200 ’{”’m.server”: "matrix.anton—test—orgl.xyz:443”}7;
default_type application/json;
add_header Access—Control—Allow—Origin x*;

4.1.2 Hyperledger Fabric - Setup

In getting the network operational, we can list a number of key steps that encapsulate

this process:

Creating a channel.

Package & Deploy the smart contract(s).

Verify Ledger & Ordering operation.

Addition of a New Organization to the channel.

We will proceed to go into additional detail for each of these steps. In the implementa-
tion process, we used Docker to define the images and servers with open ports and other
configuration details that were used when setting up various component that have been

discussed previously in the design section regarding the blockchain network.

e Peers
e Orderer(s)

e Certificate Authorities (CA) & Membership Service Providers (MSP)

For implementation purposes the servers as mentioned were hosted on local Docker con-
tainers, this simplified the networking aspect slightly for development and testing, however
in a full production deployment it is assumed that the different entities and federations

would be on separate networks and distributed geographically in some manner.
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Channel Creation

Using a setup script available in the source code, we can create a channel:

o . /network.sh createChannel —c channel\_name

This script internally completes several actions:

e Creation of the channel framework on the network.

e Facilitate Peer(.orgl and Peer(.org2 to join the channel as defined in our configu-

ration.

e Setting the defined Peers as ” Anchor Peers”, which is a peer that can communicate
with others on the network, a distinction is made between normal and anchor peers
in the case that an organization has multiple peers, which would be implemented

in scaling the network.

Chaincode Deployment

Following the creation of a given channel, we would like to define Chaincode deployments
on each Peer within the network, this will allow them to facilitate queries and updates
from each organization to the ledger, noting that Chaincode is deployed by identifier and

version.

The first step is to package the smart contract, which as aforementioned can be im-
plemented in go or javascript or java. We chose go for this purpose. From this definition
a compressed package will be created at a given directory, this is what will be installed

on the Peers in the future. This is done using the following command:

e peer lifecycle chaincode package anton.tar.gz

Following the packaging, the chaincode must be installed on each peer, using:

e peer lifecycle chaincode install anton.tar.gz

After the installation, each peer must approve the installation for its organization from
the admin API, with details regarding the chaincode id, with verification of the organiza-

tion orderer certificate for this operation. After the chaincode has been approved by each
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peer, we can not perform its commitment onto the channel. Following this a peer with
the necessary permissions can invoke and perform queries on the chaincode. A detailed

breakdown with full commands of this process will be included in the appendix.

In a similar way other instances of chaincode for different operations can be added or

upgraded with new functionality.

Ledger Operation

Looking at an example initialization invocation:

e Invoke initializaton of ledger -

peer chaincode query —C mychannel
—n anton —c {7 Args”:[” GetAllAssets”]}’

The design of the chaincode was discussed in the Design section of the document, the

specific implementation in go will be available within the source code.

Adding Organizations

New organizations can be added to a given channel they must complete a number of steps:

e Construct the new organization cryptographic material for use in certificate author-

ities and component permissions.
e Setup for the Docker images for the components.
e Fetch the existing channel configuration

e Add the generated cryptographic material to the channel & sign and submit a

configuration update.

e Configure Ordering specifications depending on whether the new organization runs

its own ordering service.

After this the new organization should install chaincode and validate it before it can

participate in interactions with the ledger.
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4.1.3 Identity Linking

In our implementation we would like to link the identities available within the users defined
within the blockchain network, together with the separate Matrix network which we setup
previously, this is done efficiently through a Federated Matrix Identity server (mxisd) [§]
which can be linked to a existing identity store within the separate deployments of the
peers. This way a verification process is completed by Federation users, and the same
identity is used in both proposals for ledger queries and updates, and for communication

when defining Matrix identities.
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Chapter 5

Evaluation & Future Work

5.1 Evaluation

In the following section we will discuss several factors that affect real-life application and
viability of such a system as described deployed in production, and any lessons and con-
cerns that appeared during during the design & development process, with the lessons

learned and possible design changes that could be proposed in case of objective change.

5.1.1 System Viability Analysis
Matrix - Communication Scalability & Hardware Requirements

We found that when reviewing a small deployment with under 100 users connected in par-
allel, standard 2GB RAM VPS server had plenty of maneuverability within these kinds of
requirements with RAM usage peaking at 200 MB. For this kind of small scale corporate,

educational or personal use-case, scalability is not much of a concern.

Within the development community there are multiple approaches to scalability prob-
lems when discussing volume operations, Matrix had an overhaul with improvements of

Synapse scalability in late 2020. One of the possible improvements is described below.

When dealing with small instances and operations it is recommended to run Synapse
in default monolith mode. However in larger cases where higher performance is required,
horizontal scaling [I7] can be applied within the main process. These processes are de-
noted workers for independent scaling. The processes communicate with a Synapse spe-

cific replication protocol, keeping sync between the corresponding databases within the
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instances. Additionally there is a possibility to utilize a Redis [I3] publish / subscribe
channel to send replication streams between the configured Synapse instances. Redis be-
ing a high-performance in-memory database, used in many different applications including

public subscribe schemes.

Clients & Federation

l

Reverse Proxy

HTTP
\ 4 \ 4 \ 4
Main Worker #1 Worker #2 Evc_ent
Process Persister
A A A A
P HTTP
A A 4

Redis - Publish / Subscribe channel

Figure 5.1: Representation of the horizontal scaling architecture available within modern
versions of synapse. With client and federation requests being facilitated via a Reverse
Proxy such as NGinX in the above implementation section, with a number of workers pro-
viding replication functionality between a number of workers and a main process operating
over HT'TP.

This is a method that is applied in the scaling of large home-server hosting operations
such as ”Matrix.org” which facilitates a user concurrent user count surpassing fifty thou-

sand.
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Additionally there is no issue of hosting separate servers further decentralizing the net-
work via federation, as an example instead of hosting a TCD server you could host a
SCSS server in a smaller volume which is federated to a further network of independent

deployments, this is feasible with the relative low complexity of the setup process.

Fabric - Blockchain Growth

Within the Fabric network, a possible concern on a long time scale is the growth of the
blockchain in size. Fabric operates with batched transactions by default, With listed pa-

rameters being configurable within the Ordering Service with default values set:

e BatchSize.MaxMessageCount: 10
e AbsoluteMaxBytes: 98 MB
e PreferredMaxBytes: 512 KB

Meaning that options exist to limit batching behaviour to a number of set transactions
per batch. However in our application these concerns are not a key issue due to the ap-
plication use-case of registering group-membership records, on a reasonable scale such as
described in the section regarding Communication Scalability, we do not expect scaling
of the blockchain network to be a problem, as by principle modifications of groups can-
not occur at such an overwhelming rate, especially with measures that discourage spam
joining or leaving groups that may be in place in such a system. One consideration for
the growth of the chain is to be made when dealing with a possible advancement on the
current model where messages would be pinned onto the blockchain, this will be discussed
briefly within a Future Developments section. When looking at more common permis-
sionless systems the growth of the chain can be a harsh limiting factor to users who wish
to run a node [23]. An analysis was performed in a work at: [36], discussing the scalability

and performance experiments that were run on a fabric implementation.

Social & Accessibility issues

In the world of decentralized communication applications and social networks, often the
difficulty in accessibility and hosting setup if required is one of the key factors that hinders
the usage, together with the difficult task of coordinating users to transfer over to the
desired network. This kind of behaviour is very commonly seen in P2P hosted networks,

finding difficulty to facilitate consistent use over a large user-base, in comparison to more
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convenient centralized options.

This issue is quite widespread, the use of multiple possible devices and access points
such as available desktop and web clients, with different client implementations being

available is one beneficial factor in this kind of scenario.

5.1.2 Design Alternatives
Threat Model - Alternatives

Our design and initial aims that were set within this work focus on emulating commonly
used communication applications such as WhatsApp, this implies the functionality as
described within the design, and comes with some limitations if there is a more stringent

target model.

One of the following limitations that we discussed during the design & development pro-
cess was the questions surrounding acceptable levels of metadata leakage during commu-

nications and operations. Where metadata is information such as:
e User usage patterns.
e User contacts & relationships.
e Frequency of messages sent.

The limitation of metadata is an admirable goal, however to implement completely private
operation in terms of message content and metadata, may lead to extreme approaches
which lead to limitations of functionality, this trade-off is important to consider when
setting objectives for a work. Some example usages of metadata within existing systems

can be read about in [32].

In end-to-end encrypted applications, typically message content is the first concern for
user privacy, however in many applications the metadata such as above is shared either
with server administrators or other network participants. Although following our discus-
sions we found that this level of security was not easily attained with efficiency when
utilizing a federated model, it would be a factor when looking at possible alternative de-
signs for a similar communications system which aimed for more anonymity with goals
such as masking metadata or keeping users anonymous in terms of their IP addresses,

from each other or the server adminstration depending on the design.
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P2P Communication Benefits & Concerns

One such alternative design paradigm is a Peer-to-Peer based model. When looking
at P2P concepts, prevalent in some specific applications most famously in file sharing
networks, in this design structure users would be required to host a server implementation
potentially not at all times, in order to communicate with other such nodes, in this model
a trusted third party is not required, however the model of a distributed conversation
store is much more difficult to implement as both parties need to be online [26]. Due to
the absence of a third party in this case metadata is not shared with anyone else except
the communication participants. However from our model which relies partially on usage
of mobile devices this is difficult to implement and maintain. The Peer-to-Peer model is
a more extreme decentralization effort in this sense, however with its own difficulties such

as limited functionality in comparison to federated operation.

Utilization of External Distributed Networks

The usage of an external network to facilitate communication between users is also a niche
but selectively used concept in some high-security communication applications. There are
a number of existing implementations that use the TOR [I8] network, a onion routed net-
work where nodes are hosted by volunteers, and traffic is routed to three nodes with
encryption on each hop, leading to effective anonymisation [27] of user IP addresses and
identities. Where all outputs of the network are well-known exit nodes. This model
doesn’t align as well with our other objectives regarding identity, we came to the conclu-
sion that this was not a useful technique in the development of this work, with additional
overheads generated in this kind of scheme, not being appropriate with the objectives.
Several networks that utilize similar principles exist as an example Tox [19] uses a sepa-

rately hosted network of nodes to facilitate onion routed communications between users.

However in different use-case IP addresses may be important to obfuscate effectively.

Such as networks used by journalists or in authoritarian governments.

46



Node #1 (Entry) Node #3 (Exit Node)
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User Target Server

Node #2

Figure 5.2: Representation of how traffic passes through an onion-routed network such as
tor or similar in concept networks, with each transfer being encrypted separately, passing
through three nodes to the target destination effectively anonymising the request with the
closest output being the exit node. With the request message being denoted ”Msg”.

5.1.3 Future Developments
Message Receipt Persistence on-chain

An interesting development that we observed during the design process and research of
existing systems within this field, was proposals to store message receipts on chain, similar
to our concept of group membership, however the application of this idea potentially
requires much larger volumes of transactions to be completed on the blockchain network.
As this wasn’t initially in scope of the work, we did not implement such a functionality,
however from a technical standpoint it is similar to our system, with the difference of
potentially an exponential growth of receipts being placed on chain as the amount of
enabled rooms with this option is increased, as message frequency is by definition much

more frequent than membership changes.
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Appendix

N

.1.1 Network setup guide.
Matrix Synapse & Client set-up instructions
Pre-Requisites:
e A appropriate server for hosting the Synapse server.
e Docker & Docker-Compose installed (updated versions).
e NGinX Proxy Manager installed (updated version).

Synapse Docker installation:

docker run —it —rm —mount type=volume, src=synapse—data,dst=/data
—e SYNAPSE SERVER NAMFE=<your—intended —url >
—e SYNAPSE REPORT_STATS=no

matrixdotorg/synapse: latest generate

Verify that the Synapse configuration file was created at:

/var/lib /docker /volumes/synapse—data/_data/homeserver.yaml

Now change any required settings, read through the synapse homeserver.yaml configura-

tion file, some key changes:

e cnable_registration: true

e server_name: “matrix.your_intended domain.com”

e Set up a listener for the federation port 8448
Starting Synapse:
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docker run —d —mname synapse
—mount type=volume , src=synapse—data ,dst=/data
—p 8008:8008 —p 8448:8448 —p 4143:443

matrixdotorg/synapse: latest

You should be able to check docker logs using: ”docker logs synapse” to ensure the start

up of the server completed successfully.
Setting up the Reverse Proxy: Following logging into your proxy manager which
should be available at ”http://yourdomain.com:81”, the IP address that your container

has can be found using "ip addr show docker0”.

Setup the reverse proxy as shown in the below images, and continue to verify that feder-

ation is working utilizing the federation tester at:

"https://federationtester.matrix.org/”

Edit Proxy Host X Edit Proxy Host X Edit Proxy Host

4 Details £ Custom locations 8} Advanced

Domain Names * These proxy details are available as nginx variables:

Add location

matrix.anton-test-orgLxyz « Sserver Forward Hostname /P
* sport Forward Port

Scheme * Forward Hostname [ IP * Forward Port * Define location * « Sforward_scheme Scheme
~ location = matrix.anton-test-orgl.xyz

http 1721701 8008 v gLy Custom Nginx Configuration

@D cacheAssets @D Block Common Exploits Scheme * Forward Hostname [IP*  Forward Port * paa_header AccessControlAllow-Grigin ™
listen 8448 ss| http2;
https 172.17.0.1 4143 =
() Websockets Suppor‘t P location f.well-known /matrix/server |
Add a path for sub-folder forwarding, return 200 '["m.server™: "matrix.anton-test-orgl.yz:443")';

Access List Example: 203.0112.25/path default_type application/json;

add_header Access-Control-Allow-Origin *;

Publicly Accessible

Figure 3: NGinX Proxy Manager settings when setting up a Federated Synapse server.
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matrix.anton-test-orgl.xyz

http://172.17.0.1:8008 Let's Encrypt Public ® Online

Figure 4: Proxy Host.

From here you can continue and create a number of users through a client of your
choice for testing purposes, we used ”element.io” for this purpose as it provides a web
and desktop client available for testing. An example homeserver deployment should be

available at matrix.anton-test-orgl.xyz

Fabric - Network set-up instructions

Setting up the fabric-samples repository with specific versions set in the com-

mand:
curl —sSL https://bit.ly/2ysbOFE | bash —s — 2.2.5 1.4.9
You can run ./network.sh up within /fabric-samples/test-network/

To verify the types of images used and lists of docker containers created on startup via:

docker ps -a

To tear down the network we can use: ./network.sh down this stops all related docker

containers and deletes any remaining crypto material and artifacts.

Channel Creation:

./network.sh up createChannel

Package the Smart Contract

cd fabric—samples/asset—transfer —anton/chaincode—go

GO111IMODULE=on go mod vendor
cd ../../test—network

export PATH=${PWD} /../bin :$PATH
export FABRIC_CFGPATH=$PWD/../ config/

peer lifecycle chaincode package anton.tar.gz
—path ../ asset—transfer —anton/chaincode—go/

—lang golang —label anton_1.0
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Installing the Smart Contract:

We are using peer(.orgl.example.com as a example peer destination in this, this can be

changed to apply to the created network names and parameters.

export COREPEER.TLS ENABLED=true
export COREPEERLOCALMSPID="OrglMSP”

export CORE_PEER.-TLS_ROOTCERT FILE=${PWD}/organizations/peerOrganizations/

orgl.example.com/peers/peer0.orgl.example.com/tls/ca.crt

export COREPEERMSPCONFIGPATH=${PWD}/organizations/peerOrganizations/

orgl.example.com/users/Admin@orgl.example.com/msp

export COREPEER_ADDRESS=localhost:7051

peer lifecycle chaincode install anton.tar.gz

Approve Chaincode installation

export CCPACKAGEID=anton_-1.0:69de748301770f6ef ...

peer lifecycle chaincode approveformyorg —o localhost:7050

—ordererTLSHostnameOverride orderer.example.com

—channellD mychannel —mname basic
—version 1.0 —package—id $CC_PACKAGEID
—sequence 1 —tls —cafile

${PWD}/organizations/ordererOrganizations/example.com/orderers/

orderer.example.com/msp/tlscacerts/tlsca.example.com—cert .pem

This process should be done for each peer separately on the network.

Committing chaincode definition to the channel.

peer lifecycle chaincode checkcommitreadiness
——channellD mychannel —name basic —version 1.0
—sequence 1 —tls —cafile
${PWD}/organizations/ordererOrganizations/example.com/orderers/

orderer.example.com/msp/tlscacerts/tlsca.example.com—cert .pem
—output json
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peer lifecycle chaincode commit —o localhost:7050
—ordererTLSHostnameOverride orderer.example.com
——channellD mychannel —mname basic —version 1.0
—sequence 1 —tls —cafile
${PWD}/organizations/ordererOrganizations/example.com/orderers/
orderer.example.com/msp/tlscacerts/tlsca.example.com—cert .pem
—peerAddresses localhost:7051 —tlsRootCertFiles
${PWD}/organizations/peerOrganizations/orgl.example.com
/peers/peer0.orgl.example.com/tls/ca.crt
—peerAddresses localhost:9051 —tlsRootCertFiles
${PWD}/organizations/peerOrganizations/org2.example.com/
peers/peer0.org2.example.com/tls /ca.crt

Invoking chaincode.

peer chaincode invoke —o localhost:7050
—ordererTLSHostnameOverride orderer.example.com —tls —cafile
${PWD}/organizations/ordererOrganizations/example.com/orderers/
orderer.example.com/msp/tlscacerts/tlsca.example.com—cert .pem

—C mychannel —n anton —peerAddresses localhost:7051——tlsRootCertFiles

${PWD}/organizations/peerOrganizations/orgl.example.com/peers/
peer(0.orgl.example.com/tls/ca.crt —peerAddresses
localhost:9051 —tlsRootCertFiles

${PWD}/organizations/peerOrganizations/

org2.example.com/peers/peer0.org2.example.com/tls/ca.crt
—c {7 function”:” InitLedger”,” Args”:[]}’

Example Query:

peer chaincode query —C mychannel —n anton —c ’{” Args”:[” GetAllAssets”]}’

Further resources regarding operation of Fabric network are extensive and

available at: https://hyperledger-fabric.readthedocs.io/en/release-2.2/

Specifications and source code regarding configuration files with ports are
available in submission.
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